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The Boston Electronic Medical Record Collaborative is 
working to develop a system that will use the World Wide 
Web to transfer computer-based patient information to 
clinicians in emergency departments. Maintaining ade-
quate confidentiality of these records while still facilitat-
ing patient care is paramount to this effort. This paper 
describes an explicit protocol that would make it possible 
to electronically identify patients and providers, secure 
permission for release of records, and track information 
that is transmitted. It is hoped that other, similar efforts 
now underway will be able to use and build on this model. 
Comment on this proposal is invited from all parties with 
an interest in confidentiality. The system will be used only 
with "scrubbed" data—data from which all identifiers 
have been removed—until it is generally agreed that the 
confidentiality methods proposed here are appropriate 
and sufficient. 
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Safe, comprehensive, and cost-effective patient 
care depends on the provider's ability to obtain 

an accurate record of the patient's previous health 
care, including treatments and testing. Without this 
information, tests may be repeated or previous re-
sults ignored, allergies may not be known, and in-
formation about drug regimens may be miscommu-
nicated. Never is the need for rapid access to 
information more apparent than when a patient 
seeks emergency care. When patients who are usu-
ally cared for at one institution go to the emergency 
department of another institution, there is reason to 
be concerned that missing information may result in 
less than optimal care. Inappropriate care caused by 
lack of access to information may delay diagnosis 
and result in improper therapy, iatrogenic illness, 
and increased health care costs. In the emergency 
care of an unconscious patient, lifesaving informa-
tion may be unavailable. 

The Boston Electronic Medical Record Collabo-
rative is working to develop a system, the World 
Wide Web Electronic Medical Record System (W3-

EMRS), that will use the Internet and the World 
Wide Web (1) to transfer hospitals' computer-based 
patient information to the emergency departments 
of participating institutions. We hope that this sys-
tem, which has been described elsewhere (2-4), will 
alleviate the knowledge deficit of emergency care 
providers by improving their access to relevant pa-
tient information. The Collaborative, which consists 
of informatics researchers from three hospitals in 
Boston and the Massachusetts Institute of Technol-
ogy, was created by a cooperative agreement award 
from the National Library of Medicine and the 
Agency for Health Care Policy and Research; insti-
tutional policies about the electronic transfer of pa-
tient information remain under active discussion. 

An obvious and serious concern in a system such 
as W3-EMRS is the confidentiality and security of 
patient information. We propose an approach that 
we hope will define a standard for protecting the 
confidentiality of patient information while improv-
ing patient care by allowing emergency access to 
patient records. In this paper, we put forward our 
proposal and explain the principles and assumptions 
that underlie it. 

These principles and assumptions are as follows. 
First, we recognize that tradeoffs between access 
and confidentiality must generally be made; it is not 
possible to achieve both perfect confidentiality and 
perfect access to patient information, whether that 
information is computerized or handwritten. Certain 
actions may improve access for a given level of 
confidentiality or improve confidentiality for a given 
level of access, but maximal confidentiality and max-
imal access cannot be attained simultaneously. 

Second, we believe that advances in security on 
the Internet and the Web, which are needed for 
financial transactions, will be adequate to protect 
patient information during the transmission process 
(5). Consequently, we can expect the secure elec-
tronic transfer of the information and must concern 
ourselves primarily with ensuring the appropriate-
ness of the transmission. To this end, we must de-
fine the methods by which a health care institution, 
using the Internet and the Web, can accurately 
identify a provider and a patient at a setting remote 
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from that institution while the patient is obtaining 
care in the remote setting. 

Third, we recognize that in an emergency, it may 
not be possible to ask a patient for permission to 
access his or her distant medical record. In this 
situation and in the absence of a previous statement 
by the patient forbidding such access, we believe 
that information may appropriately be released to 
emergency providers under the doctrine of implied 
consent (6). Conversely, if the patient is able to give 
consent, we require explicit consent for access. Oth-
ers have suggested using a similar strategy for re-
lease of records in emergency settings (7). 

Fourth, our experience with electronic patient 
records has led us to conclude that the most com-
mon threat to confidentiality is the inappropriate 
accessing of information by authorized providers. 
One way of reducing this threat is to establish se-
vere punishments for providers who violate patient 
confidentiality. Because many institutions with vary-
ing employment practices will be participating in the 
W3-EMRS project, the institutions will probably 
need to agree on ways to settle disputes over ap-
propriate punishments for cross-institutional viola-
tions of confidentiality. To know who has reviewed 
patient information using the W3-EMRS server, the 
technology will keep track of information on all 
requests for access. Federal sanctions (8) for the 
inappropriate use of patient information were pro-
posed in the last session of the United States Con-
gress and are likely to be reintroduced in the cur-
rent session. 

Fifth, we recognize that the confidentiality of 
electronic patient records is of paramount impor-
tance to many persons (9-15). Until the confiden-
tiality-related aspects of the W3-EMRS are per-
forming as intended and until the medical, legal, 
informatics, and civil liberties communities are com-
fortable with the confidentiality of the system, only 
"scrubbed" patient data—data from which patient 
identifiers have been removed and in which aspects 
of the cases have been changed—will be displayed 
on the W3-EMRS servers. Thus, the initial imple-
mentation of the W3-EMRS will serve as a demon-
stration and proof of concept. With these principles 
in mind, we propose the following approach. 

Proposal 

We define a reporting institution as a hospital or 
other clinical setting from which recorded patient 
data may be requested. We define a reporting pro-
vider as a provider at a reporting institution who has 
recorded information about a patient. A recipient 
institution is a hospital or other clinical setting in 
which a patient is being seen that desires access to 
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patient information kept at a reporting institution. 
A recipient provider is a provider at a recipient in-
stitution who is caring for a patient and desires 
access to patient information kept at a reporting 
institution. 

Scope 
This report is not concerned with methods of 

providing security for documents transmitted over 
the Internet or Web. Nor is it concerned with the 
selection of particular security technologies for au-
thentication or for permanent, secure, and indelible 
audit trails. Rather, it addresses the functional spec-
ifications that any security technology will be re-
quired to meet to support the provision of care 
across health care institutions. Our suggested pro-
tocol for the protection of confidentiality addresses 
a single important scenario—the treatment of a pa-
tient in the emergency department—in which pa-
tient care would be improved through the interin-
stitutional transfer of records. 

Confidentiality 
It is assumed that patients have an ethical and 

legal right to the confidentiality of their medical 
record (16). Therefore, it is considered appropriate 
to allow access to a patient's record only with the 
patient's consent. In the absence of exceptional cir-
cumstances, explicit consent must be obtained. 
However, in certain serious medical situations, the 
doctrine of implied consent allows it to be assumed 
that a patient would provide consent if that patient 
were competent, even though the patient is incapa-
ble of communicating consent. On the other hand, 
if the patient has explicitly stated in a reporting 
institution that his or her medical record should not 
be released over the Web, then the record will not 
be accessible on the Web even in an emergency. 

Participating institutions must provide for the 
electronic recording of patient refusals to allow 
emergency release of their records over the Web. 
Therefore, providers should be encouraged to ask 
patients to indicate explicitly whether they would 
allow release of their records for Web transmission. 
The recording of a patient refusal must electroni-
cally prevent the release of records over the Web. 

Requirements for Access 
Access to the record of a competent patient (17) 

will be provided if all of the following criteria are 
met: 1) The patient has not recorded, at the report-
ing institution, a previous explicit prohibition to the 
release of records over the Web; 2) the patient 
consents to access for a specific episode of care at 
the recipient institution; 3) the identity of the pa-
tient is authenticated; and 4) the identities of the 
recipient institution and provider are authenticated. 



A patient will be deemed competent if he or she 
meets the usual medical and legal criteria for com-
petence and is capable of communicating consent to 
the reporting institution. A patient who does not 
meet these criteria will be considered incompetent. 

Access to the record of an incompetent patient 
will be provided if all of the following criteria are 
met: 1) The patient has not recorded, at the report-
ing institution, a previous explicit prohibition to the 
release of records over the Web; 2) the situation is 
such that a delay in access to the patient's record 
could result in serious harm to his or her health; 3) 
the identity of the patient is authenticated; 4) the 
identities of the recipient institution and provider 
are authenticated; and 5) the recipient provider has 
confirmed the need for emergency access to the 
patient's record. 

Authentication 
A competent patient will be considered authen-

ticated if the following information is correctly 
transmitted to the reporting institution: last name 
and first name, date of birth, sex, mother's first 
name, and father's first name. An incompetent pa-
tient will be considered authenticated if the follow-
ing information is correctly transmitted to the re-
porting institution: last name and first name, date of 
birth, and sex. 

A recipient institution and provider will be con-
sidered authenticated if the following criteria are 
met: 1) the request for information originates from 
an electronic address that the reporting institution 
knows to belong to a recipient institution, 2) the 
recipient provider gives his or her name, and 3) a 
secure password is provided to the reporting insti-
tution. This secure password must be known to be-
long to a specific provider who works in the emer-
gency department at the recipient institution. A 
secure password must be time-limited and must 
have been generated by a hardware device in the 
possession of the emergency department provider. 

Consent 
A patient will be considered to have consented to 

transmission of his or her medical record to the 
recipient provider if the patient or designated proxy 
answers affirmatively when asked for this consent. 

Confirmation of Emergency Need for Access 
A recipient provider will be considered to have 

confirmed the need for emergency access to the 
record of an incompetent patient when the provider 
certifies that such access is appropriate. This will 
require that the provider record indelibly that 1) the 
patient is not competent to give permission for ac-
cess and 2) the patient is at risk for serious harm to 
his or her health if access to the record is delayed. 

Maintaining Integrity of the Medical Record 
All data sent to the recipient institution will be-

come part of the patient's medical record at that 
institution. This is necessary to document the basis 
for decisions that are made in the emergency de-
partment. These data will be permanently and 
clearly labeled as having been obtained from the 
reporting institution. 

Patient's Right To Review Record of Release 
For any instance of access to a patient's record 

by a recipient provider, the reporting institution is 
responsible for maintaining an indelible record or 
audit trail of the authenticated providers and insti-
tutions to which the record was released. The indel-
ible record includes all data released. This audit 
trail is available to the patient on demand. In ad-
dition, upon any such release, the patient will be 
sent a notification of the release with instructions 
on how to obtain the content of the data released. 

Breaches of Confidentiality 
Institutions participating in the W3-EMRS project 

will agree on a series of procedures to use to deal 
with employees who may have inappropriately ob-
tained access to patient information. This may in-
clude the development of an interinstitutional com-
mittee empowered to sanction inappropriate behavior. 

Discussion 

Several projects (18-23) other than our own are 
attempting to use the capabilities of the Internet 
and the Web to assist in the dissemination of pa-
tient information to providers. All of these projects 
raise serious questions about protection of the con-
fidentiality of patient information made available in 
this manner. In the course of its work, the Boston 
Electronic Medical Record Collaborative, which 
consists of clinicians and developers from four sep-
arate institutions, reached a consensus on the above 
proposal. We hope that other groups will be able to 
use our proposal as a model and will build on the 
protections that we have envisioned. We hope, 
moreover, that as other groups begin to use the 
Internet and the Web to transmit patient informa-
tion, the confidentiality of patient information will 
remain a paramount concern. 

Part of our strategy for maintaining confidential-
ity relies on holding individual clinicians responsible 
for breaches of confidentiality and punishing such 
breaches. Individual institutions have used such 
strategies in the past to improve confidentiality (12) 
and have increased the level of accountability by 
informing responsible providers when information 

140 15 July 1997 • Annals of Internal Medicine • Volume 127 • Number 2 



has been accessed (13). We have proposed that this 
strategy be used by insisting on institutional agree-
ments on sanctions and by providing patients with a 
complete accounting of all information that is trans-
mitted over the Web. Because clinicians who re-
quest information are required to have a hardware 
device that generates a time-limited password, we 
can be essentially certain about the identity of the 
clinician so that breaches can be appropriately 
tracked and punished. An unauthorized user would 
be unable to pose as an authorized clinician under 
such a system. Institutions participating in the W3-
EMRS project will need to make continued efforts 
to maintain the confidentiality of patient data. A 
contemporary review of "best practices" in this area 
emphasizes the development of an organizational 
culture that supports privacy and security through a 
combination of policies, educational efforts, sanc-
tions, and technical mechanisms (24). 

In putting forward this proposal, we invite com-
ment from the medical, medical informatics, legal, 
and civil liberties communities and from the public 
at large. We believe that until there is general con-
sensus that the structures we intend to use to main-
tain the security and confidentiality of medical 
records on the Internet and the Web are adequate, 
it will not be possible to realize the potential that 
this exciting new technology has to improve patient 
care. 

We are convinced that improvements in patient 
care can be expected from the more widespread 
availability of vital clinical information. We hope 
that as a medical community and as a society, we 
can develop methods to implement such technology 
in a way that leaves most persons feeling that pa-
tient rights have been appropriately protected. We 
welcome the advice and criticism of all those who 
agree or disagree with this proposal. 
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