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Outline

 Cache access timing attacks

« DAWG protection mechanism: Cache, Core

e OS support: System Calls, Resource Management
* Performance and security evaluation

e Conclusion & Q/A
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DAWG: Dynamically
Allocated Way Guard

e Cache Protection Domains Way-partitioned
Cache Set

 Non-interference by any action: ..
hit / flush / eviction / fill

« Partitioned ways of set-associative structures
 Domain-private cache tag state

 Domain-private replacement metadata
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CAT: QoS Cache Partitioning

e Starting

Intel's Cache Allocat
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Quality of Service goal: prevent one
application from dominating the cache
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 Way-partitioning LLC

e Protection domain IDs

e Fill mask
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Shared Memory » Shared Cache
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Shared Sets » Shared Metadata
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Protection Domain Isolation

' Legal API
= |llegal Channels
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Protection Domain Isolation

' Legal API
* lllegal Channels
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Fast System Calls

1. OS can access
everything in
process memaory Process

2. Infout arguments in h

cache (dirty)

3. OS must not leak
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Core & OS changes:
Domalin Descriptors

» EXisting support for CAT

Domain Descriptors
Global
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Core & OS changes:
Domalin Descriptors

o Existing support for CAT + DAWG
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Core & OS changes:
Domain Selectors

o EXxisting support for SMAP
(Supervisor Mode Access Protection)

Few routines access user-data & toggle SMAP
copy from user
COopy toO user
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Core & OS changes:
System calls

o Existing support for CAT & SMAP + DAWG
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Resource Management

o Extends CAT support + secure domain reallocation

e Secure dynamic way reassignment

Fill Mask [ O B O
Hit Mask [ S B
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Secure Dynamic Way
Reassignment

e Secure way sanitization

 Concurrent for shared caches - sh block
-lus ocks
Fill Mask .-. . in revoked way
Hit Mask [ I I

DAWG 56



DAWG

Secure Dynamic Way
Reassignment

Ve 1 B
HitMask [ L B B

57



DAWG

Secure Dynamic Way
Reassignment

58



DAWG

Secure Dynamic Way
Reassignment

59



DAWG

DAWG Beyond Cache
Partitioning

» Cache Way Locking
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Core & OS changes

o Shared libraries, memory mapped |/O,
VM page sharing, and cache coherence

e Detalls in our paper
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Matching Performance of
QoS Cache Partitioning

* Jypical use case:
public cloud VM isolation
(no page sharing, no core sharing, no SMT)

— DAWG's performance is identical to
oroduction LLC way-partitioning (Intel's CAT)
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Slowdown

Slowdown

Shared Data: DAWG vs CAT

Shared read-only mapping
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Cache Partitioning =
Dedicated Host Per Domain
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Cache Partitioning =
Dedicated Host Per Domain

* lllegal Channels . -

|solating peers and parents
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Cache Partitioning =
Dedicated Host Per Domain

' Secure AP
* lllegal Channels

e

Secure communication
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Dedicated Host Insufficient:
Remote Cache Timing Attacks

Attacker

Process ._

Attacker OS ‘

e High-bandwidth remote cache timing attack
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Remote Cache Reflection:
Attacks and Defenses

syscall completion
time channel, not closed

secret is passed indirectly,
via timing of cache accesses,
within a single protection domain

vicﬁm’s_protection domain

—>>

:-(kernel)

: secret
|
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DAWG

syscall . ..
1 R A

syscall
y2

by DAWG caches
___ attacker’s protection domain
:- (malicious unprivileged app
Lyl receiver—>» secret

attacker orchestrates syscalls to infer
secret via syscall completion time

syscalls interact via the cache; latency of 2" syscall depends on accesses made by 1%

e High-bandwidth remote cache timing attack
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DAWG

Conclusion

Partitioning is the foundation

Minimal changes to hardware: Build on CAT
Minimal changes to OS: Build on SMAP

Minimal performance overhead:
Zero or small over CAT QoS

DAWG applies beyond caches: TLB, etc
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Beyond Cache Partitioning:
Code Prioritization
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