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ABSTRACT though cryptographic technology is now built into the email
Cryptographically protected email has a justly deserved rep- programs being used by most Internet users, few messages
utation of being difficult to use. Based on an analysis of that travel over the Internet are actually secured. [12]

the PEM, PGP and S/MIME standards and a survey of 470

merchants who sell products on Amazon.com, we argue thatWe surveyed 470 Amazon.com merchants regarding their
the vast majority of Internet users can start enjoying digi- experience, knowledge and perceptions of digitally signed
tally signed email today. We present suggestions for the useemail. Some of these merchants (93) had been receiving
of digitally signed mail in e-commerce and simple modifi- digitally signed VAT invoices from Amazon for more than a
cations to webmail systems that would significantly increase year. The messages were signed with standard S/IMIME (Se-
integrity, privacy and authorship guarantees that those sys-cure Multipurpose Internet Mail Extensions) signatures—
tems make. We then show how to use the S/MIME standard signatures that can be transparently verified by programs
to extend such protections Internet-wide. Finally, we argue such as Microsoft Outlook and Netscape Communicator.
that software vendors must make minor charges to the way

that mail clients store email before unsophisticated users canWe were unable to find a previous survey that explored the

safely handle mail that is sealed with encryption. attitudes of users towards digitally signed email. We there-
fore designed our survey to test the respondents knowledge

Author Keywords qf digital signatures and their interest in the potentia] bene-

User Studies, E-Commerce, User Interaction Design fits that promoters of the technology frequently mention.

Based on our analysis of this survey and our knowledge of
current S/IMIME implementations, we argue that S/IMIME is
ready to be used for digitally-signing many routine e-business
communications. We suggest a scheme in which the security
provided by AOL and various webmail systems could be ex-
tended through the use of S/IMIME signatures. We also pro-
INTRODUCTION pose modifications to email clients and services in the han-
Email messages are not protected as they move across thgling of self-signed certificates, which we believe would fur-
Internet. Messages can be misdelivered or intercepted andher increase the acceptance and use of S/IMIME signatures,

read by unauthorized or unintended individuals. Email can and might have the benefit of assisting in the fight against
also be surreptitiously modified—even forged—creating the so-called spam email.

impression that a person made a statement that she did not.

Ordinary Internet email simply does not provide techniques We argue that there remain interface and implementation

for assuringntegrity, privacyor establishingauthorship problems regarding the use of S/MIME for cryptographi-
cally sealing messages to assure privacy. We argue from

Email can be protected by restricting its movement to trusted our survey data that these implementations are not consistent

computers and secure communications links, but such con-with user expectations or wants, and suggest improvements.
trols are not possible in a large-scale environment with dis-

tributed management. As a result, the only way to protect prjOrR WORK

Internet mail is through the use of cryptography. Yet even The past 20 years has seen numerous efforts to make secure
Internet email possible, if not ubiquitous.
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Privacy Enhanced Mail (PEM)

The Internet Activities Board’s Privacy Task Force started

work in the mid-1980s to develop standards designed to pro-
vide end-to-end encryption for email. These standards be-
came known as Privacy Enhanced Mail (PEM), embodied
in RFC (Request For Comment) 989 [15] issued in 1987.



The PEM standards were revised twice, with the final set of statements made by other users. Zimmermann envisioned
RFCs [2,14,16] published in 1993. These documents de-these capabilities would be used to create a reputation-based
fined a signature and encryption standard for ASCII email “web of trust.”
messages based on public key cryptography using the RSA
(Rivest Shamir and Adelman) algorithm. PGP was quite popular in some technical communities, but
greater adoption was hampered because PGP was difficult
PEM defined two main protection features: (1) Signed Mes- to centrally-manage, PGP did not come with licenses for
sages and (2) Signed and Encrypted Messages. Users pulthe patented public key technology, and PGP was a separate
lished their RSA public keys in digital certificates as de- program that did not transparently interoperate with exist-
fined by the X.509 CCITT Standard. These certificates were ing email systems. These objections were overcome with
signed using the private RSA key of a Certifying Authority the introduction of commercial PGP version in 1997 that in-
(CA). The public key of the Certifying Authority was itself  cluded all necessary patent licenses and plug-ins that let PGP
placed in another certificate, which itself could be signed by interoperate with popular email systems such as Microsoft
another CA, and so on, composing a Certificate Chain that Outlook and Eudora. PGP message formats were eventually
led back to a single trusted Root. standardized by RFCs 1991, 2015 and 2440. [1,4,7]

Because there was no centralized online public key direc-

tory in 1989, PEM was designed to operate without one. In- Despite the widespread availability of software that imple-

stead, each signed message included all of the certificate X i . S
in the Chain needed to verify the message signature. Once?mentS cryptographically-secured email, secure messaging is

received, PEM implementations would store those accom- not widely practiced. Gutmann suggests that messages em-
S e p e . ploying any kind of end-to-end cryptographic protection com-
panying certificates on the recipient’s computer. The recip-

! ) rise only a tiny percentage of the non-spam messages that
ient could then reply to messages with a response that wa

both signed with the sender’s own key and encrypted Withéjraverse the Internet each day. [12]

the public key of the intended recipient.

Usability Problems Plague Secure Messaging

Nevertheless, there is clearly both desire and need for mail
security. The 10th GVU WWW User Survey [13] found
Secure Multipurpose Internet Mail Extensions (S/MIME) that a majority of respondents described themselves “very”
When work on PEM stalled shortly after the publication of (52.8%) or “somewhat” (26.7%) concerned about security.
the PEM standards, RSA Data Security began a new projectA plurality of users (19.1%) identified privacy as “the most
to re-implement the PEM concept on top of the new MIME important issue facing the Internet.”
mail standards. Called S/IMIME, this work was eventually
migrated to the Internet Engineering Task Force (IETF) and In recent years Internet users have been beset by a deluge of
standardized through RFC2311 and follow-ons. [6, 18] both unwanted “spam” mail and more importantly by so-
called “phishing” messages—messages that purport to be
Because management of a single Root with a single certifica-from a respected bank or other financial institution, but which
tion policy proved to be problematical, S/IMIME implemen- direct the recipients to bandit websites that exist for the pur-
tations do not implement a strict hierarchy of certificates, pose of stealing usernames and passwords. [8]
but instead accommodates any number of trusted Certificate
Authorities. Many observers blame encryption’s lack of success on the
difficulty of using the software and the lack of a perceived
Today support for S/IMIME is integrated into many email need on the part of users. We have found very few published
clients, including Microsoft Outlook and Outlook Express, studies substantiating this belief. Best known is Whitten and
Netscape Communicator, Lotus Notes, and others. But sup-Tygar'’s study of PGP 5.0, [22] in which test subjects found it
port for SIMIME is notably missing from AOL's client soft-  difficult or impossible to exchange keys and send encrypted
ware as well as from many web-based mail systems (e.g.mail. Whitten argues in her dissertation [21] that software
Yahoo, Google’s GMail, Hotmail). On these systems, digi- can successfully employ a technique she csdife staging
tally signed S/IMIME messages appear as ordinary messageso teach secure messaging practices to users.
with an additional attachment namechime.p7s , while
S/MIME messages that are sealed with encryption are inde-

: Technology to Solve Usability Problems
cipherable. gy v A

The easiest way to solve the problem of secure email is to
build an integrated system in which keys are automatically
Pretty Good Privacy (PGP) created and distributed whenever new accounts are added by
In 1991 a programmer in Colorado named Phil Zimmer- the system’s manager, an is the case with Lotus Notes and
mann released PGP, an email encryption system that per-Groove. [19]

formed rudimentary message signing, sealing, and key man-

agement. [9] The primary difference between PGP and PEM Existing standards-based email systems can be adopted with
was the system’s approach to certification: whereas PEM a proxy between the user’s mail client and the mail server
specified a centralized Public Key Infrastructure (PKI) with that automatically and transparently encrypts mail as it is
a single root, PGP users can both independently certify keyssent and decrypt mail as it is received. There are many ex-
as belonging to other users, and decide to trust certificationamples of such proxies. [3, 10, 17] Some of these systems



use existing keys and certificates, while others generate and
distribute keys and certificates as needed. But despite the
technical appeal of such solutions, their existence has not
made secure email commonplace. (Notes can use a similal
approach to send and receive SIMIME mail over the Inter-
net.)

Another approach is to integrate cryptographic technology
directly into the user interface of conventional mail clients.
Programs such as Outlook, Outlook Express, and Mozilla
Thunderbird provide simple “encrypt” and “sign” toolbar
buttons. Our experience has shown that most users eithe
ignore these buttons or are confused by them, as discusse
in the next section.

The Certificate Barrier

In order to send mail that is digitally signed, the sender must
first create a public/private key pair and obtain a certificate
certifying that pair. In order to send mail that is encrypted,

it is necessary to obtain the public key of one’s intended re-
cipient. Thus, even when there are easy-to-use “encrypt”
and “sign” buttons in a program’s toolbar, there can still be

significant barriers to using that functionality.

This state of affairs seems odd to the initiated. After all, cre-
ating keypairs is trivial: Finding hundred-digit prime num-
bers is a process that can be automated and run at the click o
a button. The problem is what happens next: there is nothing
to stop a user from placing any name that they wish on the
public key after it is created. This creates the opportunity for
deception and skulduggery.

The S/MIME system addresses this potential for deceit by
requiring users to obtain a certificate from a well-known and
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Figure 1. Outlook Express displays a frightening “Se-
curity Warning” when it receives email that is digitally
signed using a certificate from an unknown CA.

ing a certificate issued from an unknown CA—as is the case

presumably reliable CA, assuring that the name on each cer-with mail signed with a self-signed certificate—as shown in

tificate really belongs to the entity that control’s the certifi-
cate’s matching private key. This is a complex process that
frequently involves payment. For example:

e \eriSign Inc., one of the best known CAs, sells a simple
certificate called a “Class 1 Digital ID” for $14.95; these
certificates expire one year after issuance. [20]

Thawte Consulting Ltd., a VeriSign subsidary, gives away
free “personal emalil certificates” from its website, but re-
quires that individuals provide a “national identification
number” such as a passport number, drivers license num-
ber, or social security number—something that many users
may not wish to do. Users must then click through more
than 20 web pages (some with very difficult-to-find links)

Figure[]. Presented with these warnings, recipients gener-
ally “push back” on the message sender, asking them to stop
using the security technology.

The PGP encryption system does not have this problem: with
PGP people create their own self-signed certificates (called
keysby PGP) which can be used immediately; these certifi-
cates can be later signed by others, if desired. Yet it is pre-
cisely for this reason that many organizations are hesitant
to use PGP in an official capacity: with PGiRybodycan
create and use a key with any name on that key. For exam-
ple, there are numerous keys on the public PGP key servers
that have the name “Bill Clinton” on them, even though it
is widely believed that none of the keys were put on the key

and answer complex questions such as “Charset Prefer-Server by the former US President.

ence” which many users may not understand.

A SECURE MESSAGING USER SURVEY

Because of these difficulties and possible expense, few user©ur survey consisted of 40 questions on 5 web pages. Re-

go to the trouble of obtaining S/IMIME certificates from well-
known CAs.

Self-signed certificates can be used with today’s SIMIME

spondents were recruited through a set of notices placed by
Amazon’s employees in the Amazon Seller's Forum. Partic-

ipation was voluntary and all respondents were anonymous.
Respondents from Europe and the United States were dis-

implementations, but their use is discouraged by most S/IMIMEnguished through the use of different URLs. A cookie de-

clients. These programs display a frightening or confusing
message when they receive email that is digitally signed us-

posited on the respondent’s web browser prevented the same
respondent from easily filling out the survey multiple times.



A total of 1083 respondents clicked on the link that was From Subject

posted in the Amazon forums in August and September 2004. {@ Jeffrey I Schiler  Re: S/MIME survey
Of these, 470 respondents submitted the first web page, with §1David Margrave _ Re: proposed survey
417 of those respondents completing all five pages. We at- E@Rob Miller Re: survey so far

tribute this high follow-through rate to the brevity of the sur-
vey: each page took on average just two minutes to com-
plete. Nevertheless, because the questions on some pag
were viewed by more individuals than questions on other
pages, the numbeiBotal Respondentsand No Response
many of our presented tables do not sum to 470. Because
the questions later in the survey were not critical for eval-
uating responses to questions at the start of the survey, we
believe that the decision to include the data from partially
completed surveys did not introduce systematic bias.

Figure 2. Outlook Express places on a small certificate
8on on top of the envelope icon of the middle message to
indicate that it is digitally signed.

marketplace-messages@amazon.co.uk

Your Amazon.co.uk Seller Fees VAT Invoice
August 20, 2004 1:12:48 PM EDT

Simson L. Garfinkel <simsong @csail. mitedu=
% Signed

Respondents

Average age of our respondents was 41.5. Respondents wergigure 3. Apple’s OS X Mail application displays a spe-

hlghly educated, with more tha..n half Claiming an advanced cial “Security:” header to indicate if messages are d|g|_
or college degree. Most described themselves as “very so-ta|ly signed.

phisticated” (18.0%) or “comfortable” (63.7%) using com-

puters and the Internet. Roughly half of the respondents had

obtained their first email account in the 1990s. by a well-known CA. This is because S/IMIME-aware mail
clients automatically detect the presence of the signature and

The majority of respondents (94.4%) used computers run- display an indication that the message is signed, as shown in

ning Microsoft Windows for email. The two other leading Figure§ 2 anl]3.

platforms were Apple Macintosh (8.5%) and some kind of

mobile computing device such as a cell phone (5.8%). Awareness of Cryptographic Capabilities

We asked respondents which programs they use to read their
Initial Results mail; answers are shown in Taljle 1. We then asked “Does
We presented an analysis of the respondents’ attitudes to-your email client handle encryption?” (Tafle 2). The major-
wards digitally signed email to the Financial Cryptography ity (59%) didn’t know, while another 9% chose the answer
2005 conference. [11] In that paper we found that a ma- “What’s encryption?”
jority (54%) of respondents understood the difference be-
tween digital signatures and sealing with encryption; that Based on our knowledge of popularly-used email programs,
prior receipt of digitally signed mail significantly increased we then split our respondents into two groupsS/MIME,
understanding of that difference; and that having previously those whose mail readers really do support S/IMIME, and
received digitally signed email from Amazon increased re- -S/MIME, those whose mail readers did not. We then com-
spondents’ overall trust in email. A majority (59%) believed pared the responses from these two groups using a logis-
that receipts from online merchants should be digitally signedtic regression based on a Chi-Square test to determine if
while a larger majority (62.7%) felt that bank or credit card there were statistically-significafip < 0.05) differences in
statements should be digitally signadd sealed. We con-  their responses to survey questions. Such differences, when
cluded that companies such as Amazon involved in e-commefoeand, are printedn bold and necessarily appear in pairs.
should obtain certificates from well-known CAs and com- (Note: The lack of bold type does not indicate that findings
mence signing with S/MIME signatures all email sent to are not statistically-significant; it merely indicates that there
their customers. is no statistically-significant difference in the response be-
tween the two groups.)
This paper discusses aspects of the survey not presented in
the FC2005 paper—findings that specifically address issuesRespondents with S/MIME-capable mail readers were more
of Computer Human Interaction (CHI). It then uses those than twice as likely to know that their programs were capable
findings to discuss changes that can be made to existing apof encryption, and half as likely to select the answer “What's
plications and services to improve usability. encryption?” Nevertheless, the majority 86/MIME re-
spondents (54%) did not know the cryptographic capabilities
The complete survey text with simple tabulations of every of the software that they were using.
guestion and all respondent comments for which permis-
sion was given to reproduce istatp://www.simson. Almost half of our respondents ( 44.9%) indicated that they
net/smime-survey.html | would be willing to upgrade their client in order to “get
more protection” for their email (Tablg 3)—implying that

Few Barriers for Receiving Signed Mail . . . 'For example, Microsoft Outlook or Outlook Express (OE), used
We found few if any barriers to receiving digitally signed by 30.69% and 41.8% of our respondents, have supported S/IMIME
S/MIME mail when the signer’s certificate was validated encryption since 1997.


http://www.simson.net/smime-survey.html
http://www.simson.net/smime-survey.html

Survey Response (choose one)

AOL 17.9%  Yes 44.9%

Apple Malil 2.5% No 21.0%

Eudora 6.9% My email program already gives me adequate prd1.0%

Evolution 0.9% tection.

Lotus Notes 2.1% Not my decision — my email program is decided|by6.1%

Mozilla Mail 3.2% others.

Netscape 10.1% | do not use an email program — | only use web7.0%

Outlook 30.6%  mail.

Outlook Express 41.8% Total Respondents 443
Total Respondents 435 No Response (11)
No Response (19)

Table 3. “Would you change or upgrade your email pro-
Table 1. “Which computer programs do you use to read gram to get more protection for your email.”

your email? Check all that apply.”
Survey Response (multiple selections allowed)

ALL + S/MIME?-S/MIME I always send email that is sealed for the recipieifit. 0.9%
Yes 27% | 34%* 14%** | sometimes send email that is sealed. 3.5%
No 5% | 5% 5% | rarely send email that is sealed because it is|ri@8.7%
| don’'t know 59% | 54%* 66%* necessary for the kind of mail that | send.
What's encryption? 9% | 7%** 14%** | rarely send email that is sealed because | just dont.9%
Total Respondents 446 291 155 care.
No Response ® ] @ ) [ dgn’t send email that is sealed because it is too harsl 7%
to do.
“p <.05; *p<.01; *p <.001; I don’t send email that is sealed because | don't k]v(M.O%
— I how.
2+S/MIME indicates that respondents used an email client that sup; . . .
ports SIMIME; -S/MIME indi(r:)ates respondents used an email cIieLt]%on’t send email that is sealed because | am wollrizd.3%
which did not. that the recipient won't be able to read it.
I’'m sorry, but | don't understand what you mean|b2.0%
Table 2. “Does your email client handle encryption?” “sealed” or “encrypted”.
Other 3.3%
) . ] Total Respondents 454
there is a potential market opportunity for makers of new  No Response (16)

email clients. No statistically-significant differences were

observed whgn we compargd the responses to this questiomable 4. “Do you send email that is sealed with encryp-

for users of different email clients. tion so that it can only be read by the recipient? Please
check all that apply.”

Why Don'’t People Use Email Security?
We asked our respondents on the first page of the survey for!
whether or not they send email that is digitally signed or '
sealed with encryption. These results are presented in Ta

: “These statistics and free-form comments are particularly sig-
bleg'4 andp, respectively. Very few (33 out of 470) of our ' nificant in light of the fact that 25.2% of our respondents

spo.n‘(‘jents ipdic::},ted“that the%{ digitally signed or sealed the'rthought that receipts sent by online merchants should be dig-
mail “sometimes” or “alwayss itally signed, while 33.6% thought that they should both be
signed and sealed! Remember, all respondents are them-

Although roughly half of our respondents indicated that they selves Amazon.com online merchants!

didn’t use cryptography because they didn't know how, the
free-response answers from the more knowledgeable respon-_.
dents indicated that they either didn’t think that encryption Signature Interfaces and Metaphors

was necessary or else that the effort, if made, would be waste§S the S/IMIME RFCs are silent as to how the presence of
a valid digital signature should be displayed, different pro-

I don’t because | don't care. grams employ different metaphors, as shown in Figures PJand 3.

| doubt any of my usual recipients would understand

the significance of the signature. We asked our respondents how they would like their email

programs to indicate that a message has a valid digital sig-
Never had the need to send these kinds of emails. nature. Roughly equal numbers (44% vs. 41%) said that
they would like the one-line of text added to the header in-

terface (as shown in Figufé 3) as a ribbon or certificate that
is shown when the message is displayed in a list (as shown

2We believe that the single user who answered “I always send email in Figure[2). Roughly a quarter (24%) agreed with the state-
that is sealed for the recipient” chose that answer in error. ment that they “would like to see a signature at the bottom

I don’tthink it's necessary to encrypt my email & frankly
it’s just another step & something else | don’t have time




Survey Response (choose one) render a sealed message indecipherable—remains.
| always send my email digitally signed. 2.2%
| sometimes send email that is digitally signed. | 4.2%  This risk of encryption appears to be little appreciated. As
| rarely send email that is signed because it is|nb®.2%  evidenced in Tablg]4, only 14.3% of our respondents agreed

necessary for the kind of mail that | send. with the statement “I don’t send email that is sealed because
| usually don’t because | don’t care enough to igi®.9% | am worried that the recipient won’t be able to read it.” And
my email. despite the fact that we received literally hundreds of free-

| don’t ever send email that is digitally signed he44.8%  format comments, none of our respondents suggested that
cause | don’t know how. they were afraid to receive sealed mail because they might

I'm sorry, but | don't understand what you mean(b4.1%  |ose the ability to access it at a later point in time.
“digitally signed.”

Other 3.8%  The majority of email systems store email on the computer
Total Respondents 453 in a format that is similar or identical to the form in which it
No Response a7 was received over the network—a practice that dates to the

first email systems.

Table 5. “Do you send digitally signed mail? Please

check all that apply.” For encrypted mail, storing a message as it is received means
leaving that message encrypted with the recipient’'s public
key. As such, it can only be decrypted with the recipient’s

of the message, as if it was signed in ink.” Users of encryp- corresponding private key. This presents users with a conun-
tion favored the ink metaphor to non-users, 31% to 22%, a 4, m:

statistically-significant differencea(< .05)

. o If the recipient loses the private key, the stored email will
We also asked what respondents thought to be “good de- pecome inaccessible. Thus, the user has a strong incentive
scription,” of a digitally signed message would be. Respon- i retain their private keys indefinitely.
dents could chose one of five choices or provide their own
answer; a plurality of respondents (37.3%) agreed thata dig-, At the same time, itis considered good cryptographic prac-
ital signature is "like signing your name at the bottom of @ tjce to periodically destroy private keys that are used for
message.” Next were the 27.5% who agreed that a signature - 4ata encryption. Destroying the key minimizes the chances
was *like having the message notarized,” followed by 30.7%  that the key will be compromised at a later point in time.
who believed that a signature is “like putting your fingerprint |t 3 message is intercepted by an attacker and the key is

at the bottom of a message.” No statistically-significant dif-  |ater compromised, the message is compromised as well.
ferences were seen between users and non-users, although The pest way to protect against this attack is to routinely
we did see statistically-significant differences Eheopeand expire and destroy message-sealing keys.

US samples, with more Europeans (43% vs. 28%) prefer-

ring the fingerprint metaphor, and more Americans (30% Vs. we believe that storing email messages encrypted with the
15%) prefering the notarized metaphor. original key is a design flaw common to all current SIMIME

. o client implementations.
Our analysis of the metaphor question indicates that users
don’t have strong metaphors or analogies for what it meanswe surveyed our respondents to see if they were aware that
to digitally-sign mail. This may be a reflection of the fact they would no longer be able to access their stored encrypted
that the technology itself is somewhat ambiguous, providing mail if they lost or destroyed their private key: Most of them
bothintegrity protectionandsender identification What is (58%) told us that they were not. We then compared how
frequently left unresolved, in both user interfaces and docu- pegple who reported that they sometimes or always made
mentation, is whether or not sending digitally signed mail is se of cryptographic protection with those who said that they
meant to convey some form of intentionality as well. This did not. The results, shown in Tall¢ 6, indicates that sig-
confusion is mirrored in the physical world. For example, njficantly moreUsersthanNon-userf cryptography were
to have a document notarized in the United States merely aware of the risk. Although this is to be expected, it is still
means that the signature on the document was witnessed byroupling that nearly half (40%) were not aware that losing

a commissioned officer of the state; it is no guarantee of. the their key meant that they would be unable to read stored mes-
veracity of the document's contents. Nevertheless, the ideagages.

that notarized documents are somehow more trustworthy is a
misconception that is commonly presented in American me- What's worse, a flaw in the design of Microsoft's Internet
dia. In fact, notarized documents are not more likely to be Explorer 6.0 all but actively encourages users to delete their
truthful—and neither are messages that are digitally signed. o|d certificates when they obtain new ones. When Internet
Explorer (versions 4.0 through 6.0) receives a request for
Storage of Encrypted Messages client-side authentication, it forces the user to chose faim
Cryptography is not without associated costs and risks. Thecertificates for which it has private keyseven certificates
main cost—increased processing time and message size—that have expired, as shown in Fig{ife 4. This creates clutter
has become less significant with faster computers and net-and visual confusion; the only way to eliminate the clutter is
work connections. But the chief risk—that a lost key will to delete the old, expired certificates. Unfortunately, delet-



With today’s email systems like Microsoft Outlook and gents want to be able to manually control how their email

Outlook Express, _mail that is sent with gncrypti_on can messages are saved—and that this result is largely consis-
only be displayed if you have the appropriate digital key. tent for both users and non-users. No email system that we
Normally this key is stored on your computer, butit can also 4e aware of gives users this kind of control.

be stored on a credit card with a built-in computer chip.

If you lose your key or move your email to another computer
where you do not have access to your key, the mail can no
longer be read.

Views on Key Escrow
Another way to assure continued access to private keys is
to escrow them—that is, to store a secured copy of the pri-

ALL Users Non-Users . .
Yes 33% [ 56%" 26%* vate key \_Nlth a third party. Key escrow has a controver-
No 58% | 40%*** 63%%*** sial past: in th_e 1990s the US Government attempted to get
Don’t Know 9% | 4%* 11%* American businesses to adopt mandatory key escrow pol-
Total Respondents 14 102 312 icy. Originally keys would be esc_rowed_ by t_he government
No Response ©) 0) ©6) so that law enforcement and national intelligence agencies

could have access to data encrypted with them. Eventually
the proposals were softened so that the keys could be es-
crowed with any certified escrow authority. The public’s re-

*p < .05; ***p < .001;

Table 6. “Before you read the paragraph above, did you
know that you might lose the ability to read mail sealed
with encryption after you had received it?”

action was mixed. The GVU survey found that 18.0% of the
respondents “agree strongly” with the statement “I support
the establishment of key escrow encryption,” while 25.4%

stated that they “disagree strongly.” [13] Placing these val-
ues on a scale of 1 to 5, we found an average response of
7 =3.013;n = 1286;0 = 1.53.

)X

Choose a digital certificate

Identification

a

We described key escrow to our respondents and asked for
their opinion on the practice on a scale of 1 to 5, where 1 was
“I like it” and 5 was “I don't like it.” The average score for
our users wag = 3.2;n = 406;0 = 1.22.2 We conclude
that attitudes towards key escrow have mellowed somewhat
in recent years, but that the practice is still controversial.

The Web site you want to view requests
identification. Please choose a cerfificate,

Issuer
Client CA v1
Client CA w1

Mame

Simson L Garfinkel

Key Availability and Migration

One practical problem that arises with encrypted communi-
cations is that decryption keys must be available on all com-
puters where the communications are received. One way to
solve this problem is to use a single computer for email and
store your key on it. A majority of our respondents (88.1%)
said that they read email on “A desktop computer reserved
for my own personal use,” while 32.5% said that they read
their email on “My own laptop.”

[ Mare Info... l ['-.-'iE'f'-.' Cerﬁﬁcate...l

l

OK

|

l [ Cancel

A deeper analysis shows that key migration is likely to be
a problem. First, a significant number of respondents indi-
cated that they read email using a shared machine at either
a library (21.1%) or at work (21.3%). Many respondents
(29%) indicated that they usdxbtha desktop computer and
a laptop computer; there needs to be some way for these
users to easily get the private key from one system to an-
other.
ing expired certificates will render indecipherable the stored
email that was sealed with their corresponding public keys. A commonly advocated way to move private keys is external

. ) tokens, such as a smart card or a USB dongle. Another solu-
There are many ways to assure access to archived mail thatjon to store the keys on proxy servers or on shared machines

do not require users to retain their keys. One approach isaccessed through remote control programs such as Microsoft
to decrypt the messages before they are stored. An equallyTerminal Server.

secure variant is to unseal each message and then re-seal it

with another key—or to store all of the mail on an encrypted

file system. We explained five different possible scenarios RECOMMENDATIONS

to our respondents and asked them which they would prefer. 3Although we found a statistically-significant bias thigerswere
We then compared hoWsersvs. Non Usersanswered the  slightly more likely to be in favor of escrow thaxon Users the
question. The results indicate that the majority of respon- bias was minimal—just two-tenths of a point.

Figure 4. Microsoft Internet Explorer 6.0 asks users to
“chose a certificate” before invoking SSL client-side au-
thentication. The user interface displays both current
(top) and expired (bottom) certificates without distin-
guishing them.




In our paper on digitally signed mail and recipient percep- @aol.com in From: field. The AOL network also has the
tions, [11] we recommend that online merchants and other ability to carry “Official AOL Mail,” indicated by a blue en-
corporations send digitally signed mail using certificates is- velope icon in the user’'s mailbox, an “Official AOL Mail”

sued by well-known CAs whenever possible. In this paper seal on the email message, and a dark blue frame around the
we explore the ways that changes to the interface of both message, as shown in Figlife 7. All of these visual indica-
mail applications and webmail systems could further im- tions provide the user with cues that mail sent from within
prove the security of email and help Internet users to realize AOL is somehow different—and presumably more trustworthy—
the benefits of secure email. than mail from outside of AOL.

The security of the Official AOL Mail system depends upon
Promote Incremental Deployment the security of the AOL network and the AOL client soft-

Deploying email encryption systems is frequently seen as ) : X
a chicken-and-egg problem. Senders can't encrypt message&/@re: Although the implementation might use S/MIME or
a similar digital signature system, it could be implemented

for arecipient unless the recipient first creates a public/private

keypair and obtains the necessary certificate. But there is noWlth a variety of simpler means as well. Proponents of cryp-

incentive for a recipient to go to this work unless there is first tography might be tempted to argue that the S/MIME-based
a sender who wants to send encrypted mail. system would be more secure. But such a system probably

would not offer AOL users any morgecurity since AOL’s
users would still have been placing their trust in the AOL

No such chicken-and-egg problem exists for senders Whoclient software to verify the S/MIME signatures.

wish to sign outgoing mail. Our survey shows that many if
not most Internet users have software that will automatically . : , .
verify SIMIME signatures in a manner that is exactly anal- S)ngnr \/I\éebc_:‘n;egl F(ar’cs)v“lg?\;;(lj"osre“r)\tif:ﬂlg\ig AI;)LsSn?éics:gcee.sivoi;h
ogous to accepting a CA-issued certificate during the SSL Pe, 9 piay g

handshake. Companies sending email can begin adoptinfgma'l'Com addresses that orlglnate:uut3|deG_M_a|I In
S/MIME now and incrementally deploy it. xactly the same manner as messages that originated from

within GMail, as shown in Figurdg 8 apfl 9. These two cases

Although in the 1990's digitally signatures might have been Should be distinguished: mail originating within GMail was
: iregent by a sender who provided a valid username and pass-

special-purpose cryptographic accelerators to implement Onword, 'wh|le no such ve_nflcatlon'was performeq for the sender
alarge scale, those days have long passed. A 2GHz Pentium@f mail sent from outside GMail. Inside mail is more trust-
based desktop computer can create an more than 700 S/MiMEOrthy and should be distinguished from outside mail.
signatures every minute using the freely-available OpenSSL
package. S/IMIME certificates are also cheap: a single VeriSi
Digital ID purchased for $19.95 per year can be used to sign
literally billions of outgoing messages, since VeriSign and
other CAs charge by the year, not by the message.

e believe most users would benefit from having those sys-
ems make explicit guarantees about message integrity, au-
thorship and privacy. An easy way to start is for walled gar-
dens to distinguish between email originating within their
walls and email originating from the outside, as AOL does.

Extending Security from the Walled Garden
End-to-end encryption on the Internet was developed be- S/IMIME for Webmail
cause the Internet computers and their links were not a se-Moving forwards, we believe that webmail providers such as
cure infrastructure operated by a single management teamHotmail and AOL should work to support S/IMIME directly
But many of encryption’s benefits—identification of sender, in their systems. Today these services display S/MIME sig-
integrity of messages, and privacy of message contents—carnatures as a small attachment that cannot be easily decoded
be accomplished for email sent within closed systems suchand understood. Instead, we believe that they should vali-
as AOL and Hotmail. These so-calledhlled gardensan date the S/IMIME signatures and display an icon indicating a
provide security assurances for their content because theysigned message has a valid signature.
use passwords to authenticate message senders and provide
reasonable security for message contents. Once S/IMIME messages are properly validated, we believe
that the next step is for webmail providers to obtain SIMIME
We believe that several online services have taken initial certificates on behalf of their customers and use those cer-
steps to providing S/MIME-like functionality—at least so tificates to automatically sign all outgoing mail. This is ethi-
far as showing the recipients of some messages that the meseally permissible because the webmail provider has verified
sage senders were properly authenticated. the identity of the sender, at least to the point of knowing
that the sender can receive email at the given email address.
For example, both AOL's webmail and client interfaces iden- Major webmail providers could do this by establishing them-
tify email that originated within AOL with a little icon of a  selves as CAs and having Microsoft distribute their CA keys
human being in th&rom: field, as shown in Figuffgl 5. Mail  through the Windows Update mechanism; smaller webmail
that comes from the Internet is displayed with a complete providers could work deals with existing CAs to obtain cer-
Internet email address, as shown in Figure 6, and with the tificates that allow extension of the certification chain. This
notation “Sent from the Internet” (not shown). This is true proposal is somewhat similar to Yahoo!'s DomainKey pro-
even when the email that arrives from the Internet has anposal, [5] except that the signatures would be created with



‘8ne Message to mariang 102 @aocl.com sent

Subj  Your new screen name
Date:  8A2/2001 7:55:05 PM Eastern Daylight Tirne

From: & MarianG102 From:  AOLWelcome
. [To: Tutorials R Us
To: & MarianG102 Senton: AL 5.0 for Windows sub 40

Dear Member,

‘You have a new screen namel This screen name was assigned the 18+ category,

v fwhich means you have unrestricted access to all ADL areas and Web sites

Subject: Message o mariang 102@aol.com sent from inside [A0L wants you o have safe and rewarding experiences online. So befare you
explore online, please take a few minutes to review a few important account safety
Date Tue, Sep 7, 2004 10:26 PM tips. /t's @ good idea to print this letter for fulure reference (from the File meny,

Al
« | Address

sefect Print]

This message was sent using AOL.MAIL to mariang102@aol.com.

O Uiijati) AQL k) 1011
Figure 5. Addresses on messages that originate from
within the AOL network, when viewed using AOL's web- Figure 7. The AOL network has the ability to transport
mail interface. “Official AOL Mail.” Such messages cannot be spoofed
by outsiders or other AOL members.
eee Outside Mail
Simson Garfinkel Hide options 9:59pm (2 minutes ago)
From: mariang 102@aol.com From: Simson Garfinkel <simsong@gmail.com>
- Reply-Ta: Simson Garfinkel <simsong@gmail.com>
To: mariang 102 @aol.com To: simsong@gmail.com

Date: Tue, 7 Sep 2004 21:59:17 -0400
Subject: message sent to simsong@gmail.com

Reply | Reply to all | Ferward | Print | Add sender to contacts list | Trash this message |
Show original

This is a message sent to simsong@amail.com from simsona@amail.com

v .

Subject  [Oytside Mail

Date Tue, Sep 7, 2004 10:28 PM

Figure 8. Addresses on messages that originate from
This mail sent from outside the ADL Network. within the GMAIL network, when viewed using GMail’'s
webmail interface.

Figure 6. Addresses on messages received from outside Simson L. Garfinkel kide options 10:01pm (3 minutes ago)
H H From: Simson L. Garfinkel <simsong@gmail.com>

the AOL network appear differently than messages orig- e gy b et s i

Inatlng from inside. Date: Tue Sep 07 19:01:08 PDT 2004

Subject: Another test message

Reply | Reply to all | Forward | Print | Add sender to contacts list | Trash this message |
Show original

S/MIME and could be verified with software that is already  tris test message originated outside of the gmail netwark.
deployed to hundreds of millions of desktops.

- . . . Figure 9. Addresses on messages received from outside
Continuity of Identity vs. Certified Identity the GMAIL network, when viewed using GMail's, ap-
As discussed above, the difficulty of deploying certificates o the same as messages that originate inside.
to Internet users has long been regarded by many as a kindp

of chicken-and-egg problem. Systems like S/IMIME, which

are based on a PKI, require that individuals obtain certifi- While there is an obvious benefit for businesses to obtain
cates from well-known Certificate Authorities (CAs). The S/MIME certificates from established CAs, there remains lit-
advantage of obtaining one of these certificates is that thetle incentive to for individuals to obtain these certificates.

CA public keys are distributed as part of most consumer op-

erating systems and web browsers: the identity of the senderjust as S/IMIME gained acceptance over PEM because it ex-
of an SIMIME-signed message can be readily ascertained ifpanded the number of CAs from one to several, we believe
the message is signed using the private key that matches ahat further acceptance can be achieved by rethinking the
certificate that is issued by one of these CABUt obtain- role of CAs and adopting the “SSH model” [23] of public
ing a certificate from a CA can be difficult, because the CAs key certification. Instead of relying on a third party to certify
need to establish rigorous processes for verifying the iden- that the name on a certificate is correct, users would accept
tity of individuals to whom they gave certificates. After all, all public keys and simply be notified when a key used to
the service that the CA is selling is identity verification— sign a message from a particular email addressfisrent

the CA must be sure that the individual’s identity is properly from the public key that was used on a prior occasion.
verified!

o . Such a change would make it possible for email clients to
“To make S/MIME verification even easier, the S/IMIME standard - e
specifies that every S/IMIME-signed message will include a copy generate and uself-signed certificatefor most low-value

of the certificate used to sign the message, eliminating the need forPersonal communications. Self-signed certificates would pro-
the recipient to explicitly retrieve the certificate from the CA. vide for protection against spammers and computer worms



that forgeFrom: addresses, since a message with a forged 8.

address would necessarily have either no digital signature or
else a signature that was signed by a different key. Even
without a trusted CA, the certificates contain a public key
that can be used to validate the email message.

We believe that steadily increasing the amount of signed 1
mail in circulation on the Internet cannot help but improve
the overall security of Internet mail, increase the confidence
that users have in mail, and provide spam-fighters with pow-
erful new tools that they can incorporate into their filters.
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Presents findings of a study exploring experience and atti-
tudes towards digitally signed mail. Examines interface and
cryptographic techniques that could be used to increase se-
cure messaging usabilty and acceptance.
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