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I n t r o d u c t i o n  

A c z y p t o g r a p h i c  t r a n s f o r m a t i o n  i s  a mapping f 

from a s e t  of  c l e a r t e x t  m e s s a g e s ,  M, to  a s e t  of  

c i p h e z t e x t  m e s s a g e s .  Since f o r  m e M, f(m) s h o u l d  

h ide  the  c o n t e n t s  of  m from an enemy, f - 1  s h o u l d ,  

i n  a c e r t a i n  t e c h n i c a l  s e n s e ,  be d i f f i c u l t  t o  i n f e r  

f rom f(m) and p u b l i c  knowledge abou t  f .  

A c z y p t o s y s t e m  i s  a model of  c o m p u t a t i o n  and 

communica t ion  which  p e r m i t s  the  m a n i p u l a t i o n  of  

m e s s a g e s  by c r y p t o g z a p h i c  t r a n s f o r m a t i o n s .  

U s u a l l y ,  one assumes  t h a t  f i s  g e n e r a t e d  by an 

a l g o r i t h m  E ( the  e n c r y p t i o n  a l R o r i t h m ) ,  w h i l e  f - 1  

i s  g e n e r a t e d  by an a l g o r i t h m  D ( t h e  d e c r y p t i o n  

a l g o r i t h m ) .  Knowledge abou t  f and f - 1  i s  i s  

embodied in  k e y s ,  K and K ' :  

f(m) = E~(m), 

m = f-l(;(m)) = DK,(f(m)). 

I n  a t r a d i t i o n a l  c r y p t o s y s t e m ,  K = K ' ,  and the  key 

i s  kep t  s e c r e t  from a l l  b u t  the  s e n d e r  and r e c e i v e r  

of  m e s s a g e s ,  wh i l e  in  a p u b l i c  key c r y p t o s y s t e m  

[Rive7g]  K ~ K ' ,  K i s  p u b l i c a l l y  known, b u t  K' i s  

s e p a r a t e d  from K by a c o m p u t a t i o n a l l y  i n t r a c t a b l e  

p rob l em.  

aTh i s  work was s u p p o r t e d  i n  p a r t  by the  N a t i o n a l  
Sc i ence  F o u n d a t i o n  G r a n t s  MCS-8103508 and MCS- 

7924370, and by the  US Army R e s e a r c h  O f f i c e ,  Gran t  

No. DAAG29-79-C-0155. Some of  t h i s  work was done 
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Much work i n  the  p a s t  decade has  c o n c e n t r a t e d  

on i n s u r i n g  the  s e c u r i t y  o f  v a r i o u s  c r y p t o s y s t e m s  

see  e . g .  [KonnS1] .  A l t h o u g h  p r o v a b l y  s e c u r e  czyp -  

t o s y s t e m s  a re  s t i l l  e l u s i v e ,  t h e r e  a re  a number - -  

e . g . ,  the  Data E n c r y p t i o n  S t a n d a r d  and p u b l i c  key 

schemes b a s e d  on the  c o m p l e x i t y  o f  f a c t o r i z a t i o n  - -  

t h a t  a r e  h i g h  q u a l i t y  c i p h e r s .  That  i s ,  t hey  a re  

ea sy  t o  u se  and a re  e v i d e n t l y  r e s i s t e n t  to  a l l  b u t  

the  most  d e t e r m i n e d  a t t a c k s .  The a v a i l a b i l i t y  of  

such  schemes h a s  l ed  i n v e s t i g a t o r s  t o  a sk  w h e t h e r  

o r  no t  more complex s e c u r e  communica t ion  a l g o r i t h m s  

can be d e v i s e d  b a s e d  on t h e s e  schemes .  

P u b l i c  key s y s t e m s  have p r ove d  to  be one 

e s p e c i a l l y  f r u i t f u l  a r e a  f o r  s u c h  i n v e s t i g a t i o n .  
I t  was r e a l i z e d  q u i t e  e a r l y ,  f o r  i n s t a n c e ,  t h a t  a 

p u b l i c  key c r y p t o s y s t e m  can be used  t o  implement  a 

form of  d i g i t a l  s i g n a t u r e  [R iveTg] .  I n f o r m a l l y ,  a 

d i g i t a l  s i g n a t u r e  i s  a mark a t t a c h e d  to  a message  

which  c a n n o t  be f o r g e d ,  c a n n o t  be d e n i e d  and which  

i s  bound to  the  message  i n  s u c h  a way t h a t  the  mes-  

sage c a n n o t  be a l t e r e d  w i t h o u t  d e s t r o y i n g  the  

s i g n a t u r e .  To s i g n  a message  m, the  s e n d e r  s imp ly  

u s e s  t he  p r i v a t e  key K ' :  s = DK,(m).  The 

s i g n a t u r e  c anno t  be f o r g e d  s i n c e  K' i s  s e c r e t ,  and 

i t  i s  u n l i k e l y  t h a t  f o r  m f ~ m, DK,(mP) = s .  I t  i s  

a r g u a b l e ,  however ,  t h a t  the  s i g n e r  can s u c c e s s f u l l y  

d i savow h a v i n g  s i g n e d  m. I f  the  h o l d e r  of  K' makes 

i t  p u b l i c ,  he can t h e n  c l a i m  t h a t  m was s i g n e d  by 

someone e l s e .  Such w e a k n e s s e s  have led  to  some 

i n g e n i o u s  methods  of  imp lemen t ing  d i g i t a l  

s i g n a t u r e s  [Maty79] .  One of  t h e s e  me thods ,  due to  

Michael  Rabin  [ R a b i 7 8 ] ,  i s  n o t a b l e  b o t h  f o r  i t s  

r a t h e r  i n v o l v e d  s t r u c t u r e  and i t s  p r o b a b i l i s t i c  

f l a v o r .  

The d i g i t a l  s i g n a t u r e  scheme g i v e n  above i s  an 

example of  a c r y p t o g r a p h i c  p r o t o c o l .  A p r o t o c o l  i s  

a communica t ions  a l g o r i t h m  which makes e s s e n t i a l  

u se  of  c r y p t o g r a p h i c  t r a n s f o r m a t i o n s .  S ince  the  

goa l  of  a p r o t o c o l  i s  u s u a l l y  s o m e t h i n  8 beyond the  

s imple  s e c r e c y  o f  message  t r a n s m i s s i o n ,  i t  i s  h e l p -  

f u l  t o  s e p a r a t e  the  s e c u r i t y  p r o p e r t i e s  of  the  

u n d e r l y i n g  c ~ y p t o s y s t e m  f rom t h o s e  of  the  p r o t o c o l .  

We i l l u s t r a t e  a t t a c k s  on p r o t o c o l s  which  r e s u l t  
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from such  a s e p a r a t i o n  w i t h  two e x a m p l e s .  In  the  

s i g n a t u r e  p r o t o c o l  g i v e n  above ,  compromise of  the  

s i g n a t u r e  i s  p o s s i b l e  by a d i s h o n e s t  s i g n e r ,  even  

i f  the  p u b l i c  key sys t em i s  s t i p u l a t e d  to  be 

s e c u r e .  Anothe r  example of  a p u b l i c  key p r o t o c o l  

i s  the  m e n t a l  poke r  p r o t o c o l  due to  R i v e s t ,  Adelman 

and Shamir  [Sham79].  The goa l  of  the  m en t a l  poke r  

p r o t o c o l  i s  t o  f a i r l y  and a c c o u n t a b l y  dea l  a f i x e d  

number of  m e s s a g e s  ( t h e  c a r d s )  to  p l a y e r s  who can 

o n l y  communicate  w i t h  each  o t h e r  over  the  c r y p -  

t o g r a p h i c  c h a n n e l .  The R i v e s t ,  Adelman, Shamir  

scheme i s  p r o v a b l y  s e c u r e  i f  the  u n d e r l y i n g  c r y p -  

t o g r a p h i c  t r a n s f o r m a t i o n  i s .  However,  L i p t o n  

[ L i p t 8 0 ]  o b s e r v e d  t h a t  t he  d e f i n i t i o n  of  s e c u r i t y  

in  [Sham79] does  n o t  t ake  i n t o  accoun t  the  p o s -  

s i b i l i t y  of  marked c a r d s .  L i p t o n ~ s  a t t a c k  n o t e s  

t h a t  the  e n c r y p t i o n  scheme used  in  [Sham79] p r e s e r -  

ves  q u a d r a t i c  r e s i d u e s .  The d e a l e r  c h o o s e s  one of  

the  c a r d s  to  be a a p e r f e c t  s q u a r e  mod n .  

T h e r e a f t e r ,  the  d e a l e r  can t r a c k  the  p r o g r e s s  of  

t h i s  ca rd  t h r o u g h  e x e c u t i o n  of  the  p r o t o c o l ,  even  

t hough  he c a n n o t  c o m p l e t e l y  d e c r y p t  the  m e s s a g e .  

As p r o t o c o l s  become more complex,  t h e i r  

s e c u r i t y  p r o p e r t i e s  become more d i f f i c u l t  t o  

e s t a b l i s h .  Even t h o u g h  R a b i n t s  s i g n a t u r e  p r o t o c o l  

was p r o v e n  s e c u r e  in  [ R a b i 7 8 ] ,  an i n c o r r e c t  a t t a c k  

was s u b s e q u e n t l y  p u b l i s h e d  [ L c i s S 0 ] .  P r o t o c o l s  

d e a l i n g  w i t h  i m p l e m e n t i n g  s e c u r e  computes  s y s t e m s  

[DeMi80], a u t h o r i z a t i o n  [Need78] ,  f l i p p i n g  c o i n s  

[Blum81] ,  s i g n i n g  c o n t r a c t s  [ B l m n g l ] ,  e x c h a n g i n g  

s e c r e t s  [Blum81],  and o t h e r  complex o p e r a t i o n s  have 

l ed  us to  examine methods  by which  (1) the  s e c u r i t y  

p r o p e r t i e s  of  p r o t o c o l s  can be d e f i n e d ,  (2) t he  

s e c u r i t y  or  i n s e c u r i t y  of  p r o t o c o l s  can be 

r i g o r o u s l y  e s t a b l i s h e d ,  and (3) the  I m p o s s i b i l i t y  

of  a p r o t o c o l  m e e t i n g  c e r t a i n  p r o p e r t i e s  can be 

p r o v e d .  

I s s u e s  ( 1 ) - ( 3 )  a r e  much l i k e  t hose  e n c o u n t e r e d  

in  the  a n a l y s i s  of  o r d i n a r y  a l g o r i t h m s .  What 

d i s t i n g u i s h e s  a c r y p t o g r a p h l c  p r o t o c o l  from any 

o t h e r  a l g o r i t h m  i s  the  u n d e r l y l n g  model of  com- 

p u t a t i o n .  In  a c r y p t o g r a p h i c  p r o t o c o l ,  two or  more 

p a r t i c i p a n t s  communicate  w i t h  each  o t h e r  ove r  a 

c l e a r l y  d e f i n e d  communica t ion  n e t w o r k .  Each 

p a r t i c i p a n t  may f u n c t i o n  a s y n c r o n o u s l y  f rom a l l  

o the~  p a r t i c i p a n t s  and has  a c c e s s  to  a b a s i c  s e t  of  

c r y p t o g r a p h i c  u t i l i t i e s .  F u r t h e r m o r e ,  each  

p a r t i c i p a n t  has  b a s i c  c o m p u t a t i o n a l  power .  A 

p a r t i c i p a n t  may a p p l y  c r y p t o g r a p h i c  t r a n s f o ~ n a t i o n ,  

make d e c i s i o n s ,  and g e n e r a t e  m e s s a g e s .  Most 

i m p o r t a n t l y ,  each  p a r t i c i p a n t  may make i n f e r e n c e s .  
That  i s ,  a p a r t i c i p a n t  may combine a p r i o r i  

knowledge w i t h  p r o p e r t i e s  of  the  m e s s a g e s  he 

g e n e r a t e s  and r e c e i v e s  t o  d e t e ~ i n e  a p r o p e r t y  of  

the  commun ica t i on  s y s t e m  t h a t  i s  n o t  immed ia t e ly  

a p p a r e n t .  In  a w o r s t  case  a n a l y s i s  of  a p r o t o c o l ,  

one mus t  assume t h a t  a p a r t i c i p a n t  may t r y  t o  s u b -  

v e r t  the  p r o t o c o l ,  so such  i n f e r e n c e s  must  be t a k e n  

i n t o  a c c o u n t  i n  d e t e r m i n i n g  s e c u r i t y .  

In  a 1981 p a p e r  [ D o l e g l ] ,  Dolev and Yao 

c o n s i d e r e d  a more g e n e r a l  s e t t i n g  f o r  p r o v i n g  

s e c u r i t y  p r o p e r t i e s  of  c r y p t o g r a p h l c  p r o t o c o l s ,  and 

our  a p p r o a c h  b o r r o w s  much f rom [ D o l e g l ] .  A 

p r o t o c o l  i s  c o n s i d e r e d  to  be a d i s t r i b u t e d  

a l g o r i t h m  w i t h  the  communica t ion  ne twor k  m o d e l l i n g  

the  c ommun ica t i on  c h a n n e l s  of  the  p r o t o c o l .  The 

p r o c e s s o r s  of  the  d i s t r i b u t e d  s y s t e m  model  t he  

p a r t i c i p a n t s  i n  the  p r o t o c o l .  We dea l  in  t h i s  

p a p e r  o n l y  w i t h  one a s p e c t  o f  s e c u r i t y :  p r o p e r t i e s  

of  t he  s y s t e m  t h a t  a r e  h i d d e n  f rom an enemy who may 

make i n f e r e n c e s .  I n f o r m a l l y ,  a p a r t i c i p a n t  ( h o n e s t  

o r  d i s h o n e s t )  i s  p r e s e n t e d  w i t h  i n f o r m a t i o n  and 

p r o p e r t i e s  t h a t  he b r i n g s  t o  the  p r o t o c o l  as  

p r i o r i  i n f o r m a t i o n .  Whatever  i s  t o  be e x c l u d e d  

from knowledge ( e . 8 . ,  the  knowledge of  s e c r e t  keys  

in  a p u b l i c  key sys t em)  must  be e x p l i c i t l y  e x c l u d e d  

f rom t h i s  i n f o r m a t i o n .  T h i s  i n f o r m a t i o n  i s  m o d e l -  

l ed  by a s e t  t h e o r e t i c  s t r u c t u r e ,  and so the  b a s i c  

i n f e r e n c e s  t h a t  can be drawn by a p a r t i c i p a n t  a r e  

the  s e n t e n c e s  of  the  comple t e  l o g i c a l  t h e o r y  of  

t h i s  s t r u c t u r e .  A p a r t i c i p a n t  can a l s o  a p p l y  c r y p -  

t o g r a p h i c  o p e r a t i o n s  t o  g e n e r a t e  new m e s s a g e s .  The 

b a s i c  mechanism f o r  t h i s  i s . a n  i n f e r e n c e  f u n c t i o n  

which  i s  a s s i g n e d  t o  each  p a r t i c i p a n t .  The n a t u r e  

of  an i n f e r e n c e  f u n c t i o n  i s  u n s p e c i f i e d ,  e x c e p t  

t h a t  i t  s a t i s f y  a l o s s l e s s n e s s  c o n d i t i o n .  

S e c u r i t y  i s  d e f i n e d  w i t h  r e s p e c t  to  such  a 

model of  communica t ion  and i n f e r e n c e ,  

S p e c i f i c a l l y ,  i f  an enemy t r i e s  to  d e t e r m i n e  

w h e t h e r  or  no t  a c e r t a i n  s e t  of  p r o p e r t i e s  [ '  i s  

t r u e  of  the  s y s t e m ,  he can o n l y  t e s t  [r a g a i n s t  h i s  

own i n f e r e n c e s  and t h o s e  m e s s a g e s  he can d e r i v e  

f rom the  m e s s a g e s  he c u r r e n t l y  has  a v a i l a b l e  t o  

him.  S uppose ,  t h e n ,  t h a t  t h e r e  i s  a r enaming  o f  

o b j e c t s  i n  the  s y s t e m  which  c a u s e s  ( f rom the  

e n e m y ' s  p o i n t  of  view) the  p r o t o c o l  to  behave  i n  an 

e n t i r e l y  e q u i v a l e n t  manner  b u t  wh ich  i s  u n d e t e c -  

t a b l e  t o  him.  I f  i n  one s t a t e  [~ i s  t r u e  w h i l e  ~ F  

i s  t r u e  i n  the  renamed s t a t e ,  t h e n  the  enemy c a n n o t  

i n f e r  from h i s  knowledge wh ich  i s  the  t r u e  s t a t e ,  

i . e . ,  [* i s  l o g i c a l l y  i n d e p e n d e n t  of  the  enemyWs 

knowledge abou t  the  s y s t e m .  I f  [~ r e p r e s e n t s  a 

p r o p e r t y  of  the  s y s t e m  wh ich  i s  t o  be c o n c e a l e d  

from an enemy, t h e n  the  enemy can a t  b e s t  g u e s s  

w h e t h e r  or  n o t  r t i s  a c t u a l l y  t r u e  of  the  c u r r e n t  

e x e c u t i o n  of  the  p r o t o c o l .  

The p a p e r  i s  o r g a l n i z e d  as  f o l l o w s .  The b a s i c  

e l e m e n t s  o f  a s y n c h r o n o u s  communica t ion  n e t w o r k  

e q u i p p e d  w i t h  a c ~ y p t o g r a p h i c  c a p a b i l i t y  a r e  

i n t r o d u c e d  i n  S e c t i o n  1.  T h i s  s imp le  model i s  u s e d  

t o  p r o v e  the  n o n e x i s t e n c e  of  a c r y p t o g r a p h i c  

p r o t o c o l  f o r  the  s o - c a l l e d  B y z a n t i n e  G e n e r a l ' s  

p r ob l e m [ P e a s 8 0 ] .  S p e c i f i c a l l y ,  we p rove  t h a t  i n  

the  p r e s e n c e  of  m f a u l t y  p r o c e s s o r s  ( i . e . ,  

e n e m i e s ) ,  even  a l l o w i n g  d i g i t a l  s i g n a t u r e s ,  m+l 

s y n c h r o n o u s  r o u n d s  of  t r a n s m i s s i o n  a re  r e q u i r e d  t o  
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s o l v e  the  B y z a n t i n e  G e n e r a l ' s  p r o b l e m ,  m a t c h i n g  the  

u p p e r  bound of  [ F i s c 8 1 ] .  Th i s  r e s u l t  c a r r i e s  some 

i n t e r e s t  beyond t h a t  of  c r y p t o g r a p h i c  p r o t o c o l s .  

I n  S e c t i o n  2, the  d e t a i l s  of  the  a s y n c r o n o u s  model ,  

i n f e r e n c e  f u n c t i o n s  and s e c u r i t y  a r e  i n t r o d u c e d ,  

w h i l e  the  i n f e r e n c e  c a p a b i l i t i e s  of  the  u s e r s  a r e  

i n t r o d u c e d  i n  S e c t i o n  3 .  I n  the  r e m a i n i n g  s e c -  

t i o n s ,  the  model i s  s p e c i a l i z e d  t o  t r e a t  a number 

of  p r o t o c o l s  ( i n c l u d i n g  s t o c h a s t i c  p r o t o c o l s ) :  

s e c r e t  b a l l o t  e l e c t i o n s ,  R a b i n ' s  s i g n a t u r e  scheme,  

c o i n - f l i p p i n g ,  and an i m p l e m e n t a t i o n  of  R a b i n ' s  

o b l i v i o u s  t r a n s f e r  p r o t o c o l  [Blum81].  

S e c t i o n  1.1 

B y z a n t i n e  G e n e r a l s  

The B y z a n t i n e  G e n e r a l s ,  or  i n t e r a c t i v e  

c o n s i s t e n c y  p ro b l em  i s  s t a t e d  f o r  a sy s t em of n 

p r o c e s s o r s ,  P i , . . . , P n ,  m of  which  may be f a u l t y ,  i n  

which  each  p r o c e s s o r  has  a p r i v a t e  v a l u e  v i .  A 

s o l u t i o n  t o  the  B y z a n t i n e  G e n e r a l s  p rob l em i s  a 

d i s t r i b u t e d  a l g o r i t h m ,  or  p r o t o c o l ,  i n  wh ich  each  

n o n - f a u l t y  p r o c e s s o r  i sends  and r e c e i v e s  m e s s a g e s  

i n  o r d e r  t o  o b t a i n ,  f o r  each  p r o c e s s o r  i n  the  

s y s t e m ,  a v e c t o r  I = ( I  1 . . . . .  I n )  o f  v a l u e s  such  

t h a t  I i i s  v i ,  i ' s  p r i v a t e  v a l u e ,  and i f  j i s  any 

o t h e r  n o n - f a u l t y  p r o c e s s o r ,  j computes  the  

i d e n t i c a l  v e c t o r .  (Thus I .  = v j ,  f o r  any such  n o n -  
J 

f a u l t y  j ) .  Moreover ,  t h i s  goa l  must  be a c h i e v e d  i n  

t he  p r e s e n c e  of  a r b i t r a r y  b e h a v i o r ,  i n c l u d i n g  

i n t e n t i o n a l  s a b o t a g e ,  by any s u b s e t  of  m or  f ewer  

f a u l t y  p r o c e s s o r s .  

The communica t ion  n e t w o r k  f o r  t h i s  p ro b l em has  

some p o w e r f u l  capab i l l t i e s :  m e s s a g e s  a r e  n e v e r  

l o s t ,  and a r e  a lways  d e l i v e r e d  i n t a c t ,  w i t h i n  a 

s p e c i f i e d  t ime p e r i o d .  F u r t h e r m o r e ,  the  s e n d e r  of  

any message  i s  r e l i a b l y  i d e n t i f i e d  t o  the  r e c e i v e r .  

Th i s  p rob lem o r i g i n a l l y  a p p e a r e d  in  [ P e a s g 0 ] ,  

i n  which  i t  was shown t h a t  t h e r e  i s  no s o l u t i o n  i f  

n ~ 2m, p r o v i d e d  the  p r o c e s s o r s  have no e n c r y p t l o n  

c a p a b i l i t i e s ,  and w i t h  e n c r y p t i o n  ( s p e c i f i c a l l y ,  

s i g n a t u r e s ) ,  t h e r e  i s  a s o l u t i o n  f o r  any number o f  

f a u l t y  p r o c e s s o r s .  

I t  i s  c l e a r  t h a t  any p r o t o c o l  s u c c e s s f u l l y  

s o l v i n g  the  B y z a n t i n e  G e n e r a l s  p r o b l e m  must  f u n c -  

t i o n  c o r r e c t l y  w i t h i n  the  added r e s t r i c t i o n  t h a t  

a l l  the  p r o c e s s o r s  e x e c u t e  the  p r o t o c o l  in  s y n c h -  

r o n o u s  ' r o u n d s  # in  which  p r o c e s s o r s  f i r s t  send mes-  

s a g e s ,  t h e n  r e c e i v e ,  w a i t i n g  long  enough t o  e n s u r e  

t h a t  a l l  the  m e s s a g e s  s e n t  by o t h e r  p r o c e s s o r s  have 

a r r i v e d .  Any p r o t o c o l  may be c h a r a c t e r i z e d  by the  

number of  such  rounds  i t  r e q u i r e s .  
A r e c e n t  r e s u l t  [ F i a c g l ]  h a s  e s t a b l l s h e d  t h a t  

m+l rounds  a re  r e q u i r e d  i n  the  absence  of  d i g i t a l  

s i g n a t u r e s ,  or  o t h e r  c r y p t o g r a p h i c  u t i l i t i e s .  

S ince  the  a d d i t i o n  of  a s i g n a t u r e  u t i l i t y  p e r m i t s  a 

more g e n e r a l  s o l u t i o n  t o  the  B y z a n t i n e  G e n e r a l s  

p r o b l e m ,  i t  seems t h a t  some e n c r y p t i o n  t e c h n i q u e  

m i g h t  p e r m i t  a s o l u t i o n  t h a t  r e q u i r e s  f ewer  r o u n d s ;  

we show t h i s  no t  to  be the  c a s e .  The r e s u l t  

p r e s e n t e d  be low o b t a i n s  the  same lower  bound f o r  0 

m < n - l ,  in  the  p r e s e n c e  of  a r b i t r a r y  e n c r y p t i o n  

t e c h n i q u e s .  These bounds  match  u p p e r  bounds  

a p p e a r i n g  in  [ P e a s 8 0 ] .  

Let  M be the  s e t  of  a l l  me s sages  t h a t  can be 

s e n t  in  the  s y s t e m ,  and P(M) the  power s e t  o f  M. 

C r y p t o g r a p h i c  u t i l i t i e s  may have the  e f f e c t  of  

l i m i t i n g  the  m e s s a g e s  a p r o c e s s o r  can send to  some 

s u b s e t  of  P(M); f o r  i n s t a n c e ,  p r o c e s s e r  P i  may no t  

be a b l e  to  send P . ' s  s i g n a t u r e  of  some messag e ,  

u n l e s s  P. r e c e i v e d  th~ s i g n a t u r e  a t  some e a r l i e r  
I 

t ime .  F u r t h e r m o r e ,  h a v i n g  r e c e i v e d  some s e t  of  

m e s s a g e s  d u r i n g  a round of  communica t ion ,  each 

p r o c e s s o r  P i  may be a b l e  t o  a p p l y  c r y p t o g r a p h i c  

o p e r a t o r s  to  the  new me ssages  to  p roduce  s t i l l  

o t h e r  m e s s a g e s  no t  p r e v i o u s l y  known. For  each P i '  

we model the  a p p l i c a t i o n  of  c r y p t o g r a p h i c  o p e r a t o r s  

by an  i n f e r e n c e  f u n c t i o n  C i . :P (M)-~P(M) ,  s a t i s f y i n  8 
1 

t he  f o l l o w i n g  m o n o t o n i c i t y  p r o p e r t y ,  where  M0,M 1 

M: 

M 0 • M 1 @ Cli(M 0) ~ C i i ( M 1 ) .  Now l e t  
Cl1(~)  . . . . .  C ln (~)  be the  s u b s e t s  of  M a v a i l a b l e  to  

P i '  . . . .  Pn '  r e s p e c t i v e l y ,  b e f o r e  the  p r o t o c o l  

b e g i n s .  The m o n o t o n i c i t y  p r o p e r t y  i m p l i e s  t h a t  

each  p r o c e s s o r  can on ly  have more messages  

a v a i l a b l e  t o  send ,  i f  he i s  s e n t  e x t r a  m e s s a g e s  

d u r i n g  a p r o t o c o l  e x e c u t i o n .  

Dur ing  each  round of  p r o t o c o l  e x e c u t i o n ,  s 

p r o c e s s o r  P sends  some s u b s e t  M' of  M ( p o s s i b l y  * 
empty) to  each  p r o c e s s o r  in  the s y s t e m .  S ince  a l l  

m e s s a g e s  s e n t  a r e  r e c e i v e d ,  an e n t i r e  t - r o u n d  

e x e c u t i o n  can be c o m p l e t e l y  d e s c r i b e d  by a t~n~n 
m a t r i x  H, where H ( k , i , j )  i s  the  s u b s e t  of  M s e n t  by 

i t o  j d u r i n g  round  k.  The k~n s u b m a t r i x  

H ( l : k , 1 : n , j )  (We d e f i n e  t h i s  to  be the  vacuous  

m a t r i x ,  ~, i f  k or  n a r e  z e r o .  O t h e r w i s e  we l e t  

the  f i r s t  i ndex  range  from I to  k, the  second f rom 

I to  n ,  w h i l e  the  t h i r d  i s  f i x e d  a t  j )  r e p r e s e n t s  

the  m e s s a g e s  r e c e i v e d  by j in  the  f i r s t  k r o u n d s  of  

c ommun ica t i on .  We o c c a s i o n a l l y  abuse  t h i s  

n o t a t i o n ,  u s i n g  m s H ( l : k , l : n , j )  t o  i n d i c a t e  t h a t  m 

i s  a member of  some e n t r y  i n  H ( l : k , l : n , j ) .  

The m a t r i x  H i s  l e ~ a l  i f ,  f o r  a l l  l ~ i , j ~ n ,  

l ~ k ~ t ,  H ( k , i , j )  ~ C l . ( (m[m e H ( l : k - l , l : n , i ) ) ) .  

Thus ,  a l l  m e s s a g e s  s e n t  by i i n  round  k must  be 

o b t a i n e d  by t a k i n g  the  c l o s u r e  of  a l l  the  m e s s a g e s  

r e c e i v e d  up to  t h e n ;  t h i s  c o n d i t i o n  c o r r e s p o n d s  to  

an a s s u m p t i o n  t h a t  s i g n a t u r e s  canno t  be f o r g e d ,  o r  

m e s s a g e s  d e c r y p t e d  w i t h o u t  a key .  We c a l l  any 

l e g a l  t x n , n  m a t r i x  H a t - r o u n d  c o n v g r s a t i o n ,  and a 

s u b m a t r i x  H ( l : k , l : n , j )  o f  any t - r o u n d  c o n v e r s a t i o n  
0 

a k - r o u n d  r e c e p t i o n  f o r  j .  Le t  H. = (~] be the  s e t  

of  0 - r o u n d  r e c e p t i o n s  f o r  J ,  and ~ e f i n e  

H! = H~ - I  {HJH l s  a t - r o u n d  r e c e p t i o n  f o r  j ] ,  
for tJ> O. J 
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We make the  s i m p l i f y i n g  a s s u m p t i o n  t h a t  each  

p z o c e s s o r ' s  p r i v a t e  v a l u e  i s  e i t h e r  I o r  0; t h e n  a 

t - r o u n d  p r o t o c o l  i s  a v e c t o r  of  f u n c t i o n s  F = 

( f l , . . . , f n )  such  t h a t  f i : ( O , l } x H ~ - I  --) (P(M)) n,  and 

such  t h a t  

f i ( b , H ( l : k , l : n , i ) )  

v ( P ( C l . ( [ m [ m  H ( l : k , l : n , i ) } ) ) ) n o  f o r  0~k<t .  The 
I 

f u n c t i o n  f i  computes  the  m e s s a g e s  t o  be s e n t  by Pi  

to  each  p r o c e s s o r  d u r i n g  each  round ,  from P . f s  
I 

p r i v a t e  v a l u e  and f rom the  m e s s a g e s  r e c e i v e d  up to  

t h a t  round .  We a re  c o n c e r n e d  w i t h  f a u l t y  ( o r  

t r a i t o r o u s )  p r o c e s s o r s  which  do n o t  e x e c u t e  t he  

p r o t o c o l  p r o p e r l y - - t h u s  an a t t a c k  by a s e t  L ~ P  on 

a p r o t o c o l  F i s  a p r o t o c o l  F '  = ( f~  . . . . .  f~)  such  

t h a t  P'I ~ L @ f i  = f ; "  f o r  l ~ i ~ n .  

Any t - r o u n d  p r o t o c o l  P, t o g e t h e r  w i t h  a v e c t o r  

of  p r i v a t e  v a l u e s  v = (v 1 . . . . .  V n) e [O,1]  n ,  

d e t e r m i n e s  a p a r t i c u l a r  t - r o u n d  c o n v e r s a t i o n ,  H ,  

t h a t  r e s u l t s  when F i s  e x e c u t e d  s y n c h r o n o u s l y  by 

the  p r o c e s s o r s ;  

H(l,i,l:n) = f i ( v i , ~ )  for a l l  l~i~n, and 

H(k,i,l:n) = f.(vi,H(l:k-l,l:n,i)) 

f o r  a l l  l ~ i ~ n ,  1 < k ~ t .  

We w r i t e  E ( v , F )  = ( v , H ) ,  and say  t h a t  the  o r d e r e d  

p a i r  (v ,H)  i s  the  augmented c o n v e r s a t i o n  p r o d u c e d  

by the  e x e c u t i o n  of  F on v.  We e x t e n d  the  f u n c t i o n  

E()  n a t u r a l l y  t o  s e t s  of  v e c t o r s  and p r o t o c o l s :  i f  

V ~ {0 ,1]  n,  and W i s  a s e t  of  t - r o u n d  p r o t o c o l s ,  

E(V,W) = { E ( v , G ) [ v  e V,G s W]. Thus ,  E(V,W) i s  the  

s e t  of  augmented c o n v e r s a t i o n s  r e s u l t i n g  when each  

p r o t o c o l  in  W i s  e x e c u t e d  s y n c h r o n o u s l y  on each  

v e c t o r  of  p r i v a t e  v a l u e s  in  V, and so ,  above ,  

{ ( v , H ) )  = E ( { v ] , [ F ] ) .  

Per  any t - r o u n d  p r o t o c o l  P, and 0~m, l e t  

A(Pnm) be the  s e t  of  a l l  a t t a c k s  on F by a t  mos t  m 

p r o c e s s o r s .  I f  F i s  e x e c u t e d  t o  s o l v e  the  

B y z a n t i n e  G e n e r a l ' s  p r o b l e m ,  each  n o n - f a u l t y  

p r o c e s s o r  P. must  use  the  m essages  i t  r e c e i v e s ,  
1 

t o g e t h e r  w i t h  i t s  own p r i v a t e  v a l u e  v i ,  t o  compute 

the  v e c t o r  I . .  So, i f  P. i s  n o t  f a u l t y ,  r e c e i v e s  
1 1 

the  same s e t  o f  m e s s a g e s ,  and h a s  the  same p r i v a t e  

v a l u e  in  the  e x e c u t i o n  of  two d i f f e r e n t  a t t a c k s ,  F '  

and P" ,  on a p r o t o c o l  P, P. mus t  compute the  same 
1 

v e c t o r  I i i n  b o t h  c a s e s .  Thus we d e f i n e  a t - r o u n d  

function for i, di:{0,1]x(P(M))t~ngn'~ decision 

{ 0 , I ]  n ,  such  t h a t ,  f o r  any H,G e (P(M)) t ~nxn ,  

b ~ {0 ,1} ,  

i )  i f  d i ( b , H )  = u,  t h e n  b = u i ,  and 

i i )  i f  H ( l : t , l : n , i )  = G ( l : t , l : n , i ) ,  

t h e n  d.(b,H)l  = d i ( b ' G ) "  

A t - r o u n d  d e c i s i o n  v e c t o r  D = (d 1 . . . . .  d n) c o n t a i n s  

a t - r o u n d  d e c i s i o n  f u n c t i o n  f o r  each  u s e r .  

Now we a re  p r e p a r e d  t o  make a f o r m a l  s t a t e m e n t  

of  the  B y z a n t i n e  G e n e r a l s  p r o b l e m ,  and t o  s t a t e  the  

m a j o r  r e s u l t  of  t h i s  s e c t i o n :  

Th__e B y z a n t i n e  G e n e r a l s  P rob lem 

A t - r o u n d  p r o t o c o l ,  F, s o l v e s  t he  B y z a n t i n e  

G e n e r a l s  p rob lem in  the  p r e s e n c e  of  m f a u l t s  i f  

t h e r e  e x i s t s  a d e c i s i o n  v e c t o r  D, such  t h a t  f o r  any 

F' e A(P,m), u e {0,I} n, with (u,H) = E(u,F'), if 

f i  = f ' i  and f j  = f'j, t h e n  d i ( u i , H )  = d j ( u j , H ) .  

Theorem 

No t - r o u n d  p r o t o c o l  s o l v e s  the  B y z a n t i n e  

G e n e r a l s  p r ob l em i n  the  p r e s e n c e  of  t f a u l t s ,  

i f  t _< n-l. 

Bef o r e  p r o c e e d i n g  w i t h  the  p r o o f  of  t h i s  

r e s u l t ,  we r e q u i r e  the  f o l l o w i n g  d e f i n i t i o n s .  

For  any t - r o u n d  p r o t o c o l  P, we d e f i n e  a b i n a r y  

r e l a t i o n ,  c o m p a t i b i l i t y ,  on E ( [ 0 , 1 ] n , A ( P , m ) ) ,  s u c h  

t h a t  two augmented c o n v e r s a t i o n s  ( v , B ' )  and ( u ,H" )  

a re  c o m p a t i b l e ,  ( v , H ' )  ~ ( u , H " ) ,  i f  f o r  some i ,  

l!i~n. 
1) There  a r e  F ' ,  F" s A(F,m) such  t h a t  

(v,H') = E(v,F'), (u,B") = E(u,F"), 

2) f i  = f~* = f'[' 

3) v i = u i ,  and 
4) H'(l:t,l:n,i) = H"(l:t,l:n,i). 

Thus, (v,H') - (u,H") if there is some processor P. 
1 

t h a t  i s  n o t  f a u l t y  in  e i t h e r  e x e c u t i o n ,  has  the  

same p r i v a t e  v a l u e  in  b o t h ,  and r e c e i v e s  the  same 

s e t  of  m e s s a g e s  i n  H' and H".  Now suppose  t h a t  a 

d i f f e r e n t  p r o c e s s o r ,  j ,  was a l s o  n o t  f a u l t y  in  F '  

o r  F " .  Then i f  F s o l v e s  the  B y z a n t i n e  G e n e r a l s  

p r o b l e m ,  P. would  have to  compute the  same v e c t o r  

I i as  PAin b o t h  c a s e s ,  even  i f  i t  r e c e i v e d  

d i f f e r e n t  m e s s a g e s  i n  H' and 8". We w i l l  den o t e  

the  t r a n s i t i v e  c l o s u r e  of  ~ o v e r  E ( { O , 1 ] n , A ( F , m ) )  

by  ~,  g l o b a l  c o m p a t i b i l l t  Y. 

F i n a l l y ,  we w i l l  c a l l  any t - r o u n d  p r o t o c o l  F 

immune t o  m f a u l t s  i f  f o r  any F ' , F  m e A(P ,m) ,  w i t h  

(u ,G)  = E ( u , P ' ) ,  (v ,H)  = E ( v , F " ) ,  i f  f.1 = f~l = f i "  

and (u ,G) ~ ( v , H ) ,  t h e n  u i = v i .  Thus F i s  immune 
to  m f a u l t s  i f  any n o n - f a u l t y  p r o c e s s o r  has  the  

same p r i v a t e  v a l u e  i n  any two g l o b a l l y  c o m p a t i b l e  

augmented c o n v e r s a t i o n s .  

We now have a n e c e s s a r y  and s u f f i c i e n t  c o n d i -  

t i o n  f o r  a p r o t o c o l ,  F, t o  s o l v e  the  B y z a n t i n e  

G e n e r a l s  p r ob l em i n  the  p r e s e n c e  of  as  many as m 

f a u l t s ,  when e x e c u t e d  s y n c h r o n o u s l y :  

Lemma !.! 

A t - r o u n d  p r o t o c o l ,  F, s o l v e s  the  B y z a n t i n e  

G e n e r a l s  p r ob l e m i n  the  p r e s e n c e  o f  m f a u l t s  i f  and 

o n l y  i f  F i s  immune t o  m f a u l t s .  

Proof 

Let  P s o l v e  the  B y z a n t i n e  G e n e r a l s  w i t h  the  

d e c i s i o n  v e c t o r ,  D, known t o  e x i s t .  C l e a r l y ,  a 

n o n - f a u l t y  p r o c e s s o r  must  compute the  same v a l u e  on 

any two c o m p a t i b l e  augmented c o n v e r s a t i o n s .  Then 

by i n d u c t i o n  on the  number of  ~ s t e p s  f rom (uoH) t o  

( v , G ) ,  d i ( u , H )  = d i ( v , G )  i f  (u ,H)  ~ (v ,G)  and i i s  
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not faulty, so u i = v i, and F is immune to m 

faults. 

If F is immune to m faults, we must construct 

the decision vector D. Note that each equivalence 

class of E({0,1]n,A(F,m)) under g, if F is immune 

to m faults, determines a particular private value 

v i for each processor i that is non-faulty in any 

e x e c u t i o n  in the  c l a s s .  F u r t h e r m o r e ,  any t - r o u n d  

r e c e p t i o n  and p r i v a t e  v a l u e  f o r  a n o n - f a u l t y  j 

u n i q u e l y  i d e n t i f i e s  the  p a r t i c u l a r  e q u i v a l e n c e  

c l a s s  of  the  e n t i c e  augmented c o n v e r s a t i o n .  Thus 

t h e r e  a r e  mapp ings  from p r i v a t e  v a l u e s  and t - s o u n d  

r e c e p t i o n s  f o r  each  u s e r  to  e q u i v a l e n c e  c l a s s e s ,  

and f rom e q u i v a l e n c e  c l a s s e s  to  p r i v a t e  v a l u e s  f o r  

each p r o c e s s o r  n o n - f a u l t y  d u r i n g  any e x e c u t i o n  i n  

the  e q u i v a l e n c e  c l a s s .  A r b i t r a r y  v a l u e s  can be 

added f o r  any p r o c e s s o r s  t h a t  a r e  a lways  f a u l t y  in  

any e q u i v a l e n c e  c l a s s ,  and we have the  mapp ings  

r e q u i r e d .  

Now we can p rove  the  f o l l o w i n g  lemma i n  p l a c e  

o f  the  theorem:  

Lemma 1 .2  

No t - r o u n d  p r o t o c o l  i s  immune to  t f a u l t s ,  

f o r  t < h - 1 .  

The p r o o f  of  t h i s  r e s u l t  i s  s i m p l e  in  o u t l i n e .  

From any t - r o u n d  p r o t o c o l  F, a s e t  of  augmented 

c o n v e r s a t i o n s  L ( F , t )  ~ E ( [ 0 , 1 ] n , A ( F , t ) )  i s  d e f i n e d ,  

i n  which  the  f a u l t y  p r o c e s s o r s  'lie' i n  a 

p a r t i c u l a r  way.  The s e t  L ( F , t )  i s  d e f i n e d  so t h a t  

E({0,1}n,{F}) ~L(F,t): all 2 n executions of F in 

which no p r o c e s s o r  i s  f a u l t y  a p p e a r  i n  L ( F , t ) .  

F i n a l l y ,  we p rove  t h a t  i f  ( v , H ) ,  (u ,G)  g L ( F , t )  

t h e n  (v ,H)  ~ ( u , G ) .  Lemma 1 .2  f o l l o w s  i m m e d i a t e l y .  

S e c t i o n  !.~ 

P r e l i m i n a r i e s - - t h e  d e f i n i t i o n  o_~L(~,!). 

Let  F = ( f l  . . . . .  fn  ) be a f i x e d  t - r o u n d  

p r o t o c o l ,  w i t h  0 < t < n - l .  Any sequence  of  p r o c e s s o r  

i n d i c e s  7 = (u I . . . . .  a m ) where  0~m/ t ,  d e t e r m i n e s  a 

s e t  of  s equenced  a t t a c k s ,  C ( 7 ) ,  by the  p r o c e s s o r s  

in  7 s a t i s f y i n g  the  f o l l o w i n g  p r o p e r t i e s :  
w F '  = ( f l  . . . . .  fn  ) i s  i n  C(7) i f  f o r  eve ry  k, 

O~k<t, and B. a k - r o u n d  r e c e p t i o n  f o r  i ,  e i t h e r  
l 

1) f . ( b , H  i )  = f ' i ( b , H i ) ,  o r  
2) (~ j~k+l)(aj = i). 

Thus the processors not in y follow the protocol 

F - - t h e s e  a re  the  t r u t h - t o i l e r s  i n  t h i s  a t t a c k .  

Each p r o c e s s o r  i a p p e a r i n g  i n  7 i s  a l i a r ;  i f  u ,  i s  
J 

the  f i r s t  a p p e a r a n c e  of  i i n  7, i i s  i n a c t i v e  f o r  

j - 1  s t e p s :  t h a t  i s ,  i f o l l o w s  the  p r o t o c o l  F f o r  

the  f i r s t  j - 1  s t e p s  of  the  e x e c u t i o n  (by p r o p e r t y  

2 ) .  T h e r e a f t e r  i may send any a v a i l a b l e  m e s s a g e s  

to  the  o t h e r  u s e r s .  We deno te  the  empty sequence  

by k.  

Now l e t  S A( F , t )  be the  u n i o n  o v e r  a l l  

s e q u e n c e s  of a t  mos t  t p r o c e s s o r s  of  s u c h  a t t a c k s ,  

and l e t  L ( F , t )  = E ( { 0 , 1 ) n ,  S A ( F , t ) )  • Observe  t h a t  

the  p r o t o c o l  F i s  an a t t a c k  by the  empty s e t  on F, 

so C(k) = {F]. and E({0,1]n,{F}) ~L(F,t). 

We d e f i n e  a f u n c t i o n ,  d, on p a i r s  of  a . c ' s  i n  

L ( F , t ) ,  such  t h a t ;  

if u # v, 

J t+l if u = v, H = G, and 

d ( ( v , H ) , ( u , G ) )  = ~ m i n  {k ~ 0 < k i t ,  H ( l : k , l : n , l : n )  

~ # G ( l : k , l : n , l : n ) ] ,  

k~. o t h e r w i s e .  

Thus ,  d ( ( v , B ) , ( u , G ) )  i s  the  f i r s t  round  in  which  H 

and G d i s a g r e e ,  p r o v i d e d  u = v.  

S e c t i o n  !.~ 

Lemma 1 .2  f o l l o w s  i m m e d i a t e l y  from the  f o l l o w -  

ing sequence  of  lemmas. 

Lemma 1.3  

Let  ¥ and 7 '  be s e q u e n c e s  of  t or  fewer  

p r o c e s s o r  i n d i c e s ,  w i t h  7 '  = (a  1 . . . . .  a k ) ,  k~0, and 

7 '  a p r e f i x  o f  7.  Then 

i )  E ( V , C ( 7 ' ) )  ~ E ( V , C ( 7 ) ) ,  
f o r  any V ~ {0,1} n ,  and 

i i )  f o r  any (v ,H)  e E ( [ v } , C ( 7 ) )  

t h e r e  is a (v,G) s E({v},C(7')), 

with d((v,H),(v,G)) ~ k+l. 

P r o o f  

P a r t  i :  Immedia te  f rom C ( 7 ' )  ~ C ( 7 ) .  

P a r t  i i :  Let  F '  e C (7 ) ,  and (v ,H)  = E ( v , F ' ) .  

De f ine  an a t t a c k  F " ,  where  f"i = f i '  i f  i i s  i n  7 ' ,  

and f~  = f . ,  o t h e r w i s e .  The a t t a c k  F" i s  i n  C ( ¥ ' ) ;  
1 I 

l e t  (v,G) = E ( v , F " ) .  S ince  the  e x t r a  l i a r s  in  F '  

a r e  i n a c t i v e  f o r  k r o u n d s ,  B ( l : k , l : n , l : n )  = 

G ( l : k , l : n , l : n ) ,  and d ( ( v , H ) , ( v , G ) )  ~ k + l .  

Lena ~,4 

Let (v ,H)  e E({v},C(7')) and 

(v ,G)  e E ( { v } , C ( 7 ) ) ,  w i t h  7 '  = (a  I . . . . .  a k) f o r  

0~k<t ,  and y '  a p r o p e r  p r e f i x  of  y; i f  

d ( ( v , H ) , ( v , G ) )  ~ k+ l ,  t h e n  (v ,H)  ~ ( v , G ) .  

P r o o f  

Let  7 = ( a  I . . . . .  a s ) ,  k < s ~ t .  By r e p e a t e d  use  

of  Letma 1 . 3 . i i ,  t h e r e  a r e  G k , . . . , G s ,  w i t h  H = G k, 

G = G s, (v,O r) E({v],C(a I ..... at)) for all k~r~s, 

and d((v, Gr),(V,Gr+l)) ~ r+l, for all k!r<s. Thus 

i t  s u f f i c e s  t o  assume y = ( a l ,  . . . .  Uk+l ) .  The p r o o f  

i s  by i n d u c t i o n  on k,  f rom t - 1  to  0.  

B a s i s :  k = t - 1 .  

We have (v,H) e E({v},C((a I ..... at_l))), 

(v,G) e E({v},C((a I ..... at_lat))), and 
d ( ( v , B ) , ( v , G ) )  ~ t H and G d i f f e r ,  i f  a t  a l l ,  

on ly  in  what  a I . . . . .  a t send i n  the  l a s t  r o u n d .  Le t  

i and j be d i s t i n c t  p r o c e s s o r s  no t  i n  [a  I . . . . .  a t } :  

such  p r o c e s s o r s  e x i s t ,  as  t < n - 1 .  C r e a t e  H' f rom H 

by changing H ( t , l : n , i )  to G(t,l:n,i). Clearly, 
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( v , H ' )  s E ( { v ] , C ( a  1 . . . . .  a t ) ) ;  ( v , B ' )  ~ (v ,H)  ( s i n c e  

H ' ( l : t , l : n , j )  = H ( l : t , l : n , j ) ) ,  and ( v , H ' )  ~ (v ,G)  

( s i n c e  H'(l:t,l:n,i) = G ( l : t , l : n , i ) ) ,  so (v ,H)  

( v , G ) .  

I n d u c t i o n :  Assume the  r e s u l t  h o l d s  f o r  a l l  h ,  

0~k<h<t ,  t h a t  (v ,H)  e E ( ( v } , C ( 7 ' ) )  f o r  7 '  = 

( a  1 . . . . .  Uk),  (v,G) s E ( ( v ) , C ( 7 ) )  f o r  y = 

(u I . . . . .  U k , a k + l ) ,  and d ( ( v , H ) , ( v , G ) )  ~ k + l .  
We e s t a b l i s h  the  e x i s t e n c e  of  ( v , H ' ) ,  

( v , G ' )  s E ( ( v ) , C ( 7 ) ,  w i t h  d ( ( v , H ' ) , ( v , G ' ) )  ~ k+2, 

(v ,H)  ~ ( v , H ' )  and (v ,G) ~ ( v , G ' ) .  By Lemma 1 . 3 . i ,  

( v , G ' )  s E ( { v ) , C ( 7  1 ) ) ;  the  i n d u c t i o n  h y p o t h e s i s  

a p p l i e s ,  w i t h  h = k + l ,  so ( v , H ' )  ~ ( v , G ' ) ,  and 

(v ,H)  ~ (v ,G)  by t r a n s i t i v i t y .  

Note t h a t  by Lemma 1 . 3 . i ,  (v ,H)  s E ( ( v ) , C ( 7 ) ) .  

I f  d ( ( v , G ) , ( v , H ) )  > k + l ,  l e t  G = G' ,  H = H ' .  

I f  d ( ( v , G ) , ( v , B ) )  = k + l ,  r e p e a t e d  use  of  the  

f o l l o w i n g  sublemma e s t a b l i s h e s  the  e x i s t e n c e  of  

( v , G ' ) , ( v , H ' )  s E ( ( v ) , C ( ~ ) ) ,  ( v , O ' )  ~ ( v , G ) ,  ( v , H ' )  

(v ,H)  and d ( ( v , G ' ) , ( v , H ' ) )  > k + l .  

Sublemma: Let  ( v , P ) , ( v , Q )  s E ( ( v ) , C ( 7 ) )  and 

d ( ( v , P ) , ( v , Q ) )  = k + l .  Then t h e r e  e x i s t  

( v , P ' ) , ( v , Q ' )  s E ( ( v ) , C ( 7 ) ) ,  d ( ( v , P ) , ( v , P ' ) )  ~ k + l ,  

d ( ( v , Q ) , ( v , Q ' ) )  ~ k + l ,  ( v ,P )  ~ ( v , P ' ) ,  (v ,Q)  ~ 

( V , Q ' ) ,  such  t h a t  ( j [ P ' ( k + l , l : n , j )  # Q ' ( k + l , l : n , j ) }  

( j [ P ( k + l , l : n , j )  # Q(k+l,l:n,j)). 

P r o o f :  P and Q d i f f e r  i n  round  k+l  by the  m e s s a g e s  

the  l i a r s  i n  [a I . . . .  , ak+ I} s e n t .  Let  P ( k + l , l : n , i )  

Q ( k + l , l : n , i ) .  By Lemma 3 . i ,  

( v , P ) , ( v , Q )  s E((v},(a I . . . . .  ak+l,i)). Now 
c o n s t r u c t  P" from P by chang i ng  P ( k + l , j , i )  t o  

P ( k + l , j , i ) U Q ( k + l , j , i )  f o r  e v e r y  j s (a  1 . . . . .  a k + l ) ;  
similarly c o n s t r u c t  Q" from Q by changing 

Q ( k + l , j , i )  to  P ( k + l , j , i )  U Q ( k + l , j , i ) .  C l e a r l y  

( v , P " ) ,  ( v ,Q  n) ~ E ( { v ) , C ( ~  1 . . . . .  a k + l , i ) ) ;  i s i m p l y  
i g n o r e s  the  e x t r a  m e s s a g e s  r e c e i v e d  d u r i n g  the  

k + I f s t  s t e p ;  t h i s  i s  p o s s i b l e  by the  m o n o t o n i c l t y  

of  i ' s  i n f e r e n c e  f u n c t i o n ,  so t h a t  r e c e i v i n g  e x t r a  

m e s s a g e s  o n l y  i n c r e a s e s  t he  s e t  a v a i l a b l e  f o r  i t o  

send .  By the  c o n s t r u c t i o n ,  d ( ( v , P ) , ( v , P " ) )  ~ k + l ,  

d((v,Q),(v,Q")) ~ k+l, (v,P) ~ (v,P") and 

(v ,Q)  ~ ( v , Q " ) .  By Lemma 1.3.ii there exist 

( v , P ' ) ,  ( v , Q ' )  s E ( ( v ) , C ( a  I . . . . .  a k + l ) )  w i t h  
d ( ( v , P " ) , ( v , P ' ) )  ~ k+2, d ( ( v , O " ) , ( v , O ' ) )  ~ k+2. 

( A l s o ,  d ( ( v , P ) , ( v , P ' ) )  ~ k + l ,  s i n c e  d ( ( v , P ) , ( v , P " ) )  

k + l ,  and s i m i l a r l y ,  d ( ( v , Q ) , ( v , Q ' ) )  ~ k + l ) .  The 

i n d u c t i o n  h y p o t h e s i s  a p p l i e s  to  P '  and P" ,  w i t h  h = 

k+l, so (v,P") ~ (v,P~), and similarly, (v,Q") 

( v , Q ' ) ;  t h u s  ( v , P )  ~ ( v , P ' ) ,  and (v,Q) ~ ( v , Q ' ) .  

F i n a l l y ,  by the  c o n s t r u c t i o n ,  

(j[P'(k+l,l:n,j) # ~'(k+l,l:n,j)} 

{j[P(k+l,l:n,j) # Q(k+l,l:n,j)). 

Lemma ~ . 5  

I f  (v ,H)  e L ( F , t )  t h e n  (v ,H)  ~ E ( v , F ) .  

P r o o f  
Let  ( v , H ' )  = E ( v , F ) .  We know t h a t  

(v0B) s E ( { v } , C ( 7 ) )  f o r  some p r o c e s s o r  sequence  7; 

f u r t h e r m o r e ,  i f  T = Z, t h e n  H' = H, and we a re  

done .  O t h e r w i s e ,  T = (a  1 . . . . .  a k ) ,  k ~ 1.  By Lemma 

1 . 3 . i i ,  t h e r e  a r e  H' = H 0 , . . . , H  k = H such  t h a t  

( v , H . )  s E ( { v ) , C ( a  . . . . . .  a . ) )  f o r  a l l  l ~ j ~ k ,  and 
J • J 

d ( ( v , H . ) , ( v , H : + 1 ) )  ~ j + l ,  f o r  a l l  0~ j<k .  Then by 

• 4 ,  ( v , H j )  = ( v , H j + i ) ,  f o r  a l l  O~j<k, and we Le~ma 

a re  done .  

Lena io6 

If (v,H), (u,G) s L(F,t), then (v,H) g (u,G). 

Proof 

Let  ( v , H ' )  = E ( v , F ) ,  and ( u , G ' )  = E ( u , F ) .  By 

Lemma 1 . 5 ,  (v ,H)  ~ ( v , H ' )  and (u ,G) ~ ( u , G ' ) .  I f  u 

= v ,  t h e n  H' = G ' ,  and we a re  done .  O t h e r w i s e ,  i t  

s u f f i c e s  to  assume t h a t  u and v d i f f e r  i n  o n l y  one 

e n t r y ;  w i t h o u t  l o s s  of  g e n e r a l i t y ,  asst~ae u I # v I .  

By Lemma 1 . 3 . i ,  ( v , H ' )  s E ( [ v ) , C ( 1 ) ) .  The m e s s a g e s  

s e n t  by the  f i r s t  l i a r  i n  a s e q u e n c e d  a t t a c k  may be 

i n d e p e n d e n t  of  i t s  p r i v a t e  v a l u e - - t h u s  

( u , H ' )  s E ( ( u ) , C ( 1 ) ) ,  and c l e a r l y ,  ( v , H ' )  g ( u , H ' ) .  

Then by  Len~na 1 . 5 ,  (u ,H*)  ~ ( u , G ' ) ,  and we have  

(v ,H)  ~ ( v , H ' )  ~ ( u , H ' )  ~ ( u , G ' )  ~ ( u , G ) .  

S e c t i o n  1.4 

CommeNt s 

I t  i s  w o r t h  n o t i n g  t h a t  the  model u s e d  i n  t h i s  

p r o o f  i s  g e n e r a l ;  f o r  i n s t a n c e ,  i t  i n c l u d e s  s y s t e m s  

in  which  p r o c e s s o r s  may exchange  an i n f i n i t e  number 

of  m e s s a g e s  i n  a f i n i t e  t i m e .  I t  s h o u l d  be n o t e d  

howeve r ,  t h a t  t h i s  r e s u l t  shows t h e  i m p o s s i b i l i t y  

of  a d e t e r m i n i s t i c  s o l u t i o n  t o  the  B y z a n t i n e  

G e n e r a l s  p r o b l e m .  The s i m p l e s t  random s o l u t i o n ,  in  

which  each  p r o c e s s o r  g u e s s e s  the  o t h e r  p r i v a t e  

v a l u e s  w i t h o u t  any c o m m u n i c a t i o n ,  w i l l  be c o r r e c t  

w i t h  e x p o n e n t i a l l y  s m a l l ,  b u t  p o s i t i v e ,  

p r o b a b i l i t y .  The p o s s i b l e  e x i s t e n c e  of  much b e t t e r  

random p r o t o c o l s  i s  an open q u e s t i o n .  

A f i n a l  n o t e  on the  bounds  f o r  t h i s  p ro b l em i s  

in  o r d e r .  For  n p r o c e s s o r s ,  t h i s  r e s u l t  h o l d s  f o r  

as  many as n -2  f a u l t y  p r o c e s s o r s .  I f  n - I  p r o c e s -  

s o r s  may be f a u l t y ,  a n o n - f a u l t y  p r o c e s s o r  need 

o n l y  run  the  ( n - 1 ) - r o u n d  p r o t o c o l  f o r  n -2  f a u l t y  

p r o c e s s o r s ,  wh ich  a p p e a r s  in  ( P e a s 8 1 ) .  E i t h e r  n -2  

o r  f ewer  p r o c e s s o r s  a r e  a c t u a l l y  f a u l t y ,  i n  which  

case  the  p r o t o c o l  f u n c t i o n s  c o r r e c t l y ,  o r  o n l y  one 

p r o c e s s o r  i s  n o n - f a u l t y ,  and t h e  on ly  r e s t r i c t i o n  

on the  v e c t o r  i t  computes  i s  t h a t  i t s  own p r i v a t e  

v a l u e  a p p e a r  c o r r e c t l y .  
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S e c t i o n  2 . ~  

A s y n c h r o n o u s  Sys t e m s  

As i n  t h e  p r e v i o u s  s e c t i o n ,  l e t  M be an 

a r b i t r a r y  s e t ,  r e p r e s e n t i n g  a l l  p o s s i b l e  m e s s a g e s  

i n  a s y s t e m ,  P(M) t h e  power  s e t  of  M; t h e n  any 

f u n c t i o n  f : P ( M ) - - P ( M )  i s  an  i n f e r e n c e  f u n c t i o n  f o r  

M i f  f o r  any  M 0 ~ M 1 ~ M, f(M o) ~_ f(M 1 ) .  An 

i n f e r e n c e  f u n c t i o n  m o d e l s  t he  a p p l i c a t i o n  of  c r y p -  

t o g r a p h i c  o p e r a t o r s  t o  s e t s  o f  m e s s a g e s  t o  g e n e r a t e  

new m e s s a g e s ;  t h e  m o n o t o n i c i t y  p r o p e r t y  i m p l i e s  

t h a t  r e c e i v i n g  e x t r a  m e s s a g e s  c a n  o n l y  add t o  t h e  

s e t  so g e n e r a t e d .  

For  any i n f e r e n c e  f u n c t i o n  f and M 0 ~ M, l e t  

f0(M0) = M 0 and 

fk+l(Mo).= f(fk(Mo)) for all k -) I, 
and d e f i n e  f , t h e  c l o s u r e  of  f ,  by  

f*(Mo) ~ k = ~J f (~o)  . 
k=O 

Note t h a t  f i s  an i n f e r e n c e  f u n c t i o n .  We e x t e n d  

t h i s  d e f i n i t i o n  of  c l o s u r e  t o  any  s e t ,  F.  of  

i n f e r e n c e  f u n c t i o n s ,  so t h a t  

FO(M o) = M o, 

Fk+I(Mo ) = U f ( F k ( ~ o  ) )  f o r  a l l  k )- I ,  and 
f s F  

$ ~o 

0) o 
k=O 

A v e c t e *  of  u i n f e r e n c e  f u n c t i o n s  F = 

( f l  . . . . .  f n  ) i s  c a l l e d  an n - u s e r  s y s t e m °  and can  be 

u s e d  t o  model  t h e  c r y p t o g r a p h i c  a b i l i t i e s  of  n 
e 

u s e r s  of  a c o m m u n i c a t i o n  n e t w o r k ;  f i (Mo)  i s  t h e  s e t  

o f  m e s s a g e s  u s e r  i c a n  p r o d u c e  by a p p l y i n g  c r y p -  

t o g r a p h i c  o p e r a t o r s  t o  ~ s e t  M 0 of  known m e s s a g e s .  

I f  m s f i ( M O ) ,  we s a y  t h a t  i can  i n f e r  t he  m e s s a g e  

f rom the  s e t  M O. The s e t  f'*(~)l i s  t he  s e t  of  

m e s s a g e s  known t o  i b e f o r e  any m e s s a g e s  a r e  

r e c e i v e d  f rom o t h e r  u s e r s .  
I n  t h e  r e m a i n d e r  of  t h i s  p a p e r  t he  i n f e r e n c e  

$ 

f u n c t i o n s  we s t u d y  w i l l  be c l o s e d ;  t h a t  i s ,  f ~ f . 

The n e t w o r k  e n v i r o ~ e n t  for which  t h e  

B y z a n t i n e  G e n e r a l s  p r o b l e m  i s  s t a t e d  i s  a p o w e r f u l  

one :  m e s s a g e s  a r e  a l w a y s  d e l i v e r e d  i n t a c t  w i t h i n  a 

s p e c i f i e d  t i m e ,  and s e n d e r s  a r e  r e l i a b l y  i d e n t i f i e d  

t o  r e c e i v e r s .  In t h e  r e m a i n d e r  of t h i s  p a p e r  we 

d i s c u s s  p r o t o c o l s  t h a t  e x e c u t e  i n  a much more 

l i m i t e d  c o m m u n i c a t i o n  e n v i r o n m e n t .  S p e c i f i c a l l y ,  

we e n v i s i o n  a n e t w o r k  in w h i c h  m e s s a g e s  may be 

d e l a y e d  f o r  an a r b i t r a r y  t i m e ,  o r  may be l o s t  

a l t o g e t h e r ;  f u r t h e r m o r e ,  any  m e s s a g e  t h a t  i s  s e n t  

may be d e l i v e r e d  t o  a ~  n e t w o r k  u s e r  a t  any  f u t u r e  

t i m e .  F i n a l l y ,  we assume t h a t  any  s u b s e t  o f  t he  

u s e r s  may a t t a c k  a p r o t o c o l  by c o m p l e t e l y  t a k i n g  

o v e r  t he  n e t w o r k ,  c o n t r o l l l n g  a l l  m e s s a g e s  

d e l i v e r e d  t o  e v e r y  o t h e r  u s e r ,  and i n t e r c e p t i n g  any 

t h a t  l e a v e .  A c t i v i t y  o v e r  s u c h  a n e t w o r k  i s  

d e s c r i b e d  by t he  f o l l o w i n g  f o r m a l i s m .  

Le t  <B> = (M 1 . . . . .  ~k ) , k~0 ,  a s e q u e n c e  of  

( p o s s i b l y  empty)  s u b s e t s  o f  M; <B> r e p r e s e n t s  t h e  

s e t s  o f  m e s s a g e s  a l t e r n a t e l y  r e c e i v e d  and s e n t  by 

u s e r  i ,  w i t h  s u b s e t s  o f  odd i n d e x  b e i n g  m e s s a g e s  

r e c e i v e d ,  and t h o s e  of  even  i n d e x  t h o s e  s e n t .  The 

s e q u e n c e  i s  a b e h a v i o r  f o r  i i f  

h -1  
f i (~JMj ) ,__  f o r  a l l  even  h ,  l < h ~ k .  Mh 

j = l  

Thus ,  i c an  o n l y  send  m e s s a g e s  i n f e r r a b l e  f rom 

t h o s e  r e c e i v e d .  We w i l l  u s e  B t o  d e n o t e  t he  se._~ of  

m e s s a g e s  c o n t a i n e d  i n  t h e  s t e p s  of  a b e h a v i o r  <B>, 

and <BB'> t o  d e n o t e  t he  c o n c a t e n a t i o n  of  two 

s e q u e n c e s  B and B e . 

I f  <B> i s  a b e h a v i o r  f o r  i ,  t h e  t r i p l e s  

( i , j , M j ) ,  f o r  l ~ j ~ k  a r e  t h e  s t e p s  of  <B>. The s t e p  

( i , j , M . )  i s  a r e c e i v i n g  s t e p  i f  j i s  odd,  and a 

t F a n s m l t t i u  8 s t e p  i f  j i s  e v e n .  S i m i l a r l y ,  an odd 

l e n g t h  p r e f i x  o f  <B> i s  a r e c e p t i o n  i n  <B>, and an 

e v e n  l e n g t h  p r e f i x  i s  a t r a n s m i s s i o n  i n  <B>. 

I n  t h i s  m o d e l ,  s e t s  of m e s s a g e s  a r e  s e n t  and 
r e c e i v e d  by the  s y s t e m  u s e r s .  I n  a r e a l  n e t w o r k ,  

m e s s a g e s  a r e  g e n e r a l l y  s e n t  and r e c e i v e d  

s e q u e n t i a l l y ,  so t h a t  a c t u a l  b e h a v i o r s  w i l l  be 

s e q u e n c e s  of m e s s a g e s  s e n t ,  a l t e r n a t i n g  w i t h  

s e q u e n c e s  r e c e i v e d .  B e c a u s e  of  our  n e t w o r k  a s s u m p -  

t i o n s ,  t h e r e  i s  no r e l i a b l e  i n f o r m a t i o n  c o n t a i n e d  

i n  t h e  o r d e r  i n  w h i c h  m e s s a g e s  a r e  r e c e i v e d .  In 
some of  t he  p r o t o c o l s  we d i s c u s s ,  i t  w i l l  be 

i m p o r t a n t  t h a t  t he  o r d e r  i n  w h i c h  m e s s a g e s  a r e  s e n t  

d u r i n g  a t r a n s m i t t i n g  s t e p  a l s o  convey  no i n f o r m a -  

t i o n  a b o u t  t h e  m e s s a g e s .  I n  i m p l e m e n t i n g  t h e s e  

p r o t o c o l s ,  t h e r e f o r e ,  t h e  m e s s a g e s  s e n t  d u r i n g  such  

a s t e p  mus t  be r a n d o m l y  o r d e r e  d . By m o d e l l i n g  

t h e s e  s e q u e n c e s  by s e t s ,  we a r e  i m p l i c i t l y  ass~mling 

t h a t  a l l  s u c h  s e q u e n c e s  a r e  r a n d o m l y  o r d e r e d .  

In  any a c t u a l  e x c h a n g e  of  m e s s a g e s ,  a l l  mes-  

s a g e s  r e c e i v e d  by a u s e r  mus t  have  b e e n  s e n t  by  

some u s e r  a t  an  e a r l i e r  t i m e .  Thus we s ay  a v e c t o r  

S = (<B 1> . . . . .  <Bn>) of  b e h a v i o r s  f o r  u s e r s  1 t o  n 

i s  a c o n v e r s a t i o n  i f  t h e r e  i s  a t o t a l  o r d e r i n g ,  ~,  

on t h e  s t e p s  of  t he  b e h a v i o r s  s u c h  t h a t ,  f o r  a l l  

l~i~n, and steps (i,j,M'), (i.,k,M") of <B.>: 
1 

j < k ~ (i,j,M') ! ( i , k , M ' ) ,  and 

j odd 

M' ~ (MOl (p, q,M n)~(i°j,M'), and q is even]. 
o r d e r i n g  ~ _ i s  a s e q u e n c e  f o r  S. Such a t o t a l  

The f o l l o w i n g  lemma w i l l  be h e l p f u l  i n  

e s t a b l i s h i n g  l a t e r  r e s u l t s .  

L e t  S = (<Bi> . . . . .  <Bn>) be any c o n v e r s a t i o n  of  

t he  s y s t e m  F, and  S" t he  s e t  o f  m e s s a g e s  i n  S. 

Then f i ( S " )  ~ f i ( X ) ,  where  X i s  t h e  s e t  o f  a l l  mes-  

s a g e s  s e n t  by u s e r s  o t h e r  t h a n  i i n  S. 

P r o q f  

Le t  Y be t h e  s e t  of  a l l  m e s s a g e s  i n  t r a n s m i t -  

t i n g  s t e p s  of  <Bi>.  S i n c e  a l l  m e s s a g e s  r e c e i v e d  
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m u s t  have  b e e n  s e n t ,  S" ~ YUX ~ B i U  X, and f i ( S " )  

~ f i ( B i U X ) ,  a s  f l  i s  an  i n f e r e n c e  f u n c t i o n .  We 

know X ~ f i ( X ) ,  and s i n c e  f i  i s  c l o s e d ,  i f  we can  

show B i ~ f i ( X ) ,  we wou ld  h a v e  f i ( X U B  i)  

f i ( f i ( X ) )  = f i ( X ) ,  so  f i ( S " )  ~ f i ( X ) .  We show B i 
f i ( X )  by  i n d u c t i o n  on t h e  p r e f i x e s  <B'> of  <Bi>,  

f rom t h e  empty  s e q u e n c e  t o  <Bi> = (M 1 . . . . .  M k)  f o r  

some k~O. 

B a s i s :  <B'> = X, t h e  empty  s e q u e n c e .  

By t h e  d e f i n i t i o n  o f  i n f e r e n c e  f u n c t i o n s ,  

f i ( ~ )  ~ f i ( X ) ,  f o r  a l l  X ~ M .  

I n d u c t i o n  h y p o t h e s i s :  

fi(B') ~ fi(X)for <B') = (M 1 ..... Mh), 0~h<k. 

We m u s t  show t h a t  Mh+ I ~ f i ( X ) .  I f  h i s  e v e n ,  

( i , h + l , M h +  I )  i s  a t r a n s m i s s i o n ,  and Mh+ I m u s t  be 

i n f e r r a b l e  f rom m e s s a g e s  r e c e i v e d ,  so  ~+i 

f i ( B ' ) ,  and  by t h e  i n d u c t i o n  h y p o t h e s i s ,  we a r e  

d o n e .  I f  h i s  odd ,  ( i , h + l , M h +  1) i s  a r e c e p t i o n ,  

and  Mh+ I ~ B ' U  X; t h e  m e s s a g e s  i n  Mh+ 1 m u s t  have  
b e e n  s e n t  e a r l i e r  by u s e r  i ,  o r  by some o t h e r  u s e r .  

By t h e  i n d u c t i o n  h y p o t h e s i s ,  B 'U  X ~ f i ( X ) ,  ~nd we 

a r e  d o n e .  

S e c t i o n  2 . 2  

P r o t o c o l s  

L e t  R. be  t h e  s e t  of  r e c e p t i o n s  c o n s i s t e n t  
1 

w i t h  i n f e r e n c e  f u n c t i o n  f i "  A p r o t o c o l  f o r  i i s  a 

p a r t i a l  f u n c t i o n ,  pi:Ri---.~P(M), s u c h  t h a t  p i (<B>)  ~ 

f i ( B ) ,  f o r  any  r e c e p t i o n  <B> i n  R i on w h i c h  P l  i s  
d e f i n e d .  A b e h a v i o r  <B> f o r  i i s  an  e x e c u t i o n  o f  

p r o t o c o l  P l  i f  P i  i s  d e f i n e d  on e v e r y  r e c e p t i o n  

<B ' )  t h a t  i s  a p r o p e r  p r e f i x  o f  <B> and <BWpi(B*)> 

i s  a p r e f i x  o f  <B>, and i f  <B> i s  a r e c e p t i o n ,  

P i ( B )  i s  u n d e f i n e d .  The s e t  P i ( B  P) i s  I J s  r e s p o n s e  

t o  t h e  r e c e p t i o n  <B'>. Any s e t ,  ACCEPT, o f  

e x e c u t i o n s  o f  a p r o t o c o l  P l  i s  an  a c c e p t i n g  s e t  f o r  

P i "  
A s y s t e m  p r o t o c o l  P = ( P l  . . . . .  pn  ) i s  a v e c t o r  

o f  p r o t o c o l s  f o r  u s e r s  I t o  n .  

I f  a s u b s e t ,  A, o f  u s e r s  c o n s p i r e  t o  s u b v e r t  a 

c r y p t o g r a p h f c  p r o t o c o l ,  i t  i s  n o t  r e a l i s t i c  t o  

a s s u m e  t h a t  t h e y  w i l l  c o m m u n i c a t e  o n l y  o v e r  t h e  

s y s t e m  c o m m u n i c a t i o n  c h a n n e l .  T hus  we t r e a t  s u c h  a 

g r o u p  o f  a t t a c k e r s  as  a s i n g l e  u s e r ,  r e p r e s e n t e d  by 

t h e  s e t  A, w i t h  t h e  i n f e r e n c e  f u n c t i o n  fA = 

( f i l l  e A)* .  ( C l e a r l y ,  i f  A c o n t a i n s  o n l y  one 

u s e r ,  i ,  t h e n  fA = f i  )"  Now l e t  ( i  I ,  . . . .  i k)  be  t h e  
o r d e r e d  s u b s e t  o f  u s e r s  no./. i n  A. A c o n v e r s a t i o n  S 

= (<BA>,<Bil > ..... <Bik)) of the system F A = 

( fA ,  f i l  . . . .  , f i k )  i s  an  a t t a u k  by A on s y s t e m  

p r o t o c o l  P = (P l  . . . . .  Pn ) i f  e v e r y  <B i > 

e x e c u t i o n  o f  p r o t o c o l  P i . "  

J 

S e c t i o n  2 . 3  

i s  an  

H o s t a g e  Exchan&e 

We now i l l u s t r a t e  some f e a t u r e s  o f  t h i s  mode l  

by p r o v i n g  t h e  i m p o s s i b i l i t y  o f  a t w o - p e r s o n  

p r o t o c o l  t o  e x c h a n g e  " h o s t a g e s .  n C o n s i d e r  a s y s t e m  

of  two u s e r s ,  a and  b ,  w i t h  i n f e r e n c e  f u n c t i o n s  f a 
and fb"  Le t  m a ~ f a ( ~ ) ,  m b ~ f b ( ~ ) ,  m a s f b ( ~ )  and  

s f a ( ~ ) .  The u s e r s  a an  b w i s h  t o  e x c h a n g e  % m a 

and m b ( t h e  h o s t a g e s ) ,  w i t h  t h e  a s s u r a n c e  t h a t  

n e i t h e r  can  be c h e a t e d ;  t h a t  i s ,  i f  a knows m a ,  

t h e n  b i s  g u a r a n t e e d  t o  know mb, and v i c e  v e r s a .  

The / m p o s s i b i l i t y  o f  any  s o l u t l o n  t o  t h i s  p r o b l e m  

was f i r s t  o b s e r v e d  i n f o r m a l l y  by Even and  Yaco b i  

[Even80]  and  i n d e p e n d e n t l y ,  by  R a b i n  [ R a b i 8 1 ] ,  We 

f o r m a l i z e  t h i s  r e s u l t  b e l o w .  

A c o n v e r s a t i o n  (<Ba>,<Bb>) i s  an  e x c h a n g e  i f  

m a s f a ( B a )  and  m b s f b ( B b ) .  
A s y s t e m  p r o t o c o l  P = ( p a , P b )  i s  s a f e  f o r  a i f  

f o r  any  a t t a c k  (<Ba>,<Bb>) by  b on P,  

m b s f b (Bb)  ~ m a S f a ( B a ) .  
S a f e t y  f o r  b i s  d e f i n e d  s i m i l a r l y .  

Lemma 2 . 2  

I f  S = (<Ba>,<Bb>) i s  an  e x e c u t i o n  o f  a s y s t e m  

p r o t o c o l  P = ( p a , P b )  s a f e  f o r  b o t h  a and  b ,  S i s  

n o t  an  e x c h a n g e .  

P r o o f  

Assume S i s  an  e x c h a n g e ,  and l e t  ~ be  a 

s e q u e n c e  f o r  S. C l e a r l y ,  e a c h  u s e r  r e c e i v e d  a t  

l e a s t  one m e s s a g e ,  so  <Ba> = (C I . . . .  ,C i )  and  <Bb> = 

(V I . . . . .  Dj)  f o r  some i , j  ~ I .  

Le t  k = min[pmm a e f ( L ) c  ) ] ,  and 
a q~p q 

k' = m i n ( p ] m  b s fb (U C )]. q~p q 

Then  ( a , k , C k )  and  ( b , k ' , D k , )  a r e  t h e  f i r s t  s t e p s  i n  

w h i c h  a and b ,  r e s p e c t i v e l y ,  know m a and  m b .  T h e s e  

s t e p s  m u s t  by  r e c e i v i n g  s t e p s ,  a s  t h e  d e f i n i t i o n  o f  

b e h a v i o r  e x p l l c i t l y  l i m i t s  t r a n s m i t t i n g  s t e p s  t o  

c o n t a i n  s u b s e t  o f  m e s s a g e s  a l r e a d y  a v a i l a b l e .  

W i t h o u t  l o s s  o f  g e n e r a l i t y ,  a s s u m e  ( a , k , C  k) 

( b , k ' , D k , ) ,  and l e t  h = m a x [ p ~ ( b , p , D _ )  ~ ( a , k ,  C k ) ] .  
I f  h i s  a t r a n s m i t t i n g  s t e p ,  l e t  ~ '  h .  O t h e r -  

w i s e ,  l e t  h '  = h + l .  S i n c e  ( b , k ' , D k , )  i s  a r e c e p -  

t i o n ,  h' < k'. Furthermore, (<B;),<B~>) = 

( (C 1 . . . .  , C k ) , ( D  I . . . .  , D h , ) )  i s  a c o n v e r s a t i o n  and  

(B~> i s  an  e x e c u t i o n  o f  Pb" so  (<B~>,<B~>) i s  a n  

a t t a c k  by a on Pb" w i t h  m a e f a ( B ' a ) ,  b u t  

m b ~ f b ( B ~ ) ,  and  Pb i s  n o t  s a f e  f o r  b ,  a c o n t r a d i c -  
t i o n .  

390 



S e c t i o n  ~.! 

C r y v t o g r a v h i c  Systems 

Up t o  t h i s  p o i n t ,  we have used  i n f e r e n c e  f u n c -  

t i o n s  as  a way of  summar iz ing  the  g e n e r a t i o n  of  new 

m e s s a g e s  by sys t em u s e r s  t h r o u g h  the  a p p l i c a t i o n  of  

c~yp tograph i c  o p e r a t o r s  t o  s e t s  o f  m e s s a g e s .  As we 

saw in  the  l a s t  s e c t i o n ,  t h e s e  f u n c t i o n s  a l l o w  us 

to  d e s c r i b e  t h o s e  m e s s a g e s  t h a t  a r e  a v a i l a b l e ,  or  

no t  a v a i l a b l e ,  to  p a r t i c u l a r  u s e r s  d u r i n g  the  

e x e c u t i o n  of  a p r o t o c o l .  But  ' s e c u r i t y '  f o r  many 

p r o t o c o l s  i s  no t  s i m p l y  a l i m i t a t i o n  on what  mes-  

s a g e s  a r e ,  or  a r e  n o t ,  a v a i l a b l e  to  v a r i o u s  u s e r s  

d u r i n g  the  p r o t o c o l  e x e c u t i o n .  O f t e n ,  i t  i s  n o t  a 

s p e c i f i c  message  t h a t  must  be h i d d e n ,  b u t  some 

i n f o r m a t i o n  abou t  t h a t  m e s s a g e .  For  i n s t a n c e ,  i n  a 

s e c r e t - b a l l o t  e l e c t i o n ,  i t  i s  the  c o r r e s p o n d e n c e  

be tween  v o t e r s  and v o t e s ,  no t  the  v o t e s ,  t h a t  must  

be kep t  s e c r e t .  To e s t a b l i s h  s e c u r i t y  f o r  such  

p r o t o c o l s ,  we must  model n o t  j u s t  the  a v a i l a b i l i t y  

of  m e s s a g e s ,  b u t  a l s o  the  a v a i l a b i l i t y  o f  i n f o r m a -  

t i o n  about  m e s s a g e s .  The f o l l o w i n g  example 

i l l u s t r a t e s  how t h i s  may be a c c o m p l i s h e d ;  we 

r e p r e s e n t  c r y p t o g r a p h i c  s y s t e m s  by s e t  t h e o r e t i c  

s t r u c t u r e s .  

Suppose we have a s e t  C = (c I . . . . .  c k } o f  

c l e a r t e x t  m e s s a g e s ,  a s e t  M, w i t h  C ~ M, of  a l l  

m e s s a g e s ,  and two I - 1  f u n c t i o n s  e l ,  e2:M-~.M , s a t i s -  

f y i n g  the  f o l l o w i n g  p r o p e r t i e s ,  f o r  a l l  m, n e M. 

1)  e l (m)  # m, e2(m) # m, 

2) el(m) # e 2 ( n ) ,  

3) e l ( m ) ,  e2(m) ~ C. 
C l e a r l y ,  M must  be i n f i n i t e .  

Now l e t  e l l  and e21 be the  p a r t i a l  f u n c t i o n s  

i n v e r t i n g  • 1 and e 2 ,  r e s p e c t i v e l y ,  and E 1 , E 2 be 
- i  u n a r y  p r e d i c a t e s  on M which  a re  t r u e  whenever  e 1 

-1  
and e 2 , r e s p e c t i v e l y ,  a r e  d e f i n e d .  

-1  -1  
Now I = < M , C , E 1 , E 2 , e l , e 2 , e  1 ,e  2 > i s  a s e t -  

t h e o r e t i c  s t r u c t u r e  d e s c r i b i n g  t h i s  c r y p t o g r a p h i c  
s y s t e m ;  the  r e l a t e d  s t r u c t u r e s  

- 1  
= <M,C,El,el,e2,e I > and 12 = <M,C, E2,el,e2,eol>-, 11 

r e p r e s e n t  the  e r y p t o g r a p h i c  c a p a b i l i t i e s  of  two 

u s e r s  of  a p u b l i c - k e y  c r y p t o s y s t e m - - - u s e r  1 can 

a p p l y  the  e n c r y p t i o n  f u n c t i o n  e2,  bu t  c anno t  i n v e r t  

i t .  S i m i l a r l y ,  u s e r  2 can a p p l y  b u t  n o t  i n v e r t  e I . 

(S ince  s e t  t h e o r e t i c  s t r u c t u r e s  c o n s i s t  of  a s e t  

( t h e  domain) t o g e t h e r  w i t h  a sequence  of  r e l a t i o n s  

on t h e  domain,  in  the  s t r u c t u r e  I we i n t e r p r e t  C as 

a u n a r y  p r e d i c a t e  i d e n t i f y i n g  a s u b s e t  of M. A 

s u b s t r u c t u r e  of  I i s  any s t r u c t u r e  I '  w i t h  domain 

M' ~M, and whose r e l a t i o n s  a r e  the  r e s t r i c t i o n s  to  

M' of  the  r e l a t i o n s  i n  I .  We w i l l  use  r iM'  t o  

deno te  the  r e s t r i c t i o n  of  a r e l a t i o n  r t o  some s u b -  

s e t  M' of  M. An i s o m o r p h i s m  be t w een  two s t r u c t u r e s  

of  s i m i l a r  type  i s  a o n e - t o - o n e  o n t o  mapping of  the  

domains  t h a t  p r e s e r v e s  the  r e l a t i o n s .  An 

i s o m o r p h i s m  mapping a domain t o  i t s e l f  i s  an 

a u t o m o r p h i s m . )  

Let  M 1 ~M,  and d e f i n e  I I (M 1) to  be the  s u b -  

s t r u c t u r e  o f  I 1 g e n e r a t e d  by c l o s i n g  M 1 by the  

f u n c t i o n s  in  I 1 ( so  t h a t  I I (M)  = I 1 ) .  I f  M 1 i s  
some s e t  o f  m e s s a g e s  i n i t i a l l y  known to  u s e r  1, 

I i (M $) r e p r e s e n t s  h i s  knowledge of  the  p a r t i c u l a r s  

of the  c r y p t o g r a p h i c  s y s t e m .  I n  the  example above ,  

i f  M 1 = [ c l , e 2 ( c l ) , e 2 ( c 2 ) }  , u s e r  1 can a p p l y  e 2 to  
c I and compare the  r e s u l t  w i t h  e 2 ( e l ) ,  i d e n t i f y i n g  
t h a t  message  ( e q u a l i t y  i s  a p r e d i c a t e  i m p l i c i t  i n  

a l l  s t r u c t u r e s ) .  But  a b o u t  e2(c  2) he can l e a r n  
o n l y  much more l i m i t e d  i n f o r m a t i o n .  For  example ,  

~ E i ( e 2 ( e 2 ) ) ,  ~ C ( e 2 ( c 2 ) )  and e2(c  2) ~ e 2 ( e l ) .  
I ndeed ,  so f a r  as u s e r  1 can t e l l ,  e2(c2)  cou ld  be 

the  e n c r y p t i o n  u s i n g  e 2 o f  an~ message  m in  M n o t  

a v a i l a b l e  t o  u s e r  1 ( n o t  i n  the  domain of  I i ( M 1 ) ) .  

We can make t h i s  e x p l i c i t  by d e f i n i n g  a mapping 

~ :M- - ~M,  such  t h a t :  

4(e 2) = m, 

~(m) = c 2,  and 

~(n)  = n f o r  a l l  o t h e r  n e M. 

Le~ g '  be the  domain o f  1 1 ( g l ) ,  and m s M-M'. The 

mapping ~ i s  an au tomorph i sm 4 : I  -@ I '  such  t h a t  

~ ( r ] M ' )  = r ] M ' ,  f o r  a l l  r e l a t i o n s  r i n  11 , s i n c e  

~(u)  = u, f o r  a l l  u e M' .  The au tomorph i sm 

e s t a b l i s h e s  t h a t  u s e r  l ' s  knowledge of  the  c r y p -  

t o g r a p h i c  sys t em i s  c o n s i s t e n t  w i t h  the  a s s u m p t i o n  

t h a t  e ~ l ( e 2 ( c 2 ) ) .  = m. 

One i s s u e  r ema ins  u n r e s o l v e d ;  i s  t h e r e  indeed  

a s t r u c t u r e  I s a t i s f y i n g  the  r e q u i r e m e n t s  of  the  

d e f i n i t i o n  above?  I f  C = (c I . . . .  , c  k} and G = 

[ e l , c 2 }  a rc  d i s j o i n t  s e t s  of  symbo l s ,  M = G C i s  

t he  i n d i c a t e d  s e t s  of  s t r i n g s ,  and e l (m)  = elm , 

e2(m) = e2m f o r  a l l  m i n  M, we have a s t r u c t u r e  

s a t i s f y i n g  the  r e q u i r e m e n t s  o f  the  d e f i n i t i o n .  

A s i m i l a r  s t r i n g - b a s e d  s t r u c t u r e  has  been  u s e d  

t o  e s t a b l l s h  s e c u r i t y  f o r  a c l a s s  of  p u b l i c - k e y  

p r o t o c o l s  [Do le81 ] ,  where s e c u r i t y  i s  i n t e r p r e t e d  

as  the  a v a i l a b i l i t y  of  p a r t i c u l a r  c l e a r t e x t  mes-  

s a g e s  to  an a t t a c k e r .  

F o l l o w i n g  t h i s  example ,  each  u s e r  i of  a e r y p -  

t o g r a p h i e  sy s t e m w i l l  be d e s c r i b e d  by a s t r u c t u r e  

I i ,  w i th  some common domain M, and a s u b s t r u c t u r e  

I i ( M i ) ;  t h e s e  s t r u c t u r e s  r e p r e s e n t  u s e r  i ' s  c r y p -  

t o g r a p h i c  c a p a b i l i t i e s  and knowledge ,  r e s p e c t i v e l y ,  

A u s e r ' s  know/edge of  the  c r y p t o s r a p h i c  s y s t e m  

i s  n o t  s t a t i c ;  new me ssages  r e c e i v e d  p e r m i t  him t o  

expand h i s  v iew of  the  s y s t e m .  Any s e t  M i ~ M, 

where  the  domain of  I i (M i )  i s  the  s e t  of  m e s s a g e s  

known t o  i b e f o r e  any m e s s a g e s  a r e  r e c e i v e d ,  i s  an 

i n i t l a l  s e t  f o r  i ,  and l i ( M i )  i s  the  i n i t i a l  s t a t e  

of  i .  The i n f e r e n c e  f u n c t i o n  fi:P(M)--~P(M) i s  t h e n  

d e f i n e d  such  t h a t ,  f o r  any M' ~M,  f i ( M ' )  i s  t he  

domain o f  I i ( M i U M ' ) .  The f u n c t i o n  so d e f i n e d  i s  

c l e a r l y  an i n f e r e n c e  f u n c t i o n .  

Having d e f i n e d  an i n f e r e n c e  f u n c t i o n  f o r  l ,  

the  d e f i n i t i o n  of  a b e h a v i o r  f o r  i ,  f rom s e c t i o n  

2 . 1 ,  a p p l i e s  d i r e c t l y  h e r e .  F u r t h e r m o r e ,  i f  <B> i s  

a k - s t e p  b e h a v i o r  f o r  i ,  t hen  I i ( M i ~ B )  r e p r e s e n t s  
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i ' s  knowledge (o f  the  c r y p t o g r a p h i c  sys t em)  a t  s t e p  

k. 
A v e c t o r  T s (P(M)) n ,  d e s c r i b i n g  i n i t i a l  s e t s  

f o r  each  u s e r ,  i s  an i n i t i a l  r e c t o <  f o r  the  s y s t e m .  

F i n a l l y ,  any i n i t i a l  v e c t o r ,  by d e t e r m i n i n g  the  

i n f e r e n c e  f u n c t i o n s  a s s o c i a t e d  w i t h  each  u s e r ,  

d e t e r m i n e s  the  c o n v e r s a t i o n s ,  p r o t o c o l s  and a t t a c k s  

p o s s i b l e  i n  the  s y s t e m ,  j u s t  as d e f i n e d  in  s e c t i o n  

2 .  Thus we d e f i n e  an n - ~ s e z  c r v v t o s y s t e m  to  be a 

triple (I,C,T), where I i s  a structure with domain 

M, C i s  a v e c t o r  of n c a p a b i l i t i e s  ( s t r u c t u r e s  w i t h  

r e l a t i o n s  from I and domain M), and T i s  an i n i t i a l  

v e c t o r .  

Now l e t  S = (<B l >  . . . . .  <Bn>) be any c o n v e r s a -  

t i o n  of  such  a c r y p t o s y s t e m  ( I , C , T ) ,  where  C = 

(11 ,  . . . .  I n ) and T = (M 1 . . . .  ,Mn). Let  S" be the  s e t  

of  m e s s a g e s  i n  S. Any au tomorph i sm ~ : I - - ~ I '  d e f i n e s  

a new, a u t o m o r p h i c  c r y p t o s y s t e m  ( I ' , C m , T ' ) ,  where  

C' = (~11 I) ..... ~(In)) and T = (I(M 11 ..... ~(Mn)). 
The au tomorph i sm ~ i s  h i d d e n  from u s e r  i i n  S, 

p r o v i d e d  

i) llrlfi(S")) = r]fi(S"), 
for any relation, r, in I i, and 

2) S i s  a c o n v e r s a t i o n  of  the  c r y p t o s y s t e m  

(~, .c , , (M{ . . . . .  ~_1 ,Mi ,~+1  . . . . .  ~ ) ) .  
Hidden a u t o m o r p h i s m s  may be s een  as  a l t e r n a t i v e  

e x p l a n a t i o n s  of  the  phenomena o b s e r v e d  by a sy s t e m 

u s e r ;  as  such ,  t hey  i n d i c a t e  l i m i t a t i o n s  of  a 

u s e r ' s  knowledge of  the  s y s t e m .  The e x i s t e n c e  of  

h i d d e n  au tomorph i sm s  i s  p r e c i s e l y  what  i s  meant  by 

' s e c u r i t y '  f o r  many c r y p t o g r a p h i c  p r o t o c o l s .  

I f  k u s e r s  in  A ~ [1 . . . .  , n ) ,  w i t h  k > i ,  

a t t a c k  a sy s t em  p r o t o c o l ,  we assume they  p o o l  a l l  

r e s o u r c e s  and knowledge ;  t h u s  we r e p l a c e  the  s t r u c -  

t u r e s  f o r  the  a t t a c k e r s  in  A t o  c o n s i d e r  a s y s t e m  

w i t h  n + l - k  u s e r s ,  by r e p r e s e n t i n g  t h e  c a p a b i l i t i e s  

of  the  e n t i r e  s e t  of  c o n s p i r a t o r s  by I A. the  s t r u c -  

t u r e  c o n t a i n i n g  e x a c t l y  the  f u n c t i o n s  and 

p r e d i c a t e s  of  I a p p e a r i n g  i n  the  s t r u c t u r e s  in  

{ I . ~ i  e A) .  The knowledge of  the  a t t a c k e r s  i s  
1 

r e p r e s e n t e d  by IA(MA), where  M A = i~AMi,__., and the  
i n f e r e n c e  f u n c t i o n  f o r  A, as  d e f i n e d  i n  t he  l a s t  

s e c t i o n ,  i s  fA = ( f i { i  e A]*.  The r e a d e r  may 

v e r i f y  t h a t  f o r  any M * ~ M, fA(M m) i s  the  domain of  

IA(M A e M ' ) .  
S e c t i o n  4,~ 

P u b l i c - K e y  C r y ~ t o s y s t e m  

For  our f i r s t  example ,  we d e f i n e  an n - u s e r  

c r y p t o s y s t e m  PKE¥ = ( I , K , T )  as  f o l l o w s .  Le t  V = 

{v I . . . . .  v n . . . .  } and G = 
I 1 

r : ]  be s e t s  {el  . . . .  e n ' S l  . . . .  " S n ' r l ' r 2  . . . . .  n d i s j o i n t  
e 

of  symbo l s ,  and M the  s e t  of  s t r i n g s  i n  G V. 

For  eve ry  symbol a e G, d e f i n e  a f u n c t i o n  

a:M---M by a(w) = aw f o r  a l l  ~ s M. Let  e? I and s?  l I 
be t h e  p a r t i a l  f u n c t i o n s  i n v e r t i n g  e~ and s i ,  f o r  

a l l  l ~ i ~ n .  The p a r t i a l  f u n c t i o n s  z-l, z f o r  l ~ t ~ n ,  
i 

- i  j 
are  d e f i n e d  such  t h a t  r i ( r im)  = ~,  f o r  a l l  l_(j_~n, 
~ 0 s M .  

-land Ri ,_ i fo r  l~i_~n, The u n a r y  p r e d i c a t e s  Ei~_iS i 

a r e  t r u e  f o r  0~ s M o n l y  i f  e i , s i o r  r i , r e s p e c -  
t i v e l y ,  a r e  d e f i n e d  on ~. 

The s e t  M, t o g e t h e r  w i t h  t h e s e  f u n c t i o n s  and 

p r e d i c a t e s ,  d e f i n e s  the  s t r u c t u r e  I .  Each s t r u c -  

t u r e  I .  i n  K, f o r  l~_i_~n, c o n t a i n s  t he  f u n c t i o n s  and z 
p r e d i c a t e s  : 

i -1  
e j , r j ,  s j  , and S j ,  f o r  a l l  l ! j ~ n ,  

-1 
e i , s i ,  R i ,  and E i .  

The i n i t i a l  s e t  M. f o r  u s e r  i ,  i n  t he  i n i t i a l  v e c -  
I 

t o t  T, may be any s u b s e t  o f  V such  t h a t  v i e M i ,  

f o r  1 ~ i ~ n .  The message  v i i s  i'__.s v o t e .  

The s t r u c t u r e  I i s  i n t e n d e d  t o  model a s y s t e m  

of n u s e r s  employ ing  t h r e e  t y p e s  of  c r y p t o g r a p h l c  

f u n c t i o n s :  a p u b l i c - k e y  s i g n a t u r e  f u n c t i o n  s .  t h a t  
I 

o n l y  i can compute b u t  any u s e r  can d e t e c t  and 

i n v e r t  ( u s i n g  S i and s ~ l ) ,  a p u b l l c - k e y  e n c r y p t i o n  

e i t h a t  any u s e r  can  compute b u t  o n l y  i can i n v e r t ,  
i < and n r a n d e n c z y p t l o n  f u n c t i o n s  r j ,  l _ j ~ n .  I n  p r a c -  

t i c e ,  the  l a t t e r  may be p r o d u c e d - b y  a p p e n d i n g  r a n -  

dom b i t s  t o  a message  b e f o r e  a p p l y i n g  e j ,  u s e r  j ' s  
i p u b l i c - k e y  e n c r y p t i o n .  Thus r j  has  t he  p r o p e r t y  

t h a t  o n l y  i and j can i d e n t i f y  p l a i n t e x t - - c r y p t e x t  

p a i r s ,  w h e r e a s  anyone can i d e n t i f y  such  p a i r s  f o r  

the  p u b l i c - k e y  e n c r y p t i o n  or  s i g n a t u r e  f u n c t i o n s  e.  
z 

and s i . 

The v a r i o u s  p r e d i c a t e s  i n  I .  i n d i c a t e  t h a t  i t  
I 

i s  p o s s i b l e  f o r  u s e r  i t o  r e l i a b l y  d e t e c t  t h a t  a 

message  has  been  e n c r y p t e d  by e i ,  some r ~ ,  o r  
s i g n e d  by some s . .  In  p r a c t i c e ,  t h i s  can be accom- 

p l i s h e d  by append ing  a s t a n d a r d  b i t  s equence  to  any 

message  as  the  f i r s t  s t e p  i n  any e n c r y p t i o n  
o p e r a t i o n .  

The f i r s t  lemma be low d e t a i l s  some l i m i t a t i o n s  

of  the  knowledge of  the  sy s t e m u s e r s  imposed by 

t h e s e  d e f i n i t i o n s .  Th i s  i s  f o l l o w e d  by the  

p r e s e n t a t i o n  of  a sy s t em p r o t o c o l ,  ELECT, t h a t  

imp lemen t s  a, s e c r e t - b a l l o t  e l e c t i o n  f a c i l i t y .  The 

p r o t o c o l  i s  s i m i l a r  t o  an e l e c t i o n  p r o t o c o l  i n  

[Chau81] ;  i n  b o t h  p r o t o c o l s ,  s e t s  of  e n c r y p t e d  

v o t e s  a r e  d e c r y p t e d ,  u s i n g  a c r y p t o g r a p h i c  t e c h -  

n ique  i n  which  on ly  the  e n c z y p t e r  and d e c r y p t e r  can  

i d e n t i f y  c l e a r t e x t - c r y p t e x t  p a i r s .  The random 

o r d e r i n g  of  of  s e t s  of  m e s s a g e s  s e n t  t h e n  e f f e c -  

t i v e l y  ' s h u f f l e s '  the  v o t e s ,  so t h a t  an a t t a c k e r  

c a n n o t  t r a c e  a v o t e ,  as  i t  i s  d e c r y p t e d ,  back  t o  
the  o r i g i n a l  v o t e r .  

The lemmas f o l l o w i n g  t h e  p r e s e n t a t i o n  of  ELECT 

e s t a b l i s h  s t r o n g  s e c u r i t y  p r o p e r t i e s  f o r  ELECT: 

i n t u i t i v e l y ,  t h e s e  a s s e r t  t h a t  e l e c t i o n  r e s u l t s  

canno t  be a l t e r e d  u n d e t e c t a b l y ,  and t h a t  p a r t i c u l a r  

b a l l o t s  c anno t  be i d e n t i f i e d  w i t h  p a r t i c u l a r  

v o t e r s ,  so  long  as  a t  l e a s t  two v o t e r s  e x e c u t e  the  
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p r o t o c o l .  

The p r o t o c o l  i n  [Chau81] s h a r e s  a n o t h e r  
p r o p e r t y  w i t h  ELECT, h o w e v e r ,  i n  t h a t  b o t h  a r e  
i n s e c u r e  i f  e x e c u t e d  t w i c e ,  w i t h o u t  some form of  

r e i n i t i a l i z a t i o n  of t he  c r y p t o g r a p h i c  s y s t e m .  
B r i e f l y ,  an a t t a c k e r  can  r e c o r d  a n o t h e r  v o t e r ' s  

o r i g i n a l  e n c r y p t e d  v o t e  d u r i n g  t h e  f i r s t  e l e c t i o n ,  
and use  i t  as  h i s  own v o t e  d u r i n g  t h e  s e c o n d .  The 

v o t e  t h a t  a p p e a r s  i n  b o t h  e l e c t i o n  r e s u l t s  can  t h e n  
be i d e n t i f i e d  w i t h  t h e  c o r r e c t  v o t e r .  

Lemma 4.1 

Le t  A ~ {1, . . . .  n} be any s e t  o f  a t t a c k e r s ,  G' 

t he  s u b s e t  o f  f u n c t i o n s  i n  G n o t  i n  t he  s t r u c t u r e  

IA, and M' = M.. For any + s G , ~ s M, and 
M' ~ M, i s A x 

i) if ~v s fA(M') for any v s V - M', 

t h e n  v i s  a s u f f i x  of some s t r i n g  i n  M', 

and 
i i )  i f  +a~ s fA(M')  f o r  any a $ G ' ,  t h e n  av i s  

a s u f f i x  of  some s t r i n g  i n  M' .  

P r o o f  
Immedia te  from the  d e f i n i t i o n s .  

We w i l l  use  t h e  f o l l o w i n g  a b b r e v i a t i o n s ,  where  
i i 

l ~ j ~ k ~ n :  r i ( j : k )  = r . . . .  r k ,  and e ( j : k )  = e . . . .  e k.  
J J 

S e c t i o n  4 . 2  

ELECT: A S e c r e t  B a l l o t  E l e c t i o n  

The f o l l o w i n g  a l g o r i t h m i c  d e s c r i p t i o n  d e f i n e s  

t h e  i ' t h  p r o t o c o l  P i  o f  t he  s y s t e m  p r o t o c o l  ELECT = 

( P l  .... ' P n  )" 

Th__.eprotocol ~ ! '  f o r  l ~ i ~ n  

S tep  ! Con t i nue  

(The p r o t o c o l  b e g i n s  w i t h  a t r a n s m i s s i o n ) .  
S t ~  2 Send { r i ( l : n ) e ( l : n ) v . ] .  

I 
S t ep  3 Wai t  f o r  n d i s t i n c t  m e s s a g e s ,  

C = (c 1 . . . . .  C n ] .  
I f  R . ( c . )  f o r  a l l  c_ s C, 

I " K  K 

and r ( i : n ) e ( l : n ) v  i s C, 

t h e n  c o n t i n u e  e l s e  h a l t .  

S t e p  4 Send { r ~ l ( c k )  l C k _  s C}. 
S t ~  5 Wait  f o r  n i  d i s t i n c t  m e s s a g e s  

1 i-I 
D = {d 1 . . . . .  d u , g  1 . . . .  , g_  ] 
I f  S _ ( g k ) ,  e ( k : i - 1 ) d .  ="s71(sk) 
for ~acl l ~ k ~ i ,  l~j~, anl J 

e ( t : n ) v  i s D 
t h e n  c o n t i n u e  e l s e  h a l t .  

S t ~  6 Send { e ? l ( d _ ) , s _ ( d  )J l ~ j ~ n )  
- , j  * j  • 

S t e p  ~ Wai t  f o r  ( n - i ) n  d i s t i n c t  m e s s a g e s ,  
I+1 n 

H = {h I . . . .  hn ,  g 1 . . . . .  gn ] 
I f  e ( i : n ) h j  = d j ,  S k ( g ~ ) ,  

- I  k and e ( k : n ) h .  = s ( $ )  k<j ' 

for all 1-<j!n, i<k_n, 

t h e n  a c c e p t  (h I . . . . .  h n] 
as  t h e  e l e c t i o n  r e s u l t s  

e l s e  h a l t .  
End 

In  t h e  f o l l o w i n g  d i s c u s s i o n ,  l e t  l ~ i < j ~ n ,  and 

assume t h a t  K k { v . , v . }  # @ <@ k e { i , j } ,  f o r  a l l  
1 ~k ~ n,  so  t h a t  o n l y  i and j know t h e  v o t e s  v i 

and v . ,  b e f o r e  t h e  p r o t o c o l  b e g i n s .  We assume t h e  

s e t  o f  J a t t a c k e r  s ,  A, i n c l u d e s  e v e r y  u s e r  e x c e p t  i 
and j ,  so  t h a t  we have  a s y s t e m  of  t h r e e  u s e r s ,  i ,  

j and A. Now l e t  S = (<BA>,<Bi>,<Bi>) be any 

a t t a c k  by A i n  wh ich  <Bi) = (m I . . . . .  mk),  and < B j >  = 

( q l  . . . . .  qh ) '  f o r  some k , h  ~ 0 ,  ~ i s  a s equence  f o r  

S, and S" i s  t he  s e t  o f  a l l  m e s s a g e s  i n  S. 

L e m a  4 . 2  

i )  {s i~[m s M, s i ~  e f A ( S " ) )  ~-m 6 i f  k -> 6 ,  
and i s  empty o t h e r w i s e ;  s i m i l a r l y ,  

{s.t~[~ s M,s.to s f.(S")] if h > 6, 
an~ i s  j • ~- q6 - empty o t h e r w i s e .  

i i )  I f  h ~ 6 t h e n  k ~ 6 ,  ( i , 6 , m  6) ~ ( j , 5 , q s ) ,  

and m 6 ~ qs" 

i i i )  I f  k ~ 4 t h e n  r i ( i : n ) e ( l : n ) v  i s m 3,  

r i ( i - l : n ) e ( l : n ) v i  e m 4,  and 
i f  h ~ 4 t h e n  r J ( j : n ) e ( l : n ) v j  s q~, 

r J ( j - l : n ) e ( l : n ) v j  s q4" 

iv) If h ~ 4 then k ~ 4, rJ(i:n)e(l:n)vj e m 3, 

and r J ( i - l : n ) e ( l : n ) v j  s m 4. 

v) I f  k ~ 6 t h e n  h ~ 4 ,  r i ( j : n ) e ( l : n ) v l  e q3 '  

and r i ( j - l : n ) e ( l : n ) v l  e q4" 

v i )  I f  ( v i , v  j )  s fA(S")  # ~ t h e n  k , h  ~ 6 .  

v i i )  I f  h ~ 6 t h e n  e ( i : n ) v j  e m 5, e ( j : n ) v  i e qs"  

P r o o f  

i )  C l e a r l y ,  t h e  a t t a c k e r s  can  o n l y  o b t a i n  s i g n e d  

m e s s a g e s  from u s e r s  i and j d u r i n g  the  s i x t h  s t e p  
of  t h e i r  p r o t o c o l s .  

l i )  q5 must  c o n t a i n  n s i g n a t u r e s  by i ,  which  must 
have o r i g i n a t e d  in  s t e p  6 o f  P i "  

i i i )  U s e r s  i and j e ach  e x p l i c i t l y  check  f o r  t h e s e  

m e s s a g e s  i n  s t e p  3 o f  P i  and p j ,  r e s p e c t i v e l y .  

iv)  By p a r t  ( i i i ) ,  r J ( j : n ) e ( l : n ) v ,  e q3" Thus i 

must  have d e c ~ y p t e d  r J ( i : n ) e ( l : n l v j  d u r i n g  s t e p  4 

o f  P i "  
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v) S i m i l a r  t o  ( i v ) .  P r o o f  

v i )  The a t t a c k e r s  c a n  o n l y  o b t a i n  v .  o r  v .  t h r o u g h  
• i t 

t h e  d e e r y p t l o n  o f  t h e  m e s s a g e s  r ( 1 : n ) e l l : n ) v  i o r  

r J ( l : n ) e ( l : n ) v ,  s e n t  i n  s t e p  2 o f  P l  o r  p j .  Thus  j 

m u s t  d e c r y p t  e ~ j : n ) v  i o r  e ( j : n ) v ~ ,  and  so  e x e c u t e s  
J 

s t e p  6 o f  p j .  By p a r t  ( i i ) ,  i e x e c u t e s  s t e p  6 o f  

P i '  a s  w e l l .  

v i i )  U s e r  j e x e c u t e s  s t e p  6 o f  p~ o n l y  i f  he 

r e c e i v e s  e ( j : n ) v ,  d u r i n g  s t e p  5 .  T~us  u s e r  i m u s t  

h a v e  d e c r y p t e d  e ( ~ : n ) v . ,  r e c e i v e d  i n  s t e p  5 o f  P i "  
J 

d u r i n g  s t e p  6 o f  P i "  

The f o l l o w i n g  lemma e s t a b l i s h e s  t h a t  any  s e t  

of v o t e s  a c c e p t e d  by a u s e r  c o n t a i n s  t h e  v o t e s  o f  

any  o t h e r  u s e r  e x e c u t i n g  ELECT, and any  two u s e r s  

a c c e p t i n g  s e t s  o f  v o t e s  w i l l  a c c e p t  t h e  same s e t .  

Lemma 4.3_ 

i )  I f  u s e r  i a c c e p t s  a s e t  H. o f  m e s s a g e s ,  
i 

t h e n  v i , v  j e H i . 
i i )  I f  u s e r  j a c c e p t s  a s e t  H. o f  m e s s a g e s ,  

J 
t h e n  v i , v  ~ s H . .  

i i i )  If u s e r s  I a n d J j  a c c e p t  s e t s  H i and H i ,  

t h e n  H i = H j .  

P r o o f  

U s e r  i s ~ c e p t s  H.1 o n l y  i f  [Hi[  = n and 

( s ~ e ( j : n ) h [ h  s H i ] i s  r e c e i v e d  d u r i n g  s t e p  7 o f  P i '  
ana  u s e r  j a c c e p t s  H. o n l y  i f  [H.[  = n and  

J 3 
( s i e ( i : n ) h [ h  s H . ]  i s  r e c e i v e d  d u r i n g  s t e p  5 o f  P 

• J l ~ r  f o r  a l l  h e H. Lemma 4 . 2 . i ,  t h e s e  s e t s  u~ 
J 

s i g n a t u r e s  m u s t  h a v e  b e e n  s e n t  by i and  j ,  

o r i g i n a l l y ,  and  t h e  r e s u l t s  f o l l o w  by t h e  e x p l i c i t  

c h e c k s  o f  s i g n a t u r e s  by i and  j i n  t h e  p r o t o c o l s .  

Lemma 4 . 4  

I f  v i o r  v .  a r e  i n  f A ( S ' ) ,  t h e n  t h e r e  i s  an  
a u t o m o r p h i s m  $ : I - - ) i  I s u c h  t h a t  

i )  4 ( v  i )  = v j ,  ~ ( v j )  = v i ,  
i i )  ~ i s  h i d d e n  f rom A, and  

l i i )  <B.)  and  <B.> a r e  e x e c u t i o n s  o f  ~ ( p i  ) I j 
and  ~ ( p j ) ,  r e s p e c t i v e l y .  

D e f i n e  #:M--~M as  f o l l o w s :  f o r  any  ~ e M, 

~ ,  i f  ~ = ~ r i ( k : n ) e ( l : n ) v .  

o r  ~ r J ( k : n ) e ( l ~ n ) v j  I 

f o r  some ~ g G , and  I ~ k ~ i ,  e l s e  

~ r J ( k : n ) e ( l : n ) v j ,  i f  ~ = ~ r i ( k : n ) e ( l : n ) v i  

f o r  some ~ s G* and  k > i ,  e l s e  
i 

~ (~)  = ~  ~ r  ( k : n ) e ( l : n ) v  i ,  i f  ~ =. ~ r J ( k : n ) e ( l : n ) v j  

f o r  some + s G and  k > i ,  e l s e  $ 
~ v j ,  i f  ~ = ~v  i f o r  some + e G.o e l s e  

~v i ,  i f  ~ 4,vj f o r  some ÷ e G , and 
~ ,  o t h e r w i s e .  

i s  o n e - t o - o n e  and o n t o ,  and  so  d e f i n e s  an  

a u t o m o r p h i s m  ~ : I - - - ) I ' .  P a r t  ( i )  o f  t h e  1emma i s  
c l e a r l y  t r u e •  

We m u s t  show t h a t  ~ i s  h i d d e n  f rom A i n  S; 

t h a t  

( I )  ~ ( r [ f A ( S ' ) )  = r [ f A ( S ' ) ,  f o r  e v e r y  
r e l a t i o n ,  r ,  i n  I A, and  

(2)  S i s  a c o n v e r s a t i o n  o f  t h e  c r y p t o s y s t e m  

PKEY' = ( I ' , ( I ~ , I ~ , I ~ ) , ( M A , ~ ( M i ) , ~ ( M j ) ) •  

Of t h e  f u n c t i o n s  and p r e d i c a t e s  i n  I ,  o n l y  t h e  

i r ~ ,  f o r  l ~ k ~ n ,  and  r f  I ,  a r e  a l t e r e d  f u n c t i o n s  r k ,  

by ~,  and t h e s e  r e l a t i o n s  a r e  n o t  i n  IA,  so  ( I )  i s  

t r u e •  I m m e d i a t e  f r om ( 1 ) ,  <BA> i s  a b e h a v i o r  f o r  
w t h e  i n f e r e n c e  f u n c t i o n  d e f i n e d  by t h e  s t r u c t u r e  I A 

and  i n i t i a l  s e t  M A. Note t h a t  t h e  i n f e r e n c e  f u n c -  

t i o n s  f o r  u s e r  i and  j i n  PKEY' a r e  # ( f i )  , ~ ( f j ) ,  

so  to  p r o v e  (2) we n e e d  t o  show t h a t  <Bi> and  <Bj> 

a r e  b e h a v i o r s  f o r  # ( f i  ) and  # ( f . ) ,  r e s p e c t i v e l y .  
I t  i s  s u f f i c i e n t  t o  p r o v e  p a r t  i i i  J o f  t h e  1emma, 

s i n c e  e x e c u t i o n s  o f  ~ ( p i )  and  ~ ( p j )  m u s t  be 

b e h a v i o r s  f o r  ~ ( f i )  and  ~ ( f . ) ,  r e s p e c t i v e l y .  

B e c a u s e  v i o r  v a r e  i n  f A ( S ' ) , J b y  Lemma 4 . 2 . v i ,  i 

and  J e a c h  e x e c u { e  a t  l e a s t  s i x  s t e p s  o f  t h e i r  

p r o t o c o l s .  We a r g u e  t h a t  <B.)  i s  an  e x e c u t i o n  o f  
I 

~ ( p i )  = p~ .  The a r g u m e n t  t h a t  <Bj)  i s  an  e x e c u t i o n  

o f  ~ ( p j )  i s  s i m i l a r .  S i n c e  u s e r  i e x e c u t e d  a t  

l e a s t  s i x  s t e p s  o f  P i "  <Bi)  h a s  a p r e f i x  o f  l e n g t h  

s i x :  ( m l , m 2 , m 3 , m 4 , m $ , m 6 )  . S i n c e  m 6 i s  a t r a n s m i s -  
s i o n ,  and  <Bi> h a s  a t  m o s t  s e v e n  s t e p s ,  i t  s u f f i c e s  
t o  show t h i s  p r e f i x  i s  an  e x e c u t i o n  o f  p ; ,  t h e  

f i r s t  s i x  s t e p s  o f  w h i c h  a r e  d e t a i l e d  b e l o w .  

S t e p  ! 

Step 
~tep 

~ t e p  4- 

Th._._e~rotocol 

C o n t i n u e  

(The p r o t o c o l  b e g i n s  w i t h  a t r a n s m i s s i o n ) .  

Send { r i ( l : n ) e ( l : n ) v i ] .  

Wai t  f o r  n d i s t i n c t  m e s s a g e s ,  

C = (e 1 . . . . .  e n ] .  
I f  R i (Ck)  f o r  a l l  c k e C, 

r ~ ( i : n ) e ( 1 : n ) v  i e C, . and  

t h e n  c o n t i n u e  e l s e  h a l t .  

( ~ ( r : l ( e k ) ) [ e k ~  e C ) .  Send 
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S t e v  

S t e p  6 

Wai t  f o r  n i  d i s t i n c t  m e s s a g e s  
i i - I  

D = { d l ~ . . . , d n ,  g I . . . . .  gn  ~" i. 
I f  S. ( g . - ) ,  e ( k : i - l ) d .  = s : ~ ( g ? )  

< < 3 x 3 
f o r  e a c l  l _ k - i ,  l_~j !n ,  and  

~ ( e ( i : n ) v  i )  = e ( i : n ) v ,  e D 
t h e n  c o n t i n u e  e l s e  h a i t .  

Send [ e ~ . l ( d j ) , s i ( d j ) ]  l_~j_~n). 

' a r c  i d e n t i c a l ,  S t e p s  1 ,  2 and 3 o f  P i  and  P i  

and r i ( l : n ) e ( l : n )  s ~ ( f i ( ~ ) ) ,  so  m Z = p~(m I )  and  p~ 

i s  d e f i n e d  o n . ( m l , m 2 , m 3 ) .  
I n  I ' ,  r J ( i - l : n ) e ( l : n ) v .  ( a n  e l e m e n t  o f  m . ,  by  

Lemma 4 . 3 . i v )  i s  t h e  d e c r y p t , o n  o f  r ( i : n ) e ( l : n ) v  i 

( i n  m3, by Lemma 4 . 3 . i i i ) ,  and  r S ( i - l : n ) e ( l : n ) v i  

( i n  m 4 ,  by  Lemma 4 . 3 . i i i )  i s  t h e  d e c r y p t i o n  o f  

r J ( i : n ) e ( l : n ) v .  ( i n  m3, by  Lemma 4 . 3 . i v ) .  The m e s -  

s a g e s  ri(i:n)~(l:n)vi and  rJ(i:n~e(l:n~vj are the 

o n l y  two m e s s a g e s  b e g i n n i n g  w i t h  r i o r  r j  e v e r  s e n t  

by u s e r s  i and j ,  so  by  L e n a  4 . 1 ,  no o t h e r  m e s -  

s a g e s  i n  m 3 c a n  b e g i n  w i t h  t h e s e  s y m b o l s .  Only  

d e c r y p t i o n s  by r~  1 o f  m e s s a g e s  b e g i n n i n g  w i t h  t h e s e  I 
s y m b o l s  a r e  d i f f e r e n t  i n  I ' ,  t h a n  i n  I ,  so  

m 4 = { ~ ( r : l ( C k ) ) [ C k  e m3] .  and  p ~ ( m l , m 2 , m  3) = m 4 .  
By Lemma 4 . 3 . v i i ,  e ( i : n ) v j  e m 5, so 

p ~ ( m l , m 2 , m 3 , m 4 , m  5) = m 6 '  and <Bi> i s  an  e x e c u t i o n  
e o f  P i "  

T h i s  lemma e s t a b l i s h e s  t h a t  t h e  e l e c t i o n  

i m p l e m e n t e d  by ELECT i s  a s e c r e t - b a l l o t  e l e c t i o n :  

t h e  v o t e s  o f  any  two u s e r s  e x e c u t i n g  ELECT c a n n o t  

be  i d e n t i f i e d  w i t h  t h e  c o r r e c t  v o t e r s  by any  s e t  o f  

a t t a c k e r s .  E i t h e r  t h e  a t t a c k e r s  do n o t  o b t a i n  t h e  

' h o n e s t '  v o t e r s '  v o t e s ,  o r  t h e  h i d d e n  a u t o m o r p h i s m  

p r o v i d e s  a c o n s i s t e n t  e x p l a n a t i o n  f o r  t h e  a t t a c -  

k e r s '  knowledge  o f  t h e  c r y p t o g r a p h i c  s y s t e m ,  i n  

w h i c h  t h e  h o n e s t  v o t e r s  h a v e  e x c h a n g e d  v o t e s ,  and 

a p p e a r  t o  be e x e c u t i n g  ~(ELECT). 

As m e n t i o n e d  a b o v e ,  we have  e s t a b l i s h e d  t h i s  

p r o p e r t y  o n l y  f o r  a s i n g l e  e x e c u t i o n  o f  ELECT; t h e  

p r o t o c o l  i s  i n s e c u r e  ( l e a k s  t h e  i d e n t i t y  o f  t h e  

v o t e r  o f  a p a r t i c u l a r  v o t e )  i f  e x e c u t e d  t w i c e .  

S e c t i o u  ~.! 

S t o c h a s t i c  P r o t o c o l s  

R a b i n  d i g i t a l  s i g n a t u r e  p r o t o c o l  [ R a b i 7 8 ] ,  i s  

an  example  o f  a p r o t o c o l  w h i c h  i n c o r p o r a t e s  random 

o r  s t o c h a s t i c  b e h a v i o r  i n  an  e s s e n t i a l  way.  The 

key  p r o p e r t y  o f  s u c h  a p r o t o c o l  i s  t h a t  one o r  more  

p a r t i c i p a n t s  i s  f o r c e d  t o  t a k e  a s t e p  whose ou tcome  

i s  d e t e r m i n e d  by a random e v e n t .  The s e c u r i t y  o f  

t h e  p r o t o c o l  i s  t h e n  n o t  s t r i c t l y  d e t e r m i n e d ,  b u t  

by c a r e f u l  d e s i g n  o f  t h e  p r o t o c o l  can  be a s s i g n e d  a 

p r o b a b i l i t y  s u f f i c i e n t l y  c l o s e  t o  u n i t y .  The 

d e t e r m i n i s t i c  mode l  g i v e n  above  can  be m o d i f i e d  t o  

d e a l  w i t h  s t o c h a s t i c  p r o t o c o l s .  

As a b o v e ,  l e t  R. be t h e  s e t  o f  r e c e p t i o n s  f o r  
I 

a u s e r  i w i t h  i n f e r e n c e  f u n c t i o n  f . .  A s t o c h a s t i c  
1 

p r o t o c o l  f o r  i i s  a p a r t i a l  f u n c t i o n  

Pi:Ri-~(p(M)X[0,1]) m, for some m > 0, such t h a t  

Pi (<B>) = ((M l,r I) ..... (M m,r m)) 
m 

m 

@ ~=iMj ~. f i ( B ) ,  and ~ r j  = I .  

j = l  
Here  e a c h  M. h a s  w e i g h t  r j ;  we a s s u m e  t h a t  e a c h  o f  

J 
t h e  M. w i t h  n o n z e r o  w e i g h t  a r e  d i s t i n c t .  The s e t  

Mj w i l l  be c h o s e n  w i t h  p r o b a b i l i t y  r j  a s  i ' s  

r e s p o n s e  t o  t h e  r e c e p t i o n  <B>. 

An e x e c u t i o n  o f  P i  i s  any  b e h a v i o r  <B> f o r  i 

s u c h  t h a t ,  for e v e r y  r e c e p t i o n  <B') i n  <B>, t h e r e  

is an (M_,r_)~ s pi(<B'>)_ with r. > 0, and <B'M.> is 
a t r a n s m * s s l o n  i n  <B>. 3 3 

I f  m=l i n  t h e  d e f i n i t i o n  a b o v e ,  P l  i s  a 

d e t e r m i n i s t i c  p r o t o c o l .  The p r o t o c o l s  o f  t h e  

p r e v i o u s  s e c t i o n  a r e  d e t e r m i n i s t i c .  

A c c e p t i n g  s e t s ,  s t o c h a s t i c  s y s t e m  p r o t o c o l s ,  

e x e c u t i o n s  o f  s u c h  p r o t o c o l s  and  a t t a c k s  a r e  

d e f i n e d  a s  i n  t h e  p r e v i o u s  s e c t i o n .  

L e t  ACCEPT be a n o n e m p t y  a c c e p t i n g  s e t  f o r  P i  
i n  w h i c h  no b e h a v i o r  h a s  more t h a n  k s t e p s ,  f o r  

some k ~ 0 (ACCEPT i s  b o u n d e d  by k ) ,  and l e t  A = 

(j[l_~j_~n, i # j ) .  We a s s i g n  a w e i g h t ,  w(<B>) s [ 0 , 1 ]  

t o  e a c h  e l e m e n t  <B> o f  p re f (ACCEPT) ,  t h e  p r e f i x e s  

o f  a l l  e x e c u t i o n s  i n  ACCEPT° a c c o r d i n g  t o  t h e  f o l -  

l o w i n g  r e c u r s i v e  r u l e :  

~if <B> s ACCEPT, or  

max(w(<Bb>)[b  ~ f A ( B ) ,  <Bb> e p re f (ACCEPT)]  

w(<B>) =q if <B> e ACCEPT, 

and <B> is a reception, and 

sum{r w(<Bb>)[(b,r) s pi(<B>), 
<Bb> e pref(ACCEPT)), 

o t h e r w i s e .  

We d e f i n e  t h e  d e f e n s i v e  w e i g h t  o f  any  b o u n d e d ,  

nonempty  a c c e p t i n g  s e t  f o r  P i  t o  be w ( l ) ,  t h e  

w e i g h t  o f  t h e  empty  s e q u e n c e ,  a s s i g n e d  a c c o r d i n g  t o  

t h e  r u l e  a b o v e .  The d e f e n s i v e  w e i g h t  o f  a s i n g l e  

e x e c u t i o n ,  a c c o r d i n g  t o  t h i s  d e f i n i t i o n ,  i s  t h e  

p r o d u c t  o f  t h e  w e i g h t s  a s s o c i a t e d  w i t h  t h e  t r a n s -  

m i t t i n g  s t e p s  o f  t h e  e x e c u t i o n ,  The d e f e n s i v e  

w e i g h t  o f  an  a c c e p t i n g  s e t  ACCEPT c an  be 

i n t e r p r e t e d  a s  t h e  maximum p r o b a b i l i t y  t h a t  e x e c u t -  

i n g  a p r o t o c o l  P l  w i l l  r e s u l t  i n  an  e x e c u t i o n  i n  

ACCEPT; i f  P = ( p l , . . . , p n )  i s  a s t o c h a s t i c  s y s t e m  
p r o t o c o l ,  and  S i s  an  e x e c u t i o n  o f  P,  t h e r e  a r e  

d e t e r m i n i s t i c  p r o t o c o l s  p~ f o r  l ~ i < n  s u c h  t h a t  S i s  

( P l  ' ..... ' Thus  t h e  an  e x e c u t i o n  o f  P n _ l , P n  ) . 
d e f e n s i v e  p r o b a b i l i t y  o f  B r e p r e s e n t s  t h e  

n 
probabil i ty t h a t  B w i l l  r e s u l t  i f  t h e  o t h e r  u s e r s  

n 
t r y  t o  f o r c e  i t s  o c c u r a n c e .  
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S e c t i o n  5 . 2  

R a b i n ' s  S i g n a t u r e  

Our f i r s t  exam p le  of  a s t o c h a s t i c  p r o t o c o l  i s  

a m o d i f i c a t i o n  of  a s i g n a t u r e  p r o t o c o l  i n  [ R a b i 7 8 ] .  

T h i s  p r o t o c o l  a l l o w s  one s y s t e m  u s e r  t o  o b t a i n  f rom 

a n o t h e r  a s i g n a t u r e  of  some m e s s a g e  b t h a t ,  w i t h  

low p r o b a b i l i t y ,  may n o t  be v a l i d .  R a b i n  p r o v i d e s  

a c o r r e c t n e s s  p r o o f  f o r  h i s  p r o t o c o l  ( a l t h o u g h  an 

i n c o r r e c t  a t t a c k  a p p e a r s  i n  t h e  l i t e r a t u r e  

[ L e l s 8 0 ] ) ,  w h i c h  c o r r e s p o n d s  t o  l enmas  5 . 1  and 5 . 2 ,  

b e l o w .  I n  Lemma 5 . 3 ,  we a r e  a b l e  t o  a r g u e  f o r m a l l y  

t h a t  a u s e r  c a n n o t  o b t a i n  enough  i n f o r m a t i o n  f rom 

t h e  p r o t o c o l  t o  d e t e c t  i n v a l i d  ( o r  v a l i d )  

s i g n a t u r e s .  

T h i s  p r o t o c o l  r e q u i r e s  a one-way  f u n c t i o n ,  

i:KxK--~K f,  t a k i n g  p a i r s  o f  of  t e x t s  i n  K t o  a s e t  

K J of  m a r k i n g s .  We d i f f e r  s l i g h t l y  f rom R a b i n ,  i n  

t h a t  we assume t h a t  t e x t s  and m a r k i n g s  a r e  

i d e n t i f i a b l e  as  s u c h .  I n  [ R a b i 7 8 ] ,  t h e  f u n c t i o n  i 

i s  a h a s h i n g  f u n c t i o n ,  and i t  i s  a s sumed  t o  be com- 

p u t a t i o n a l l y  i n t r a c t a b l e  t o  f i n d  two t e x t s  k and  k '  

s u c h  t h a t  i ( k , t )  = i ( k ' , t ) ,  o r  i ( t , k ' )  = i ( t , k ) ,  

f o r  any  g i v e n  t i n  K. We model  t h i s  by a s y s t e m  i n  

w h i c h  i ( k , t )  = i ( k ' , t ' )  ~ k=k ' ,  t = t  f ,  and  i t  i s  

i m p o s s i b l e  t o  i n v e r t  i .  

I n  t h e  f o l l o w i n g ,  l e t  n be any f i x e d ,  e v e n  

i n t e g e r  g r e a t e r  t h a n  O, and  m = n / 2 .  

L e t  [ c ]  = {c 1 . . . . .  c n} and [k]  = (k I . . . . .  k u ]  be 

d i s j o i n t ,  n - e l e m e n t  s u b s e t s  o f  some s e t  K, and  M = 

KoKxK;  we model  t h e  s y s t e m  d e s c r i b e d  above  by t h e  

s t r u c t u r e  I = <M,K,i>,  where  i:KXK--~M i s  t h e  

i d e n t i t y  m a p p i n g .  Thus ,  K i s  t h e  s e t  o f  t e x t s ,  and 

K~K t h e  s e t  o f  m a r k i n g s .  

T h e r e  a r e  two u s e r s  i n  t h e  s y s t e m ,  w i t h  

c a p a b i l i t i e s  I 1 = 12 = I ,  and  i n i t i a l  s e t s  M 1 and 

M 2 s u c h  t h a t  

b s M1, b e M 2 ,  f o r  some b s K,  

[ c ] U [ k ]  ~ M  1,  

[ c ]  ~ M  2 , 

[ k ] ~  M 2 = ~, and 

([k]xK) n M 2 = REGISTER, 
where  REGISTER = [ ( k . , c j ) [ l ~ j ~ n } . 3  C l e a r l y ,  

REGISTER K f l ( ~ ) -  

The t e x t s  i n  [ k ] ,  c a l l e d  t h e  k e y s ,  a r e  known 

o n l y  t o  u s e r  i ,  and t he  t e x t s  i n  [ c ]  a r e  s t a n d a r d  

m e s s a g e s  known t o  b o t h  u s e r s ,  as  i s  t h e  t e x t  b .  

The m e s s a g e s  i n  REGISTER a r e  a l s o  known t o  b o t h  

u s e r s - - t h e s e  a r e  u s e d  by u s e r  2 t o  a u t h e n t i c a t e  

k e y s  p r o v i d e d  by u s e r  1 .  As i n d i c a t e d ,  t he  

e l e m e n t s  of  REGISTER a r e  p r e s u m e d  t o  be t h e  o n l y  

m a r k i n g s  by k e y s  i n  [k]  t h a t  a r e  known t o  u s e r  2 

b e f o r e  m e s s a g e s  a r e  s e n t .  

The p u r p o s e  of  t he  f o l l o w i n g  p r o t o c o l  i s  t o  

p r o v i d e  u s e r  2 w i t h  a s i g n a t u r e  of  t h e  m e s s a g e  b .  

U s e r  2 i s  j u d g e d  t o  h a v e  s u c h  a s i g n a t u r e  i f  he can  

p r o d u c e  a t  l e a s t  m+l d i s t i n c t  m e s s a g e s  of  t h e  form 

i ( k , b ) ,  whe re  i ( k , c )  s REGISTER, f o r  any  k e K and 

c e [ c ] .  D u r i n g  t h e  p r o t o c o l  e x e c u t i o n ,  u s e r  2 

e x p e c t s  t o  r e c e i v e  a l l  n m e s s a g e s  i ( k , b ) ,  k e [ k ] ;  

a f t e r  r e c e i v i n g  a s e t  G of  n m a r k i n g s ,  he r e q u i r e s  

u s e r  1 t o  p r o v e  t h a t  m r a n d o m l y  c h o s e n  e l e m e n t s  a r e  

i n d e e d  of  t h e  c o r r e c t  fo rm,  by  a s k i n g  him t o  r e t u r n  

t h e  a p p r o p r i a t e  k e y s .  Only  i f  u s e r  1 does  so d o e s  

u s e r  2 a c c e p t  t h e  o r i g i n a l  s e t  G as  c o n t a i n i n g  a 

s i g n a t u r e  of  b .  The m m a r k i n g s  i n  G t h a t  u s e r  2 

does  n o t  c h e c k  may n o t  be m a r k i n g s  of  b by  k e y s  i n  

[ k ] ,  i n  w h i c h  c a s e  u s e r  2 d o e s  n o t  have  a v a l i d  

s i g n a t u r e  of  b .  The c h a n c e  t h a t  u s e r  2 w i l l  p i c k  

e x a c t l y  t h e  m v a l i d  m a r k i n g s  i n  G t o  c h e c k ,  

h o w e v e r ,  i s  one i n  m. 

The s y s t e m  p r o t o c o l  RSIGN = ( p l , P 2 )  i s  d e f i n e d  

a s  f o l l o w s .  

Th.__eprotocol  ~ I  

S t e p  ! C o n t i n u e  

( u s e r  1 b e g i n s  w i t h  a t r a n s m i s s i o n ) .  

S t e p  2 Send C = ( i ( k , b ) [ k  e [ k ] ] .  

.St.ep 3- W a i t  f o r  m d i s t i n c t  m e s s a g e s  

D = (d I . . . . .  dm]. 
If D ~ [ c ]  t h e n  c o n t i n u e  e l s e  h a l t .  

S t ~  4 Send E = [k j  [ c j  e C}. 

End 

Th--.9. p r o t o c o l  ~ 

S teP  ! Wai t  f o r  n d i s t i n c t  m e s s a g e s  

G = ( e l  . . . . .  gn )" 
I f  K(g) f o r  any  g • G t h e n  h a l t  

e l s e  c o n t i n u e .  

S t e p  2 Send H ~ [ c ] ,  c h o s e n  f rom t he  s e t  

w i t h  w e i g h t  ( : ) - 1  

S t e p  3 W a i t  f o r  m d i s t i n c t  m e s s a g e s  

Q = ( q l  . . . . .  qm ]" 
If K(q), i(q, cj) e REGISTER 
and i ( q , b )  s G - f o r  a l l  q s Q, 

and some c j  8 H, 

t h e n  a c c e p t  G e l s e  h a l t .  

En___d 

In  t h e  f o l l o w i n g  d i s c u s s i o n ,  f o r  any  c o n v e r s a -  

t i o n  S = (<Bi>,<B2>) of  t he  s y s t e m ,  w i t h  S" t h e  

m e s s a g e s  i n  S, and any  x s K, l e t  s i g n ( x , S " )  = 

[[i(k,x) e f2(S")[k s [k]][. If sign(x,S") > m, 
u s e r  2 ha s  o b t a i n e d  a s i g n a t u r e  of  t h e  m e s s a g e  x .  

The f o l l o w i n g  t h r e e  lemmas e s t a b l i s h ,  r e s p e c -  

t i v e l y ,  t h a t  u s e r  2 :  c a n n o t  f o r g e  a s i g n a t u r e  of  

any  m e s s a g e ,  w i l l  a c c e p t  an  i n v a l i d  s i g n a t u r e  w i t h  
( : )  - I  , p r o b a b i l i t y  a t  mos t  and f i n a l l y ,  c a n n o t  

d i f f e r e n t i a t e  b e t w e e n  a v a l i d  and i n v a l i d  

s i g n a t u r e .  
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Lemma 5_.! 

If S = (<Bi>,<B2>) is an attack by user 2 

RSIGN, and sign(x,S #) > m, then x e {b}U [c]. 

P r o o f  

on 

The b e h a v i o r  <Bi> i s  an e x e c u t i o n  of  P l"  so 
u s e r  1 s e n t  a t  mos t  the  m e s s a g e s  C = 

( l ( k , b ) [ k  e [ k ] }  and some m-e lement  s u b s e t  E of  

[ k ] .  Thus ,  by  Lemma 2.1, f 2 ( S " )  ~ f2(C E ) .  S ince  

f2(M') = 

M' M 2 { i ( r , s ) J K ( r ) , K ( s ) ,  and r , s  s M 2 M'} f o r  any 

M' ~ M, and ( [ k ] ~ K ) ~ M  2 = REGISTER, we have 

( [k ]xK)  n f2 (CUE) = REGISTER O C V (Ex(KU(MIO E) ) ) .  

Thus, if slgn(x,S") > m, t hen  

{ ( k , x ) [ k  s [ k ] } ~  (REGISTERUC) # ~, and x must  be b 
o r  an e lement  of  [ c ] .  

Lemma 5 . 2  

Let  ACCEPT be the  s e t  of  e x e c u t i o n s  o f  P2 i n  

which  u s e r  2 a c c e p t s  a s e t  G d u r i n g  s t e p  3,  and 

sign(b,S") = m ( so  that user 2 has no signature of 

b ) .  The d e f e n s i v e  w e i g h t  o f  ACCEPT i s  ( : ~ - l .  

P r o o f  

Let  < B 2 >  ACCEPT. From the  d e f i n i t i o n  of  P2 
i t  i s  c l e a r  t h a t  <B2> = (G,H,Q) ,  where 

G i s  an n - e l e m e n t  s u b s e t  of  K K, 

Q i s  an m-e lemen t  s u b s e t  o f  [ k ] ,  
Ga( [kJX{b) )  = QX{b), 

(only m of the markings in G are valid), and 

H = { c . l k .  s O). 

C l e a r l y  w~G,~) = w(G,H,Q) = i .  I f  u s e r  2 r e s p o n d e d  

in  s t e p  2 o f  P2 w i t h  a s u b s e t ,  H ' ,  o f  [c ]  o t h e r  

t h a n  H, t h e r e  i s  no s e t  Q' he cou ld  r e c e i v e  n e x t  

t h a t  would cause  him to  a c c e p t  6. Thus H a l o n e ,  of  
the  n e l e m e n t s  of  { J [ J  ~ G ,  ]J~ = m),  i s  such  

m 

t h a t  (G,H) pref(ACCEPT),  and w(G) = w(k) = ( : ) - 1 .  

Lemma 5.3  

I f  S i s  any a t t a c k  by u s e r  2 on RSIGN, t h e r e  
i s  an au tomozphlsm ~ : I - - ) I ' ,  h i d d e n  from u s e r  2 i n  

S, such  t h a t  ~ { i ' ( k , b ) ] k  e [ k ] , i ' ( k , b )  e f 2 ( S " ) } I  
m. 

Proof 

As in Lemma 5.1, f2 (S'') ~ f2(CuE), for C = 

{i(k,b)[k s [k]} and some m-element subset E of 

[k]. Choose any d in Mi, d e MI-f2(CUE); such a d 

e x i s t s ,  s i n c e  u s e r  2 can i n f e r  o n l y  m e l e m e n t s  of  

[k]  from CUE. Def ine  ~:M--gM such  t h a t  

(k,d) if m = (k,b), k s [k]-E, or 

~(m) = ~(k,b) if m = (k,d), k s [k]-E, or 

~m, o t h e r w i s e .  

The mapping ~ i s  one- tee-one and o n t o :  i t  e x t e n d s  

to an automorphism #:I--~I', where I' = <M,K,i'>. 

F u r t h e r m o r e ,  # ( j )  = j ,  and i ' ( h , g )  = i ( h , g )  f o r  a l l  

j , h , g  g f2(C E) ,  such  t h a t  h , 8  e K, and <Bi> i s  a 

b e h a v i o r  for ~(fl ). Since b , d  e M 2, from the  

d e f i n i t i o n  of ~ i t  i s  c l e a r  t h a t  f2(~) = ~(f2(~), 

<B2> i s  a b e h a v i o r  f o r  ~ ( f 2 ) ,  so ~ i s  h i d d e n  f rom 

u s e r  2 in S. 

To see  t h a t  I ( i ' ( k , b ) l k  s [ k ] , i ' ( k , b )  s f 2 ( S " ) } [  

m, note that ]C~{i'(k,b)lk s [k])] = m; in I', 

o n l y  the  m mar k ings  u s e r  2 e x p l i c i t l y  checked a r e  

m a r k i n g s  of b by keys .  

I f  u s e r  2 a c c e p t s  a valid s i g n a t u r e ,  the  

au tomorph i sm ~ d e s c r i b e s  a c r y p t o s y s t e m  I' i n  which  

the  s i g n a t u r e  i s  i n v a l i d .  Since ~ i s  h i d d e n  f rom 

u s e r  2,  he has  no way of  d e t e r m i n i n g  the  v a l i d i t y  

o f  the  s i g n a t u r e ,  and any c o n f i d e n c e  he has  t h a t  

the  s i g n a t u r e  i s  v a l i d  mus t  a r i s e  s o l e l y  from the 

s m a l l  p r o b a b i l i t y  of  a c c e p t i n g  an i n v a l i d  

signature. 

. S e c t i o n  ~.! 

A Commutat ive C r y v t o s y s t e m  w i s h  Keys 

Let K = ~kl.k 2 .... ~, Z -1 = ck~l,k~ 1 .... ) and 

H = {hl,h 2 .... } be disjoint sets of symbols, and 

d e f i n e  N t o  be the  s e t  of  s t r i n g s  ( K ~ K  - 1 ) e ( H ~ K ) .  

Fo r  any m s N, w i t h  ~ = as  f o r  some u im 

( K u K - I )  e and s in  ( H u K ) ,  d e f i n e  s u f f ( ~ )  = s ,  and 

f o r  any k i g K, l e t  c a n o e l ( k . , ~ )  be the  number of  x 
occurances  of the  symbol k. i n  a ,  minus the  number 
of  o c c u r a n c e s  of  k? 1 in  u.  1 

I 
Now d e f i n e  an e q u i v a l e n c e  r e l a t i o n ,  #,  on N, 

such  t h a t  a # ~ i f  and o n l y  i f  s u f f ( u )  = s u f f ( ~ ) ,  

and c a n c e l ( k i , a )  = e a n c e l ( k i , ~ )  , f o r  a l l  k i in  K. 

We use  [u]  to  deno te  the  e q u i v a l e n c e  c l a s s  of  a 

unde r  #. 

Def ine  e : ( K ~ N / # ) - + N / #  and e - I : ( K z N / # ) - * N / #  

such  t h a t  e ( k i , [ ~ ] )  = [ k i n ) ,  and e - l ( k i , [ ~ ] )  

= [k:l#],, fir all k i s Ko [~] s N/#. Next, let I 

= <M,K,H,e,e-I> = <N/#,K/#,H/#,e,e-I>. This struc- 

ture models  commuta t ive  c r y p t o g r a p h i c  s y s t e m s ,  such  

as  t h a t  o f  [ R i v e 7 8 ] .  The symbols  i n  H c o r r e s p o n d  

t o  c l e a r t e x t  m e s s a g e s ,  and t h o s e  in  K t o  c r y p -  

t o g r a p h i c  k e y s .  E n c r y p t i o n  w i t h  a key k i i s  mode l -  

l e d  by the  c o n c a t e n a t i o n  of  k i t o  the  a p p r o p r i a t e  

string, and decryption by k i by concatenating k~ I. 

The s t r i n g s  i n  N t h u s  c o r r e s p o n d  t o  the  s u c c e s s i v e  

e n c r y p t i o n  and d e c r y p t i o n  of  c l e a r t e x t  or  keys  w i t h  

v a r i o u s  keys  i n  K. Because  the  e n c r y p t i o n  and 

d e c r y p t i o n  f u n c t i o n s  commute, the  o r d e r  in  which  
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t h e s e  o p e r a t i o n s  a re  a p p l i e d  does n o t  e f f e c t  the  

r e s u l t ,  and the  m e s s a g e s  i n  any e q u i v a l e n c e  c l a s s  

of  N/# a r e  a l l  i d e n t i c a l .  

Coin F l i p p i n g  

S e c t i o n  -6.2 

We now i l l u s t r a t e  the  r o l e  of  h i d den  

a u t o m o r p h i s m s  i n  t h i s  c l a s s  of  c ~ y p t o s y s t e m s  by  

a n a l y z i n g  the  c o i n  f l i p p i n g  p r o t o c o l  due to  Blom 

and RabinWs o b l i v i o u s  t r a n s f e r  p r o t o c o l  [B1um81]. 

Choos ing  a , b  e K, and h , t  s H, we d e f i n e  a 

2 - u s e r  c r y p t o s y s t e m  RSA = (I,(Ii,I2),(M1,M2)), 

where I 1 = 12 = I ,  and M 1 and M 2 a re  any s u b s e t s  of  

KUH such  t h a t  a , b , h , t  e M 1, b , h , t  c M 2,  and 

a ~ M 2 .  Thus ,  the  key a i s  known o n l y  to  u s e r  I ,  

and the  key b and c l e a r t e x t  m e s s a g e s  h and t ( f o r  

heads  and t a i l s )  a r c  known to  b o t h  u s e r s .  

The sy s t em p r o t o c o l  FLIP = ( p l , P 2 )  i s  

p r e s e n t e d  be low .  

P r o t o c o l  R! 

Step  ! Cont inue  

S tep  

S tep  

S tep  

En__d 

( u s e r  1 b e g i n s  w i t h  a t r a n s m i s s i o n ) .  

Send { [ a h ] , [ a t ] } .  

Wait  for one m e s s a g e ,  {m}. 

If m = [ b a h ] ,  t h e n  a c c e p t  HEADS, e l s e  

i f  m = [ b a t ] ,  t h e n  a c c e p t  TAILS, e l s e  h a l t .  

Send {a}. 

P r o t o c o l  ~ 

S tep  ! Wait f o r  two m e s s a g e s  {z,s]. 

Step  2 Send { e ( b , x ) } ,  where  x i s  e i t h e r  r or  s ,  

each  w i t h  w e i g h t  0 . 5 .  

Step  3 Wait  for one m e s s a g e ,  [k]. 

I f  ~K(k) o r  { e - l ( k , r ) , e - l ( k , s ) ]  # [ [ h ] , [ t ] }  

t h e n  h a l t ,  

e l s e  i f  e - l ( k , x )  = [ h ] ,  

a c c e p t  HEADS, e l s e  a c c e p t  TAILS. 

End 

Lemma 6 .1  

I f  S i s  an e x e c u t i o n  of  FLIP in  which  b o t h  

u s e r s  a c c e p t ,  t h e n  b o t h  a c c e p t  HEADS or  b o t h  a c c e p t  

TAILS. 

P r o o f  
From the  d e s c r i p t i o n  of FLIP and p r o p e r t i e s  of 

I ,  S = ( ( ~ , [ [ a h ] , [ a t ] ] , { [ b a x ] ] , { a } ) ,  

( { [ a h ] , [ a t ] } , { [ b a x ] ] , { a ] ) ) ,  where x i s  e i t h e r  h or  

t .  

The f o l l o w i n g  lemma e s t a b l i s h e s  t h a t  u s e r  1 c a n n o t  

f o r c e  the  c o i n  t o s s  t o  be e i t h e r  heads  or  t a i l s .  

L e n a  6 . 2  

Let  ACCEPT be the  s e t  of  a l l  e x e c u t i o n s  of  P2 

i n  which  u s e r  2 a c c e p t s  HEADS. The d e f e n s i v e  

w e i g h t  of  ACCEPT i s  0 . 5 .  By symmetry ,  the  same 

r e s u l t  h o l d s  f o r  TAILS. 

P r o o f  

From the  d e s c r i p t i o n  of  P2 '  t he  e x e c u t i o n s  i n  

ACCEPT are of the form ({[ch],[ct]],[[bch]},{c}), 

where c i s  any key .  In  any such  e x e c u t i o n ,  u s e r  2 

must  choose  x to  be [ch]  i n  s t e p  2 ,  wh ich  he w i l l  

do w i t h  w e i g h t  0 . 5 .  F o l l o w i n g  the  d e f i n i t i o n  of  

d e f e n s i v e  w e i g h t  i n  s e c t i o n  5, we have  

w({[ch],[ct]],[[bch]},{c]) = w([[ch],[ct]},{[bch]]) 

= I ,  w(~) = w ( { [ c h l , [ c t ] } )  = 

0 . ~ ' ( w { [ c h ] , [ c t ] ] , { [ b c h ] } )  = 0 . 5 .  Thus w ( k ) ,  the 

d e f e n s i v e  w e i g h t  o f  ACCEPT, i s  0 . 5 .  

There  i s  no symmet r i c  lemma e s t a b l i s h i n g  t h a t  

u s e r  2 c a n n o t  f o r c e  the  outcome of  the  c o i n  f l i p - -  

i nde ed ,  t he  d e f e n s i v e  w e i g h t  of  t he  e x e c u t i o n s  in  

which  u s e r  1 a c c e p t s  HEADS i s  1, and s i m i l a r l y  f o r  

TAILS! T h i s  i s  b e c a u s e  ou r  d e f i n i t i o n  of  d e f e n s i v e  

p r o b a b i l i t y  m a x i m i s e s  o v e r  u s e r  2 ' s  r e s p o n s e s  d u r -  

ing  s t e p  2 of  the  p r o t o c o l - - w h e t h e r  or  n o t  u s e r  2 

h a s  the  knowledge t o  max imise  h i s  b e h a v i o r .  The 

f o l l o w i n g  1emma shows t h a t  he does  n o t ;  a s t r a t e g y  

t h a t  f o r c e s  the  c o i n  t o s s  t o  be heads  i n  I ,  f o r c e s  

i t  t o  be t a l l s  i n  t he  e q u a l l y  c o n s i s t e n t  w o r l d  I ' ,  

d e s c r i b e d  by an a u t o m o r p h i s m  h i d d e n  f rom u s e r  2.  

Lenma -6.3 

Let  <B2> be any b e h a v i o r  f o r  u s e r  2 such  t h a t  

S = ( { [ a t ] , [ a h ] } , < B 2 > )  i s  a c o n v e r s a t i o n  i n  RSA. 

There  i s  an au tomorph i sm ~:I-';I', h i d d e n  from u s e r  

2 in  S, such  t h a t  ~ ( [ a t ] )  = [ a h ] ,  and ~ ( [ a h ] )  = 

[ a t ] .  

P r o o f  

De f ine  ~:N--~N so t h a t ,  f o r  any o s (K 0 K - I )  $, 

n s (KoH), 

•i 
n i f  n s ( h , t ]  or c a n c e l ( a , ~ )  = 0 ,  e l s e  

÷ ( o n )  = ah i f  n = t ,  and 

to o t h e r w i s e .  

The mapping ~ i s  o n e - t o - o n e  and o n t o ;  f u r t h e r m o r e ,  

a # ~ ~ ~ ( a )  # + ( ~ ) ,  so + / #  i s  a o n e - t o - o n e  map- 

p in8  f rom M o n t o  M. Now l e t  ~ = + / # ;  c l e a r l y  

~ ( [ a t ] )  = [ah]  and # ( [ a h ] )  = [ a t ] .  

I t  r e m a i n s  t o  show t h a t  # i s  h i d d e n  from u s e r  

2 in  S. Let  S" be the  s e t  of  m e s s a g e s  i n  S. I f  

~ ( e ] f 2 ( S " ) )  # e l f 2 ( S " ) ,  t h e n  t h e r e  e x i s t  

x , [ y ]  s f 2 ( S " ) ,  w i t h  x a key ,  such  t h a t  ~ ( e ( x , [ y ] )  

# e ( 4 ( x ) , ~ ( [ y ] ) ) ;  t h u s  4 ( [ x y ] )  # e ( x , ~ ( [ y ] ) ) ,  by  

t h e  d e f i n i t i o n  of  • and the  o b s e r v a t i o n  t h a t  ~ (z )  = 

z f o r  a l l  keys  z. The r e a d e r  may v e r i f y  t h a t  t h l s  

i n e q u a l i t y  h o l d s  o n l y  i f  x = a.  But a i s  n o t  i n  

M 2, and i s  c l e a r l y  n o t  I n f e r r a b l e  f rom { [ a t ] , [ a h ] ] ,  

so we have a c o n t r a d i c t i o n ,  and _ ~ ( e [ f 2 ( S " ) )  = 
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e [ f , ( S " ) .  A s i m i l a r  a rgument  e s t a b l i s h e s  t h a t  

~ ( e ~ l [ f 2 ( S " ) )  = e - l l f 2 ( S " ) .  The p r e d i c a t e s  K and H 

are  unchanged  by ~, so ~ ( r [ f 2 ( S " ) )  = r [ f 2 ( S " )  f o r  

eve ry  r e l a t i o n  r i n  12. 

S ince  [ a t ]  and [ah]  a r e  i n  f l ( ~ ) ,  ~ ( [ a t ] )  = 

[ah]  and ~ ( [ a h ] )  = [ a t ]  a r e  in  ~ ( f l ( ~ ) ) ,  and S i s  a 

c o n v e r s a t i o n  f o r  ( I ' , ( I ~ , I ~ ) , ( M ~ , M 2 ) ) ;  t h u s  ~ i s  

h i d d e n  f rom u s e r  2 i n  S. 

S e c t i o n  6 . 3  

An O b l i v i o u s  T r a n s f e r  

An o b l i v i o u s  t r a n s f e r  [Rabi81] i s  a 2 - u s e r  

p r o t o c o l  i n  which  u s e r  2 a c q u i r e s  some s e c r e t  mes-  

s a g e ,  s ,  no t  p r e v i o u s l y  known t o  u s e r  2,  f rom u s e r  

1 w i t h  p r o b a b i l i t y  1 / 2 .  Use r  2 must  n o t  be a b l e  t o  

i n c r e a s e  h i s  chances  of  o b t a i n i n g  s above 1 / 2 ,  and 

f u r t h e r m o r e ,  i f  he s u c c e e d s  i n  o b t a i n i n g  s by 

e x e c u t i n g  t h e  p r o t o c o l ,  t h i s  must  n o t  be a p p a r a n t  

to  u s e r  1 (who r e m a i n s  o b l i v i o u s  to  u s e r  2*s  

a c q u i s i t i o n  of  s ) .  O b l i v i o u s  t r a n s f e r s  can be used  

t o  implement  c o i n  f l i p p i n g ,  c e r t i f i e d  m a i l  and 

m o d i f i e d  forms of  h o s t a g e  exchange  [Blum81],  

[ R a b i S l ] .  

A p r o t o c o l  imp lemen t ing  the  o b l i v i o u s  t r a n s -  

f e r ,  due to  Simon Even [EvenS1] ,  i s  p r e s e n t e d  

be low .  As we s h a l l  s e e ,  i f  u s e r  2 o b t a i n s  s by 

e x e c u t i n g  t h i s  p r o t o c o l ,  u s e r  l ' s  i g n o r a n c e  of  t h i s  

f a c t  i s  due t o  the  p r e s e n c e  of  a h i d d e n  

a u t o m o r p h i s m ,  which  p o s t u l a t e s  a c o n s i s t e n t  v iew of  

the  w o r l d  i n  which  u s e r  2 has  n o t  o b t a i n e d  s .  

We w i l l  c a l l  the  p r o t o c o l  OTRANS; i t  i s  

d e f i n e d  f o r  the  same c r y p t o s y s t e m  as the  p r e v i o u s  

p r o t o c o l ,  e x c e p t  t h a t  we assume t h a t  a and b a re  

keys  known on ly  to  u s e r  1 ,  c i s  a key known o n l y  t o  

u s e r  2, and s i s  any key or  c l e a r t e x t  message  known 

o n l y  to  u s e r  1 .  Thus a , b , s  s M1, c ~ M1, and 

c s M2, a , b , s  ~ M 2 .  

The syste~ protocol OTRANS ~ C½,~2 _] 

P r o t o c o l  ~ 

•t• 

S ty2_  
S t y 3  

Sty4_ 

Cont inue  

( u s e r  1 b e g i n s  w i t h  a t r a n s m i s s i o n ) .  
Send { [ a s ] , [ b s ] } .  

Wait f o r  one m e s s a g e ,  {x) .  

I f  x i s  [ a s ]  or  [ b s ] ,  h a l t ,  e l s e  c o n t i n u e .  

Send { e - l ( a o x ) ]  o r  ( e - l ( b , x ) ) ,  

each  w i t h  w e i g h t  1 / 2 .  

P r o t o c o l  

S tep  ! Wait f o r  two m e s s a g e s  [m,n} .  

S t e p  2 Send { e ( c , y ) }  where  y i s  e i t h e r  m or  n ,  

each w i t h  w e i g h t  1 / 2 .  

S tev  3 Wait  f o r  one m e s s a g e ,  {k}. 

I f  C ( e - l ( c , k ) ) ,  o r  K ( e - l ( c , k ) ) ,  

and e - l ( c , k )  ~ {m,n}, 

t h e n  a c c e p t ,  e l s e  h a l t .  
En__d 

The f o l l o w i n g  lemma e s t a b l i s h e s  t h a t  u s e r  2 c a n n o t  

i n c r e a s e  h i s  chances  of  o b t a i n i n g  s above 1 / 2 .  

Lemma 6 .4  

Let  ACCEPT be the  s e t  of  a l l  e x e c u t i o n s  <BI> 

of  t 1 such  t h a t  s e f 2 ( E 1 ) .  The d e f e n s i v e  w e i g h t  
of  ACCEPT i s  0 . 5 .  

P r o o f  

E x e c u t i o n s  in  ACCEPT a re  of  the  form 

( ~ , [ [ a s ] , [ b s ] ) , [ x ] , { e - l ( y , x ) } ) ,  where  y i s  e i t h e r  a 

o r  b .  The r e a d e r  may c o n f i r m  t h a t  x must  be some 

e n c r y p t i o n  a n d / o r  d e c r y p t i o n  (by keys  o t h e r  t h a n  a 

o r  b)  of  [ y s ]  i f  s e f 2 ( B 1 ) .  Since u s e r  1 c h o o s e s  

the  key y a f t e r  r e c e i v i n g  x, the  d e f e n s i v e  w e i g h t  

of  such  e x e c u t i o n s  i s  1 / 2 .  

Lemma 6.5  

Let  S = (<B1},<B2>) be any e x e c u t i o n  of  OTRANS 

such  t h a t  s s f 2 ( B 2 ) .  There  i s  an a u t o m o r p h i s m  

~ : I - - ~ I ' ,  h i d d e n  from u s e r  1 in  S, such  t h a t  

s ~ l ( f 2 ( B 2 ) ) .  

P r o o f  

There  a r e  on ly  two e x e c u t i o n s  of  OTRANS s a t i s -  

f y i n g  the  c o n d i t i o n s  o f  the  lenuna: 

( ( ~ , { [ a s ] , [ b s ] } , [ [ c y s ] } , ( [ e s ] } ) ,  

( ~ , { [ a s ] , [ b s J ] , ( [ e y s ] } , ( [ c s ] ) ) ) ,  where  y i s  e i t h e r  

a o r  b .  We assume y = a; the  p r o o f  i s  symmet r ic  

f o r  y = b .  Def ine  ~:~I--~M such  t h a t  f o r  any 

s (KoK-I) *, n s (KUH), 

~ o n ]  i f  n # s ,  o r  c a n c e l ( c , ~ )  = 0 ,  and 

4~[on]) 
~ [ b - l a o s ] ,  o t h e r w i s e .  

C l e a r l y  one- to - -one  and o n t o ,  ~ i s  the  a u t o m o r p h l s m  

we r e q u i r e .  In  the  s t r u c t u r e  I t , d e c r y p t i n g  [csJ  

w i t h  the  key ¢ p r o d u c e s  [ a - l b s ] ;  d e c r y p t i n g  [ c a s ]  

w i t h  c p r o d u c e s  [ b s ] .  Thus s ~ ~ ( f 2 ( B 2 ) ) .  Only 

e n c r y p t i o n  and d e c r y p t i o n  w i t h  the key c i s  

d i f f e r e n t  i n  I' t h a n  i n  I, so ~ i s  h i d d e n  from u s e r  

1.  
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