
A Proof of Burns N -Process Mutual ExclusionAlgorithm using AbstractionHenrik E. Jensen1 and Nancy A. Lynch21 Department of Computer Science, Institute for Electronic Systems, AalborgUniversity, DK-9220 Aalborg �, Denmark.e-mail: ejersbo@cs.auc.dk2 Laboratory for Computer Science, Massachusetts Institute of Technology,Cambridge, MA 02139 USA.e-mail: lynch@theory.lcs.mit.eduAbstract. Within the Input/Output Automata framework, we stateand prove a general abstraction theorem giving conditions for preser-vation of safety properties from one automaton to another. We use ourabstraction theorem to verify that Burns distributed mutual exclusion al-gorithm parameterized in the number of processes n satis�es the mutualexclusion property. The concrete n-process algorithm is abstracted by asimple 2-process algorithm which is property preserving with respect tothe mutual exclusion property. The condition for property preservationis proved to be satis�ed by use of the LP theorem prover with a mini-mum of user assistance, and the 2-process abstraction is automaticallyveri�ed using the SPIN model checker.1 IntroductionThe majority of existing formal veri�cation methods can be characterized asbeing either theorem proving methods or model checking methods, each of thesehaving their own well-known advantages and disadvantages. Theorem provingmethods can be applied to arbitrary systems and provide good insight into thesystems at hand, but the methods require intelligent user interaction and aretherefore only computer{assisted in a limited way. Model checking methods onthe other hand are fully automatic, but limited to systems with �nite statemodels or restricted kinds of in�nite state models.To bene�t from the advantages of both methodologies there has recently beenan increasing interest into the development of veri�cation frameworks integratingtheorem proving and model checking approaches, the key idea in this integrationbeing the use of abstraction.Given a system model, too large to be veri�ed automatically, abstractiontechniques are used to reduce this concrete model to a small (�nite-state) ab-stract model which is property preserving. Meaning, that if the abstract modelenjoys a property that implies, by the abstraction relation, the concrete propertyof interest, then the concrete model enjoys the concrete property.



The abstract model provides insight, as it captures the essence of the behaviorof the concrete model with respect to the property of interest, and as it is �nitestate it can be veri�ed by model checking methods. Theorem proving methodsare used to prove, that the abstract model is indeed property preserving, andas a result no restrictions need to be imposed on the kind of concrete systemmodels to which abstraction is amenable.We propose a method, in the line of above, in the framework of Lynch andTuttle's Input/Output Automata (IOA) [1,2]. We are interested in verifyingsafety properties of IOA. Properties are expressed as sets of traces, and henceverifying that an IOA A satis�es a trace safety property P amounts to provingthat the set of traces of A is included in the set of traces of P . Given a concreteIOA C together with a safety property PC , we give a general abstraction theo-rem stating conditions for an abstract IOA A and an abstract property PA tobe property preserving in the sense of above.The theorem allows for abstraction of concrete system models regardlessof the reason for their large size, being e.g. unbounded data structures or anunbounded number of identical processes (parameterized systems). The theoremstates as a condition for property preservation the existence of a parameterizedsimulation relation from the concrete IOA to the abstract one, which allows forthe abstraction of just a subset of the concrete behaviors.We illustrate the use of our theorem on the case study of Burns distributedmutual exclusion algorithm parameterized in the number n of processes. We pro-vide a 2-process abstraction and prove using the Larch Proof Assistant [3] thatthis abstraction satis�es the conditions for preservation of the mutual exclusionproperty. We verify, using the SPIN [4] model checker, that the abstraction en-joys the abstract mutual exclusion property, and by our abstraction theorem,the n-process algorithm then enjoys the original property.Related WorkProperty preserving abstraction methods have been studied e.g. in [5{10]. Thesemethods are, like ours, all based on proving the existence of some kind of 'mimic-ing' relation from concrete system models to abstract ones. Di�erent kinds ofrelations such as simulation relations, homomorphic functions [10, 8, 6, 7] andGalois connections [9, 5] have been considered. Our notion of parameterized sim-ulation relations is a generalization of standard simulation relations.Fully algorithmic methods have been developed, that use automatic abstrac-tion to construct �nite state abstract models of restricted kinds of large concretemodels s.t. properties are preserved in both directions between the concrete andabstract models. Almost all existing model checkers for dense reactive systems(real{time/hybrid) are based on automatically constructed strongly preservingabstractions [11{13]. The idea is to let abstract states be equivalence classes ofconcrete states with respect to either some behavioral equivalence on concretestates or with respect to an equivalence on concrete states induced by satisfactionof the same properties in some property language.



Structural induction techniques have, together with model checking tech-niques, been used to verify parameterized systems. By model checking it is ver-i�ed that one process enjoys the property of interest, and assuming that theproperty holds for some number n of processes (induction hypothesis) one justneeds to prove that the property holds for n+1 processes as well. Using a �niterepresentation of n processes assumed to enjoy the considered property, nowallows model checking to establish that this representation composed with justone more process satis�es the property, and by induction principle this concludesthat the property holds for any number of composed processes. Works on suchtechniques have been reported on in [14,15].OutlineThis paper is organized as follows. In Section 2 we give some mathematicalpreliminaries used in the rest of the paper. In Section 3 we give the formalbackground of the IOA framework, and in Section 4 we present our abstractiontheory. In Section 5 we present Burns n-process mutual exclusion algorithmwhich will serve as case-study for the use of our abstraction theorem. Section 6describes the property preserving abstraction of Burns algorithm and Section 7describes how the condition for preservation is proved and how LP is used in theproof. Section 8 describes the model checking of the abstract algorithm in theSPIN tool and Section 9 concludes.2 Mathematical PreliminariesRelationsA relation over sets X and Y is de�ned to be any subset of the cartesian productX � Y . If R is a relation over X and Y , then we de�ne the domain of R to bedom (R) = fx 2 X j (x; y) 2 R for some y 2 Y g, and the range of R to beran (R) = fy 2 Y j (x; y) 2 R for some x 2 Xg. If dom (R) = X we say that Ris total (on X). For x 2 X, we de�ne R[x] = fy 2 Y j (x; y) 2 Rg.SequencesLet S be any set. The set of �nite and in�nite sequences of elements of S isdenoted seq (S). The symbol � denotes the empty sequence and the sequencecontaining one element s 2 S is denoted by s. Concatenation of a �nite sequencewith a �nite or in�nite sequence is denoted by juxtaposition. A sequence � is apre�x of a sequence �, denoted by � � �, if either � = �, or � is �nite and � =��0 for some sequence �0. A set � of sequences is pre�x closed if, whenever somesequence is in �, all its pre�xes are as well. A set � of sequences is limit closedif, an in�nite sequence is in � whenever all its �nite pre�xes are.If � is a nonempty sequence then �rst (�) denotes the �rst element of �, andtail (�) denotes the sequence obtained from � by removing �rst (�). Also, if � is�nite, last (�) denotes the last element of �.



If � 2 seq (S), and S0 � S, then �dS0 denotes the restriction of � to elementsin S0, i.e. the subsequence of � consisting of the elements of S0. If � � seq (S),then �dS0 is the set f�dS0 j � 2 �g.Assume R � S�S0 is a total relation between sets S and S0. If � = s0s1s2 : : :is a nonempty sequence in seq (S) then R(�) is the set of sequences s00s01s02 : : : overran (R) such that for all i, s0i 2 R[si]. If � = � then R(�) = f�g. If � � seq (S),then R(�) = S�2� R(�)Lemma 1. Let S and S0 be sets and let R � S � S0 be some total relation. For� and �0 non-empty subsets of seq (S), if � � �0 then R(�) � R(�0).Proof. Follows from the fact that the set R(�) is unique for any � 2 seq (S). ut3 I/O AutomataAs we will only be considering safety issues, we will use simpli�ed versions ofstandard I/O automata that do not incorporate notions of fairness.De�nition 1. An I/O automaton A is a tuple (sig (A); states (A); start (A);trans (A)) where,{ sig (A) is a tuple (in (A); out (A); int (A)), consisting of disjoint sets of input,output and internal actions, respectively. The set ext (A) of external actionsof A is in (A) [ out (A), and the set acts (A) of actions of A is ext (A) [int (A).{ states (A) is a set of states.{ start (A) � states (A) is a nonempty set of start states.{ trans (A) � states (A) � acts (A) � states (A) is a state transition relation.We let s; s0; u; u0; : : : range over states, and �; �0; : : : over actions. We writes ��!A s0, or just s ��! s0 if A is clear from the context, as a shorthand for(s; �; s0) 2 trans (A).An execution fragment s0�1s1�2s2 : : : of an I/O automaton A is a �nite orin�nite sequence of alternating states and actions beginning with a state, and ifit is �nite also ending with a state, s.t. for all i, si �i+1�! si+1. An execution of A isan execution fragment � where �rst(�) 2 start (A). A state s of A is reachable ifs = last (�) for some �nite execution � of A. The trace of an execution �, writtentrace (�), is the subsequence consisting of all the external actions occurring in �.We say that � is a trace of A if there is an execution � of A with � = trace (�).We denote the set of traces of A by traces (A).CompositionWe can compose individual automata to represent complex systems of interact-ing components. We impose certain restrictions on the automata that may becomposed.



Formally, we de�ne a countable collection fAigi2I of automata to be com-patible if for all i; j 2 I, i 6= j, all of the following hold: int (Ai) \ acts (Aj) =;, out (Ai) \ out (Aj) = ;, and no action is contained in in�nitely many setsacts (Ai).De�nition 2. The composition A = Qi2I Ai of a countable, compatible collec-tion of I/O automata fAigi2I is the automaton with:{ in (A) = [i2I in (Ai)� [i2Iout (Ai){ out (A) = [i2Iout (Ai){ int (A) = [i2Iint (Ai)){ states (A) = Qi2I states (Ai){ start (A) = Qi2I start (Ai){ trans (A) is the set of triples (s; �; s0) such that, for all i 2 I, if � 2 acts (Ai),then (si; �; s0i) 2 trans (Ai); otherwise si = s0iTheQ in the de�nition of states (A) and start (A) refers to ordinary Cartesianproduct. Also, si in the de�nition of trans (A) denotes the ith component of statevector s.Trace PropertiesWe will be considering properties to be proved about an I/O automaton A, asproperties about the ordering, in traces of A, of some external actions from asubset of ext (A).A trace property P is a tuple (sig (P ); traces (P )) where, sig (P ) is a pair(in (P ); out (P )), consisting of disjoint sets of input and output actions, respec-tively. We let acts (P ) denote the set in (P )[out (P ). traces (P ) is a set of (�niteor in�nite) sequences of actions in acts (P ). We will be considering only safetyproperties, so we assume traces (P ) is nonempty, pre�x-closed, and limit-closed.An I/O automaton A and a trace property P are said to be compatible if,in (P ) � in (A) and out (P ) � out (A).De�nition 3. Let A be an I/O automaton and P a trace property such that Aand P are compatible. Then A satis�es P if, traces (A)dacts (P ) � traces (P ).4 Abstraction TheorySuppose A is an I/O automaton and P is a trace property such that A and Pare compatible. We will denote the pair (A;P ) a veri�cation problem. If (A;P )and (A0; P 0) are two veri�cation problems, we say that (A0; P 0) is safe for (A;P )provided that A0 satis�es P 0 implies that A satis�es P . In this section we givea general abstraction theorem, stating when one veri�cation problem is safe foranother.If A and A0 are two I/O automata and R is some relation from ext (A0) toext (A), we write, s �=)A0 s0, when A0 has a �nite execution fragment � with�rst(�) = s, last(�) = s0 and trace (�)ddom (R) = �.



We now de�ne the notion of a parameterized simulation relation between twoautomata A and A0, and we give a soundness result needed for the abstractiontheorem.De�nition 4. Let A and A0 be two I/O automata and let R be a relation fromext (A0) to ext (A). A relation fR � states (A) � states (A0) is a simulation rela-tion from A to A0 parameterized by R provided,1. If s 2 start (A) then fR[s] \ start (A0) 6= ;.2. If s ��!A s0, u 2 fR[s], and s and u are reachable states of A and A0respectively, then(a) If � 2 ran (R), then 9�0; u0 such that u �0=)A0 u0, (�0; �) 2 R and(s0; u0) 2 fR.(b) If � 62 ran (R), then 9u0 such that u �=)A0 u0 and (s0; u0) 2 fR.We write A �R A0 if there is a simulation from A to A0 parameterized by R.Lemma 2. A �R A0 ) traces (A)dran (R) � R(traces (A0)ddom (R))Proof. Analogous to proof for standard forward simulation [16]. utTheorem 1. Let (A;P ) and (A0; P 0) be two veri�cation problems. Also, let Rbe a relation from ext (A0) to ext (A), with dom (R) = acts (P 0) and ran (R) =acts (P ), such that R(traces (P 0)) � traces (P ). If,A �R A0 and A0 satis�es P 0then A satis�es PProof. Assume that A �R A0 and that A0 satis�es P 0. From second assump-tion we have traces (A0)dacts (P 0) � traces (P 0) and from Lemma 1 we get (�)R(traces (A0)dacts (P 0)) � R(traces (P 0)), as R is total on acts (P 0). Also, fromLemma 2, and the fact that dom (R) = acts (P 0) and ran (R) = acts (P ), we havethat traces (A)dacts (P )� R(traces (A0)dacts (P 0)) and this together with (�) nowgives us that traces (A)dacts (P ) � R(traces (P 0)) and �nally as R(traces (P 0)) �traces (P ) we get the wanted result, namely traces (A)dacts (P ) � traces (P ) i.e.A satis�es P . ut5 Burns N{Process Mutual Exclusion AlgorithmIn this section we present Burns n-process distributed mutual exclusion algo-rithm, which we will verify with respect to the mutual exclusion property usingthe abstraction approach from the previous section.The algorithm runs on a shared memory model consisting of n processesP1; : : : ; Pn together with n shared variables ag1; : : : ;agn, each agi writableby process Pi and readable by all other processes. Each process Pi is acting



on behalf of a user process Ui which can be thought of as some applicationprogram. The processes P1; : : : ; Pn competes for mutual exclusive access to ashared resource by reading and writing the shared variables in a way determinedby the algorithm.We model the algorithm formally as an I/O automaton BurnsME, which isthe composition of a shared memory automaton M and a set of user automataU1; : : : ; Un.M models the n processes P1; : : : ; Pn together with the set of sharedvariables ag1; : : : ;agn, and it is modelled as one big I/O automaton, where theprocess and variable structure is captured by means of some locality restrictionson transitions. Each state in M consists of a state for each process Pi, plus avalue for each shared variable agi. A state variable v of process Pi in automatonM is denoted M:vi. Similarly, U:vi denotes a state variable v of automaton Ui.We omit the preceding U (M ) and the subscripts i when these are clear from thecontext.The inputs to M are (for all 1 � i � n) actions tryi, which models a requestby user Ui to process Pi for access to the shared resource, and actions exiti,which models an announcement by user Ui to process Pi that it is done with theresource. The outputs ofM are criti, which models the granting from process Piof the resource to Ui, and remi, which models Pi telling Ui that it can continuewith the rest of its work.Each process Pi executes three loops. The �rst two loops involve checkingthe ags of all processes with smaller indices, i.e. all agj, 1 � j < i. The �rstloop is actually not needed for the mutual exclusion condition, but is importantto guarantee progress. The two loops are modelled in M by internal actionstest-sml-fst(j)i and test-sml-snd(j)i, where j is a parameter denoting the indexof the ag to be read by process Pi. In between the �rst two loops process Pisets its own agi to 1, modelled in M by internal action set-g-1i. If both loopsare successfully passed, meaning all the considered ags have value 0, then Pican proceed to the third loop, which involves checking the ags of all processeswith larger indices, i.e. agj, i < j � n. This is modelled by internal actiontest-lrg(j)i. If process Pi passes all three loops successfully, it proceeds to itscritical region. Process Pi keeps the value of its agi to 1 from when it startstesting ags with larger indices and until it leaves its critical region.The User Automata: Each automaton Ui has as single state variable a pro-gram counter pc initially having the value rem, indicating that Ui starts in itsremainder region ready to make a request for access to the shared resource.output: tryiPre: pc = remE�: pc := tryinput: critiE�: pc := crit output: exitiPre: pc = critE�: pc = exitinput: remiE�: pc := remThe Shared Memory Automaton: The state of each process Pi in M ismodelled by two state variables: a program counter pc initially having the value



rem, and a set S of process id's initially empty, used to keep track of the indicesof all shared ags that have successfully been checked in one of the three loops.input: tryiE�: pc := set-g-0internal: set-g-0iPre: pc = set-g-0E�: agi := 0if i = 1 thenpc := set-g-1elsepc := test-sml-fstinternal: test-sml-fst(j)iPre: pc = test-sml-fstj 62 S1 � j � i � 1E�: if agj = 1 thenS := ;pc := set-g-0elseS := S [ fjgif jS j= i� 1 thenS := ;pc := set-g-1internal: set-g-1iPre: pc = set-g-1E�: agi := 1if i = 1 thenpc := test-lrgelsepc := test-sml-sndinternal: test-sml-snd(j)iPre: pc = test-sml-sndj 62 S1 � j � i � 1E�: if agj = 1 thenS := ;pc := set-g-0elseS := S [ fjgif jS j= i� 1 thenS := ;if i = n thenpc := leave-tryelsepc := test-lrg

internal: test-lrg(j)iPre: pc = test-lrgj 62 Si+ 1 � j � nE�: if agj = 1 thenS := ;elseS := S [ fjgif jS j= n� i thenpc := leave-tryoutput: critiPre: pc = leave-tryE�: pc := critinput: exitiE�: pc := resetinternal: resetiPre: pc = resetE�: agi := 0S := ;pc := leave-exitoutput: remiPre: pc = leave-exitE�: pc := rem



The mutual exclusion property for BurnsME is a set of trace properties Pfi;jg,one for each subset fi; jgi 6=j in the set of process indices f1; : : : ; ng, such thatsig (Pfi;jg) has as its only actions the set of output actions from BurnsME withindices i and j, and traces (Pfi;jg) is the set of sequences such that no two criti,critj events occur (in that order) without an intervening exiti event, and similarlyfor i and j switched.6 Abstracting BurnsMETo construct a property-preserving abstraction of BurnsME we examine themutual exclusion property as stated in the previous section. The property is theconjunction of properties Pfi;jg, one for each subset fi; jg of indices in f1; : : : ; ng,with each Pfi;jg saying that processes Pi and Pj can not both be in their criticalsection at the same time.The abstraction idea is now as follows. We will construct a single �nite-stateabstraction which preserves the external behavior of any two concrete processesPi and Pj running in the environment of all other processes and users. Thisabstraction will then preserve the mutual exclusion property between any pairof concrete processes and hence the complete property.Formally, we construct an abstract automatonABurnsME, which is the com-position of a shared memory automaton AM , with two user automata AU0 andAU1. AM models two abstract processes AP0 and AP1 together with two sharedvariables ag0 and ag1. AP0 and AP1 are abstract representations of any pairof concrete processes Pi and Pj within the environment of all other concreteprocesses, such that AP0 represents the smaller process Pi and AP1 representsthe larger process Pj for i < j.A state of AM consists of a state for each of the abstract processes AP0 andAP1 together with values for each of the shared variables ag0 and ag1. A statevariable v of process APi in automaton AM is denoted AM:vi. Similarly, AU:videnotes a variable v of automaton AUi. We omit the preceding AM (AU ) andthe subscripts i when these are clear from the context.The interface between AU0 and AP0 (AU1 and AP1) is identical to the in-terface between any concrete user automaton Ui and corresponding concreteprocess Pi, except for a change of indices. Process AP0 has as actions abstractedversions of all actions actions in any smaller process Pi, and AP1 has abstractedversions of all actions in any larger process Pj.The automata AU0 and AU1 of ABurnsME, are identical to each other andto any concrete user automaton Ui except for a change of indices.The Abstract Shared Memory Automaton: The state of each of the ab-stract processes AP0 and AP1 is modelled, analogous to the state of concreteprocesses, by two state variables: a program counter pc, initially rem and a setS of indices, initially empty. The transitions for AP0 are as follows.



input: try0E�: pc := set-g-0internal: set-g-00Pre: pc = set-g-0E�: ag0 := 0pc := test-sml-fstinternal: set-g-0-sml0Pre: pc = set-g-0E�: ag0 := 0pc := set-g-1internal: test-sml-fail0Pre: pc 2 ftest-sml-fst; test-sml-sndgE�: pc := set-g-0internal: test-sml-fst-succ0Pre: pc = test-sml-fstE�: pc := set-g-1internal: set-g-10Pre: pc = set-g-1E�: ag0 := 1pc := test-sml-sndinternal: set-g-1-sml0Pre: pc = set-g-1E�: ag0 := 1pc := test-lrginternal: test-sml-snd-succ0Pre: pc = test-sml-sndE�: pc := test-lrg

internal: test-other-g0Pre: pc = test-lrgS = ;E�: if ag1 = 0 thenS := S [ f1ginternal: test-lrg-fail0Pre: pc = test-lrgE�: S := ;internal: test-lrg-succ0Pre: pc = test-lrgS = f1gE�: pc := leave-tryoutput: crit0Pre: pc = leave-tryE�: pc := critinput: exit0E�: pc := resetinternal: reset0Pre: pc = resetE�: ag0 := 0S := ;pc := leave-exitoutput: rem0Pre: pc = leave-exitE�: pc := remOne of the consequences of AP0 representing the behavior of any smallerprocess is that AP0 has two actions for setting its own ag to 0 (1): set-g-0-sml0(set-g-1-sml0) and set-g-00 (set-g-10). The �rst representing that the concreteprocess P1 (the one with smallest index) sets its ag to 0 (1), where after it skipsthe test of ags with smaller indices, as there are none, and sets it programcounter to set-g-1 (test-lrg). The second representing that any other smallerprocess sets it ag to 0 (1) and thereafter tests ags with smaller indices, whichdo exist in this case. AP0 represents that a smaller process fails or succeeds atest of smaller ags by allowing abstract fail or succeed actions whenever itsprogram counter is test-sml-fst or test-sml-snd. No further preconditions applyto these actions as all information about the actual values of smaller ags havebeen abstracted away.In order for AP0 to succeed its test of ags with larger indices, it must testthe ag of abstract process AP1 as AP1 represent some larger process. This test



is modelled by the action test-other-g0. Having read this ag successfully (i.e.as 0) AP0 can now enter its critical region. Also, as long as AP0 has programcounter test-lrg it can at any time perform an abstract action test-lrg-fail.Abstract process AP1 is modelled analogously to AP0, and its transitions areas follows.input: try1E�: pc := set-g-0internal: set-g-01Pre: pc = set-g-0E�: ag1 := 0pc = test-sml-fstinternal: test-other-g1Pre: pc 2 ftest-sml-fst; test-sml-sndgS = ;E�: if ag0 = 0 thenS := S [ f0ginternal: test-sml-fail1Pre: pc 2 ftest-sml-fst; test-sml-sndgE�: S := ;pc := set-g-0internal: test-sml-fst-succ1Pre: pc = test-sml-fstS = f0gE�: S := ;pc := set-g-1internal: set-g-11Pre: pc = set-g-1E�: ag1 := 1pc := test-sml-sndinternal: test-sml-snd-succ1Pre: pc = test-sml-sndS = f0gE�: pc := test-lrg

internal: test-sml-snd-succ-lrg1Pre: pc = test-sml-sndS = f0gE�: pc := leave-tryinternal: test-lrg-fail1Pre: pc = test-lrgE�: pc := test-lrginternal: test-lrg-succ1Pre: pc = test-lrgE�: pc := leave-tryoutput: crit1Pre: pc = leave-tryE�: pc := critinput: exit1E�: pc := resetinternal: reset1Pre: pc = resetE�: ag1 := 0S := ;pc := leave-exitoutput: rem1Pre: pc = leave-exitE�: pc := remThe abstract mutual exclusion property for ABurnsME is the one traceproperty P(0;1) with sig (P(0;1)) having as its only actions the output actionsof ABurnsME and traces (P(0;1)) being the set of sequences such that no twocrit0 and crit1 events occur (in that order) without an intervening exit0 event,and similarly for 0 and 1 switched.Now, for any fi; jgwe de�ne a relationRfi;jg from acts (P(0;1)) to acts (Pfi;jg).We assume i < j.Rfi;jg = f(try0; tryi); (try1; tryj); (crit0; criti); (crit1; critj);(exit0; exiti); (exit1; exitj); (rem0; remi); (rem1; remj)g



By de�nition, Rfi;jg(P(0;1)) � Pfi;jg. We use Rfi;jg as parameter to a staterelation fRfi;jg de�ned as follows.De�nition 5. fRfi;jg is a relation from states (BurnsME) to states (ABurnsME)such that fRfi;jg (s; u) i� :{ u:AU:pc0 = s:U:pci and u:AU:pc1 = s:U:pcj{ u:AM:pc0 = s:M:pci and u:AM:pc1 = s:M:pcj{ u:ag0 = s:agi and u:ag1 = s:agj{ u:AM:S0 = f1g if j 2 s:M:Si and u:AM:S1 = f0g if i 2 s:M:SjNote, that we use dot notation to denote the value of a given variable in astate.Theorem 2. For all fi; jg subsets of f1; : : : ; ng, fRfi;jg is a simulation relationfrom BurnsME to ABurnsME parameterized by Rfi;jg.7 The Simulation ProofTo prove Theorem 2 for all fi; jg we prove it for any fi; jg with i and j treatedas Skolem constants. The proof follows the line of a standard forward simulationproof [2]. To see that fRfi;jg is in fact a parameterized simulation relation wecheck the two conditions in De�nition 4. The start condition is trivial, becausethe initial states of BurnsME and ABurnsME have the value of pc set to remfor all processes and users, and they have all ags set to 0 and all sets of indicesempty.Now, for the step condition suppose that s 2 states (BurnsME) and u 2states (ABurnsME) s.t. fRfi;jg (s; u). We then consider cases based on the typeof action �x performed by s on a transition s �x�! s0. For each action �x weconsider x = i, x = j and x 62 fi; jg. The proof is relatively simple, as theexecution fragment corresponding to a certain concrete action �x for the mostcases can be picked to be the abstract version of the concrete action. So the proofis a rather straightforward matching up of concrete actions with their abstractcounterparts.In [17] a framework is introduced for specifying and reasoning about IOAusing the Larch tools. The notion of IOA is formalized in the Larch SharedLanguage (LSL) [18] which is supported by a tool that produces input for LP.LP is a theorem prover for �rst-order logic designed to assist users who employstandard proof techniques such as proofs by cases, induction, and contradiction.In [17] LP is used to construct standard simulation proofs, and we use theframework introduced here to (re)do the proof of Theorem 2. Using LP for thesimulation proof allows us to disregard many of the routine steps which areneeded in the hand proof, as LP carries these out automatically. The main userassistance that LP needs for the proof is the input of the corresponding abstractexecution fragment for each concrete action. The rest of the user guidance con-sists of directing LP to break some proof parts into cases, and directing LP to



use whatever information it has already got to try and do some rewriting tocomplete proof subgoals.Having proved Theorem 2 now allows us to apply Theorem 1 and concludethat if ABurnsME satis�es P(0;1) then BurnsME satis�es Pfi;jg for all fi; jgsubsets of f1; : : : ; ng. That ABurnsME satis�es P(0;1) is model checked usingthe SPIN model checker.8 Model Checking ABurnsMEThe SPIN veri�cation tool relies on a simple yet powerful modelling languagebased on processes communicating either on asynchronous channels or via sharedvariables. As property language SPIN uses Linear Time Temporal Logic (LTL).We translate the IOA description of ABurnsME into a SPIN model and wetranslate the property P(0;1) into an LTL formula suitable for SPIN. AutomatonABurnsME is translated into a SPIN model with two processes implementingthe behavior of the composition of AU0 with AP0, and AU1 with AP1, respec-tively. Each process has variables representing the program counters and internalindex sets of the corresponding IOA. The SPIN processes each execute a loopchecking preconditions and performing e�ects of representations of the actions oftheir corresponding IOA. For each action, checking preconditions and perform-ing e�ects is done atomically, i.e. non-interleaved with any other actions, hencepreserving the exact IOA semantics.The property P(0;1) is translated into an LTL property of the SPIN model.From ABurnsME it is easy to see, that the property P(0;1) can be stated (equiv-alently) as a property of states rather than actions. Recall, that P(0;1) is the setof sequences of external actions such that no two crit0 and crit1 events occur(in that order) without an intervening exit0 event, and similarly for 0 and 1switched. But, if an action criti, i 2 f0; 1g, is performed then AM:pci gets thevalue crit and it can not change until an exiti action is performed. Consequently,the property P(0;1) can equivalently be stated as an invariant saying that for anystate u it is the case that u:AM:pc0 and u:AM:pc1 can not both have the valuecrit. This property is exactly in the form of an LTL property and can be statedin the property language of SPIN without translation.Using SPIN to analyse the abstracted algorithm with respect to its cor-responding abstract property stated in LTL, immediately lead to a successfulveri�cation result.9 ConclusionIn this paper we have presented a general abstraction theorem within the In-put/Output Automata framework, which gives conditions for preservation ofsafety properties from one (abstract) automaton to another (concrete) automa-ton. The preservation condition is expressed by the requirement of a parameter-ized simulation relation from the concrete to the abstract automaton.



We have used our abstraction theorem to verify that Burns n-process mutualexclusion algorithm enjoys the mutual exclusion property, by constructing andproving a 2-process property preserving abstraction of the concrete algorithm.We have used the Larch Proof Assistant, LP to prove the conditions for propertypreservation, and by using the SPIN model checker we have successfully veri�edthe abstraction.Using our abstraction approach to prove Burns algorithm led to a proof stylehaving the advantages of providing both essential insight into the algorithm andsome automatic veri�cation. The insight gained in the case of Burns algorithmis that its essential behavior with respect to the mutual exclusion property canbe abstracted to the behavior of just two processes.In general, our abstraction approach does of course not guarantee the ex-istence of �nite state abstractions for any concrete system neither does it pro-vide a method for �nding such abstractions. Further case studies needs to beconsidered to identify classes of systems to which certain speci�c abstractiontechniques/patterns can be applied. The speci�c approach applied to the Burnsalgorithm has also been succesfully applied to the Bakery mutual exclusion algo-rithm, and it seems to be useful in general to many parameterized systems wherethe property of interest can be stated as a conjunction of equivalent propertiesover a �nite subset of components.Tool support is essential to assist in the process of �nding common abstrac-tion patterns for classes of systems, and we are investigating approaches to fur-ther integrate model checking facilities with the Larch tools.References1. Nancy Lynch and Mark Tuttle. An Introduction to Input/Output Automata. CWI-Quarterly, 2(3)219{246, 1989.2. Nancy A. Lynch. Distributed Algorithms. Morgan Kaufmann Publishers, 1996.3. S.J. Garland and J.V. Guttag. A Guide to LP, the Larch Prover. Technical Report,Research Report 82, Digital Systems Research Center, 1991.4. Gerard Holzmann. The Design and Validation of Computer Protocols. PrenticeHall, 1991.5. D. Dams. Abstract Interpretation and Partition Re�nement for Model Checking.PhD thesis, Eindhoven University of Technology, 1996.6. J�urgen Dingel and Thomas Filkorn. Model checking for in�nite state systems usingdata abstraction, assumption-commitment style reasoning and theorem proving. InProc. of CAV'95, Lecture Notes in Computer Science, volume 939, pages 54{69,1995.7. E.M. Clarke, O. Grumberg and D.E. Long. Model Checking and Abstraction. InNineteenth Annual ACM SIGPLAN-SIGACT Symposium on Principles of Pro-gramming Languages, 1992.8. R.P. Kurshan. Analysis of Discrete Event Coordination. In J.W. de Bakker, W.-P.de Roever, and G. Rozenberg, editors, Proceedings of the Workshop on Stepwise Re-�nement of Distributed Systems: Models, Formalisms, Correctness, Lecture Notesin Computer Science, volume 430, pages 414{454. Springer Verlag, 1989.
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