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Abstract

In PLT Schemeprogramsconsistof moduleswith contractsThe
latter describethe inputs and outputs of functions and objects
via predicates A run-time systemenforcesthese predicates;if
a predicatefails, the enforcerraisesan exceptionthat blamesa
specificmodulewith an explanationof thefault.

In this paperwe shav how to usesuchmodulecontractgo turn
set-based@nalysisinto afully modularparameterizednalysisUs-
ing this analysisa staticdehuggercanindicatefor ary given con-
tractcheckwhetherthecorrespondingredicatds alwayssatisfied,
partially satisfied,or (potentially) completelyviolated. The static
dehuggercanalso predictthe sourceof potentialerrors,i.e., it is
soundwith respecto the blameassignmenof the contractsystem.

Categories and Subject Descriptors F.3.2 [Semanticsof Pro-
grammingLanguayeq: Programanalysis; D.2.4[Softwae/ Pro-
gram \erification): Programmingdoy contract

General Terms LanguagesReliability, Verification.

Keywords StaticDelugging, Set-based\nalysis,Modular Anal-
ysis, RuntimeContracts.

1. Modules, Contracts, and Static Debugging

A staticdehuggerhelpsprogrammergind errorsvia programanal-
yseslt usegheinvariantsof the programmingdanguageo analyze
the programanddeterminesvhetherthe programmay violate one
of themduring execution.For example,a staticdeluggercanfind
expressionghatmaydereferenceull pointers.Somestaticdehug-
gersuselightweightanalysese.g.,Flanagaretal.s MrSpidey [11]
relieson a variantof set-basednalysis[10, 16, 21]; othersusea
deepabstracinterpretationg.g.,Bourdoncles Syntox[4]; andyet
othersemplgy theoremproving, e.g.,Detlefsetal’'s ESC[7].

Experiencewith staticdehuggersshows thatthey work well for
reasonablysmall programs.Using MrSpidey, we have routinely
dehuggedor re-engineeregrogramsof 2,000to 5,000linesof code
in PLT Scheme Flanaganhas successfullyanalyzedthe core of
theinterpreteydubbedMrEd [13], 2 40,000line program Existing
static deluggers,however, suffer from a monolithic approachto
programanalysis.Becauseheir analysesrequire the availability
of the entireprogram programmergannotanalyzetheir programs
until they have everyoneelses modules.
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Over the pastfew years,we have addeda first-order module
systemto PLT Schemd12] andhave equippedhe modulesystem
with a contractsystem[8]. A contractis roughly a predicateon
the inputs and outputsof (exported) functions, including object
methodsandhigherorderfunctions.The contractsystemmonitors
the contractsduring programexecution. If a module violates a
contract,the contractsystempinpointsthe guilty party andissues
anexplanatorymessage.

This papermales five contrikutions to static delugging and
software contracts.First, it explains how to constructa modular
staticdehuggerfor programswith contractsusingthosecontracts
in a dual role: one as a sourceof abstractvaluesand oneas a
sink for abstractvalues.Secongdwe prove thatour contract-based,
whole-programanalysiscomputesdts resultsin a modularmanner
Thatis, our contract-avare set-basednalysisproducesthe same
predictionsfor a given pointin the programregardlesof whether
it analyzesthe whole programor just the surroundingmodule.
Third, for ary given contractcheck,the systemindicateswhether
the correspondingoredicateis always satisfied partially satisfied,
or completelyviolated.Fourth, the staticdetuggercanalsopredict
the sourceof potentialerrors,i.e., it is soundwith respectto the
blame assignmentbf the contractsystem.Fifth, the analysisis
parameterizeaver both a predicateapproximationrelationanda
predicatedomainfunction.

2. Overview

The paperpresentsa model of a modular static detugger The
model consistsof two parts:a runtime contractsystemand a set-
basedanalysisfor moduleswith contracts A correctnessheorem
tiesthe two partstogether Figurel providesan overview of these
threepiecesin graphicalform. Theverticalcolumnontheleft rep-
resentgheruntimecontractsystemA contractcompilertranslates
a collection of modulesand a main expressioninto a suitablyan-
notatedform. During execution,which we naturally modelvia a
reductionsystem,the contractsystemkeepstrack of the contract
obligations;if somethinggoeswrongit blamesa specificmodule.

Thefirsthorizontalrow of Figurel depictstheanalysisprocess,
which consistsof threestagesFirst, it partitionsthe programinto
module-like piecesby lifting expressionsvith contractannotations
out of the main program.Second the resultingcollection of pro-
gram piecesis analyzedwith a parameterizedet-basednalysis.
This stepyieldsbothsetsof abstractaluesandsetsof potentialer
rors,including explanationghatblamethe guilty party; we call the
latterblamesets Third, theformeraresummarizedsset-of-\alues
descriptionsdubbedtypes

Therestof thegrid in Figurel explainsour prooftechniquefor
the correctnessheorem.Sinceeachreductionstepcreatesa com-
pleteprogram the correctnesgroof canproceedvia subjectreduc-
tion. We re-applythe analysisafter eachreductionstep.The proof
then shawvs that the reductionspresere the typesand the blame
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Figurel. Contractsystemandanalysisoverview.

sets.t follows thatthe predictionsof the analysisareconserative.
Our desireto usea subjectreductionproof heavily influencesthe
detailsof thereductionsemanticandthe analysisrules.

Finally, afterwe establisithesoundnessf theanalysiswe also
explain preciselywhatwe meanwith “modular analysis”andstate
andprove aprecisetheorem.

3. Contract Calculus

In thefirst subsectionwerecallthebasicof FindlerandFelleisens
contractsystem[8] with anexample.In the secondsubsectionye
introduceour surface syntaxand internal syntaxof programs.In

thethird subsectionwe explain thetranslationfrom surfacesyntax
into internalsyntax.

3.1 Sample Contracts, Sample Blame

Let us first illustrate the module and contract systemat work.
Figure 2 shavs an excerptfrom our library for preparingfigures
(including Figure 2 itself). The Find moduleprovidesa family of
functionsthat find the positionsof picturesinside other pictures.
Eachof thesefunctionsacceptsa main picture and a secondary
picture inside the main picture; eachproducesa pair of integers
indicatingwherethe secondarypictureoccursin the outerpicture.
For example, ct-find identifiesthe centertop coordinatesof the
embeddedicture. The Connect module exports a function that
acceptstwo of the functionsin Find and producesa function
thataddsanarron betweersub-picturesFinally, the Composition
modulecombineghetwo othermodulesj.e.,it instantiategonnect
with cb-findandct-find

Connect )
Find
connect (pict pict — int[>0] x int[>0]) ) L - .
o . . ct-find : pict pict - int[>0] x int[>0]
ict pict — 01 x int>01) || & $24 - pict pict - int[>0] x int[>0]
(pict pict pict

Composition

connect-bot-to-top pict pict pict — pict = (connectfind-cbfind-cf

Figure2. Examplemodules.

Thearravs betweerthe modulesindicatewhich contractshind
which parties.First, considerthe connectionshetweenComposi-
tion andFind. The contracton ct-find dictatesthatit shouldonly
receve picturesandproduceintegerslargerthanzero.Accordingly,
if Composition passeso ct-find valuesotherthanpicturesiit is to
beblamedfor thecontractviolation;similarly, if Find returnsnega-
tive integers, it is to beblamed.But, Composition doesnotinvoke

the functions. Instead,it passegshemto Connect and that inter-
actionis governedby the contractbetweenConnect and Compo-
sition. Thus,whenconnectinvokesits argumentfunctions,it too
mustcall themon picturesandit too expectsnon-ngative integers.

Now imaginethatct-findin Find returnsnegative numbersThis
failureis only discoreredwhenconnectin Connect appliesct-find
to two pictures.To determinewhich partyis guilty, the monitoring
codemusttracethe connectiondetweerthemodulesbackto Find
to blamect-find. While computingthe backtraces olviousin this
example,higherorderfunctions(and objects)cangreatly obscure
the connectionsn large programswhereit is especiallyimportant
to find the guilty party.

3.2 User Syntax and Annotated Syntax

Figure3 specifieghe surfacesyntaxof our modellanguagewhere
f is a module-definedrariable,n is a number andz is a lexical
variable.To createa manageablenodel, we make several simpli-
fying assumptionsFirst, sinceFindler and Felleisen[8]'s model
explainscontractsin a typed context, we omit typesherebecause
they would onlyclutterourwork with unnecessargletails.Second,
eachmoduledefinesandexportsasinglevariablealongwith acon-
tract; the definedvariablestandsfor a value;it is uniquelynamed
throughoutheprogram;andit is automaticallyvisible everywhere.
Third, programsareclosedtermsandconsistof asequencef mod-
ulesfollowed by a singleexpressionFourth, thetestpartof anifo
expressioncanreturnary value;the “then” branchis evaluatedif
thisvalueis 0.

Thelanguageof contractausegustfour kindsof constructsone
constructfor validatingthata valueis aninteger, which shavs how
the modeldealswith basictypes;one constructfor validatingary
value; a third constructfor validating that a value is a function;
andafourth constructo usearbitraryexpressiongscontractsFor
examplethe “positive integer” contractsn Figure?2 restricttheint
contractin our surfacesyntax.Eachoccurrenceof int[>0] would
be expressedas (predpositive? in the surface syntax,assuming
the predicatepositive?hadbeendefinedsomavhere.Unlike arrov
contractspredis not a constructorthat containsothercontractsit
usesplain expressiongo createa contract.

P = E|MP

M == (modulef C V)

\% = n|(A\z.E)

E u= V]z|f|(EE)|(f0 EEE)
C = int]ary | (C—C) | (predE)

Figure 3. Surfacesyntax.

P = E|MP

M == (modulef8 V)¢

v ou= b, |0efB)
| (C-->C) = v)te

E == V|a? |8 (EEY)f0EEE)
| (C< E)! | (blamef S)¢ | ¢

c == it |ayl | (c—O)
[(C—O) (BB

S = O|R

Figure4. Annotatedsyntax.

A programin the surface syntaxis ill-suited for monitoring
contractsand for analyzingthem. We therefore elaboratesuch
programsnto theinternalsyntaxof Figure4. This syntaxcontains
labeledversionsof all syntacticphrases—3 for labelson variables
and/ for all others—anchew forms that are bettersuitedfor our
soundnesgproofthanthoseof the surfacesyntax.



Themajornew expressiorformsare(C'«< E) and(blamef S).
The former evaluatesthe expressionE to a value and checks
whetherthe value satisfiesthe contractC. The latter form aborts
the programand blamesa specific module or the main expres-
sion () for violating a contract.Suchviolationshave two possible
severity levels: Red for violating a basicinteger or arrov con-
tract,and Orangefor violating a userprovided predicate Integers
andclosureshave extra subscriptannotationgo representontract
predicateshatthey have satisfiedThee formis atechnicaldevice.

The additionalcontractforms are (C—-+C); and (E E C) .
Wereferto thefirst asa“blessed arron contractandthe secondas
acontracttriple. A blessedarron contractdenotesa partially vali-
datedcontract.lt is usedwhenthe run-time systemhasconfirmed
thatavalueis a procedurebut hasyetto confirmthatthe procedure
satisfieshe domainandrangechecks.The contracttriple replaces
the (pred E') contract.ts first expressiorturnsthe predicatento a
runtime check;its secondexpressionis the predicate;andthe last
partis the contractthat describeghe domainof the predicate The
firstis usedwith thesemanticandthe soundnesgroof; thesecond
andthird arenecessaryor the analysisproper

Considetthefollowing example:

(modulef (int—int) (Az.z))
(f3)

Theannotatiorof this programyieldsthe following:

(module f41 (A\z?2.272)Ex)ls

((intG 2 —intislaylolo = ponyle glole

In theannotateghrogram gachsubexpressionexceptfor variables)
has a unique label; each contracthas two unique labels and a
module name (or ). Furthermore the referenceto the module
variablef iswrappedwith acontractcheckthatensureshemodule
satisfiests contract.

3.3 Annotation

Therulesof Figure5 definethe annotatiorprocessThe maingoal
is to annotateevery expressionwith a unique label (except for
variables)andevery contractwith two uniquelabelsanda module
name.Theseannotationsare requiredby the analysis:the label
on an expressionrepresentshe abstractvaluesof thatexpression;
the two labelson a contractrepresenthe contractin its two roles
asboth a source(first label) and a sink (secondlabel) of abstract
values;andthe modulenameon a contractis usedto assignblame
whenthe analysisdetectsa violation of thatcontract.
Thejudgemenfor annotatingprogramss of theform

B p~p
wherep is the original programand p’ is the annotatedversion.
The PROGRAM rule buildstwo ervironmentsA andT, thefirstone
mappingmodule namesto contractsandthe secondone mapping

variablesto labels.
Thejudgementor moduless of theform

AT m~m

wherem’ is theannotated/ersionof modulem. TheMODULE rule
removesthe contracton the definedmodulevariableandannotates
the rest of the module. The remainingrules add the contractto
reference®f the modulevariable.

Thejudgementor expressionss of theform

AT, fie~é

wheref isthenameof themodule(or 1) in which expressiore ap-
pearsande’ is theannotatedrersionof e. Variablereferenceshare
their labelwith their respectie binder(rulesVAR and MODVAR).

A,Fﬁmiwmg AT, B en~s e

whereA d:ef[fi — ¢, ... andl d:ef[fi — Bi,...]
givenm,; = (modulef; ¢; v;)

= - - (PROGRAM)
'j;mi L.e~mmp...e

r(f)=8 A,F,f%vwv’
A,T B (modulef ¢ v) ~» (modulef? v')¢

(MODULE)

ATz, flgewe

ST (LAM)
AT, fRB s nf AT, fB (Az.e) ~ ()\mﬁ.e’)z
L) =5 Alg)=c
T(z) = AT, g, flce~d
# (VAR) 5 < 7 (MODVAR)
AT, f Bz~ af AT, fB g~ (< g”)

A,F,f%elwe’l A,F,fl%egweé
AT, f B (e1 e2) ~ (f ep)f

(APP)

A,F,f%eowe6 A,F,f%elwe’l A,F,f%egweé

(IFO)
AT, f1B(if0 eg e1 ea) ~ (if0 ¢} ¢} e})¢
~ (INTC) —~ (ANYC)
AT, f,g R int~s intff AT, £, 12 ary ~ ay’
275}?7‘][::;0(1”90/&
b b 7g C WCT
< - (ARROWC)
A7 F7 f7g % (Cd—*C»,‘) ~> (Cii—>cfr')f
A,F,f%ewe’ AT, f,g%DA((prede))wc’
def
' E F(e' labt(c), f)
(PREDC)

AT, f,9 R (prede) ~ (e ¢’ C/>§z/

Figure5. Annotationjudgments.

Additionally, referencego module variablesare wrappedwith a
contractcheckfor the contractthat was associatedvith the vari-
able’s definition (rule MoDVAR). Module variablesthat are not
referencedn aprogramarethereforenotchecledagainstheir con-
tract,i.e., puttingcontractson dead coddasno effect.

Finally, thejudgemenfor contractds of theform

A7F7f7g%c-)cl

wherec’ is theannotatedrersionof the contracte. Thetwo module
namesf andg representhetwo partiesthatagreedo the contract
c. Oneis thenameof themodulevariablethatusesc in its contract;
the otheris the nameof the modulewherethat variableis used.
Whichof f andg corresponds$o which of thosetwo namesvaries.
The two namesswitch positionswhenthe annotationprocessra-
versesa domainpositionin afunctionalcontract(rule ARROWC).
Therulesensurethat every partof a contractthatappearsn con-
travariantpositionis annotatedwith the nameof the modulecur
rently analyzed.This mirrors Findler and Felleisen[8]'s rule for
assigningblamein the presencef higherorderfunctions.
Annotating contractsis otherwisestraightforvard, exceptthat
contractof theform (prede) aretranslatednto triplesof theform

(F(e',labT (), ) ¢ )i
accordingto rule PREDC:

e Theexpressiore’ is theannotatedrersionof e;



* Thecontractc’ is the annotatedrersionof Da ((prede)). The
function D computesan approximationof the domain of
predicatee and representst as a contract.By construction,
that contractdoesnot containary sub-contractf the form
(predE) and canthereforebe usedasa simple contractthat
approximateshe complex predicatee.

o F(e',lab™ ("), f) generateshoilerplate code that represents
the applicationof the predicateto a valuein a schematianan-
net Thelab™ functionreturnsthefirst oneof thetwo labelsof
its contractargument.

The creationof a triple is necessaryor the analysiswhich needs
to know the programs syntax,especiallye’ and ¢’. It usesthese
termsto determinenvhethera contractviolation is partial—orange:
a value satisfiesthe simple contractc’ but not the extra predicate
e’—or full—red: avaluedoesnot evensatisfythe contractc’.

The creationof the boilerplate code is only neededfor the
soundnesgroof, which is basedon the preseration of labelsand
thatno new labelsareintroducedthroughouthereductionprocess.
Sincetheanalysisrequiredabelson all expressionsthereductions
must not introducetermsthat do not re-useexisting labels. The
boilerplatecodeandits labelsare thereforegenerateduring the
annotatiorphasesothatit canbe usedatanopportungime during
thereductionprocess.

Let'stake acloserlook attheactualcode:

Fe,t, 1) % ito (e 5% ! (blamef )01z

with £y through?, fresh.Thees are(non-\ariable)placeholder$or
expressionswith the samelabel; they arenever evaluateddirectly.
Specifically e standseitherfor a runtimevalue (during the reduc-
tion processpr for acontractrepresentingnabstracvalue(during
theanalysis).

From the runtime perspectie, the codemeansthat a predicate
representedby e is appliedto the runtime value representedy «
andtheresultis checled by theif0 expressionlf thepredicatedoes
not acceptthe runtime value,thenthe if0 expressionreducesgo a
blameexpressionThe severity of the contractviolation is orange,
since a userprovided contractis broken. If the predicateaccepts
theruntimevalue,theruntimevalueis simply returnedthroughthe
seconck expression.

From the analysisperspectie, the same code meansthat a
predicaterepresentedby e is appliedto the abstracwaluesflowing
into £ andtheresultis checled by theifO expressionThe analysis
then conseratively assumeshat both branchesf the if0 canbe
taken at runtime andthereforemales the abstractvaluesflow out
of thee expressiorin the“then” branchandaddsthenamef to the
blamesetof ¢, in the“else” branch.

The role of ¢’ in the generatedriple is to act as an abstract
value simulating the set of all possiblevaluesthat might satisfy
the predicatee’ at runtime. A conserative approximationof this
setis the domain of the predicateitself, which is computedby
Dp (Fig. 6). Sincewe do not want to representhe domain of
a predicateusing anotherpredicate,the function D needsto
approximatethe domain of a predicatewith a contractthat uses
only theint and— contractconstructorsTheonly interestingcases
in thatdefinitionarethereforethefirst two:

e If Dy is appliedto a contractof the form (pred f) (where
f is amodulevariablename), f is looked up in the contract
ervironment A; the resulting contractis itself processedoy
Dp to recursiely eliminateall the pred forms from it; and,
if theresultingcontractis anarrav contractthe domainof that
arrowv contractis returned.If the resulting contractis not an
arrov contractthenthe programis trying to useasa predicate

an expressionthatis not a function! Thatkind of programis
simply rejectedby theannotator

e If Dp is appliedto acontractof theform (prede), Da returns
ary. In this case anexpressiorproperis usedasa predicatelt
is theprogrammes responsibilityto ensurethatthe expression
evaluatesto a function and that this function can acceptary
valueasinput.

2l DA (ca)—DA ()

Figure6. Predicatelomainfunction.

Considerfor examplethefollowing programfragment:

(moduleprime?(int—int) .. .)
(modulef (predprime? 3)
f

The annotatedversion hasthis generalform (with mary annota-
tionsomittedfor clarity):

(moduleprime? .. ))
(modulef?2 3)
(((ifo (prime? f) £t

The annotatedcode checksthe variable referencef”2 againsta
contracttriple. The first part of the triple is anif0 expressionthat
simulatesapplying the prime? predicateto a value and checking
whetherthe predicateis satisfiedor not. The secondpart of the
triple is the (name of the) predicateitself. The third part is a
basicinteger contractthatapproximateshe prime?predicatej.e.,
to be a prime number a given value hasto be aninteger That
integercontracts theresultof computingthedomainof the prime?
predicateusingD,_appliedto the prime?predicates own contract
(int—int). The resultingint contractis then annotatedo get the

|nt§£ contractusedin thetriple. Thatcontractsharesdts first label

¢ with thee? expressionsn theifO partof thetriple.

Once a program has been completely annotatedit can then
be eitherreducedto a value (if it hasone) or analyzed.The two
processearethe subjectof the next two sections.

(blamef ©)) prime? intfi[)<: 1)

4. Reduction Rules

Figure 7 definesthe reductionsemanticdor annotatecorograms.
Thegoal of the processs to reducethe mainexpressiorto avalue
in themodulecontet. Therelation — is theone-stepreduction;
the setof evaluationcontexts for expressionss:

£ d:ef[] 1€l | wel|(ocee) | (ce=e)f

Expressionevaluation contets do not include contets for con-
tractsand in particular not for contracttriples. Expressionsin-

sidea contracttriple areonly evaluatedafterthe surroundingcon-
tractcheckhasbeenreducedThegrammarfor annotategbrograms
guaranteethatcontractsever shav up outsidea contractcheck.

11n anactualstaticdetuggerthe function Dp would alsocheckthatthere
are no referenceloops amongthe contractsfor predicates(e.g. trying to
definethe contractfor a predicateusingthe predicateitself). We omit this
checkhereto simplify our model.
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Figure7. Reductiorrules.

Themodulecontext becomeselevantin only onesituation:

.. (modulef? v)t .. £[f?
.. (modulef? v)t ... &[]

The LookuUP rule replacesa referenceto a modulevariablewith
its value.Sinceall module-definedariablereferencesrewrapped
with contractchecksduring the annotatiornphasea contractcheck
now surroundshevaluev.

In Figure7 we usen to representuntimeintegers,v to represent
functionsor functionswith ary numberof blessedarronv contract
checkswrappedaroundthem,andv andw to represenary values
whatsoger. Whennecessarye write v.... for avaluewv thatsatis-
fies all the predicates, etc. Finally to simplify the expositionwe
decidethatablamerede in ary contet reducegheentireprogram
in onestepto just thatexpressionwhereuporreductionstops.

The suBsST rule is the usual 3, relation for function calls.
Substitutionreplacesboth the variable z andits label 3 with the
value v andits label £,. The IFO-TRUE and IFO-FALSE rules are
alsothe usualonesfor conditional expressionsThe APP-ERROR
rule blamesthe programmer(represente@gs \) whenthe program
attemptgo useanintegerasafunction,i.e.,whenthe programmer
doesnotviolate a contractbut abusesthe programminganguagé.

Therestof thereductionrulesconcerncontractchecking:

—

LOOKUP

e TheANY rule shavs a contractcheckthatchecksnothing.The
checkreducesto the testedvalue. Importantly the label ¢ on
ary becomeghelabelon v. Thereasonis thatin the analy5|s

label ¢ actsasan abstractvalue sourcefor the contractary
Thereductionrule thusguaranteethatthevaluev hasthesame
label asthe abstractsourceit replaceswhich is the key to the
relevantstepin the soundnesgroof of the analysis.

e The ANY-TRIP rule is similar to the previous one, exceptthat
it dealswith atriple. The rule takesthe boilerplatecodefrom
the first part of the triple and replacesthe e expressionswith
the valuewv, againafter an appropriatdabel changeon v. The

2This checkis representatie of the languagedesigner$ power to restrict
primitive operationgsuchasfunction application,arrayindexing, etc.) Put
differently; it representshe implicit contractbetweenthe programmemand
thelanguagedesigner

result of thesesubstitutionsis code that checkswhetherthe
value satisfiesthe triple’s predicateor not. The expressionez
doesnot play ary active role during the reductionbut is added
to the setof predicatessatisfiedby v (againfor the purposeof
the soundnesgroof).

The INT-INT andINT-LAM rulescheckthata givenvalueis an
integer If it is, the INT-INT behaesjustlikethe ANY one.If it

is not, the INT-LAM blamesthe appropriatenodule.The label
of the blameexpressionis the secondabel on the contract:¢’

actsasan abstractvalue sink during the analysis.The severity

level of the contractviolation is red sincea basiccontracthas
beenbroken.

INT-TRIP-INT and INT-TRIP-LAM correspondo INT-INT and
INT-LAM but cope with triples. When the testedvalue is an
integer, the evaluation of the triple requiresa substitutionto

occur similarly to whathappensn the ANY-TRIP rule. In the
INT-TRIP-LAM rule the color of theviolation is againred since
abasiccontracthasbeenbroken.In essenc¢hecontractsystem
is ableto shav thatthevaluev doesnot satisfythe predicatee,

simply by looking atthe contractint thatapproximates.

LAM-LAM, LAM-INT, LAM-TRIP-LAM, and LAM-TRIP-INT
correspondo the rulesINT-INT, INT-LAM, INT-TRIP-INT, and
INT-TRIP-LAM, respectiely. The only differenceis the pres-
enceof blessedarrons in the LAM-LAM and LAM-TRIP-LAM
rules:oncea value hasbeenchecled to be a function, we still
needto checkthat the function’s algumentor the function’s
resultdo not breaktheir respectie partsof the contract.lt is
impossibleto checkthesecontractsnow becausehe function
might be applied only much later [8]. Hence,the two rules
LAM-LAM andLAM-TRIP-LAM introducea blessedarrow con-
tractcheckaroundthe function,indicatingthatthe arrav check
hassucceededut thatthe agumentandresultof the function
still remainto be checled. If the function alreadyhadblessed
arrow contractcheckswrappedaroundit, it now hasonemore.

The spLIT rule breaksa blessedarrov contractinto its domain
andrangecontractslt distributesthoseto the actualargument
of the function andto the resultof the whole application,re-
spectvely. Thisis how a higherordercontractis, stepby step,



transformednto a seriesof flat contract§8]. Whena function
hasmultiple blessedarrav contractcheckswrappedaroundit,
this rule also ensuresthat the multiple domain contractsare
checledoutside-inandthemultiple rangecontractsarechecled
inside-out.Thisin turn ensureshatblameis correctlyassigned
whenone of the domainor rangecontractsis violated. Since
onecontractcheckis replacedby two smalleronesandall ex-
pression$iave to belabeled thereis seeminglyaneedfor more
labelsin thecontractunthanin theredex. However by usingthe
lab™ andlab™ functionswe canshardabelsbetweertheappro-
priatetermsand avoid the introductionof freshlabels,which
would breakthe soundnessgroof of the analysis.

Togetherthe annotationand reductionprocessegnsurethat a
contractcheckis always presentat the interface betweenexpres-
sionsthat comefrom differentmodules regardlessof how far the
reductionprocesshasprogressedrThisinvariantis essentiafor the
modularityof theanalysis.

5. TheAnalyss

Dueto contractsour analysisproblemdiffers from the usualone.
As a dynamicelement,contractsadd new behaior to programs.
If a contractfails, the execution stopsand the systemissuesa
blameassignmentAs a static element,contractsguaranteebasic
propertiesaboutthe valuesthatflow out of them;i.e.,eachcontract
separatea programinto two piecesthosethatsendvaluesinto the
contractand thosethat receve valuesfrom the contract.In short,
contractsare simultaneouslyalue sourcesand value sinks, and
they naturallypartitionprogramsnto (analysis)ymodules.
Basedon this insight, we have designeda three-phasanalysis.
The first stepis to lift contractchecksout of their context and
to leave just a copy of the contractsin their place.The resulting
sequenceof termsis roughly a modular programwith a main
expression.In the secondstepthe analysisusesa parameterized
algorithm to generateconstraintsfrom this program. Finally it
producesypesfrom asolutionto theseconstraints.
Thismalestheanalysisapplicableto eachstagein thereduction
processrenderingt well-suitedfor a subjectreductionargument.

5.1 Lifting
Thelifting stepsplitsanannotategrogramat contractboundaries.

Eachcontractcheck (c< ¢)” is lifted to the top of the program;
the remaininghole in the termiis filled with the contractc. The
duplicationof the contractallows the analysisto separateéts two
roles. At the bottom of a term, the contractis a sourceof values,
which meansthe analysisusesonly its positive labels.At the top
level, it is avaluesink; the analysisusesonly the negative labels.

Figure 8 illustratesthe lifting processwith two examples.In
the upperleft part of the figure, the white triangle representshe
primary expressionbefore the reduction processhas started. It
containsagrey triangle,whichis areferencego amodulevariable.
The oval betweenthe two treesrepresentghe module contract.
Lifting producegwo trianglesithewhite one,with justthecontract
wherethegrey termwaslocated andthegrey one,with theoriginal
contractcheckatits top. Naturally, thegrey oneis justan(indirect)
referenceo the modulethatdefinesandexportsthe variable.

The lower row of the figure depictsthe main expressionafter
several reductionsteps.The reductionstepscopy termsand split
up contractsTheresultis, for example,thata singlemodulerefer
encecanturn into numerousembeddedermswith contractsThe
trianglesin thelower left of thefigure depictsuchaterm.lmagine
thatafunctionbodyunderc; hasbeenduplicatedandappliedonce.
The smallwhite triangle underc is the actualaggumentthatwas
substitutednto the functionbody Thelifting stepfor this reduced
programproducegour terms.

=K

| reduce

*
| reduce

S e
@‘Z

Figure8. Lifting subtrees.

Figure9 definesthelifting processThe four judgementsareof

theform

}% t~>ts
wheret isin p, m, e, andc (for programsmodules,expressions,
andcontractgrespectiely), ¢ is thetermto belifted, andts repre-
sentgheresultinglifted trees.

Most of therulesdefiningthelifting processarestructuralrules
that simply gatherthe termsresulting from lifting subtermsand
pushall thosetermsto the programs top level in the right deter
ministic order We omit mostof thosetrivial rulesfrom Figure9,
exceptfor the PROGRAM, MODULE, LAM, andAPPones.

Theonly rule of interestis CHECK: a contractcheck(c'«< e')é
is lifted to the top anda copy ¢’ of the contracttakesits placein
the tree currently being processedFor simplicity, we ignore the
distinctionbetweenarron contractsandtheir blessedcounterparts
(rule BARROWC).

Lifting occursalmosteverywhere includinginsidethefirst ex-
pressionof triples (rule TRIPC). Sincetriples aredissohed during
thereductionprocessandsincetheresultingexpressiongontritute
to thefinal result(or blame) theanalysisnustpredictwhichvalues
flow from thefirst partof triples. It is unnecessanhowever, to lift
thethird part of thetriple becausave knaw from the definition of
Dp thatthis componentnever containsary contractchecks.The
secondpart of the triple is not lifted either becausehe analysis
phaseof the next sectionrelieson this expressiorremainingin its
original form.

5.2 Analysis

After thelifting step,programssatisfy additionalsyntacticinvari-
ants:seethegrammauin Figure10. Thisnew grammardiffersfrom
theonein Figure4 in threeways:(1) contractsarenow expressions;
(2) contractchecksareno longerexpressionsandcanonly appear
at the programs top-level, like moduledefinitions;(3) blessedar
row contractshave disappeared.

The purposeof the analysisis to predict(1) the flow of values
and(2) potentialcontractviolationsandviolators.Accordingly, the
analysisproducegwo results:a mappingy from labelsto setsof
labelsanda mappingy from labelsto modulevariablenamesplus
one of two “violation” colors. The former pointsto valuesin the
program.The latter associategontractlabels with modulesthat
might violate the contract.If the associatedtolor is orange(O),
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Figure 10. Analyzedsyntax.

a part of the contracthasbeensatisfied;otherwiseit is red (R),
meaningno partof the contractcouldbe provedto besatisfied.

Our analysisextendsand adaptstechniquesof OCFA [23, 27]
andSBA [10, 16, 21]. It is parameterizedver a predicateapproxi-
mationrelation[Z, andgeneratesonditionalconstraint®nthesets
of labelsand setsof errorsthat canshav up at ary given label.
Any pair of mappingdrom labelsto setsof labelsandfrom labels
to modulevariablenamesthat satisfy theseconstraintss a sound
approximationto the actualrun-time behaior of the program.A
minimal approximatioris the solution.

The constraintgenerationalgorithm needsto identify value
sourcesand value sinksin programs.n the grammarfor expres-
sions value sourcesare syntactic values; numbersand abstrac-
tions arethe only expressionghat aresourcesA value sink con-
sumesvaluesand triggerscomputationsapplicationsare the pri-
maryvaluesinksamongexpressions.

As mentionedefore contractglay therole of bothsourcesand
sinks.Contractsthat occurasleavesin an expressionare sources;
contractsnside of top-level checksaresinks.Becauseof this dual
role, contractshave two labels: one representghe contractas a
valuesourceandthe otherasa valuesink. Consider

e
int; © .

The analysisuses!/™ whenit dealswith the contractasan integer
sourceand/~ whenit dealswith it asaninteger sink, i.e., for an
integercontractcheck.

The matrix in Table 1 describeghe essencef the constraint
generatiorprocesslt explainshow every possiblecombinationof
a sourceand a sink in the entire programgeneratesonstraints
concerningthe flow of valuesand blameassignmentThe entries
do notassumernything aboutthe context in which asourceor sink
occurs.This impliesthat,for example,expressionsnside contract
triplesareanalyzedik e ary otherexpression.

Thenext two subsectiongxplain the meaningof the constraints
in Table 1, followed by a subsectiorpresentinga few additional
constraintghatdo not involve source-sinkpairs.

5.2.1 ValueFlow Constraints

Let us illustrate how to read Table 1 with somekey examples.
We startwith the combinationof A-abstractionsand applications
becausehe form of the constraintsshould be familiar from the
analysisof the simplelambdacalculus[23]:

Souce\ Sink (ebs eloyla
| H

{63} Co(ls) = ¢(ls) Cp(B)
{0} Cwls) = p(£) Co(la)

The above specifiesthe creationof two constraintsfor every pos-
sible pair of anabstractiorandan applicationin the program.The
first constraintsaysthat, if the abstraction(labeled?,) flows into
the application$ function position (¢5), then the agumentsfrom
the application(¢s) flow into the abstractiors paramete3). The
secondconstrainthasthe sameantecedenasthe first andimplies
thatthe valueof the abstractiors body (¢) flows into theresultset
for thefunctionapplication(¢,,).
The secondexamplejuxtaposegwo contracts:

. 3l
Souce\ Sink ary,®

oy | {EYCets) = w(td) Seler)
! (Y Colts) = o(t) Co(ty)

The first of thosetwo constraintssaysthat, if valuesrepresented
by thefunctioncontract (labeleavith £7) flowsinto theary check
(¢5), then that sameary—representeds a value source (¢ )—
flows into thedomainpartof thearron contract(¢; ).

To understandhis flow from the ary contractto the function’s
domain contract,rememberthat ary representghe union of all
data,including functionsfrom ary to ary. This meanghatavalue
checled againstary canturn out to be a function and can then
potentiallybe appliedto all sortsof values? Naturallythesevalues
flow into thedomainpositionof thearrown contractwhichis similar
to what happensn the cell that matchesfunction contractswith
functioncontractsn the bottomhalf of Tablel. Theanalysismust
thereforecheckfor sucha possibility and ensurethat the domain
part of the arrow contractis coherentwith receving all possible
values.The sameamgumentfor the function’s rangeexplains the
secondconstraintabore.

OI course,a practical dehugger doesnot directly re-usethe
ary,{5 % contractio checkthefunctionalcontractaswell asits do-

+p— +p— ’
mainandrange.Insteadjt createsanew (aryff’ & —>ary,€5 & )ff

(Awﬁ.eé)ffm

+p— +p—
Cﬁl él _)C§2 £2

( )

3To save spacethe samecell in Table1 sharesits two constraintswith the
cell below aswell aswith thetwo cellsontheright (eachof which hasitself
athird constraintnot sharedwith ary othercell).

4 At anabstractevel thisis analogouso Hengleins notionof aDynamic ~»
(Dynamic—Dynamic) coercion[17].
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Table 1. Constraintsreationfor source-sinkpairs.
. , . -
contracton thefly (with £ and¢” fresh)andusesit to checkthe do- flow into aryﬁ & . Theanalysighereforeremainssound Herewe
mainandrangeof thefunctioncontract.For deeplynestedunction 00—
contractstheprocesss repeatedecursyely therebycreatingawit- forsale this processandre- usetheary,5 5 contractandits labels
nessfor eachpossiblecontractviolation® In essencehis process only to simplify the soundnesgroof.
simply malkesexplicit thesinksfor the complex abstractvaluesthat
L 5.2.2 Blame Constraints
5 Thedehuggermustthenbecarefulto re-usethe original aryﬁ5 b contract Thethird exampleexplainsblameassignment:
for both the domainandrangeof the new (aryé & faryiﬂg )ff’ con- S e
tractbecausehe useof new ary contractsfor thedomalnandrangemales ‘ Souce\ Sink H (e [ Cng Ly )f; 45 ‘

the analysisfail to terminatewhena function with a recursve type flows
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It specifiesthe creationof a single blamesetconstraintfor every
possiblepair of abstractinteger sourceand arrav contractcheck
in the program.The constraintsaysthat, if the abstractintegers
representedy ¢; flow into the arrow checkrepresentedy ¢,
moduleh hasto beblamedbecausé might produceintegerswhen
only abstractionsre expected.The nameof the moduleis tagged
with red (R) becausét is a completeviolation of the contract.

For a partial contractviolation, which is taggedwith orange
(0), considetthis entry:

T T
Souce\ Sink H (...e5 int£5€5 >£6€6
+o— o= ||{eT Y C (b
(oenind )G {1};( oy cos)
€1 €5

The cell specifiesthe creationof a single blamesetconstraintfor

every possiblepair of anintegercontractriple (viewedasasource)
thathasanadditionalpredicatez; andanothetriple with aninteger
contractcheckthat hasan additionalpredicatees. The constraint
saysthat, if the abstractinteger (¢;) flows into the integer check
(¢5) andif the sourcepredicatee; doesnotimply (IZ) the sink

predicatees, thenthe h modulevariableis blamedfor theviolation.

The “blame” color, however, is orangebecausehe analysiscan
prove thatthe abstracwaluesflowing into the contractcheckareat

leastalways integers.Note that the boilerplatecodein the triples
playsno explicit role heresowe usedotsfor this code.

The blameconstraintsn Table1 always usehe nameh asso-
ciatedwith the sink (or A whenthe moduleviolatesthe language
specification),never the name f associatedvith the source.This
makestheanalysisconsistentith theinvariantestablishedia rule
ARROWC during the annotationprocessof Section3.3. Thatrule
switchesthe two modulevariablenamesusedby the & judgment
asit traversesthe domainpositionsin a functional contract.This
switch ensureghat when an expressionis reducedand triggersa
contractviolationatruntime,blamefor thatviolationis alwayscor
rectly assignedo the modulethatoriginally containedthe expres-
sionbeingreduced The switchalsoensureghat, at analysistime,
thenameof themodulethatoriginally containedhe currentlyana-
lyzedlifted expressiortreeis alwaysthe nameassociatedvith any
contractcheckthatis usedat thetop of thattree.

For example,in the lower left partof Figure8, the original grey
moduleis alwaysblamedwhenthereductionprocesdriggersarun-
time contractviolation in eitherof thetwo grey terms.In the lower
right cornerof the figure the nameof the original grey moduleis
alwaysassociateavith the contractchecksat the top of both grey
subtreesBy alwaysusingthe nameh associateavith suchcontact
checkswhenassigningolame the constraintof Tablel guarantee
thattheanalysids consistentith theruntimebehaior in blaming
theoriginal grey modulefor all contractviolationsoccurringinside
agrey term.

This treatmentof blame assignmentis also consistentwith a
modularanalysis.The analysiscompletelytruststhe contractsat
the top andbottomof a lifted expressiontreeto correctlyapprox-
imatethe outsideworld, evenif analyzinglaterthatoutsideworld
might shav that assumptiorto be untrue.Sinceit truststhe con-
tracts,the analysiscanonly assignblameto the analyzedexpres-
sion. While this makes blameassignmentook easy it is really a
consequencef a carefully engineerednnotatiorprocessandlift-
ing phase.

5.2.3 Additional Constraints

Finally, to get theanalysisstarted,we must supplemenfTable 1
with rulesthat get theflows initiated for all the value sourceslin
general,all value sourcesmust have their label includedin their

own valueset.Similarly, eachblamesetis seededvith the names
from blameexpressionsseethetop two rows of Table2.

The third row in Table 2 describesthe flows from the two
branchesof anif0 expressionto the whole expression.Naturally
thereareno flows out of thetest.

The fourth row explainsthe analysisof contractchecksat the
top of the lifted trees.Recallthat a contractat the top of a lifted
tree simulatesthe context in which the tree usedto occur Since
ary given contractcanbe both a value sourceor a value sink, the
constraingeneratioralgorithmmerelyconnectghe outflow of the
sub-epressiorwith theinflow of the contract.

Triples suchas (eél ele c§£,>§+é also needto createvalue
flows. Remembethat the third part of a triple—thedomaincon-
tractderivedby the D function—shareds label/ with ¢ expres-
sionsin thefirst partof thetriple. Thereis thereforeno needto cre-
ateflows betweenthe first andthird partsof the triple. Two flows
arestill missing,however. First, theresultof thefirst partflows out
to betheresultof the entiretriple. Secondthevaluesthatflow into
thetriple really flow into the ¢’ positionof the contract;this guar
anteeghatthesen-flowing valuesarechecled againsthe contract
c. Seethefifth row of Table2 for detailson thesechecks.

Oneinterestingaspecf triplesis thatthey arenotthemseles
abstracwaluesourcesWhatactsasavaluesourceis the predicate-
free contracte, which approximateghe predicatee in the triple.
Whenc reachesa valuesinkit is directly checled againstthe sink
if the sink is anotherpredicate-freecontract,or it is usedas an
approximatiorof e if thesinkis anothertriple.

To be more concrete,consideragainthe example at the end
of Section3.3. Startingfrom the contract (predprime? on the
definition of the modulevariable f the annotationprocessnserts
aroundthereferencdo f acontractcheckwith atriple of theform:

((ifo (prime? £b) < (blamef ©)) prime? intfi[)

Whenconsideredsa sourcethe intfiél contractflows naturallyto
the 6( expression,out of the if0 one, and then out of the triple
becausef thefirst constraintrom thefifth row of Table2. If later

thatintfé contractflows into a simple arrav contractcheckthen

arederroroccurs.If theint?é contractflows into a simpleinteger
contractchecktheneverythingis fine.In bothcasegheanalysishas
reached conclusionwithout ever having to considerthe predicate
prime?, which is the only information the programmersupplied
for f’s contract.In essencehe analysishas computedthat, to

be a prime, a value mustfirst be aninteger. It canthenusethat
knowledgeto simplify mary of the contractchecks.

Similarly if the sink for intfigl is a triple with a simple arrow
contractas its third part, the analysisflags a red error without
having to considereitherprime?or the predicaten the sink triple.

It is only whenintfg flows into atriple with anintegercontractas
its third partthatthe analysishasto comparethe predicateprime?
from the sourcewith the predicatefrom the sink anddecide,using
thelZ relation,whethetthefirstimpliesthesecondlIf not,anorange
erroris flagged.

Finally, we areleft with moduleslnitially, amodulecontritutes
only its singlevalueto the analysis.Thelastrow in Table2 there-
fore addsa constraintthat connectsthe value to the modulevari-
able. Since a variable sharesits label with all its referencesthe
valuethusflows from the variabledefinitionto eachreferenceo a
<« form that checksthe valuesagainsthe modulevariables con-
tract. The analysistherebyensureghatthe expressiondefiningthe
modulevariablesatisfiedts own contract.

Onceall the constraintshave beengeneratedrom a programs
text, they haveto besolvedto obtainthesolution.Thisis doneusing
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Table 2. Additional constraints.

standardechnologyfor solvingHorn constraintsSeefor example
Palsbeg andSchwartzbacH25].

5.3 Analysis Parameterization

The analysisis parameterizeaver the approximationrelation i

that is usedto comparepredicates.ntuitively, the relationis a
versionof (the negationof) obsenationalapproximationConsider
n + 1 predicateses,. .., en, and e, and the questionof whether
therelatione; ... e, Z ¢ holdsor not. Sincepredicatesvork on
values,this questiononly makes senseif it is asled for a given
abstracwvaluev: if v hassatisfiedeachof the predicates:;, doesv

thensatisfye? More formally, we definethe [Z relationasfollows:

giventhe predicates,...,e, ande, we havee; .. .e, [Z e if and
only if thereexistsanabstracvaluev suchthat(e; v) reducego 0

for all ¢ and (e v) doesnotreduceto 0.

In practicea static deluggerwill only analyzean unreduced
programwheretherelationwill alwaysbeonly of theforme; Z e,
but we have to usethe multi-predicateversionherefor the sale
of the soundnesgroof. All thee; ... e, ande predicateshould
be non-lifted expressionsptherwisethe [/ relationmightin some
caseendup comparingcontractgatherthanexpressions.

Since obsenational approximationis undecidablean imple-
mentationmustusea decidableandconserative versionof it. The
selectionof adecidableelationis atrade-of betweerthe power of
theanalysisandthe time compleity of therelation.Many reason-
ablechoicesexist: thevacuoudalse relation;the equalityof predi-
catenames;\-calculi; or generakheoremproving ala ESC[7].

In practicea relation basedon predicatenamesand contract
combinatorss agoodchoice.DrSchemegrogrammersvho usethe
contractsystentendto give namego contractpredicategndre-use
thosenamesFor complex contractghey usecontractcombinators.
Thus, a DrSchemeprogrammermmay introducea contract(and/c
even?prime?) andnameit ep. If othermodulesuseep, the anal-
ysis canavoid falsepositveswhenthe resultof an ep-generating
functionflowsinto theargumeniof anep-consumindunction.This
works well even thoughthe analysisitself has no notion of the
conceptof evennessor primality. The resultingsystemthenis in
essenceheideaof type qualifiers[14] appliedto contracts.

Of course the analysisis not ableto blessan ep flowing, say
into apositive? contractbut it is atleastpossibleto checkthat
bothep andpositive? areintegerbasedpredicatesandflag that
secondcontractin orangeratherthanred. The orangecolor means
that the analysishas detectedthat a contractviolation hasonly
beena partial one andit canreportthatinformation backto the
programmemvho is usingthe staticdelugger

Put from the point of view of that programmerthe red color
meansthat eitheran actualviolation hasbeendetectedor thatthe
analysishasunknavingly reachedits own limit (a limit inherent
to the core value flow analysis).The orange color meansthat
either an actual violation has beendetectedor that the analysis
hasknowingly reachedts own limit. Thatis, in the orangecase
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the analysishas detectedthat the [Z relation is not capableof

proving the desiredproperty eitherbecausehe propertyis wrong
or becausehe relation is too weak to prove it, while in the red
casetheanalysissimply concludeghatthepropertyis wrong.From
the point of view of the programmethen,gettingrid of anorange
false-positre requiresusinga strongerZ relation,while gettingrid

of aredfalse-positie requireschangingthe coreof the analysisin

Tablel.

Theanalysiss alsoparameterizedvertheDa function(Fig. 6)
usedin the annotationprocessLooking oncemoreat the example
attheendof Section3.3,we seethat D approximateshe prime?
predicatewith an int contract.If thatint contractflows from the
contracttriple into an int check elsavhere in the programthen
Table 1 tells us that everything is fine. If insteadwe wealen the
D functionto approximateprime?with an ary contract thatary
contractnow flows from the triple into the sameint check and
Table 1 tells us a red error is flagged.This shavs that choosing
areasonablypreciseDx functionis importantfor the accurag of
theanalysis®

Theonly wayto getrid of thespuriousrederrorstemmingrom
sucha wealenedDa_function is to modify the cell in Table 1

Tp— ptp-
thathas(. Gty b 5

Iy .

.erany )P asasourceandint,® ° asasink
to male it usethe Z relation and extend that relation to check
whethere [Z int. After all, eventhough D poorly approximates
prime?, that predicateby itself mathematicallyensuresthat all
valuessatisfying it are integers, so thereis no reasonto flag a
rederrorif [Z is strongenoughto compensatéor Dp s weakness.
In generalthe lessaccuratethe D functionis in approximating
predicatesthe morework the IZ relationhasto do to prevent the
appearancef false-posities.

Obviously the parameterizatiowf the analysisover Do andiZ
hasa stronginfluenceon the analysiss total runningtime. There
is no limit to how complex Do andZ can be. Outsideof those
two specificrunningtimes,the constraintcreatedrom the coreof
the analysisin Table 1 canstill be solved in time proportionalto
the cubeof the size of the lifted program[25] in the worst case.
Remembethatthe annotationprocessuplicatescontractsandin
factit cando soalinearnumberof timesif thereis alinearnumber
of modulevariablereferencesn the program.If a given module
variablehasa linear numberof referencesndits contractis itself
linear in the size of the original program,the size of the lifted
programis then quadraticin the size of the original programin
theworstcase andthetotal runningtime of the constraintsolving
part of the analysisis then proportionalto the sixth power of the
sizeof the original program.In practicecontractshave aconstant
size so the programmeiis unlikely to ever experiencethis worst
caseanalysigime.

5.4 Type Reconstruction

Giventhe solution of the setconstraintsor valueflows, we can
createa type-like descriptionof value setsfor eachnodein the

program.Specifically for a given mappingy andlabel ¢, the two

functionsin Figure 11 reconstruct (recursve) type specification.
It is those typegshat the static graphicaldetuggerpresentgo the

programmetogethemwith the blamesets.

The R¥ function computeghe setof all reachabldabelsfrom
alabel¢. The T¥ function thenusestheselabelsasthe namesof
typesto constructa (potentially) recursve type for ¢. The recon-
structionitself is straightforvard. A setof labelscorrespondso
a union; an empty setcorrespondso dead codeor an expression
thatnever returnsaresult.A labelon anintegeror integer contract

6Wealening Dy, doesnot male ary differencefor the runtime contract
systenmbecauséhereductionrulesalwayscheckall thepredicatesio matter
how weakthe approximationghat Dy computesare.



correspondgo an integertype. A label on an ary contractcorre-
spondsto an ary type. Lastbut not least,alabel on an abstraction
or arron contractcorrespondso a functiontype. The surrounding
rectypeconstructotakesaccountgor thebinding of labelsfor the
function’'s agumentandresulttypes.

We arenotconcernecherewith thereadabilityof types.Hence,
we skip ary simplification stepsfor the reconstructedypes.The
typesare,however, usefulfor theformulationof theanalysissound-
nesstheoremandits proof.

re (0 L uRE (o)
def

RE(0) = Ur,ep(0) RY (L)

o, def {¢} if nf orintff, or aryfif/
R0 = ® O ooy if (xils 2yl o (L1 Laloypp
{L}URP(£1) URP (L2) if (Az*1.e52)% or (cq —cy )5

def

T ) = (rec([¢; Tf(zi)]ziemp(z) )

() &

(unioan(éi)eiesp(g) )
int if nf or intfﬁz

Tf(é) d:ef ary if aryff’
040 2V
(t1—t2) it (M1 .ef2)C or (cg' " —c 2 72)k
Figure1l. R¥ andT? functions.
6. Soundness

We adaptWand andWilliamson’s proof technique[30] to prove
the soundnesf our analysis.Let [p] be the setof constraints
thatthe analysisgeneratesvhengiventhelifted programp, andlet
= denoteimplication betweensetsof constraintsfor two setsof
constraintsd and A’, we have A=A’ if andonly if every solution
of Aisasolutionof A’.

Giventhis machineryanadaptatiorof Wand andWilliamson’s
soundnestheoremfor our analysisis asfollows.

Theorem 1. For agivenannotatedprogramp, letp’ d:8fm’ et

besuh thatl%, p~sp'. Then:

e preducedom. .. »! and [P 1E{¢} Cp();

¢ preducedo (blamer s)é and[[p'JE{(r, s)} Cv(0);
e or p reducedorever;

whee 7 indicatesthe party to blamefor the violation (either a
modulevariable namelike f, p for the main expression,or A for
theuser)and s indicatesthe severity of theviolation (O or R).

The proof follows the one by Wand andwilliamson, extended
to handleblamesets.

Intuitively, our analysisconseratively predictsthe runtimebe-
havior of the program.If the programterminatesnormally by re-
turningavaluethenthe analysiscorrectlypredictsthelabelon that
value.If the programterminatesabnormallybecausef a contract
violation thenthe analysisconseratively predictstheviolation, its
severity, andthe modulethatis to be blamedfor it.

While necessarythe theoremabove is not quite enough. It
shavsthat,if the programreducego avalue,theanalysiscorrectly
predictsthe label on thatvalue. This doesnot automaticallymean
that the analysispredictsthe value itself; after all, the label on
a given value changesevery time the value crossesa contract
boundaryIndeed,oneof theinvariantsof the reductionrulesfrom
Figure 7 is that a value that successfullygoesthrougha contract
checkalwaysacquiresthe label thatwason that contract(seenas
anabstracwaluesource).
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What we want is a strengtheningf the theoremthat tells us
somethingabout valuesand types. Fortunately contractsensure
that typesare presered as values crossontractboundariesFor
example,whentheanalysisencountershe expression

(intf = 36n)Le,
theanalysigpredictsthatthe resultis anintegerwith label?. In this

casewe obtain3’ afterjustonereductionstep(INT-INT)
Usingthisinsight,we canstateandprove animproved correct-
nesstheorem:

Theorem 2. For agivenannotatedprogramp, letp’ d:efm, ...e

besudh that% p~p'. Then:

6/

e preducesom. ..v¢ and[p | ET? (0) <T#(¢)
CyY(0);

¢ preducego (blamer s)é and[p' |E={(r, s)}
e or p reducedorever.

wheee < is subtypingbetweerrecussivetypes|[3, 18] and« and s
havethe samemeaningasbefole.

Proof Sketch. We adaptWand andwilliamson’s techniqueas
follows for this proof. Take the set of constraints[p’]. Replace
every constraintof the form ¢(¢) C (¢") with a constraintof the
form 7% (£)<T¥(¢'). Now prove the entailmentandtype preser
vation propertiesfor thesesetsof constraintsusing Wand and
Williamson's techniqueandthe fact thatall contractcheckingre-
ductionsin Figure7 ensurethattypesare presered whena value
crosses contractboundary a

7. Modularity

Corventionally an analysisis called modularif it is appliedto a

module and a descriptionof the rest of the world. That is, the

approachassumeghat a modular analysisis what an analysis
appliedto amodauleis. In contrastwe have formulatedthe analysis
in termsof theentire program,andwe now prove thatit is modular

i.e.thatalifted treeof aprogramcanbeanalyzedn isolationof the

restof the program.

Theorem 3. Givenan annotatedprogram p, let p’ be sud that

% p ~» p’. Considera singlelifted treet’ in p’. Considerthe mini-
mal solutiony,, of [p'] andits restrictiony,, ,,, to the labelsthat

occurin ¢'. Consideralso the minimal solutiong,, of [¢']. Then
¥, ¢ andp,, arethesame

In otherwords,analyzingalifted tree(eitheramoduleor alifted
expression)in isolation of the rest of the program producesthe
sameresultsas analyzingthe whole programandthenlooking at
the resultsfor just that tree. This is true regardlessof hov mary
timesthe programhasalreadybeenreduced.

Proof Sketch. A direct consequencef the lemmabelov. We
consideminimal solutionsbecausell otherpairsof solutionsare
incomparabléen general. |

To shawv thatmodulecontractsarecompletedescriptionof the
programcontext, we prove thatabstractvaluescannotflow between
ary two lifted treesduringthe constraintsolving phase.

Lemma. Given an annotatedprogram p, let p’ be sud that

% p ~ p'. Thenfor two different lifted treest and ¢’ that are in
p’, theonlylabels¢ in ¢t and ¢’ in ¢’ suc that [p'TE=p(€) Cp(¢)

are labels whee ¢ = ¢ = 3 with ¢ = (modulef” vev)gm and
’ ¢

= < poyle

Intuitively, thelemmasaysthattheanalysispropagatesnly values

from modulesto occurrencesf contractednodulenamesThatis,



from a modulevariablebinderto a referencethatis wrappedwith
a contractcheck.Of course,suchflows do not breakmodularity
in practicebecausehey merely meanthat the modules value is
checled againstits own contract.Thatsuchcheckscreatea seem-
ingly intertreeflow is anartifactof ourlifting function.A practical
implementatiorsimply propagateshe modules valuedirectly into
the checkwithout going throughthe variablereferenceThis is in
factwhathappensssoonasthe L 0oKUP rule hasbeenused’
Proof Sketch. A closelook at the syntaxof Figure 10 shavs
thatintertreeflows canonly occurin thefollowing threecases(1)
acrossthe samecontractseenas a sink at the top of a lifted tree

and as a sourceat the bottom of anothertree; (2) throughan el
expressionthat sharests label with anotherexpressionin another
tree;or (3) from alexical or module-definediariablebinderin one
treeto areferencdo the samevariablein anothettree.

(1) All contractsaretaggedwith two labels.Thefirst oneis used
whenthe contractis seenas an abstractvalue source,the second
onewhenthe contractis seenasa sink. Tablesl and?2 aredefined,
however, in sucha way that no abstractvalue ever flows into a
sourcecontract(apartfrom the abstractvalue representedby that
contracttself) or flowsoutof asink contractlL eakingvaluesacross
contractgs thereforeimpossible.

(2)By constructiorthes? expressionsnitially occuronly inside
triples. Furthermorethey sharetheirlabelswith the contractin the
sametriple andnothingelse.Thetriple’s boilerplatecodecanonly
have contractchecksnsidethe predicateexpressiorin thetestpart
of the if0 expression(Sec.3.3). Lifting judgmentsthereforemay

only affect that part of the boilerplate code. Hence,the two et
expressionandthe contractwith the samelabel all remainin the
sametriple afterlifting. Thereis thusno possibility for valuesto

flow from onetreeto anotherthroughag expressions.

(3a) Similarly, the binderandall thereferencedor a givenlex-
ical variablealwaysremaininside the sametree.By construction
contractsareinitially only on module-definediariables No reduc-
tion rule, including the spLIT rule, ever introducesa contractbe-
tweenabinderand oneof its referencesThelifting functionthere-
fore never separatebinderandreferencesnto two differenttrees.
Leaksthroughlexical variablesarethusimpossible too.

(3b) Module variablesare the only remainingmechanisnfor
intertreevalue propagation Recall (Sec.3.3) that the annotation
phasewrapsall modulevariablereferencesvith a contractcheck:

(modulef ¢ v)
becomes
(module f? vfv)fm
it
(BT eyl

Now the lifting function lifts all contractchecksto the top sothat
afterlifting, theannotatedcodeaborve is splitinto threetrees:

(module f& vv)tm

And in fact, the analysisof this codepropagateﬂ;hevaluevév in
thefirsttreeto f” in themoduleandafterwardsto thereferencef”
in the contractcheck.

In short, this last part validatesthatintertreeflows are possible
from a modulevariabledefinition to a contractcheckfor just this

7 Puttingthe contractcheckson the modulevariablebindersratherthanon
eachmodulereferencevould make theanalysisnonovariantin suchvalues.
As it standsit is naturallypolyvariantin modulevalues[32].
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variable No otherkind of flow is possiblehroughmodulevariables
becauséy constructiorall contractchecksareinitially on module
variablereferencesSuchreferencesan only disappeaty being
substitutedor theirboundvalue(Lookup rule in Figure7), which
thenmakesthe secondifted treein theexampleabore independent
of thefirst one. a

8. Implementation

We have createda proof-of-conceptstatic deluggerbasedon our
analysis.It implementsthe annotationphaseof Section3.3, and
the lifting, constraintsgenerationandtype reconstructiorphases
describedn Section5. We usesimple nameequalityto implement
the IZ relation.In thatimplementatiorabstractvalue setsarerep-
resentedasnodesin a graph.Simpleinclusionconstraintdbetween
valuesetssuchastheonesin Table2 arerepresentedsdirectedges
betweemodes Conditionalconstraintdik e theonesin Tablel are
representedsspecialedgeghatcreatenew directedgesvheneer
their conditionbecomegrue. Solving the constraintis thena sim-
ple matterof computingthe transitve closureof the graph,which
canbedonein cubicworstcasetime in the sizeof thegraph.Con-
straintsfor blamesetsarehandledin a similarmanner

(module i int 0)
(i 1)

Figure 12. Exampleprogramwith rederror.

Figure 12 shaws the result of using our dehuggeron a toy
programconsistingof a single module and a main expression.
The main expressionis highlightedandunderlinedin red because
it is trying to apply the integer i asif it were a function. The
error messagénot shavn) blames), the programmeiof the main
expressionThis examplecorrespondso thecellin Tablel thathas

anintegernf;lm assourceandanapplication(eg5 eeﬁ)ga assink.
Thanksto DrSchemes syntaxobjectsystemtheerrorhighlighting
is donein termsof the users original program,notin termsof the
lifted one,which remainsinternalto thedehugger

(int -> int)

1))
(pred -kl

(module prime?
(lambda x

(module p 4)

P

Figure 13. Exampleprogramwith orangeerror.

Our secondscreenshoin Figure 13 shavs anorangeerror. We
definea predicateprime? thatacceptdntegersasinput. Actually
implementinga primality testis not our concernhereso we sim-
ply definedprime? asa function which we know never violates
prime?’s own contract.Next we definethe variablep andusethe
prime? predicatejust definedto promisethatp is a prime num-
ber We then usethat integger in the main expression.The dehug-
ger colors theprime? predicatein orange,becausewhile it can
prove that the number4 is an integer just asthe prime? predi-
cateexpects,it cannotprove that4 is actuallya prime numberas
promised.The errormessagdlamesp. This examplecorresponds

tothecellin Tablel thathasanintegern.  asasourceandatriple

N N Ay . .
(...esint? 5, asasink.Heree; . ..isemptysoe; ... Z es
is vacuouslytrue.

Our final examplein Figure 14 shawvs a useof the [Z relation.
As in the previous examplewe definea predicateprime? anda



(module prime? (int -> int)

(lambda x 1))
(module p (pred =7) 4)
(module f ((pred prime?) -> int)
(lambda vy v))
(f p)

Figure 14. Exampleprogramwith no secontbrime? error

prime numberp. As beforethe detuggersignalsan orangeerror
because might not actuallybe a prime number We alsodefinea
function £, which actsasasink for prime numbersandthengive p
asinputto £. Noticethat,eventhoughthe detuggerhasdiscovered
that p might not be a prime number it doesnot signalary error
whengiving p to £. The detuggeris ableto tell that, if the value
of p passe®’s contractcheckat runtime, thenit alsopasses’s
domaincontractEventhoughthedeluggerdoesnotunderstandhe
concepf primality, it doesusethename-based relationto check
thatthe contracton p matcheghe contracton the domainof £ and
consequentlgloesnotsignalanerror. This beklavior riorrespondso
thecell in Tablel thathasatriple (. .. e; intfi1 & >fi2 & assource
+p— ptp—
andanothertriple (... es int,{5 b ),{G ‘e assink. Sincee; andes
arebothprime?, therelatione; [Z e5 is notsatisfiedtheconstraint
{(h, O)} C4(¢5) is thusnot triggered,andthe detuggerdoesnot
highlighttheprime? predicaten £’s contract.Thisalsoshawvs that
the orangecontractviolation for the body of p doesnot influence
the analysisof the usesof p elsevhere;the analysisis modular
Finally, noticethatafterflowing through£’s body a prime number
doesnottrigger£’sint rangecontractcheck.Theanalysiscorrectly
recognizesprimes as integers, since the domain for the prime?
predicateitselfis int, whichis whatDx computes.

9. Related Work

Probst [26], Flanaganand Felleisen[10], and Fahndrich and
Aiken [2] develop set-basedanalysesfor module-like compo-
nentsin (higherorder) object-orientedand functional languages.
All three approachesely on a variation of the samebasictech-
nique. Their analysisgenerateseparateconstraintsetsfor each
module,simplifiesthemusingvariousheuristics storesthe result-
ing setsfor later use,and eventually combinesall the necessary
setstogetherto get thesolutionfor a specificmodule.While this
form of analysisclearly helpsprogrammersvho wish to explore a
large setof modulesin anincrementaimanner it doesnot qualify
asa truly modularanalysis.Without the entire programaround,a
programmercannotstartthe analysis.

Tang andJouelot [28] presenta techniquethat usestype and
effect information, possibly coming from module signaturesto
extendanabstracinterpretatiorto supportseparatanalysis They
use 1CFA as an example for their technique,though it can be
appliedto ary abstractinterpretation.While this analysistruly
qualifiesasmodular it only considerscontractsasvalue sources,
never asvaluesinks,andthereforecannotcheckmoduledefinitions
againstheirown contracts\Worse becauserrorsareimpossiblen
their languagethe analysiscomeswithout ary blameassignment,
which we considera centerpiecef contractmonitoring.

Cousotand Cousot[6] formalize a framework for modularab-
stractinterpretationand considerseveral solutions,including the
ideaof programmeispecifiednterfaces For this casethey provide
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generalconditionsrelating the analysisand the interfacesso that
the analysisis sound.We conjecturethatour approachis a special
caseof this framework, but we have no proof for this conjecture.
We choseto develop our own modeland soundnesgroof so that
we could copewith the blameanalysisproperly

Much work has also beendone on modulesin the context
of Hindley-Milner type systems[19 20, 22]. The most obvious
differencebetweersuchtype systemdor modulesandour analysis
is the restrictedset of programpropertiesthat can be expressed
within the type languagewhile contractscan usethe full power
of the expressionanguageto describeary possibleproperty This
comesatthepriceof [Z beingundecidable.

Identifying the sourceof type errorsin ML-lik e languagess
notoriouslydifficult [29]. Sincewe usea flow analysis,our graph-
ical deluggercaneasilytracevaluesbackto their sourcewhena
contractviolation occurs[11]. The closestequivalentis Haackand
Wells's type error slicing system[15]. Extendingthat systemto
handlemodulesignaturess describedasfuture work, however.

Thereis a generalequivalencebetweenpolyvariantflow anal-
ysesandtype systemswith intersectionand union types[24, 31].
Our systemis polyvariant(in the sensehatthe contractfor agiven
modulevariableis duplicatedandre-analyzedt eachreferenceof
thatvariable)but it is doubtful that an equivalent static type sys-
tem exists, due to the presenceof predicatesn our contractlan-
guage.Systemaswith intersectionand union typesalso usually do
not considerthe problemof modularity Wells et al. indicatethat
their A\’ calculuscould possiblysene asthe basisfor amodular
compilationsystem[31] but do not elaborateon thatpoint.

Othersystemd1, 5, 9, 17] have investigatedhe combination
of statictypesanddynamicchecksto ensureprogramcorrectness.
Flanagars hybridtypechecler[9] is closesto oursystemHis type
checleris parameterizedver athree-aluedsubtypingijudgement,
which is similar in spirit to the parameterizatiorof our analysis
overtheapproximatiorrelation.Flaggingarederrorin our analysis
thenparallelsrejectinga programin his type system andflagging
anorangeerror parallelsinsertinga dynamiccheck.

Both our contractlanguageand Flanagars type languagein-
cludepredicatesThetype z : B.t denotesn his languagethe set
of valuesof basetype B thatsatisfythe predicatet. Theusermust
thereforespecifyboth B andt¢. On our systemthe useronly spec-
ifies the predicatet andwe usethe function Da to automatically
approximateB. In both systemswo predicatearecomparecnly
oncetheir basetypes(thethird partsof the correspondingontract
triplesin our casehave provedto match.Flanagars typelanguage
alsoincludesdependenfunction types,whereasour model does
notyetincludeFindlerandFelleisens dependentontractd8].

While Flanagandoesnot examinethe questionof modules,it
shouldbe easyto addthemto his languageby using his typesas
interfacespecificationsThe way heassignsblameis basedon the
work by FindlerandFelleisenasis ours.

10. FutureWork

Asit is, Tablel is only partially parameterizedver the [Z relation.
Five cellsin thetablehave orangeblameconstraintghatdo notuse
therelationin theirantecedentf [Z is extendedto handlerelations
of theform ¢ IZ e thenthosefive cells canbe modifiedto depend
ontherelation.Symmetricallyif [Z is extendedto handlerelations
of theform e [Z ¢ (e.g.to prove thatprime?mathematicallymplies
int) thenfive cells with red blameconstraintscan be modifiedto
becomeorangeblameconstraintdhatrely on [Z. Table1 will then
befully parameterizedverthe [Z relation.

Our model of a static detugger also needsto be extendedto
cover some of the most commonly used contract combinators
(and/c or/c, etc.)usedin DrSchemes contractsystem.



11. Conclusion

The papershavs how a programanalysiscanexploit modulecon-
tractsto producesoundapproximationsof the value flows in a
programin a fully modularmanner Moreover thatanalysisis pa-
rameterizableTo understandhe exact designtrade-ofs, we plan
to include a full-fledged implementationwith a future releaseof
DrSchemeThenexperimentatiorby practicingprogrammerswill
help usunderstandow a practicalcontractsystemanda modular
analysisshouldwork together
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