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Abstract
In PLT Scheme,programsconsistof moduleswith contracts.The
latter describethe inputs and outputs of functions and objects
via predicates.A run-time systemenforcesthesepredicates;if
a predicatefails, the enforcerraisesan exception that blamesa
specificmodulewith anexplanationof thefault.

In thispaper, weshow how to usesuchmodulecontractsto turn
set-basedanalysisinto a fully modularparameterizedanalysis.Us-
ing this analysis,a staticdebuggercanindicatefor any givencon-
tractcheckwhetherthecorrespondingpredicateis alwayssatisfied,
partially satisfied,or (potentially) completelyviolated.The static
debuggercanalsopredict the sourceof potentialerrors,i.e., it is
soundwith respectto theblameassignmentof thecontractsystem.

Categories and Subject Descriptors F.3.2 [Semanticsof Pro-
grammingLanguages]: Programanalysis; D.2.4 [Software / Pro-
gramVerification]: Programmingby contract

General Terms Languages,Reliability, Verification.

Keywords StaticDebugging,Set-basedAnalysis,ModularAnal-
ysis,RuntimeContracts.

1. Modules, Contracts, and Static Debugging
A staticdebuggerhelpsprogrammersfind errorsvia programanal-
yses.It usestheinvariantsof theprogramminglanguageto analyze
theprogramanddetermineswhethertheprogrammayviolateone
of themduringexecution.For example,a staticdebuggercanfind
expressionsthatmaydereferencenull pointers.Somestaticdebug-
gersuselightweightanalyses,e.g.,Flanaganetal.’sMrSpidey [11]
relieson a variantof set-basedanalysis[10, 16, 21]; othersusea
deepabstractinterpretation,e.g.,Bourdoncle’s Syntox[4]; andyet
othersemploy theoremproving, e.g.,Detlefset al.’sESC[7].

Experiencewith staticdebuggersshows thatthey work well for
reasonablysmall programs.Using MrSpidey, we have routinely
debuggedor re-engineeredprogramsof 2,000to 5,000linesof code
in PLT Scheme.Flanaganhassuccessfullyanalyzedthe core of
theinterpreter, dubbedMrEd [13], a 40,000line program.Existing
static debuggers,however, suffer from a monolithic approachto
programanalysis.Becausetheir analysesrequire the availability
of theentireprogram,programmerscannotanalyzetheir programs
until they have everyoneelse’smodules.
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Over the past few years,we have addeda first-ordermodule
systemto PLT Scheme[12] andhave equippedthemodulesystem
with a contractsystem[8]. A contractis roughly a predicateon
the inputs and outputsof (exported) functions, including object
methodsandhigher-orderfunctions.Thecontractsystemmonitors
the contractsduring programexecution. If a module violates a
contract,the contractsystempinpointsthe guilty party andissues
anexplanatorymessage.

This papermakes five contributions to static debugging and
software contracts.First, it explains how to constructa modular
staticdebuggerfor programswith contracts,usingthosecontracts
in a dual role: one as a sourceof abstractvaluesand oneas a
sink for abstractvalues.Second, we prove thatour contract-based,
whole-programanalysiscomputesits resultsin a modularmanner.
That is, our contract-aware set-basedanalysisproducesthe same
predictionsfor a givenpoint in theprogramregardlessof whether
it analyzesthe whole programor just the surroundingmodule.
Third, for any given contractcheck,the systemindicateswhether
the correspondingpredicateis alwayssatisfied,partially satisfied,
or completelyviolated.Fourth, thestaticdebuggercanalsopredict
the sourceof potentialerrors,i.e., it is soundwith respectto the
blame assignmentof the contractsystem.Fifth, the analysisis
parameterizedover both a predicateapproximationrelationanda
predicatedomainfunction.

2. Overview
The paperpresentsa model of a modular static debugger. The
modelconsistsof two parts:a runtimecontractsystemanda set-
basedanalysisfor moduleswith contracts.A correctnesstheorem
ties thetwo partstogether. Figure1 providesanoverview of these
threepiecesin graphicalform. Theverticalcolumnon theleft rep-
resentstheruntimecontractsystem.A contractcompilertranslates
a collectionof modulesanda main expressioninto a suitablyan-
notatedform. During execution,which we naturally model via a
reductionsystem,the contractsystemkeepstrack of the contract
obligations;if somethinggoeswrongit blamesa specificmodule.

Thefirst horizontalrow of Figure1 depictstheanalysisprocess,
which consistsof threestages.First, it partitionstheprograminto
module-like piecesby lifting expressionswith contractannotations
out of the main program.Second,the resultingcollectionof pro-
grampiecesis analyzedwith a parameterizedset-basedanalysis.
Thisstepyieldsbothsetsof abstractvaluesandsetsof potentialer-
rors,includingexplanationsthatblametheguilty party;wecall the
latterblamesets. Third, theformeraresummarizedasset-of-values
descriptions,dubbedtypes.

Therestof thegrid in Figure1 explainsourproof techniquefor
thecorrectnesstheorem.Sinceeachreductionstepcreatesa com-
pleteprogram,thecorrectnessproofcanproceedvia subjectreduc-
tion. We re-applytheanalysisaftereachreductionstep.Theproof
then shows that the reductionspreserve the typesand the blame
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Figure 1. Contractsystemandanalysisoverview.

sets.It follows thatthepredictionsof theanalysisareconservative.
Our desireto usea subjectreductionproof heavily influencesthe
detailsof thereductionsemanticsandtheanalysisrules.

Finally, afterweestablishthesoundnessof theanalysis,wealso
explain preciselywhatwe meanwith “modularanalysis”andstate
andprove aprecisetheorem.

3. Contract Calculus
In thefirstsubsection,werecallthebasicsof FindlerandFelleisen’s
contractsystem[8] with anexample.In thesecondsubsection,we
introduceour surfacesyntaxand internal syntaxof programs.In
thethird subsection,weexplain thetranslationfrom surfacesyntax
into internalsyntax.

3.1 Sample Contracts, Sample Blame

Let us first illustrate the module and contract systemat work.
Figure2 shows an excerpt from our library for preparingfigures
(including Figure2 itself). The Find moduleprovidesa family of
functionsthat find the positionsof picturesinsideotherpictures.
Eachof thesefunctionsacceptsa main picture and a secondary
picture inside the main picture; eachproducesa pair of integers
indicatingwherethesecondarypictureoccursin theouterpicture.
For example,ct-find identifies the center top coordinatesof the
embeddedpicture. The Connect moduleexports a function that
acceptstwo of the functions in Find and producesa function
thataddsanarrow betweensub-pictures.Finally, theComposition
modulecombinesthetwo othermodules,i.e.,it instantiatesconnect
with cb-findandct-find.

Connect

connect : (pict pict → int[>0] x int[>0])
(pict pict → int[>0] x int[>0])
→
(pict pict pict → pict)

Find

ct-find : pict pict → int[>0] x int[>0]
cb-find : pict pict → int[>0] x int[>0]
...

Composition

connect-bot-to-top : pict pict pict → pict = (connect find-cb find-ct)

Figure 2. Examplemodules.

Thearrows betweenthemodulesindicatewhich contractsbind
which parties.First, considerthe connectionsbetweenComposi-
tion andFind. Thecontracton ct-find dictatesthat it shouldonly
receivepicturesandproduceintegerslargerthanzero.Accordingly,
if Composition passesto ct-findvaluesotherthanpictures,it is to
beblamedfor thecontractviolation;similarly, if Find returnsnega-
tive integers,it is to beblamed.But, Composition doesnot invoke

the functions.Instead,it passesthem to Connect and that inter-
actionis governedby thecontractbetweenConnect andCompo-
sition. Thus,whenconnectinvokes its argumentfunctions,it too
mustcall themonpicturesandit tooexpectsnon-negative integers.

Now imaginethatct-find in Find returnsnegativenumbers.This
failureis only discoveredwhenconnectin Connect appliesct-find
to two pictures.To determinewhich partyis guilty, themonitoring
codemusttracetheconnectionsbetweenthemodulesbackto Find
to blamect-find. While computingthebacktraceis obvious in this
example,higher-orderfunctions(andobjects)cangreatlyobscure
theconnectionsin largeprogramswhereit is especiallyimportant
to find theguilty party.

3.2 User Syntax and Annotated Syntax

Figure3 specifiesthesurfacesyntaxof ourmodellanguage,where
f is a module-definedvariable,n is a number, andx is a lexical
variable.To createa manageablemodel,we make several simpli-
fying assumptions.First, sinceFindler and Felleisen[8]’s model
explainscontractsin a typedcontext, we omit typesherebecause
they would onlyclutterourwork with unnecessarydetails.Second,
eachmoduledefinesandexportsasinglevariablealongwith acon-
tract; thedefinedvariablestandsfor a value;it is uniquelynamed
throughouttheprogram;andit is automaticallyvisibleeverywhere.
Third,programsareclosedtermsandconsistof asequenceof mod-
ulesfollowedby a singleexpression.Fourth,thetestpartof anif0
expressioncanreturnany value;the “then” branchis evaluatedif
thisvalueis 0.

Thelanguageof contractsusesjust four kindsof constructs:one
constructfor validatingthatavalueis aninteger, whichshows how
themodeldealswith basictypes;oneconstructfor validatingany
value; a third constructfor validating that a value is a function;
anda fourthconstructto usearbitraryexpressionsascontracts.For
examplethe“positive integer” contractsin Figure2 restricttheint
contractin our surfacesyntax.Eachoccurrenceof int[>0] would
be expressedas (predpositive?) in the surfacesyntax,assuming
thepredicatepositive?hadbeendefinedsomewhere.Unlike arrow
contracts,predis not a constructorthatcontainsothercontracts;it
usesplain expressionsto createa contract.

P ::= E |MP
M ::= (modulef C V )
V ::= n | (λx.E)
E ::= V | x | f | (E E) | (if0 E E E)
C ::= int | any | (C→C) | (predE)

Figure 3. Surfacesyntax.

P ::= E |MP

M ::= (modulefβ V )ℓ

V ::= nℓE... | (λx
β .E)ℓE...

| ((C ��� � C)ℓℓ
′

f ⇐ V )ℓc

E ::= V | xβ | fβ | (E E)ℓ | (if0 E E E)ℓ

| (C⇐ E)ℓ | (blamef S)ℓ | εℓ

C ::= intℓℓ
′

f | anyℓℓ
′

f | (C→C)ℓℓ
′

f

| (C ��� � C)ℓℓ
′

f | 〈E E C〉ℓℓ
′

f
S ::= O | R

Figure 4. Annotatedsyntax.

A programin the surface syntax is ill-suited for monitoring
contractsand for analyzing them. We thereforeelaboratesuch
programsinto theinternalsyntaxof Figure4. Thissyntaxcontains
labeledversionsof all syntacticphrases—β for labelson variables
andℓ for all others—andnew forms that arebettersuitedfor our
soundnessproof thanthoseof thesurfacesyntax.
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Themajornew expressionformsare(C⇐ E) and(blamef S).
The former evaluatesthe expressionE to a value and checks
whetherthe valuesatisfiesthe contractC. The latter form aborts
the programand blamesa specific module or the main expres-
sion(µ) for violating a contract.Suchviolationshave two possible
severity levels: Red for violating a basic integer or arrow con-
tract,andOrangefor violating a user-providedpredicate.Integers
andclosureshave extra subscriptannotationsto representcontract
predicatesthatthey havesatisfied.Theε form is atechnicaldevice.

The additionalcontractforms are (C ���
� C)f and 〈E E C〉f .

Wereferto thefirst asa“blessed”arrow contractandthesecondas
a contracttriple. A blessedarrow contractdenotesa partially vali-
datedcontract.It is usedwhenthe run-timesystemhasconfirmed
thatavalueis aprocedurebut hasyet to confirmthattheprocedure
satisfiesthedomainandrangechecks.Thecontracttriple replaces
the(predE) contract.Its first expressionturnsthepredicateinto a
runtimecheck;its secondexpressionis thepredicate;andthe last
part is thecontractthatdescribesthedomainof thepredicate.The
first is usedwith thesemanticsandthesoundnessproof; thesecond
andthird arenecessaryfor theanalysisproper.

Considerthefollowing example:

(modulef (int→int) (λx.x))
(f 3)

Theannotationof this programyieldsthefollowing:

(modulefβ1 (λxβ2 .xβ2)ℓλ)ℓf

(((intℓ1ℓ2µ →intℓ3ℓ4f )ℓ5ℓ6f ⇐ fβ1)ℓc 3ℓn)ℓa

In theannotatedprogram,eachsubexpression(exceptfor variables)
has a unique label; each contract has two unique labels and a
module name(or µ). Furthermore,the referenceto the module
variablef is wrappedwith acontractcheckthatensuresthemodule
satisfiesits contract.

3.3 Annotation

Therulesof Figure5 definetheannotationprocess.Themaingoal
is to annotateevery expressionwith a unique label (except for
variables)andevery contractwith two uniquelabelsanda module
name.Theseannotationsare requiredby the analysis:the label
on anexpressionrepresentstheabstractvaluesof thatexpression;
the two labelson a contractrepresentthe contractin its two roles
asboth a source(first label) anda sink (secondlabel) of abstract
values;andthemodulenameon a contractis usedto assignblame
whentheanalysisdetectsa violation of thatcontract.

Thejudgementfor annotatingprogramsis of theform

⊢
a
p p � p′

wherep is the original programand p′ is the annotatedversion.
ThePROGRAM rulebuildstwo environments∆ andΓ, thefirst one
mappingmodulenamesto contractsandthe secondonemapping
variablesto labels.

Thejudgementfor modulesis of theform

∆,Γ ⊢
a
m m � m′

wherem′ is theannotatedversionof modulem. TheMODULE rule
removesthecontracton thedefinedmodulevariableandannotates
the rest of the module.The remainingrules add the contractto
referencesof themodulevariable.

Thejudgementfor expressionsis of theform

∆,Γ, f ⊢
a
e e � e′

wheref is thenameof themodule(orµ) in whichexpressione ap-
pearsande′ is theannotatedversionof e. Variablereferencesshare
their labelwith their respective binder(rulesVAR andMODVAR).

∆,Γ ⊢am mi
� m′

i ∆,Γ, µ ⊢ae e
� e′

where∆
def
= [fi 7→ ci, . . .] andΓ

def
= [fi 7→ βi, . . .]

givenmi = (modulefi ci vi)

⊢ap mi . . . e
� m′

i . . . e
′

(PROGRAM)

Γ(f) = β ∆,Γ, f ⊢ae v
� v′

∆,Γ ⊢am (modulef c v) � (modulefβ v′)ℓ
(MODULE)

∆,Γ, f ⊢ae n
� nℓ

(INT)
∆,Γ[x 7→ β], f ⊢ae e

� e′

∆,Γ, f ⊢ae (λx.e) � (λxβ .e′)ℓ
(LAM)

Γ(x) = β

∆,Γ, f ⊢ae x
� xβ

(VAR)

Γ(g) = β ∆(g) = c
∆,Γ, g, f ⊢ac c

� c′

∆,Γ, f ⊢ae g
� (c′⇐ gβ)ℓ

(MODVAR)

∆,Γ, f ⊢ae e1
� e′

1
∆,Γ, f ⊢ae e2

� e′
2

∆,Γ, f ⊢ae (e1 e2)
� (e′1 e

′

2)
ℓ

(APP)

∆,Γ, f ⊢ae e0
� e′

0
∆,Γ, f ⊢ae e1

� e′
1

∆,Γ, f ⊢ae e2
� e′

2

∆,Γ, f ⊢ae (if0 e0 e1 e2) � (if0 e′0 e
′

1 e
′

2)
ℓ

(IF0)

∆,Γ, f, g ⊢ac int � intℓℓ
′

f

(INTC)
∆,Γ, f, g ⊢ac any � anyℓℓ

′

f

(ANYC)

∆,Γ, g, f ⊢ac cd
� c′d

∆,Γ, f, g ⊢ac cr
� c′r

∆,Γ, f, g ⊢ac (cd→cr) � (c′d→c′r)ℓℓ
′

f

(ARROWC)

∆,Γ, f ⊢ae e
� e′ ∆,Γ, f, g ⊢ac D∆((prede)) � c′

e′′
def
= F(e′, lab+(c′), f)

∆,Γ, f, g ⊢ac (prede) � 〈e′′ e′ c′〉ℓℓ
′

f

(PREDC)

Figure 5. Annotationjudgments.

Additionally, referencesto modulevariablesare wrappedwith a
contractcheckfor the contractthat wasassociatedwith the vari-
able’s definition (rule MODVAR). Module variablesthat are not
referencedin aprogramarethereforenotcheckedagainsttheircon-
tract,i.e.,puttingcontractson dead codehasnoeffect.

Finally, thejudgementfor contractsis of theform

∆,Γ, f, g ⊢
a
c c � c′

wherec′ is theannotatedversionof thecontractc. Thetwo module
namesf andg representthetwo partiesthatagreedto thecontract
c. Oneis thenameof themodulevariablethatusesc in its contract;
the other is the nameof the modulewherethat variableis used.
Whichof f andg correspondsto which of thosetwo namesvaries.
The two namesswitch positionswhenthe annotationprocesstra-
versesa domainpositionin a functionalcontract(rule ARROWC).
The rulesensurethat every part of a contractthat appearsin con-
travariantposition is annotatedwith the nameof the modulecur-
rently analyzed.This mirrors Findler and Felleisen[8]’s rule for
assigningblamein thepresenceof higher-orderfunctions.

Annotatingcontractsis otherwisestraightforward, except that
contractsof theform (prede) aretranslatedinto triplesof theform

〈F(e′, lab+(c′), f) e′ c′〉ℓℓ
′

f

accordingto rule PREDC:

• Theexpressione′ is theannotatedversionof e;
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• Thecontractc′ is theannotatedversionof D∆((prede)). The
function D∆ computesan approximationof the domain of
predicatee and representsit as a contract.By construction,
that contractdoesnot containany sub-contractsof the form
(predE) and can thereforebe usedasa simple contractthat
approximatesthecomplex predicatee.

• F(e′, lab+(c′), f) generatesboilerplatecode that represents
theapplicationof thepredicateto a valuein a schematicman-
ner. The lab+ functionreturnsthefirst oneof thetwo labelsof
its contractargument.

Thecreationof a triple is necessaryfor the analysis,which needs
to know the program’s syntax,especiallye′ and c′. It usesthese
termsto determinewhetheracontractviolation is partial—orange:
a valuesatisfiesthe simplecontractc′ but not the extra predicate
e′—or full—red: a valuedoesnot evensatisfythecontractc′.

The creationof the boilerplatecode is only neededfor the
soundnessproof, which is basedon thepreservation of labelsand
thatnonew labelsareintroducedthroughoutthereductionprocess.
Sincetheanalysisrequireslabelsonall expressions,thereductions
must not introducetermsthat do not re-useexisting labels.The
boilerplatecodeand its labelsare thereforegeneratedduring the
annotationphasesothatit canbeusedatanopportunetimeduring
thereductionprocess.

Let’s take acloserlook at theactualcode:

F(e, ℓ, f)
def
= (if0 (e εℓ)ℓ0 εℓ (blamef O)ℓ1)ℓ2

with ℓ0 throughℓ2 fresh.Theεsare(non-variable)placeholdersfor
expressionswith thesamelabel; they arenever evaluateddirectly.
Specifically, ε standseitherfor a runtimevalue(during thereduc-
tion process)or for acontractrepresentinganabstractvalue(during
theanalysis).

From the runtimeperspective, the codemeansthat a predicate
representedby e is appliedto the runtimevaluerepresentedby ε
andtheresultis checkedby theif0 expression.If thepredicatedoes
not acceptthe runtimevalue,thenthe if0 expressionreducesto a
blameexpression.Theseverity of thecontractviolation is orange,
sincea user-provided contractis broken. If the predicateaccepts
theruntimevalue,theruntimevalueis simply returnedthroughthe
secondε expression.

From the analysisperspective, the samecode meansthat a
predicaterepresentedby e is appliedto theabstractvaluesflowing
into ε andtheresultis checkedby theif0 expression.Theanalysis
thenconservatively assumesthat both branchesof the if0 canbe
taken at runtimeandthereforemakesthe abstractvaluesflow out
of theε expressionin the“then” branchandaddsthenamef to the
blamesetof ℓ1 in the“else” branch.

The role of c′ in the generatedtriple is to act as an abstract
value simulating the set of all possiblevaluesthat might satisfy
the predicatee′ at runtime.A conservative approximationof this
set is the domain of the predicateitself, which is computedby
D∆ (Fig. 6). Since we do not want to representthe domain of
a predicateusing anotherpredicate,the function D∆ needsto
approximatethe domainof a predicatewith a contractthat uses
only theint and→ contractconstructors.Theonly interestingcases
in thatdefinitionarethereforethefirst two:

• If D∆ is applied to a contractof the form (predf) (where
f is a modulevariablename),f is looked up in the contract
environment ∆; the resulting contract is itself processedby
D∆ to recursively eliminateall the pred forms from it; and,
if theresultingcontractis anarrow contract,thedomainof that
arrow contractis returned.If the resultingcontractis not an
arrow contract,thentheprogramis trying to useasa predicate

an expressionthat is not a function.1 That kind of programis
simply rejectedby theannotator.

• If D∆ is appliedto a contractof theform (prede), D∆ returns
any. In this case,anexpressionproperis usedasa predicate.It
is theprogrammer’s responsibilityto ensurethattheexpression
evaluatesto a function and that this function can acceptany
valueasinput.

D∆((predf))
def
= cd whenD∆(∆(f)) = (cd→cr)

D∆((prede))
def
= any

D∆(int)
def
= int

D∆(any)
def
= any

D∆((cd→cr))
def
= (D∆(cd)→D∆(cr))

Figure 6. Predicatedomainfunction.

Considerfor examplethefollowing programfragment:

(moduleprime?(int→int) . . .)
(modulef (predprime?) 3)
f

The annotatedversionhasthis generalform (with many annota-
tionsomittedfor clarity):

(moduleprime?β1 . . .)
(modulefβ2 3)

(〈(if0 (prime?β1 εℓ) εℓ (blamef O)) prime? intℓℓ
′

f 〉⇐ fβ2)

The annotatedcodechecksthe variable referencefβ2 againsta
contracttriple. Thefirst part of the triple is an if0 expressionthat
simulatesapplying the prime? predicateto a value and checking
whetherthe predicateis satisfiedor not. The secondpart of the
triple is the (name of the) predicateitself. The third part is a
basicintegercontractthatapproximatestheprime?predicate;i.e.,
to be a prime number, a given value has to be aninteger. That
integercontractis theresultof computingthedomainof theprime?
predicateusingD∆ appliedto theprime?predicate’s own contract
(int→int). The resultingint contractis then annotatedto get the

intℓℓ
′

f contractusedin thetriple. Thatcontractsharesits first label

ℓ with theεℓ expressionsin theif0 partof thetriple.
Once a programhas beencompletely annotatedit can then

be either reducedto a value (if it hasone) or analyzed.The two
processesarethesubjectof thenext two sections.

4. Reduction Rules
Figure7 definesthe reductionsemanticsfor annotatedprograms.
Thegoalof theprocessis to reducethemainexpressionto a value
in themodulecontext. Therelation −→ is theone-stepreduction;
thesetof evaluationcontexts for expressionsis:

E
def
= [ ] | (E e)ℓ | (v E)ℓ | (if0 E e e)ℓ | (C⇐ E)ℓ

Expressionevaluation contexts do not include contexts for con-
tracts and in particular not for contract triples. Expressionsin-
sidea contracttriple areonly evaluatedafter thesurroundingcon-
tractcheckhasbeenreduced.Thegrammarfor annotatedprograms
guaranteesthatcontractsnever show up outsidea contractcheck.

1 In anactualstaticdebuggerthe functionD∆ would alsocheckthat there
are no referenceloops amongthe contractsfor predicates(e.g. trying to
definethe contractfor a predicateusingthe predicateitself). We omit this
checkhereto simplify our model.
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((λxβ .e)ℓλ vℓv )ℓa −→ e[vℓv/xβ ] SUBST

(nℓn vℓv )ℓa −→ (blameλR)ℓa APP-ERROR

(if0 0ℓ0 e1 e2)ℓ −→ e1 I F0-TRUE

(if0 vℓv e1 e2)ℓ −→ e2 I F0-FALSE

(anyℓℓ
′

f ⇐ vℓv )ℓc −→ vℓ ANY

(〈e1 e2 anyℓℓ
′

f 〉ℓ
+ℓ−

f ⇐ vℓv
e...)

ℓc −→ e1[vℓe...e2
/εℓ] ANY-TRIP

(intℓℓ
′

f ⇐ nℓn)ℓc −→ nℓ INT-INT

(intℓℓ
′

f ⇐ ~vℓv )ℓc −→ (blamef R)ℓ
′

INT-LAM

(〈e1 e2 intℓℓ
′

f 〉ℓ
+ℓ−

f ⇐ nℓn
e...)

ℓc −→ e1[nℓe...e2
/εℓ] INT-TRIP-INT

(〈e1 e2 intℓℓ
′

f 〉ℓ
+ℓ−

f ⇐ ~vℓv )ℓc −→ (blamef R)ℓ
′

INT-TRIP-LAM

((c1→c2)ℓℓ
′

f ⇐ ~vℓv )ℓc −→ ((c1 ���
� c2)ℓℓ

′

f ⇐ ~vℓv )ℓc LAM -LAM

((c1→c2)ℓℓ
′

f ⇐ nℓn )ℓc −→ (blamef R)ℓ
′

LAM -INT

(〈e1 e2 (c1→c2)ℓℓ
′

f 〉ℓ
+ℓ−

f ⇐ ~vℓv
e...)

ℓc −→ e1[((c1 ���
� c2)ℓℓ

′

f ⇐ ~vℓv
e...e2

)ℓc/εℓ] LAM -TRIP-LAM

(〈e1 e2 (c1→c2)ℓℓ
′

f 〉ℓ
+ℓ−

f ⇐ nℓn)ℓc −→ (blamef R)ℓ
′

LAM -TRIP-INT

(((c1 ���
� c2)ℓℓ

′

f ⇐ ~vℓv )ℓc wℓw )ℓa −→ (c2⇐ (~vℓv (c1⇐ wℓw )lab+(c1))lab−(c2))lab+(c2) SPLIT

Figure 7. Reductionrules.

Themodulecontext becomesrelevant in only onesituation:

. . . (modulefβ v)ℓ . . . E [fβ ]

−→ . . . (modulefβ v)ℓ . . . E [v] LOOKUP

The LOOKUP rule replacesa referenceto a modulevariablewith
its value.Sinceall module-definedvariablereferencesarewrapped
with contractchecksduringtheannotationphase,a contractcheck
now surroundsthevaluev.

In Figure7 weusen to representruntimeintegers,~v to represent
functionsor functionswith any numberof blessedarrow contract
checkswrappedaroundthem,andv andw to representany values
whatsoever. Whennecessarywe write ve... for a valuev thatsatis-
fies all the predicatese, etc.Finally to simplify theexpositionwe
decidethatablameredex in any context reducestheentireprogram
in onestepto just thatexpression,whereuponreductionstops.

The SUBST rule is the usual βv relation for function calls.
Substitutionreplacesboth the variablex and its label β with the
valuev and its label ℓv. The IF0-TRUE and IF0-FALSE rulesare
also the usualonesfor conditionalexpressions.The APP-ERROR
rule blamestheprogrammer(representedasλ) whentheprogram
attemptsto useanintegerasa function,i.e.,whentheprogrammer
doesnot violatea contractbut abusestheprogramminglanguage.2

Therestof thereductionrulesconcerncontractchecking:

• TheANY rule shows a contractcheckthatchecksnothing.The
checkreducesto the testedvalue. Importantly, the label ℓ on
any becomesthe labelon v. The reasonis that in theanalysis,

labelℓ actsasanabstractvaluesourcefor thecontractanyℓℓ
′

f .
Thereductionrulethusguaranteesthatthevaluev hasthesame
labelastheabstractsourceit replaces,which is thekey to the
relevantstepin thesoundnessproof of theanalysis.

• The ANY-TRIP rule is similar to the previous one,except that
it dealswith a triple. The rule takesthe boilerplatecodefrom
the first part of the triple and replacesthe ε expressionswith
the valuev, againafteran appropriatelabel changeon v. The

2 This checkis representative of the languagedesigner’s power to restrict
primitive operations(suchasfunctionapplication,arrayindexing, etc.)Put
differently, it representsthe implicit contractbetweentheprogrammerand
thelanguagedesigner.

result of thesesubstitutionsis code that checkswhetherthe
valuesatisfiesthe triple’s predicateor not. The expressione2
doesnot play any active role during thereductionbut is added
to thesetof predicatessatisfiedby v (againfor thepurposeof
thesoundnessproof).

• The INT-INT and INT-LAM rulescheckthata givenvalueis an
integer. If it is, the INT-INT behavesjust like the ANY one.If it
is not, the INT-LAM blamesthe appropriatemodule.The label
of the blameexpressionis thesecondlabelon the contract:ℓ′

actsasanabstractvaluesink during theanalysis.Theseverity
level of the contractviolation is redsincea basiccontracthas
beenbroken.

• INT-TRIP-INT and INT-TRIP-LAM correspondto INT-INT and
INT-LAM but cope with triples. When the testedvalue is an
integer, the evaluation of the triple requiresa substitutionto
occur, similarly to what happensin the ANY-TRIP rule. In the
INT-TRIP-LAM rule thecolor of theviolation is againredsince
abasiccontracthasbeenbroken.In essencethecontractsystem
is ableto show thatthevalue~v doesnotsatisfythepredicatee2
simply by looking at thecontractint thatapproximatese2.

• LAM-LAM, LAM-INT, LAM-TRIP-LAM, and LAM-TRIP-INT
correspondto therules INT-INT, INT-LAM, INT-TRIP-INT, and
INT-TRIP-LAM, respectively. The only differenceis the pres-
enceof blessedarrows in the LAM-LAM and LAM-TRIP-LAM
rules:oncea valuehasbeenchecked to bea function,we still
needto check that the function’s argumentor the function’s
resultdo not breaktheir respective partsof the contract.It is
impossibleto checkthesecontractsnow becausethe function
might be applied only much later [8]. Hence,the two rules
LAM-LAM andLAM-TRIP-LAM introducea blessedarrow con-
tractcheckaroundthefunction,indicatingthatthearrow check
hassucceededbut that theargumentandresultof the function
still remainto be checked. If the function alreadyhadblessed
arrow contractcheckswrappedaroundit, it now hasonemore.

• TheSPLIT rule breaksa blessedarrow contractinto its domain
andrangecontracts.It distributesthoseto theactualargument
of the function and to the resultof the whole application,re-
spectively. This is how a higher-ordercontractis, stepby step,
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transformedinto a seriesof flat contracts[8]. Whena function
hasmultiple blessedarrow contractcheckswrappedaroundit,
this rule also ensuresthat the multiple domain contractsare
checkedoutside-inandthemultiplerangecontractsarechecked
inside-out.This in turn ensuresthatblameis correctlyassigned
whenoneof the domainor rangecontractsis violated.Since
onecontractcheckis replacedby two smalleronesandall ex-
pressionshaveto belabeled,thereis seeminglyaneedfor more
labelsin thecontractumthanin theredex. Howeverby usingthe
lab+ andlab− functionswecansharelabelsbetweentheappro-
priate termsandavoid the introductionof fresh labels,which
would breakthesoundnessproof of theanalysis.

Togetherthe annotationand reductionprocessesensurethat a
contractcheckis alwayspresentat the interfacebetweenexpres-
sionsthat comefrom differentmodules,regardlessof how far the
reductionprocesshasprogressed.This invariantis essentialfor the
modularityof theanalysis.

5. The Analysis
Dueto contracts,our analysisproblemdiffers from theusualone.
As a dynamicelement,contractsadd new behavior to programs.
If a contract fails, the execution stopsand the systemissuesa
blameassignment.As a staticelement,contractsguaranteebasic
propertiesaboutthevaluesthatflow outof them;i.e.,eachcontract
separatesaprograminto two pieces:thosethatsendvaluesinto the
contractandthosethat receive valuesfrom the contract.In short,
contractsare simultaneouslyvalue sourcesand value sinks, and
they naturallypartitionprogramsinto (analysis)modules.

Basedon this insight,we have designeda three-phaseanalysis.
The first step is to lift contractchecksout of their context and
to leave just a copy of the contractsin their place.The resulting
sequenceof terms is roughly a modular program with a main
expression.In the secondstepthe analysisusesa parameterized
algorithm to generateconstraintsfrom this program.Finally it
producestypesfrom a solutionto theseconstraints.

Thismakestheanalysisapplicableto eachstagein thereduction
process,renderingit well-suitedfor a subjectreductionargument.

5.1 Lifting

Thelifting stepsplitsanannotatedprogramatcontractboundaries.
Eachcontractcheck(c⇐ e)ℓ is lifted to the top of the program;
the remaininghole in the term is filled with the contractc. The
duplicationof the contractallows the analysisto separateits two
roles.At the bottomof a term, the contractis a sourceof values,
which meansthe analysisusesonly its positive labels.At the top
level, it is a valuesink; theanalysisusesonly thenegative labels.

Figure 8 illustratesthe lifting processwith two examples.In
the upperleft part of the figure, the white triangle representsthe
primary expressionbefore the reduction processhas started.It
containsa grey triangle,which is a referenceto a modulevariable.
The oval betweenthe two treesrepresentsthe module contract.
Lifting producestwo triangles:thewhiteone,with just thecontract
wherethegrey termwaslocated,andthegrey one,with theoriginal
contractcheckat its top.Naturally, thegrey oneis justan(indirect)
referenceto themodulethatdefinesandexportsthevariable.

The lower row of the figure depictsthe main expressionafter
several reductionsteps.The reductionstepscopy termsand split
up contracts.Theresultis, for example,thata singlemodulerefer-
encecanturn into numerousembeddedtermswith contracts.The
trianglesin thelower left of thefiguredepictsucha term.Imagine
thatafunctionbodyunderc1 hasbeenduplicatedandappliedonce.
Thesmall white triangleunderc0 is theactualargumentthat was
substitutedinto thefunctionbody. Thelifting stepfor this reduced
programproducesfour terms.

(c0→c1)⇐

lift

→
(c0→c1)⇐

c0→c1

↓ reduce

...

↓ reduce

c1⇐ c1⇐

c0⇐

lift

→ c1⇐ c0⇐

c1⇐

c0 c1 c1

Figure 8. Lifting subtrees.

Figure9 definesthelifting process.Thefour judgementsareof
theform

⊢
l
t t � ts

wheret is in p, m, e, andc (for programs,modules,expressions,
andcontractsrespectively), t is thetermto be lifted, andts repre-
sentstheresultinglifted trees.

Most of therulesdefiningthelifting processarestructuralrules
that simply gatherthe termsresulting from lifting subtermsand
pushall thosetermsto the program’s top level in the right deter-
ministic order. We omit mostof thosetrivial rulesfrom Figure9,
exceptfor thePROGRAM, MODULE, LAM, andAPPones.

Theonly rule of interestis CHECK: a contractcheck(c′⇐ e′)ℓ

is lifted to the top anda copy c′ of the contracttakes its placein
the tree currently being processed.For simplicity, we ignore the
distinctionbetweenarrow contractsandtheir blessedcounterparts
(rule BARROWC).

Lifting occursalmosteverywhere,includinginsidethefirst ex-
pressionof triples(rule TRIPC). Sincetriplesaredissolvedduring
thereductionprocessandsincetheresultingexpressionscontribute
to thefinal result(or blame),theanalysismustpredictwhichvalues
flow from thefirst partof triples.It is unnecessary, however, to lift
the third partof the triple becausewe know from thedefinitionof
D∆ that this componentnever containsany contractchecks.The
secondpart of the triple is not lifted either, becausethe analysis
phaseof thenext sectionrelieson this expressionremainingin its
original form.

5.2 Analysis

After the lifting step,programssatisfyadditionalsyntacticinvari-
ants:seethegrammarin Figure10.Thisnew grammardiffersfrom
theonein Figure4 in threeways:(1) contractsarenow expressions;
(2) contractchecksareno longerexpressionsandcanonly appear
at theprogram’s top-level, like moduledefinitions;(3) blessedar-
row contractshave disappeared.

Thepurposeof theanalysisis to predict(1) theflow of values
and(2) potentialcontractviolationsandviolators.Accordingly, the
analysisproducestwo results:a mappingϕ from labelsto setsof
labelsanda mappingψ from labelsto modulevariablenamesplus
oneof two “violation” colors.The former points to valuesin the
program.The latter associatescontractlabelswith modulesthat
might violate the contract.If the associatedcolor is orange(O),
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⊢lm mi
� esi . . .m

′

i ⊢le e
� es . . . e′

⊢lp mi . . . e
� esi . . .m

′

i . . . es . . . e
′

(PROGRAM)

⊢le v
� es . . . v′

⊢lm (modulefβ v)ℓ � es . . . (modulefβ v′)ℓ
(MODULE)

⊢le e
� es . . . e′

⊢le (λxβ .e)ℓe1...
� es . . . (λxβ .e′)ℓe1...

(LAM)

⊢le e1
� es1 . . . e′1 ⊢le e2

� es2 . . . e′2

⊢le (e1 e2)ℓ
� es1 . . . es2 . . . (e′1 e

′

2
)ℓ

(APP)

⊢lc c
� esc . . . c′ ⊢le e

� es . . . e′

⊢le (c⇐ e)ℓ � esc . . . es . . . (c′⇐ e′)ℓc′
(CHECK)

⊢lc (cd→cr)ℓℓ
′

f
� es

⊢lc (cd ��� � cr)ℓℓ
′

f
� es

(BARROWC)

⊢le e1
� es1 . . . e′1

⊢lc 〈e1 e2 c〉ℓℓ
′

f
� es1 . . . 〈e′1 e2 c〉

ℓℓ′
f

(TRIPC)

Figure 9. Lifting judgments.

P ::= E |MP

| (C⇐ E)ℓP

M ::= (modulefβ V )ℓ

V ::= nℓE... | (λx
β .E)ℓE...

E ::= V | xβ | fβ | (E E)ℓ | (if0 E E E)ℓ

| C | (blamef S)ℓ | εℓ

C ::= intℓℓ
′

f | anyℓℓ
′

f | (C→C)ℓℓ
′

f

| 〈E E C〉ℓℓ
′

f
S ::= O | R

Figure 10. Analyzedsyntax.

a part of the contracthasbeensatisfied;otherwiseit is red (R),
meaningnopartof thecontractcouldbeprovedto besatisfied.

Our analysisextendsandadaptstechniquesof 0CFA [23, 27]
andSBA [10, 16, 21]. It is parameterizedover apredicateapproxi-
mationrelation 6⊑, andgeneratesconditionalconstraintsonthesets
of labelsand setsof errorsthat can show up at any given label.
Any pair of mappingsfrom labelsto setsof labelsandfrom labels
to modulevariablenamesthat satisfytheseconstraintsis a sound
approximationto the actualrun-timebehavior of the program.A
minimal approximationis thesolution.

The constraintgenerationalgorithm needsto identify value
sourcesandvaluesinks in programs.In the grammarfor expres-
sions value sourcesare syntactic values; numbersand abstrac-
tions arethe only expressionsthat aresources.A valuesink con-
sumesvaluesand triggerscomputations;applicationsare the pri-
maryvaluesinksamongexpressions.

As mentionedbefore,contractsplaytheroleof bothsourcesand
sinks.Contractsthat occurasleavesin anexpressionaresources;
contractsinsideof top-level checksaresinks.Becauseof this dual
role, contractshave two labels:one representsthe contractas a
valuesourceandtheotherasa valuesink.Consider

intℓ
+ℓ−

f .

Theanalysisusesℓ+ whenit dealswith thecontractasan integer
sourceandℓ− whenit dealswith it asan integer sink, i.e., for an
integercontractcheck.

The matrix in Table1 describesthe essenceof the constraint
generationprocess.It explainshow every possiblecombinationof
a sourceand a sink in the entire programgeneratesconstraints
concerningthe flow of valuesandblameassignment.The entries
donotassumeanything aboutthecontext in whichasourceor sink
occurs.This implies that,for example,expressionsinsidecontract
triplesareanalyzedlike any otherexpression.

Thenext two subsectionsexplain themeaningof theconstraints
in Table 1, followed by a subsectionpresentinga few additional
constraintsthatdonot involve source-sinkpairs.

5.2.1 Value Flow Constraints

Let us illustrate how to read Table 1 with somekey examples.
We startwith the combinationof λ-abstractionsandapplications
becausethe form of the constraintsshouldbe familiar from the
analysisof thesimplelambdacalculus[23]:

Source
�

Sink (eℓ5 eℓ6)ℓa

(λxβ.eℓ)ℓλ
e1...

{ℓλ}⊆ϕ(ℓ5) ⇒ ϕ(ℓ6)⊆ϕ(β)

{ℓλ}⊆ϕ(ℓ5) ⇒ ϕ(ℓ)⊆ϕ(ℓa)

Theabove specifiesthe creationof two constraintsfor every pos-
siblepair of anabstractionandanapplicationin theprogram.The
first constraintsaysthat, if the abstraction(labeledℓλ) flows into
the application’s function position (ℓ5), then the argumentsfrom
theapplication(ℓ6) flow into theabstraction’s parameter(β). The
secondconstrainthasthesameantecedentasthefirst andimplies
that thevalueof theabstraction’s body(ℓ) flows into theresultset
for thefunctionapplication(ℓa).

Thesecondexamplejuxtaposestwo contracts:3

Source
�

Sink any
ℓ+5 ℓ

−

5

h

(c
ℓ+1 ℓ

−

1
g →c

ℓ+2 ℓ
−

2

f )
ℓ+3 ℓ

−

3

f

{ℓ+3 }⊆ϕ(ℓ−5 ) ⇒ ϕ(ℓ+5 )⊆ϕ(ℓ−1 )

{ℓ+3 }⊆ϕ(ℓ−5 ) ⇒ ϕ(ℓ+2 )⊆ϕ(ℓ−5 )

The first of thosetwo constraintssaysthat, if valuesrepresented
by thefunctioncontract (labeledwith ℓ+3 ) flows into theany check
(ℓ−5 ), then that sameany—representedas a value source(ℓ+5 )—
flows into thedomainpartof thearrow contract(ℓ−1 ).

To understandthis flow from theany contractto the function’s
domain contract,rememberthat any representsthe union of all
data,including functionsfrom any to any. This meansthata value
checked againstany can turn out to be a function and can then
potentiallybeappliedto all sortsof values.4 Naturallythesevalues
flow into thedomainpositionof thearrow contract,whichis similar
to what happensin the cell that matchesfunction contractswith
functioncontractsin thebottomhalf of Table1. Theanalysismust
thereforecheckfor sucha possibility andensurethat the domain
part of the arrow contractis coherentwith receiving all possible
values.The sameargumentfor the function’s rangeexplains the
secondconstraintabove.

Of course,a practical debugger doesnot directly re-usethe

any
ℓ+5 ℓ

−

5

h contractto checkthefunctionalcontractaswell asits do-

mainandrange.Instead,it createsa new (any
ℓ+5 ℓ

−

5

h →any
ℓ+5 ℓ

−

5

h )ℓℓ
′

h

3 To save space,thesamecell in Table1 sharesits two constraintswith the
cell below aswell aswith thetwo cellsontheright (eachof whichhasitself
a third constraintnot sharedwith any othercell).
4 At anabstractlevel thisisanalogoustoHenglein’snotionof aDynamic �

(Dynamic→Dynamic) coercion[17].
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Source� Sink int
ℓ+5 ℓ

−

5

h 〈. . . e5 int
ℓ+5 ℓ

−

5

h 〉
ℓ+6 ℓ

−

6

h any
ℓ+5 ℓ

−

5

h 〈. . . e5 any
ℓ+5 ℓ

−

5

h 〉
ℓ+6 ℓ

−

6

h

nℓn
e1...

{ℓn}⊆ϕ(ℓ−
5

)

e1 . . . 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

{ℓn}⊆ϕ(ℓ−
5

)

e1 . . . 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

int
ℓ+
1
ℓ−
1

f {ℓ+
1
}⊆ϕ(ℓ−

5
) ⇒ {〈h,O〉}⊆ψ(ℓ−

5
) {ℓ+

1
}⊆ϕ(ℓ−

5
) ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

〈. . . e1 int
ℓ+
1
ℓ−
1

f 〉
ℓ+
2
ℓ−
2

f

{ℓ+
1
}⊆ϕ(ℓ−

5
)

e1 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

{ℓ+
1
}⊆ϕ(ℓ−

5
)

e1 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

any
ℓ+
1
ℓ−
1

f

{ℓ+
1
}⊆ϕ(ℓ−

5
) ⇒ {〈h,R〉}⊆ψ(ℓ−

5
)

{ℓ+
1
}⊆ϕ(ℓ−

5
) ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

〈. . . e1 any
ℓ+1 ℓ

−

1

f 〉
ℓ+2 ℓ

−

2

f

{ℓ+
1
}⊆ϕ(ℓ−

5
)

e1 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

(λxβ .eℓ)
ℓλ
e1... {ℓλ}⊆ϕ(ℓ−

5
) ⇒ {〈h,R〉}⊆ψ(ℓ−

5
)

{ℓλ}⊆ϕ(ℓ−
5

) ⇒ ϕ(ℓ+
5

)⊆ϕ(β)

{ℓλ}⊆ϕ(ℓ−
5

) ⇒ ϕ(ℓ)⊆ϕ(ℓ−
5

)

{ℓλ}⊆ϕ(ℓ−
5

)

e1 . . . 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

(c
ℓ+
1
ℓ−
1

g →c
ℓ+
2
ℓ−
2

f )
ℓ+
3
ℓ−
3

f

{ℓ+
3
}⊆ϕ(ℓ−

5
) ⇒ {〈h,R〉}⊆ψ(ℓ−

5
)

{ℓ+
3
}⊆ϕ(ℓ−

5
) ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

{ℓ+
3
}⊆ϕ(ℓ−

5
) ⇒ ϕ(ℓ+

5
)⊆ϕ(ℓ−

1
)

{ℓ+
3
}⊆ϕ(ℓ−

5
) ⇒ ϕ(ℓ+

2
)⊆ϕ(ℓ−

5
)

〈. . . e3 (c
ℓ+
1
ℓ−
1

g →c
ℓ+
2
ℓ−
2

f )
ℓ+
3
ℓ−
3

f 〉
ℓ+
4
ℓ−
4

f {ℓ+
3
}⊆ϕ(ℓ−

5
)

e3 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

Source� Sink (eℓ5 eℓ6 )ℓa (c
ℓ+
7
ℓ−
7

i →c
ℓ+
8
ℓ−
8

h )
ℓ+
5
ℓ−
5

h 〈. . . e5 (c
ℓ+
7
ℓ−
7

i →c
ℓ+
8
ℓ−
8

h )
ℓ+
5
ℓ−
5

h 〉
ℓ+
6
ℓ−
6

h

nℓn
e1... {ℓn}⊆ϕ(ℓ5) ⇒ {〈λ,R〉}⊆ψ(ℓa) {ℓn}⊆ϕ(ℓ−

5
) ⇒ {〈h,R〉}⊆ψ(ℓ−

5
)

int
ℓ+
1
ℓ−
1

f

{ℓ+
1
}⊆ϕ(ℓ5) ⇒ {〈λ,R〉}⊆ψ(ℓa) {ℓ+

1
}⊆ϕ(ℓ−

5
) ⇒ {〈h,R〉}⊆ψ(ℓ−

5
)

〈. . . e1 int
ℓ+1 ℓ

−

1

f 〉
ℓ+2 ℓ

−

2

f

any
ℓ+
1
ℓ−
1

f

〈. . . e1 any
ℓ+
1
ℓ−
1

f 〉
ℓ+
2
ℓ−
2

f

(λxβ .eℓ)
ℓλ
e1...

{ℓλ}⊆ϕ(ℓ5) ⇒ ϕ(ℓ6)⊆ϕ(β)

{ℓλ}⊆ϕ(ℓ5) ⇒ ϕ(ℓ)⊆ϕ(ℓa)

{ℓλ}⊆ϕ(ℓ−
5

) ⇒ ϕ(ℓ+
7

)⊆ϕ(β)

{ℓλ}⊆ϕ(ℓ−
5

) ⇒ ϕ(ℓ)⊆ϕ(ℓ−
8

)

{ℓλ}⊆ϕ(ℓ−
5

)

e1 . . . 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

(c
ℓ+1 ℓ

−

1
g →c

ℓ+2 ℓ
−

2

f )
ℓ+3 ℓ

−

3

f

{ℓ+
3
}⊆ϕ(ℓ5) ⇒ ϕ(ℓ6)⊆ϕ(ℓ−

1
)

{ℓ+
3
}⊆ϕ(ℓ5) ⇒ ϕ(ℓ+

2
)⊆ϕ(ℓa)

{ℓ+
3
}⊆ϕ(ℓ−

5
) ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

{ℓ+
3
}⊆ϕ(ℓ−

5
) ⇒ ϕ(ℓ+

7
)⊆ϕ(ℓ−

1
)

{ℓ+
3
}⊆ϕ(ℓ−

5
) ⇒ ϕ(ℓ+

2
)⊆ϕ(ℓ−

8
)

〈. . . e3 (c
ℓ+
1
ℓ−
1

g →c
ℓ+
2
ℓ−
2

f )
ℓ+
3
ℓ−
3

f 〉
ℓ+
4
ℓ−
4

f {ℓ+
3
}⊆ϕ(ℓ−

5
)

e3 6⊑ e5

� �
� ⇒ {〈h,O〉}⊆ψ(ℓ−

5
)

Table 1. Constraintscreationfor source-sinkpairs.

contracton thefly (with ℓ andℓ′ fresh)andusesit to checkthedo-
mainandrangeof thefunctioncontract.For deeplynestedfunction
contracts,theprocessis repeatedrecursively therebycreatingawit-
nessfor eachpossiblecontractviolation.5 In essencethis process
simplymakesexplicit thesinksfor thecomplex abstractvaluesthat

5 Thedebuggermustthenbecarefulto re-usetheoriginalany
ℓ+
5
ℓ−
5

h contract

for both the domainandrangeof the new (any
ℓ+
5
ℓ−
5

h →any
ℓ+
5
ℓ−
5

h )ℓℓ
′

h con-
tractbecausetheuseof new any contractsfor thedomainandrangemakes
the analysisfail to terminatewhena function with a recursive type flows

into any
ℓ+
5
ℓ−
5

h .

flow into any
ℓ+5 ℓ

−

5

h . Theanalysisthereforeremainssound.Herewe

forsake this processandre-usetheany
ℓ+5 ℓ

−

5

h contractandits labels
only to simplify thesoundnessproof.

5.2.2 Blame Constraints

Thethird exampleexplainsblameassignment:

Source
�

Sink (c
ℓ+7 ℓ

−

7

i →c
ℓ+8 ℓ

−

8

h )
ℓ+5 ℓ

−

5

h

int
ℓ+1 ℓ

−

1

f {ℓ+1 }⊆ϕ(ℓ−5 ) ⇒ {〈h,R〉}⊆ψ(ℓ−5 )
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It specifiesthe creationof a singleblamesetconstraintfor every
possiblepair of abstractinteger sourceand arrow contractcheck
in the program.The constraintsaysthat, if the abstractintegers
representedby ℓ+1 flow into the arrow checkrepresentedby ℓ−5 ,
moduleh hasto beblamedbecauseit mightproduceintegerswhen
only abstractionsareexpected.Thenameof themoduleis tagged
with red(R) becauseit is a completeviolation of thecontract.

For a partial contractviolation, which is taggedwith orange
(O), considerthis entry:

Source
�

Sink 〈. . . e5 int
ℓ+5 ℓ

−

5

h 〉
ℓ+6 ℓ

−

6

h

〈. . . e1 int
ℓ+1 ℓ

−

1

f 〉
ℓ+2 ℓ

−

2

f

{ℓ+1 }⊆ϕ(ℓ−5 )

e1 6⊑ e5

� �

� ⇒ {〈h,O〉}⊆ψ(ℓ−5 )

The cell specifiesthecreationof a singleblamesetconstraintfor
everypossiblepairof anintegercontracttriple (viewedasasource)
thathasanadditionalpredicatee1 andanothertriple with aninteger
contractcheckthat hasan additionalpredicatee5. The constraint
saysthat, if the abstractinteger (ℓ+1 ) flows into the integer check
(ℓ−5 ) and if the sourcepredicatee1 doesnot imply ( 6⊑) the sink
predicatee5, thenthehmodulevariableis blamedfor theviolation.
The “blame” color, however, is orangebecausethe analysiscan
prove thattheabstractvaluesflowing into thecontractcheckareat
leastalways integers.Note that the boilerplatecodein the triples
playsno explicit roleheresowe usedotsfor this code.

Theblameconstraintsin Table1 always usethe nameh asso-
ciatedwith the sink (or λ whenthe moduleviolatesthe language
specification),never the namef associatedwith the source.This
makestheanalysisconsistentwith theinvariantestablishedvia rule
ARROWC during the annotationprocessof Section3.3. That rule
switchesthe two modulevariablenamesusedby the⊢

a
c judgment

as it traversesthe domainpositionsin a functionalcontract.This
switch ensuresthat whenan expressionis reducedand triggersa
contractviolationatruntime,blamefor thatviolationis alwayscor-
rectly assignedto themodulethatoriginally containedtheexpres-
sionbeingreduced.Theswitchalsoensuresthat,at analysistime,
thenameof themodulethatoriginally containedthecurrentlyana-
lyzedlifted expressiontreeis alwaysthenameassociatedwith any
contractcheckthatis usedat thetop of thattree.

For example,in thelower left partof Figure8, theoriginal grey
moduleisalwaysblamedwhenthereductionprocesstriggersarun-
timecontractviolation in eitherof thetwo grey terms.In thelower
right cornerof the figure the nameof the original grey moduleis
alwaysassociatedwith thecontractchecksat the top of bothgrey
subtrees.By alwaysusingthenameh associatedwith suchcontact
checkswhenassigningblame,theconstraintsof Table1 guarantee
thattheanalysisis consistentwith theruntimebehavior in blaming
theoriginalgrey modulefor all contractviolationsoccurringinside
a grey term.

This treatmentof blameassignmentis also consistentwith a
modularanalysis.The analysiscompletelytruststhe contractsat
the top andbottomof a lifted expressiontreeto correctlyapprox-
imatetheoutsideworld, even if analyzinglater thatoutsideworld
might show that assumptionto be untrue.Sinceit truststhe con-
tracts,the analysiscanonly assignblameto the analyzedexpres-
sion.While this makesblameassignmentlook easy, it is really a
consequenceof a carefullyengineeredannotationprocessandlift-
ing phase.

5.2.3 Additional Constraints

Finally, to get theanalysisstarted,we must supplementTable 1
with rulesthat get theflows initiated for all the valuesources.In
general,all value sourcesmust have their label includedin their

own valueset.Similarly, eachblamesetis seededwith thenames
from blameexpressions:seethetop two rows of Table2.

The third row in Table 2 describesthe flows from the two
branchesof an if0 expressionto the whole expression.Naturally
therearenoflows out of thetest.

The fourth row explains the analysisof contractchecksat the
top of the lifted trees.Recall that a contractat the top of a lifted
treesimulatesthe context in which the treeusedto occur. Since
any given contractcanbe botha valuesourceor a valuesink, the
constraintgenerationalgorithmmerelyconnectstheoutflow of the
sub-expressionwith theinflow of thecontract.

Triples suchas 〈eℓ1 eℓ2 cℓℓ
′

f 〉ℓ
+ℓ−

f also needto createvalue
flows. Rememberthat the third part of a triple—thedomaincon-
tractderivedby theD∆ function—sharesits labelℓ with ε expres-
sionsin thefirst partof thetriple. Thereis thereforenoneedto cre-
ateflows betweenthe first andthird partsof the triple. Two flows
arestill missing,however. First, theresultof thefirst partflowsout
to betheresultof theentiretriple. Second,thevaluesthatflow into
the triple really flow into theℓ′ positionof thecontract;this guar-
anteesthatthesein-flowing valuesarecheckedagainstthecontract
c. Seethefifth row of Table2 for detailson thesechecks.

Oneinterestingaspectof triples is that they arenot themselves
abstractvaluesources.Whatactsasavaluesourceis thepredicate-
free contractc, which approximatesthe predicatee in the triple.
Whenc reachesa valuesink it is directly checkedagainstthesink
if the sink is anotherpredicate-freecontract,or it is usedas an
approximationof e if thesink is anothertriple.

To be more concrete,consideragain the example at the end
of Section3.3. Starting from the contract(predprime?) on the
definition of the modulevariablef the annotationprocessinserts
aroundthereferenceto f acontractcheckwith atriple of theform:

〈(if0 (prime?β1 εℓ) εℓ (blamef O)) prime? intℓℓ
′

f 〉

Whenconsideredasa sourcethe intℓℓ
′

f contractflows naturallyto

the εℓ expression,out of the if0 one, and then out of the triple
becauseof thefirst constraintfrom thefifth row of Table2. If later
that intℓℓ

′

f contractflows into a simplearrow contractcheckthen

a rederroroccurs.If theintℓℓ
′

f contractflows into a simpleinteger
contractchecktheneverythingis fine.In bothcasestheanalysishas
reacheda conclusionwithout ever having to considerthepredicate
prime?, which is the only information the programmersupplied
for f ’s contract. In essencethe analysishas computedthat, to
be a prime, a value must first be aninteger. It can then usethat
knowledgeto simplify many of thecontractchecks.

Similarly if the sink for intℓℓ
′

f is a triple with a simplearrow
contractas its third part, the analysisflags a red error without
having to considereitherprime?or thepredicatein thesink triple.

It is only whenintℓℓ
′

f flows into a triple with anintegercontractas
its third part that theanalysishasto comparethepredicateprime?
from thesourcewith thepredicatefrom thesink anddecide,using
the 6⊑ relation,whetherthefirst impliesthesecond.If not,anorange
erroris flagged.

Finally, weareleft with modules.Initially, amodulecontributes
only its singlevalueto theanalysis.Thelast row in Table2 there-
fore addsa constraintthat connectsthe value to the modulevari-
able.Sincea variablesharesits label with all its references,the
valuethusflows from thevariabledefinitionto eachreferenceto a
⇐ form that checksthevaluesagainstthemodulevariable’s con-
tract.Theanalysistherebyensuresthattheexpressiondefiningthe
modulevariablesatisfiesits own contract.

Onceall theconstraintshave beengeneratedfrom a program’s
text, they haveto besolvedto obtainthesolution.Thisis doneusing
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nℓ intℓℓ
′

f anyℓℓ
′

f (λxβ .eℓe)ℓ (c1→c2)ℓℓ
′

f {ℓ}⊆ϕ(ℓ)

(blamef s)ℓ {〈f, s〉}⊆ψ(ℓ)

(if0 eℓ0 eℓ1 eℓ2)ℓ
ϕ(ℓ1)⊆ϕ(ℓ)

ϕ(ℓ2)⊆ϕ(ℓ)

(cℓℓ
′

f ⇐ eℓe)ℓc ϕ(ℓe)⊆ϕ(ℓ′)

〈eℓ1 eℓ2 cℓℓ
′

f 〉ℓ
+ℓ−

f

ϕ(ℓ1)⊆ϕ(ℓ+)

ϕ(ℓ−)⊆ϕ(ℓ′)

(modulefβ vℓv )ℓ ϕ(ℓv)⊆ϕ(β)

Table 2. Additional constraints.

standardtechnologyfor solvingHorn constraints.Seefor example
Palsberg andSchwartzbach[25].

5.3 Analysis Parameterization

The analysisis parameterizedover the approximationrelation 6⊑
that is usedto comparepredicates.Intuitively, the relation is a
versionof (thenegationof) observationalapproximation.Consider
n + 1 predicatese1,. . . , en, and e, and the questionof whether
the relatione1 . . . en 6⊑ e holdsor not. Sincepredicateswork on
values,this questiononly makes senseif it is asked for a given
abstractvaluev: if v hassatisfiedeachof thepredicatesei, doesv
thensatisfye? More formally, we definethe 6⊑ relationasfollows:
giventhepredicatese1,. . . ,en ande, we have e1 . . . en 6⊑ e if and
only if thereexistsanabstractvaluev suchthat(ei v) reducesto 0
for all i and(e v) doesnot reduceto 0.

In practicea static debugger will only analyzean unreduced
program,wheretherelationwill alwaysbeonly of theform e1 6⊑ e,
but we have to usethe multi-predicateversionherefor the sake
of the soundnessproof. All the e1 . . . en ande predicatesshould
benon-liftedexpressions,otherwisethe 6⊑ relationmight in some
casesendupcomparingcontractsratherthanexpressions.

Since observational approximationis undecidable,an imple-
mentationmustusea decidableandconservative versionof it. The
selectionof adecidablerelationis a trade-off betweenthepowerof
theanalysisandthetime complexity of therelation.Many reason-
ablechoicesexist: thevacuousfalse relation;theequalityof predi-
catenames;λ-calculi; or generaltheoremproving à la ESC[7].

In practicea relation basedon predicatenamesand contract
combinatorsis agoodchoice.DrSchemeprogrammerswhousethe
contractsystemtendto givenamesto contractpredicatesandre-use
thosenames.For complex contractsthey usecontractcombinators.
Thus,a DrSchemeprogrammermay introducea contract(and/c
even?prime?) andnameit ep. If othermodulesuseep, the anal-
ysis canavoid falsepositiveswhenthe resultof anep-generating
functionflowsinto theargumentof anep-consumingfunction.This
works well even though the analysisitself has no notion of the
conceptof evennessor primality. The resultingsystemthen is in
essencetheideaof typequalifiers[14] appliedto contracts.

Of course,the analysisis not ableto blessanep flowing, say,
into a positive? contract,but it is at leastpossibleto checkthat
bothep andpositive? areinteger-basedpredicatesandflag that
secondcontractin orangeratherthanred.Theorangecolor means
that the analysishas detectedthat a contractviolation has only
beena partial one andit can report that information back to the
programmerwho is usingthestaticdebugger.

Put from the point of view of that programmer, the red color
meansthateitheranactualviolation hasbeendetectedor that the
analysishasunknowingly reachedits own limit (a limit inherent
to the core value flow analysis).The orangecolor meansthat
either an actual violation has beendetectedor that the analysis
hasknowingly reachedits own limit. That is, in the orangecase

the analysishas detectedthat the 6⊑ relation is not capableof
proving thedesiredproperty, eitherbecausethepropertyis wrong
or becausethe relation is too weak to prove it, while in the red
casetheanalysissimplyconcludesthatthepropertyis wrong.From
thepoint of view of theprogrammerthen,gettingrid of anorange
false-positiverequiresusingastronger6⊑ relation,while gettingrid
of a redfalse-positive requireschangingthecoreof theanalysisin
Table1.

Theanalysisis alsoparameterizedovertheD∆ function(Fig.6)
usedin theannotationprocess.Looking oncemoreat theexample
at theendof Section3.3,we seethatD∆ approximatestheprime?
predicatewith an int contract.If that int contractflows from the
contract triple into an int check elsewhere in the programthen
Table1 tells us that everything is fine. If insteadwe weaken the
D∆ functionto approximateprime?with an any contract,thatany
contractnow flows from the triple into the sameint check and
Table 1 tells us a red error is flagged.This shows that choosing
a reasonablypreciseD∆ function is importantfor theaccuracy of
theanalysis.6

Theonly wayto getrid of thespuriousrederrorstemmingfrom
such a weakenedD∆ function is to modify the cell in Table 1

that has〈. . . e1 any
ℓ+1 ℓ

−

1

f 〉
ℓ+2 ℓ

−

2

f asa sourceandint
ℓ+5 ℓ

−

5

h asa sink
to make it use the 6⊑ relation and extend that relation to check
whethere 6⊑ int. After all, even thoughD∆ poorly approximates
prime?, that predicateby itself mathematicallyensuresthat all
valuessatisfying it are integers, so there is no reasonto flag a
rederror if 6⊑ is strongenoughto compensatefor D∆’s weakness.
In general,the lessaccuratetheD∆ function is in approximating
predicates,the morework the 6⊑ relationhasto do to prevent the
appearanceof false-positives.

Obviously theparameterizationof theanalysisoverD∆ and 6⊑
hasa stronginfluenceon the analysis’s total running time. There
is no limit to how complex D∆ and 6⊑ can be. Outsideof those
two specificrunningtimes,theconstraintscreatedfrom thecoreof
the analysisin Table1 canstill be solved in time proportionalto
the cubeof the sizeof the lifted program[25] in the worst case.
Rememberthat theannotationprocessduplicatescontracts,andin
factit candosoa linearnumberof timesif thereis a linearnumber
of modulevariablereferencesin the program.If a given module
variablehasa linearnumberof referencesandits contractis itself
linear in the size of the original program,the size of the lifted
programis then quadraticin the size of the original programin
theworstcase,andthetotal runningtime of theconstraintsolving
part of the analysisis thenproportionalto the sixth power of the
sizeof theoriginal program.In practicecontractshave aconstant
size so the programmeris unlikely to ever experiencethis worst
caseanalysistime.

5.4 Type Reconstruction

Giventhesolutionϕ of thesetconstraintsfor valueflows, we can
createa type-like descriptionof value setsfor eachnode in the
program.Specifically, for a given mappingϕ andlabel ℓ, the two
functionsin Figure11 reconstructa (recursive) typespecification.
It is those typesthat the staticgraphicaldebuggerpresentsto the
programmertogetherwith theblamesets.

TheRϕ functioncomputesthesetof all reachablelabelsfrom
a label ℓ. TheT ϕ function thenusestheselabelsasthenamesof
typesto constructa (potentially) recursive type for ℓ. The recon-
struction itself is straightforward. A set of labelscorrespondsto
a union; an emptysetcorrespondsto dead codeor an expression
thatnever returnsa result.A labelon anintegeror integercontract

6 Weakening D∆ doesnot make any differencefor the runtime contract
systembecausethereductionrulesalwayscheckall thepredicatesnomatter
how weaktheapproximationsthatD∆ computesare.
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correspondsto an integer type. A label on an any contractcorre-
spondsto an any type.Lastbut not least,a labelon anabstraction
or arrow contractcorrespondsto a function type.Thesurrounding
rectypeconstructortakesaccountsfor thebindingof labelsfor the
function’s argumentandresulttypes.

Wearenotconcernedherewith thereadabilityof types.Hence,
we skip any simplificationstepsfor the reconstructedtypes.The
typesare,however, usefulfor theformulationof theanalysissound-
nesstheoremandits proof.

Rϕ(ℓ)
def
= {ℓ} ∪ R

ϕ
u (ℓ)

R
ϕ
u (ℓ)

def
= � ℓi∈ϕ(ℓ) R

ϕ
t (ℓi)

R
ϕ
t (ℓ)

def
=

�� � {ℓ} if nℓ or intℓℓ
′

f or anyℓℓ
′

f

{ℓ} ∪Rϕ(ℓ1) ∪Rϕ(ℓ2) if (λxℓ1 .eℓ2)ℓ or (c
ℓ′1ℓ1
g →c

ℓ2ℓ
′

2

f )ℓℓ
′

f

T ϕ(ℓ)
def
= (rec([ℓi T

ϕ
u (ℓi)]ℓi∈R

ϕ(ℓ) . . .) ℓ)

T
ϕ
u (ℓ)

def
= (unionT ϕt (ℓi)ℓi∈ϕ(ℓ) . . .)

T
ϕ
t (ℓ)

def
=

���� ��� int if nℓ or intℓℓ
′

f

any if anyℓℓ
′

f

(ℓ1→ℓ2) if (λxℓ1 .eℓ2)ℓ or (c
ℓ′1ℓ1
g →c

ℓ2ℓ
′

2

f )ℓℓ
′

f

Figure 11. Rϕ andT ϕ functions.

6. Soundness
We adaptWand andWilliamson’s proof technique[30] to prove
the soundnessof our analysis.Let � p � be the set of constraints
thattheanalysisgenerateswhengiventhelifted programp, andlet
|= denoteimplication betweensetsof constraints:for two setsof
constraintsA andA′, we haveA|=A′ if andonly if every solution
of A is a solutionof A′.

Giventhis machinery, anadaptationof Wand andWilliamson’s
soundnesstheoremfor ouranalysisis asfollows.

Theorem 1. For a givenannotatedprogramp, let p′
def
= m′ . . . eℓ

′

besuch that⊢lp p � p′. Then:

• p reducestom . . . vℓ and � p′ � |={ℓ}⊆ϕ(ℓ′);

• p reducesto (blameπ s)ℓ and � p′ � |={〈π, s〉}⊆ψ(ℓ);
• or p reducesforever;

where π indicatesthe party to blamefor the violation (either a
modulevariable namelike f , µ for the main expression,or λ for
theuser)ands indicatestheseverity of theviolation (O or R).

Theproof follows theoneby Wand andWilliamson,extended
to handleblamesets.

Intuitively, our analysisconservatively predictstheruntimebe-
havior of the program.If the programterminatesnormally by re-
turningavaluethentheanalysiscorrectlypredictsthelabelon that
value.If theprogramterminatesabnormallybecauseof a contract
violation thentheanalysisconservatively predictstheviolation, its
severity, andthemodulethatis to beblamedfor it.

While necessary, the theoremabove is not quite enough.It
shows that,if theprogramreducesto avalue,theanalysiscorrectly
predictsthe labelon thatvalue.This doesnot automaticallymean
that the analysispredictsthe value itself; after all, the label on
a given value changesevery time the value crossesa contract
boundary. Indeed,oneof theinvariantsof thereductionrulesfrom
Figure7 is that a value that successfullygoesthrougha contract
checkalwaysacquiresthe label that wason that contract(seenas
anabstractvaluesource).

What we want is a strengtheningof the theoremthat tells us
somethingabout valuesand types.Fortunately, contractsensure
that typesarepreserved as values crosscontractboundaries.For
example,whentheanalysisencounterstheexpression

(intℓℓ
′

f ⇐ 3ℓn)ℓc ,

theanalysispredictsthattheresultis anintegerwith labelℓ. In this
casewe obtain3ℓ afterjustonereductionstep(INT-INT)

Usingthis insight,we canstateandprove animprovedcorrect-
nesstheorem:

Theorem 2. For a givenannotatedprogramp, letp′
def
= m′ . . . eℓ

′

besuch that⊢
l
p p � p′. Then:

• p reducestom. . . vℓ and � p′ � |=T ϕ(ℓ) ≤T ϕ(ℓ′),

• p reducesto (blameπ s)ℓ and � p′ � |={〈π, s〉}⊆ψ(ℓ);
• or p reducesforever.

where≤ is subtypingbetweenrecursivetypes[3, 18] andπ ands
havethesamemeaningasbefore.

Proof Sketch. We adaptWand andWilliamson’s techniqueas
follows for this proof. Take the set of constraints� p′ � . Replace
every constraintof the form ϕ(ℓ)⊆ϕ(ℓ′) with a constraintof the
form T ϕ(ℓ)≤T ϕ(ℓ′). Now prove theentailmentandtypepreser-
vation propertiesfor thesesets of constraintsusing Wand and
Williamson’s techniqueandthe fact that all contractcheckingre-
ductionsin Figure7 ensurethat typesarepreserved whena value
crossesa contractboundary.

7. Modularity
Conventionally, an analysisis calledmodularif it is appliedto a
module and a descriptionof the rest of the world. That is, the
approachassumesthat a modular analysis is what an analysis
appliedto amoduleis. In contrast,wehave formulatedtheanalysis
in termsof theentireprogram,andwenow provethatit is modular,
i.e.thatalifted treeof aprogramcanbeanalyzedin isolationof the
restof theprogram.

Theorem 3. Given an annotatedprogram p, let p′ be such that

⊢
l
p p � p′. Considera singlelifted treet′ in p′. Considerthemini-
mal solutionϕp′ of � p′ � andits restrictionϕp′/t′ to thelabelsthat
occur in t′. Consideralso the minimal solutionϕt′ of � t′ � . Then
ϕp′/t′ andϕt′ are thesame.

In otherwords,analyzingalifted tree(eitheramoduleor alifted
expression)in isolation of the rest of the programproducesthe
sameresultsasanalyzingthe whole programandthenlooking at
the resultsfor just that tree.This is true regardlessof how many
timestheprogramhasalreadybeenreduced.

Proof Sketch. A direct consequenceof the lemmabelow. We
considerminimal solutionsbecauseall otherpairsof solutionsare
incomparablein general.

To show thatmodulecontractsarecompletedescriptionsof the
programcontext, weprovethatabstractvaluescannotflow between
any two lifted treesduringtheconstraintsolvingphase.

Lemma. Given an annotatedprogram p, let p′ be such that

⊢
l
p p � p′. Thenfor two different lifted treest and t′ that are in
p′, theonly labelsℓ in t and ℓ′ in t′ such that � p′ � |=ϕ(ℓ)⊆ϕ(ℓ′)

are labels where ℓ = ℓ′ = β with t = (modulefβ vℓv )ℓm and

t′ = (cℓ
+ℓ−

f ⇐ fβ)ℓc .

Intuitively, thelemmasaysthattheanalysispropagatesonly values
from modulesto occurrencesof contractedmodulenames.Thatis,
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from a modulevariablebinderto a referencethat is wrappedwith
a contractcheck.Of course,suchflows do not breakmodularity
in practicebecausethey merely meanthat the module’s value is
checkedagainstits own contract.Thatsuchcheckscreatea seem-
ingly intertreeflow is anartifactof our lifting function.A practical
implementationsimply propagatesthemodule’s valuedirectly into
thecheckwithout going throughthevariablereference.This is in
factwhathappensassoonastheLOOKUP rule hasbeenused.7

Proof Sketch. A closelook at the syntaxof Figure10 shows
that intertreeflows canonly occurin thefollowing threecases:(1)
acrossthe samecontractseenasa sink at the top of a lifted tree
and as a sourceat the bottom of anothertree; (2) throughan εℓ

expressionthatsharesits labelwith anotherexpressionin another
tree;or (3) from a lexical or module-definedvariablebinderin one
treeto a referenceto thesamevariablein anothertree.

(1) All contractsaretaggedwith two labels.Thefirst oneis used
whenthe contractis seenasan abstractvaluesource,the second
onewhenthecontractis seenasa sink.Tables1 and2 aredefined,
however, in sucha way that no abstractvalue ever flows into a
sourcecontract(apartfrom the abstractvaluerepresentedby that
contractitself) or flowsoutof asinkcontract.Leakingvaluesacross
contractsis thereforeimpossible.

(2)By constructiontheεℓ expressionsinitially occuronly inside
triples.Furthermore,they sharetheir labelswith thecontractin the
sametriple andnothingelse.Thetriple’s boilerplatecodecanonly
havecontractchecksinsidethepredicateexpressionin thetestpart
of the if0 expression(Sec.3.3). Lifting judgmentsthereforemay
only affect that part of the boilerplatecode.Hence,the two εℓ

expressionsandthecontractwith thesamelabelall remainin the
sametriple after lifting. Thereis thusno possibility for valuesto
flow from onetreeto anotherthroughεℓ expressions.

(3a)Similarly, thebinderandall thereferencesfor a givenlex-
ical variablealwaysremaininsidethe sametree.By construction
contractsareinitially only on module-definedvariables.No reduc-
tion rule, including the SPLIT rule, ever introducesa contractbe-
tweenabinderand oneof its references.Thelifting functionthere-
fore never separatesbinderandreferencesinto two differenttrees.
Leaksthroughlexical variablesarethusimpossible,too.

(3b) Module variablesare the only remainingmechanismfor
intertreevalue propagation.Recall (Sec.3.3) that the annotation
phasewrapsall modulevariablereferenceswith a contractcheck:

(modulef c v)
. . . f . . .

becomes

(modulefβ vℓv )ℓm

. . . (cℓ
+ℓ−

f ⇐ fβ)ℓc . . .

Now the lifting function lifts all contractchecksto the top so that
afterlifting, theannotatedcodeabove is split into threetrees:

(modulefβ vℓv )ℓm

(cℓ
+ℓ−

f ⇐ fβ)ℓc

. . . cℓ
+ℓ−

f . . .

And in fact, the analysisof this codepropagatesthe valuevℓv in
thefirst treeto fβ in themoduleandafterwardsto thereferencefβ

in thecontractcheck.
In short,this lastpartvalidatesthat intertreeflows arepossible

from a modulevariabledefinition to a contractcheckfor just this

7 Puttingthecontractcheckson themodulevariablebindersratherthanon
eachmodulereferencewouldmaketheanalysismonovariantin suchvalues.
As it stands,it is naturallypolyvariantin modulevalues[32].

variable.No otherkind of flow ispossiblethroughmodulevariables
becauseby constructionall contractchecksareinitially on module
variablereferences.Suchreferencescanonly disappearby being
substitutedfor theirboundvalue(LOOKUP rule in Figure7), which
thenmakesthesecondlifted treein theexampleaboveindependent
of thefirst one.

8. Implementation
We have createda proof-of-conceptstaticdebuggerbasedon our
analysis.It implementsthe annotationphaseof Section3.3, and
the lifting, constraintsgeneration,and type reconstructionphases
describedin Section5. We usesimplenameequalityto implement
the 6⊑ relation.In that implementationabstractvaluesetsarerep-
resentedasnodesin a graph.Simpleinclusionconstraintsbetween
valuesetssuchastheonesin Table2 arerepresentedasdirectedges
betweennodes.Conditionalconstraintslike theonesin Table1 are
representedasspecialedgesthatcreatenew directedgeswhenever
their conditionbecomestrue.Solving theconstraintis thena sim-
ple matterof computingthe transitive closureof thegraph,which
canbedonein cubicworstcasetime in thesizeof thegraph.Con-
straintsfor blamesetsarehandledin a similarmanner.

Figure 12. Exampleprogramwith rederror.

Figure 12 shows the result of using our debugger on a toy
programconsistingof a single module and a main expression.
Themainexpressionis highlightedandunderlinedin redbecause
it is trying to apply the integer i as if it were a function. The
errormessage(not shown) blamesλ, theprogrammerof themain
expression.Thisexamplecorrespondsto thecell in Table1 thathas
an integernℓn

e1... assourceandanapplication(eℓ5 eℓ6)ℓa assink.
Thanksto DrScheme’ssyntaxobjectsystem,theerrorhighlighting
is donein termsof theuser’s original program,not in termsof the
lifted one,which remainsinternalto thedebugger.

Figure 13. Exampleprogramwith orangeerror.

Our secondscreenshotin Figure13 shows anorangeerror. We
definea predicateprime? that acceptsintegersasinput. Actually
implementinga primality test is not our concernhereso we sim-
ply definedprime? asa function which we know never violates
prime?’s own contract.Next we definethevariablep andusethe
prime? predicatejust definedto promisethat p is a prime num-
ber. We thenusethat integer in the main expression.The debug-
ger colors theprime? predicatein orange,because,while it can
prove that the number4 is an integer just as the prime? predi-
cateexpects,it cannotprove that4 is actuallya prime numberas
promised.Theerrormessageblamesp. This examplecorresponds
to thecell in Table1 thathasanintegernℓn

e1... asasourceandatriple

〈. . . e5 int
ℓ+5 ℓ

−

5

h 〉
ℓ+6 ℓ

−

6

h asasink.Heree1 . . . isemptysoe1 . . . 6⊑ e5
is vacuouslytrue.

Our final examplein Figure14 shows a useof the 6⊑ relation.
As in the previous examplewe definea predicateprime? and a
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Figure 14. Exampleprogramwith no secondprime? error.

prime numberp. As beforethe debuggersignalsan orangeerror
becausep might not actuallybea primenumber. We alsodefinea
functionf, whichactsasasink for primenumbers,andthengivep
asinput to f. Noticethat,eventhoughthedebuggerhasdiscovered
that p might not be a prime number, it doesnot signalany error
whengiving p to f. The debuggeris ableto tell that, if the value
of p passesp’s contractcheckat runtime, then it alsopassesf’s
domaincontract.Eventhoughthedebuggerdoesnotunderstandthe
conceptof primality, it doesusethename-based6⊑ relationto check
thatthecontractonp matchesthecontracton thedomainof f and
consequentlydoesnotsignalanerror. Thisbehavior correspondsto

thecell in Table1 thathasa triple 〈. . . e1 int
ℓ+1 ℓ

−

1

f 〉
ℓ+2 ℓ

−

2

f assource

andanothertriple 〈. . . e5 int
ℓ+5 ℓ

−

5

h 〉
ℓ+6 ℓ

−

6

h assink. Sincee1 ande5
arebothprime?, therelatione1 6⊑ e5 is notsatisfied,theconstraint
{〈h,O〉}⊆ψ(ℓ−5 ) is thusnot triggered,andthedebuggerdoesnot
highlight theprime? predicatein f’scontract.Thisalsoshowsthat
the orangecontractviolation for the body of p doesnot influence
the analysisof the usesof p elsewhere; the analysisis modular.
Finally, noticethatafterflowing throughf’s bodya primenumber
doesnot triggerf’s int rangecontractcheck.Theanalysiscorrectly
recognizesprimesas integers,since the domain for the prime?

predicateitself is int, which is whatD∆ computes.

9. Related Work
Probst [26], Flanaganand Felleisen [10], and Fähndrich and
Aiken [2] develop set-basedanalysesfor module-like compo-
nentsin (higher-order) object-orientedand functional languages.
All threeapproachesrely on a variation of the samebasictech-
nique. Their analysisgeneratesseparateconstraintsetsfor each
module,simplifiesthemusingvariousheuristics,storestheresult-
ing setsfor later use,and eventually combinesall the necessary
setstogetherto get thesolution for a specificmodule.While this
form of analysisclearlyhelpsprogrammerswho wish to explorea
largesetof modulesin an incrementalmanner, it doesnot qualify
asa truly modularanalysis.Without theentireprogramaround,a
programmercannotstarttheanalysis.

Tang andJouvelot [28] presenta techniquethat usestype and
effect information, possibly coming from module signatures,to
extendanabstractinterpretationto supportseparateanalysis.They
use 1CFA as an example for their technique,though it can be
applied to any abstractinterpretation.While this analysistruly
qualifiesasmodular, it only considerscontractsasvaluesources,
neverasvaluesinks,andthereforecannotcheckmoduledefinitions
againsttheirown contracts.Worse,becauseerrorsareimpossiblein
their languagethe analysiscomeswithout any blameassignment,
which we considera centerpieceof contractmonitoring.

CousotandCousot[6] formalizea framework for modularab-
stract interpretationand considerseveral solutions,including the
ideaof programmer-specifiedinterfaces.For thiscasethey provide

generalconditionsrelating the analysisand the interfacesso that
theanalysisis sound.We conjecturethatour approachis a special
caseof this framework, but we have no proof for this conjecture.
We choseto develop our own modelandsoundnessproof so that
we couldcopewith theblameanalysisproperly.

Much work has also been done on modulesin the context
of Hindley-Milner type systems[19, 20, 22]. The most obvious
differencebetweensuchtypesystemsfor modulesandouranalysis
is the restrictedset of programpropertiesthat can be expressed
within the type language,while contractscan usethe full power
of theexpressionlanguageto describeany possibleproperty. This
comesat thepriceof 6⊑ beingundecidable.

Identifying the sourceof type errorsin ML-lik e languagesis
notoriouslydifficult [29]. Sincewe usea flow analysis,our graph-
ical debuggercaneasily tracevaluesbackto their sourcewhena
contractviolation occurs[11]. Theclosestequivalentis Haackand
Wells’s type error slicing system[15]. Extendingthat systemto
handlemodulesignaturesis describedasfuturework, however.

Thereis a generalequivalencebetweenpolyvariantflow anal-
ysesandtype systemswith intersectionandunion types[24, 31].
Oursystemis polyvariant(in thesensethatthecontractfor agiven
modulevariableis duplicatedandre-analyzedat eachreferenceof
that variable)but it is doubtful that an equivalent static type sys-
tem exists, due to the presenceof predicatesin our contractlan-
guage.Systemswith intersectionandunion typesalsousuallydo
not considerthe problemof modularity. Wells et al. indicatethat
theirλCIL calculuscouldpossiblyserveasthebasisfor amodular
compilationsystem[31] but donot elaborateon thatpoint.

Othersystems[1, 5, 9, 17] have investigatedthe combination
of statictypesanddynamicchecksto ensureprogramcorrectness.
Flanagan’shybridtypechecker[9] isclosesttooursystem.His type
checker is parameterizedover athree-valuedsubtypingjudgement,
which is similar in spirit to the parameterizationof our analysis
overtheapproximationrelation.Flaggingarederrorin ouranalysis
thenparallelsrejectinga programin his typesystem,andflagging
anorangeerrorparallelsinsertinga dynamiccheck.

Both our contractlanguageand Flanagan’s type languagein-
cludepredicates.Thetypex : B.t denotesin his languagetheset
of valuesof basetypeB thatsatisfythepredicatet. Theusermust
thereforespecifybothB andt. On our systemtheuseronly spec-
ifies the predicatet andwe usethe functionD∆ to automatically
approximateB. In bothsystemstwo predicatesarecomparedonly
oncetheir basetypes(thethird partsof thecorrespondingcontract
triplesin ourcase)haveprovedto match.Flanagan’s typelanguage
also includesdependentfunction types,whereasour model does
not yet includeFindlerandFelleisen’sdependentcontracts[8].

While Flanagandoesnot examinethe questionof modules,it
shouldbe easyto addthemto his languageby usinghis typesas
interfacespecifications.Theway heassignsblameis basedon the
work by FindlerandFelleisen,asis ours.

10. Future Work
As it is, Table1 is only partiallyparameterizedover the 6⊑ relation.
Fivecellsin thetablehaveorangeblameconstraintsthatdonotuse
therelationin theirantecedent.If 6⊑ is extendedto handlerelations
of the form c 6⊑ e thenthosefive cells canbe modifiedto depend
on therelation.Symmetrically, if 6⊑ is extendedto handlerelations
of theform e 6⊑ c (e.g.to provethatprime?mathematicallyimplies
int) thenfive cells with red blameconstraintscanbe modified to
becomeorangeblameconstraintsthatrely on 6⊑. Table1 will then
befully parameterizedover the 6⊑ relation.

Our model of a static debuggeralso needsto be extendedto
cover some of the most commonly used contract combinators
(and/c, or/c, etc.)usedin DrScheme’s contractsystem.
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11. Conclusion
Thepapershows how a programanalysiscanexploit modulecon-
tracts to producesoundapproximationsof the value flows in a
programin a fully modularmanner. Moreover that analysisis pa-
rameterizable.To understandthe exact designtrade-offs, we plan
to include a full-fledged implementationwith a future releaseof
DrScheme.Thenexperimentationby practicingprogrammerswill
helpusunderstandhow a practicalcontractsystemanda modular
analysisshouldwork together.
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