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Abstract
Programterminationis centralto theprocessof ensuringthatsys-
temscodecanalwaysreact.We describea new programtermina-
tion proverthatperformsapath-sensitiveandcontext-sensitivepro-
gramanalysisandprovidescapacityfor large programfragments
(i.e.morethan20,000linesof code)togetherwith supportfor pro-
gramminglanguagefeaturessuchasarbitrarilynestedloops,point-
ers,function-pointers,side-effects,etc.Wealsopresentexperimen-
tal resultsondevicedriverdispatchroutinesfrom theWindowsop-
eratingsystem.The mostdistinguishingaspectof our tool is how
it shifts thebalancebetweenthe two tasksof constructingandre-
spectively checking the terminationargument.Checkingbecomes
thehardstep.In this paperwe show how we solve thecorrespond-
ing challengeof checking with binary reachability analysis.

Categories and Subject Descriptors D.2.4 [Software]: Software
Engineering—ProgramVerification; D.4.5 [Software]: Operating
Systems—Reliability

General Terms Reliability, Verification

Keywords Programtermination,modelchecking,programverifi-
cation,formal verification

1. Introduction
Reactivesystems(e.g.operatingsystems,webservers,mail servers,
databaseengines,etc) areusuallyconstructedfrom a setof com-
ponentsthat we expectwill always terminate.Caseswherethese
functionsunexpectedlydo not returnto their calling context leads
to non-responsive systems.Device driver dispatchroutines,for ex-
ample,musteventuallyreturnto their caller. Considerthefunction
in Figure1 which is called from several dispatchroutineswithin
theWindowsserialenumerationdevicedriver. Thiscodecallsother
serial-baseddevice driversby passingI/O requestpacketsvia the
kernelroutineIoCallDriver (line 50,pIrp is a pointerto the
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requestpacket and FdoData->TopOfStack is the pointer to
anotherserial-baseddevice driver). In thecasewheretheotherde-
vice driver returnsa return-valuethat indicatessuccess,but places
0 in PIoStatusBlock->Information, the serialenumera-
tion driver will fail to incrementthevaluepointedto by nActual
(line 66),possiblycausingthedriver to infinitely executethis loop
andnot returnto its calling context. Theconsequenceof this error
is thatthecomputer’s serialdevicescouldbecomenon-responsive.
Worseyet,dependingonwhatactionstheotherdevicedriver takes,
this loop may causerepeatedacquiring and releasingof kernel
resources(memory, locks,etc)athigh priority andexcessive phys-
ical bus activity. This extra work stressesthe operatingsystem,
theotherdrivers,andtheuserapplicationsrunningon thesystem,
which maycausethemto crashor becomenon-responsive too.

This exampledemonstrateshow a notionof terminationis cen-
tral to theprocessof ensuringthat reactive systemscanalwaysre-
act. Until now no automaticterminationtool hasever beenable
to provide a capacityfor largeprogramfragments(>20,000lines)
togetherwith accuratesupportfor programminglanguagefeatures
suchasarbitrarily nestedloops,pointers,function-pointers,side-
effects,etc.In thispaperwedescribesuchatool, calledTERMINA-
TOR.

TERMINATOR’smostdistinguishingaspect,with respectto pre-
viousmethodsandtoolsfor proving programtermination,is how it
shiftsthebalancebetweenthetwo tasksof constructingandrespec-
tively checking the terminationargument.Theclassicalmethodis
to constructanexpressiondefiningthe rank of a stateandthento
checkthat its valuedecreasesin every transitionfrom a reachable
stateto a next one.Theconstructionof therankingfunction is the
hardpart and forms a task that needsto be appliedto the whole
program.The checkingpart is relatively easy. In our method,the
taskof constructingranking functionsis the relatively easypart;
they areconstructedon demandbasedon theexaminationof only
a few selectedpathsthroughtheprogram.

Furthermore,TERMINATOR is not requiredto constructonly
one correct terminationargumentbut rather a set of guessesof
possiblearguments,someof which may be badguesses.That is,
thissetneednotbetheexactsetof the‘right’ rankingfunctionsbut
only a superset. We find thesamemonotonicityof the refinement
of theterminationargumentaswith iterativeabstractionrefinement
for safety(thesetof predicatesneednot be theexactsetof ‘right’
predicatesbut only asuperset).

Checking the termination argument is the hard part of our
method.This is becausethe terminationargument is now a set
of ranking functions,not a singlerankingfunction.With a single
ranking function onemustshow that the rank decreasesfrom the
pre-to post-stateafterexecutingeachsingletransitionstep.In our
settingit is not sufficient to look ata singletransitionstep.Instead,
wemustconsiderall finite sequencesof transitions. We mustshow
that, for every sequence,one of the ranking functionsdecreases
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1 NTSTATUS
2 Serenum_ReadSerialPort(CHAR * PReadBuffer, USHORT Buflen,
3 ULONG Timeout, USHORT * nActual,
4 IO_STATUS_BLOCK * PIoStatusBlock,
5 const FDO_DEVICE_DATA * FdoData)
6 {
7 NTSTATUS status;
8 IRP * pIrp;
9 LARGE_INTEGER startingOffset;

10 KEVENT event;
11 SERIAL_TIMEOUTS timeouts;
12 ULONG i;
13
14 startingOffset.QuadPart = (LONGLONG) 0;
15 //
16 // Set the proper timeouts for the read
17 //
18
19 timeouts.ReadIntervalTimeout = MAXULONG;
20 timeouts.ReadTotalTimeoutMultiplier = MAXULONG;
21 timeouts.ReadTotalTimeoutConstant = Timeout;
22 timeouts.WriteTotalTimeoutMultiplier = 0;
23 timeouts.WriteTotalTimeoutConstant = 0;
24
25 KeInitializeEvent(&event, NotificationEvent, FALSE);
26
27 status = Serenum_IoSyncIoctlEx(IOCTL_SERIAL_SET_TIMEOUTS, FALSE,FdoData->TopOfStack,
28 &event, &timeouts, sizeof(timeouts), NULL, 0);
29
30 if (!NT_SUCCESS(status)) {
31 return status;
32 }
33
34 Serenum_KdPrint(FdoData, SER_DBG_SS_TRACE, ("Read pending...\n"));
35
36 *nActual = 0;
37
38 while (*nActual < Buflen) {
39 KeClearEvent(&event);
40
41 pIrp = IoBuildSynchronousFsdRequest(IRP_MJ_READ, FdoData->TopOfStack,
42 PReadBuffer, 1, &startingOffset,
43 &event, PIoStatusBlock);
44
45 if (pIrp == NULL) {
46 Serenum_KdPrint(FdoData, SER_DBG_SS_ERROR, ("Failed to allocate IRP\n"));
47 return STATUS_INSUFFICIENT_RESOURCES;
48 }
49
50 status = IoCallDriver(FdoData->TopOfStack, pIrp);
51
52 if (status == STATUS_PENDING) {
53
54 status = KeWaitForSingleObject(&event, Executive, KernelMode, FALSE, NULL);
55
56 if (status == STATUS_SUCCESS) {
57 status = PIoStatusBlock->Status;
58 }
59 }
60
61 if (!NT_SUCCESS(status) || status == STATUS_TIMEOUT) {
62 Serenum_KdPrint (FdoData, SER_DBG_SS_ERROR, ("IO Call failed with status %x\n", status));
63 return status;
64 }
65
66 *nActual += (USHORT)PIoStatusBlock->Information;
67 PReadBuffer += (USHORT)PIoStatusBlock->Information;
68 }
69
70 return status;
71 }

Figure 1. Utility functioncontainingaterminationbug.Thisfunctionis usedby severaldispatchroutinesin theWindowsserialenumeration
device driver, SERENUM.SYS
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T := ∅ (* terminationargument:unionof well-foundedrelations*)

repeat

(* checkbinaryreachabilityfor T *)
if R+

I ⊆ T then
report “Terminating”

else
ρ := a binaryrelationsuchthatρ ⊆ R+

I but ρ 6⊆ T

(* find rankfunctionfor ρ if it exists*)
if ρ is not a well-foundedrelationthen

report “Not Terminating”
else

(* constructterminationargument*)
W := a rankingrelation,i.e.ρ ⊆ W andW well-founded
T := T ∪ W

end.

Figure 2. Algorithm underlying TERMINATOR (from [13]). The
binary reachabilityanalysis,which checksthe inclusionR+

I ⊆ T ,
is describedin Section3. If the check fails, it returnsa binary
relationρ. The binary relationρ is representedby a sequenceof
statements(with a loop), i.e. a program.The constructionof a
rankingfunctionfor thisprogramandof thecorrespondingranking
relationW is implementedvia techniquesexplainedin [22].

betweenthepre-andpost-state.In otherwords:we mustfirst find
all pairsof statess1 ands2 suchthats1 is reachablefrom thepro-
gram’s initial stateands2 is reachablefrom s1; andwe mustthen
show thatthevalueof onetherankingfunctionsdecreasesfrom s1

to s2. We call this taskbinary reachability analysis. Previously, it
wasnotknown whetherbinaryreachabilityanalysiscouldbemade
practical.The challengeraisedby our approachwasto show that
this is indeedthecase.

In this paper, we show that one can make binary reachability
analysispractical.Furthermore,throughexperimentswith TERMI-
NATOR onWindowsdevice drivers,wedemonstratethatit is effec-
tive atproving terminationargumentsfor industrialsystemscode.

2. TERMINATOR

Thealgorithmfor theincrementalconstructionof terminationargu-
mentsunderlyingTERMINATOR is outlinedin [13]. In this section
webriefly describeTERMINATOR’sdesignandexplaintherolethat
binary reachability playsin it.

TERMINATOR iterates between two procedures:its binary
reachability analysischeck the candidateterminationargument,
while its rank function synthesisengineincrementallyconstructs
theterminationargument.

SeeFigure2. WeassumeaprogramP with atransitionrelation
R and a setof initial statesI . We definethe binary reachability
relationR+

I as the transitive closureof R restrictedto reachable
states.It consistsof the pairs of states(s1, s2) such that s2 is
reachablefrom s1 in at leastone stepand s1 itself is reachable
from aninitial states0. Formally,

R
+
I , {(s1, s2) | ∃s0 ∈ I . (s0, s1) ∈ R

∗ ∧ (s1, s2) ∈ R
+}

Binaryreachabilityanalysisis aprocedurethatcheckswhetherR+
I

is containedin agivenbinaryrelationT :

R
+
I ⊆ T

In the casethat the inclusion doesnot hold, thereexists a non-
emptysequenceof statementsτ1, . . . , τi, . . . τn with anexecution
sequences0 →τ1

s1 . . . si−1 →τi
si . . . sn−1 →τn

sn such
that thepair of states(si, sn) is not in T , formally (si, sn) ∈ R+

I

but (si, sn) 6∈ T . By the form of T in our setting,the two states
si andsn will alwayshave the sameprogramlocation; thus, the
statementsτi+1, . . . τn form a cycle in theprogram.Let ρ bethe
relationconsistingof all pairsof states(si, sn) thatareconnected
by an executionsequenceof the form describedabove (induced
by the sequenceof statements τ1, . . . , τi, . . . τn ). That is, the
relation ρ is the counterexample to the inclusion R+

I ⊆ T . We
haveρ ⊆ R+

I andρ 6⊆ T .
TERMINATOR appliesa rank synthesistool basedon [22] to ρ

in attemptto constructa ranking function (thusproving its well-
foundedness).Fromthis we canconstructa correspondingranking
relationW , which consistssimply of the pairsof stateswith de-
creasing,positive rank.Thus,the constructedrankingrelationW
containsthe relationρ and is well-founded.SeeFigure 3 for an
example.

Note that theunionT of rankingrelations,however, is in gen-
eral not well-founded(it is only disjunctivelywell-foundedin the
terminologyof [23]). This is why it wouldnotbesufficient to show
the inclusionR ⊆ T , andwhy we must insteadprove R+

I ⊆ T .
Our approachthusfollows the framework of [20] wheretemporal
reasoning(here,abouttermination)is reducedto first orderreason-
ing usingauxiliary assertions(here,the union T of ranking rela-
tions).

Example. ConsiderFigure4. In orderto prove this programter-
minating,TERMINATOR incrementallyconstructsa relationT that
musteventuallycontainthebinaryreachabilityrelationof thatpro-
gram.It is sufficient to specify(andto construct)thesubrelations
T ℓ with pairsof statesat the sameprogramlocationℓ whereℓ is
oneof 7, 12,28 and33.Theselocationsform a setof cutpoints,in
theterminologyof Floyd [15]. Wethencanprove

R
+
I ∩ {(s, t) | s(pc) = t(pc) = ℓ} ⊆ T

ℓ

for eachℓ. Theoverall terminationargument,T , canbeconstructed
astheunionof theT ℓs togetherwith a relationthatexpressesall of
non-composablepairs.Formally,

T , T
7 ∪ T

12 ∪ T
28 ∪ T

33 ∪ T
DIFF

whereT DIFF is a largesetof trivially well-foundedrelationsloca-
tion suchas{(s, t) | s(pc) = 3 ∧ t(pc) = 2}, {(s, t) | s(pc) =
3 ∧ t(pc) = 5}, etc.Moreprecisely:

T
DIFF

,
[

i6=j

{(s, t) | s(pc) = i ∧ t(pc) = j}

The relationsT ℓ constructedby TERMINATOR are listed in
Figure5. Note thatT 28 = T 28

0 ∪ T 28
1 ∪ T 28

2 is a union of well-
foundedrelationsbut is itself not well-founded.

TERMINATOR startswith T ℓ
0 , the empty relation denotedby

false, and adds ranking relationsT ℓ
1 , T ℓ

2 etc. until there are
no more counterexamplesfor ℓ. This meansthat the relationT ℓ

formed by their union containsevery pair (si, sn) of statesat
locationℓ suchthat si is reachablefrom a states1 at the startof
main andsn is reachablefrom si by any non-emptysequenceof
executionsteps.

TERMINATOR’sbinaryreachabilityanalysisis designedto sup-
port programswith pointeraliasing,asfound in Figure4. Notice
thattheterminationargumentatprogramlocation28,T 28, doesnot
specifytherelationshipsbetweenx,y,p, andq. This is anexample
of theseparationof concernsin TERMINATOR. Binary reachability
analysistracksthealiasingof *p but theterminationargumentdoes
notspecifythealiasingrelationships.Furthermore,theconstruction
of theterminationargumentdoesnot needto trackthem.

In order to prove that T 33 containsall pairsof statesat loca-
tion 33, thebinaryreachabilityanalysismustderive andprove that
b==true is a programinvariantat location36. It thussubsumes
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1: do {
2: if (z>x) {
3: x++;
4: } else {
5: z++;
6: }
7: } while (x<y);

(a) Multipath loop

1: do {
2: assume(z>x);
3: x++;
7: } while (x<y);

(b) Loop representingthe path
1 → 2 → 3 → 7 throughtheloop
in (a).

Q((x0, y0, z0), (x1, y1, z1)) , z0 > x0

∧ x1 = x0 + 1
∧ y1 = y0

∧ z1 = z0

∧ x1 < y1

(c) The relation Q representsthe path1 → 2 → 3 → 7
throughthe loop in (a). Theexpression(x0, y0, z0) is used
to representprogramstatesatthebeginningof theloopbody,
and(x1, y1, z1) is usedto representtheresultingstateafter
executingthe body. Threeiterationsof the loop in (b), for
example,canberepresentedby Q ◦ Q ◦ Q.

Figure 3. TERMINATOR usesbinaryreachabilityto searchfor possiblynot well-foundedpathsandusesa rankfunctionsynthesisengineto
try andshow thatthey arespuriouscounterexamples(i.e. thatthey arewell-founded).For example:TERMINATOR might find thepath1 →
2 → 3 → 7 → 1 in the loop in (a). This pathcanbe representedeitherasanotherprogramloop found in (b) or the relationQ from (c).
TERMINATOR’s rank functionsynthesisengineprovesthewell-foundednessof Q by finding therankingfunctionf(x, y, z) , y − x. The
rankingrelationW is definedas{(s, t) | f(t) > 0 ∧ f(t) ≥ f(s) + 1}, i.e.{(s, t) | t(y) − t(x) > 0 ∧ t(y) − t(x) ≥ s(y) − s(x) + 1}.

thesynthesisof programinvariants,thetaskof standardreachabil-
ity analysis.Again,this is anexampleof theseparationof concerns
in TERMINATOR, sincethe constructionof T 33 doesnot involve
deriving andproving theinvariant.

If we commentout thecodeat line 11 in Figure4 thenTERMI-
NATOR fails to prove terminationandproducesthe following path
throughtheprogram,denotedby line numbers(noticethatthecall
to Ack is not reachablein thefirst iterationof theloop).

stem = 20→ 21→ 23→ 24→ 25→ 27→ 29→ 39→ 40→
41→ 42→ 44→ 27→ 29→ 30→ 3→ 5→ 9→ 12

cycle = 3→ 5→ 6→ 7→ 3→ 5→ 9→ 12
Thepathis a lassoconsistingof two parts,a stemanda cycle;

thecycleis iteratedforeverif it isenteredby astatethatresultsfrom
executingthestem.Notice that in general,the stemandthe cycle
cancontaintheunrolling of oneor moreloopsin theprogram.

3. Binary reachability analysis
In this sectionwe describethe designand an implementationof
binaryreachabilityanalysis.We proceedasfollows:

1. We give a characterizationof R+
I by the least fixpoint of a

functionF .

2. Guidedby thestructureof F , we show a transformationon P .
This transformationcreatesa new program bP that imple-
mentsF . This meansthat the leastfixpoint of F is equivalent
to thesetof reachablestatesin bP .

3. We describea transformationof bP that createsbPT . An error
location in bPT is not reachableif and only if the inclusion
R+

I ⊆ T holds.This allows us to usea temporalsafetyprover
to checkthevalidity of T .

4. Finally, we describehow TERMINATOR transformserrorpaths
found by the safetychecker in bPT to an input for TERMINA-
TOR’s rankfunctionsynthesisengine.

3.1 Fixpoint characterization

WefirstdefineafunctionF whoseleastfixpoint isR+
I . Thedomain

of F consistsof binary relationsover statesof thegivenprogram.
Theleastelementis thetransitionrelationrestrictedto initial states.

⊥ , {(s1, s2) | s1 ∈ I ∧ (s1, s2) ∈ R}

Before formalizing F , we definean auxiliary function id(2) that
restrictsthe identity relationover the programstatesto the image
of its input relation,formally,

id(2)(X) , {(s2, s2) | ∃s1. (s1, s2) ∈ X}.

Let ◦ denotetherelationalcompositionoperator:

X ◦ Y , {(s1, s3) | ∃s2. (s1, s2) ∈ X ∧ (s2, s3) ∈ Y }.

The function F takesa binary relationX as input. It returnsthe
relationalcompositionof theunion of X andthe identity relation
restrictedto the secondcomponent,with the transitionrelationR
of theprogram.

F (X) , (X ∪ id(2)(X)) ◦ R

In effectF eithercopiestherighthandcomponentof X into theleft
beforepassingit to R, or elseit simply passesX itself to R.

THEOREM 1. Thebinary reachability relationR+
I of theprogram

P is equalto the leastfixpointof thefunctionF on thedomainof
binary relationswith theleastelement⊥:

R
+
I = lfp(F,⊥).

3.2 Reachability characterization

WedefineatransformationbP of theprogramP andanequivalence
relation≃ betweenpairsof statesin P andstatesof bP . Thetrans-
formationreflectsthestructureof thefunctionF , expressedin P ’s
programminglanguage.Wewill establishaconnectionbetweenthe
leastfixpoint of F over⊥ andthesetof reachablestatesof bP .

Let V = {v1, . . . ,vn,pc} be the set of programvariables
in P , including the programcounter. The set of variables bV of
transformedprogrambP containsV andaduplicatesetof variables
‘V = {‘v1, . . . ,‘vn,‘pc}. Theseareusedin bP to recordvalues
of V in previousstates(We will discusshow TERMINATOR create
thesevariablesfor pointerandrecordsexpressionsin Section4.2).

Wesaythatastatebs in bP is equivalentto apairof states(s1, s2)
in P , written bs ≃ (s1, s2), if thefollowing conditionshold.

bs(‘v1) = s1(v1) bs(v1) = s2(v1)

. . . . . .

bs(‘vn) = s1(vn) bs(vn) = s2(vn)

bs(‘pc) = s1(pc) bs(pc) = s2(pc)
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1 int Ack(int x, int y)
2 {
3 if (x>0) {
4 int n;
5 if (y>0) {
6 y--;
7 n = Ack(x,y);
8 } else {
9 n = 1;

10 }
11 x--;
12 return Ack(x,n);
13 } else {
14 return y+1;
15 }
16 }
17
18 void main()
19 {
20 int x = nondet();
21 int y = nondet();
22
23 int * p = &y;
24 int * q = &x;
25 bool b = true;
26
27 while(x<100 && 100<y && b)
28 {
29 if (p==q) {
30 int k = Ack(nondet(),nondet());
31 (*p)++;
32 while((k--)>100)
33 {
34 if (nondet()) {p = &y;}
35 if (nondet()) {p = &x;}
36 if (!b) {k++;}
37 }
38 } else {
39 (*q)--;
40 (*p)--;
41 if (nondet()) {p = &y;}
42 if (nondet()) {p = &x;}
43 }
44 b = nondet();
45 }
46 }

Figure 4. Exampleprogram.nondet() is usedto representnon-
deterministicallychosenintegersandBooleans

Let bI bethesetof initial statesof bP definedasfollows.

bI , {bs | ∃s0 ∈ I . bs ≃ (s0, s0)}

SeeFigure6, which shows a transformationon programstate-
ments.We construct bP by applying this transformationon each
statementof theprogramP . Let post bP

denotethepostoperatorof
theprogram bP .

There is an analogybetweentransformedstatementsand the
structureof thefunctionF :

• Theassignmentstatementsin Figure6 correspondto theappli-
cationid(2)(X),

• Theif-conditionalwith non-deterministicchoicebetweenthe
branchescorrespondsto theunionX ∪ id(2)(X),

ℓ well-foundedbinaryrelationsT ℓ
k

7 T 7
0 (s, t) , false

T 7
1 (s, t) , t(y) > −1 ∧ t(y) ≤ s(y) − 1

12 T 12
0 (s, t) , false

T 12
1 (s, t) , t(x) > −1 ∧ t(x) ≤ s(x) − 1

28 T 28
0 (s, t) , false

T 28
1 (s, t) , t(y) > 100 ∧ t(y) ≤ s(y) − 1

T 28
2 (s, t) , t(x) < 100 ∧ t(x) ≥ s(x) + 1

33 T 33
0 (s, t) , false

T 33
1 (s, t) , t(k) > 100 ∧ t(k) ≤ s(k) − 1

Figure 5. The terminationargument(a unionof well-foundedbi-
nary relationsT ℓ

k betweenstatesat the samecutpoint location ℓ)
incrementallyconstructedandthencheckedby TERMINATOR, thus
proving theterminationof theprogramin Figure4. TERMINATOR

startswith T ℓ
0 , theemptyrelationdenotedby false.

L: stmt =⇒

L: if (nondet()) {
‘v1 = v1;
...
‘vn = vn;
‘pc = L;

} else {
skip;

}
stmt

Figure 6. Transformationusedto constructbP from P .

• Therelationalcompositionwith R is reflectedby i) having the
originalstatementof theprogramP aftertheconditionalandii)
theconnectionbetweenstatesbs andpairsof states(s1, s2).

Weformalizetheanalogyin thefollowing theorem.

THEOREM 2. Theleastfixpointof thefunctionF onthedomainof
binaryrelationswith theleastelement⊥ is equalto thesetof states
of thetransformedprogram bP reachableafter at leastonestep:

lfp(F,⊥) = post
+
bP
( bI ).

Theequalityholdsundertheassumptionthatwe identify a statebs
with a pair of states(s1, s2) if they are≃-equivalent.

Thestatementof Theorem2 involvesthe following technicali-
ties:

• Weassumethattherearenostatementsin P whosedestination
location is the initial location of P . This is becausewe do
not instrumentthe first instructionin P in order to model⊥.
The tranformationwill not be correct, however, if this first
instructionis reachablelaterduringtheprogram’s execution.

• We assumethat theoperatorpost bP
treatsthecompoundstate-

ments

L: if (nondet()) {...} stmt
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of theprogrambP asmonolithicones.Thismeansthattheinter-
mediatestatesat locationsof bP addeddueto thetransformation
arenot consideredto beelementsof post+

bP
( bI ).

Wecannow implementthebinaryreachabilityanalysisin three
steps:

• Createthetransformedprogram bP ,

• Computethesetof reachablestatespost+
bP
( bI ), and

• ChecktheinclusionbetweenthecomputedsetandT .

3.3 Reachability characterization

In practice,we would like to stopthe reachabilitycomputationas
soonasit becomesevident thattheinclusiondoesnot hold. In this
sectionwe describean additional transformation,appliedon the
program bP , thataddressesthis issue.

The additional transformationtakes the program bP and pro-
ducesbPT by replacingeachcompoundstatementof bP (exceptthe
initial statement):

L: if (nondet()) {...} stmt
by thestatement:

L: if (!(TL)) { ERROR: skip; }
if (nondet()) {...} stmt

To constructtheBooleanexpressionTL we first assumethatthe
relationT is representedby anassertionover variables‘V andV ,
which denotethe valuesof the programvariablesin the first and
the secondcomponentof the pairs (s1, s2) ∈ T . Note that the
programcountervariablepc doesnot appearin the programtext
of C programs.Hence,we cannotinsert the assertionT into the
programtext directly. To overcomethis, we usetheexpressionTL

that is obtainedby substitutingL for pc in T . For example,for
T = ((‘pc = L12 ∧ pc = L12) =⇒ (x > −1 ∧ x < ‘x) and
locationL28 weobtainthefollowing conditional:

L28: if ( ! (! ( ‘pc==L12 && L28==L12 )
|| ( x>-1 && x<‘x ))

)
{

ERROR: skip;
}

Wewill revisit this examplein Section4.1.

THEOREM 3. The inclusion R+
I ⊆ T holds if and only if the

locationERROR is not reachablein theprogram bPT .

Now, we canapply a temporalsafetychecker on the program bPT

to prove the non-reachabilityof the locationERROR. For safety
checkersbasedon counterexample-guidedabstractionrefinement,
theformulationof bPT (particularlywith severaloptimizationsto be
describedin Section4) givesampleopportunityfor goodabstrac-
tions.

3.4 Analyzing error paths of bPT

Weassumethatatemporalsafetycheckercanproduceanerrorpath
if thelocationERROR is reachable.Next, we describetheinterpre-
tation of suchan error path π in the context of TERMINATOR’s
algorithm,which we have describedin Section2.

Weneedto extractacounterexampleρ to theinclusionR+
I ⊆ T

from the error path π. We observe that π must, at somepoint,
traversethroughthe positive branchof the conditionaladdedby
thetransformationin Figure6.Wesplitπ atthelatestappearanceof
suchstatementinto stemandcycle. We thenremove all statements
thatwereaddedby theprogramtransformationfrom thestemand
the cycle. Let Rstem andRcycle be the transitionrelationsof the
stemand the cycle, respectively. We producethe relation ρ, see

Figure2, asfollows.

ρ , {(s2, s3) | ∃s1 ∈ I . (s1, s2) ∈ Rstem ∧ (s2, s3) ∈ Rcycle}

The resultingrelationρ is representedasa conjunctionof atomic
assertionscomputedvia asymbolicsimulationof thepathin P .

We assumethat the safety checker also outputs an aliasing
configurationbetweenpointervariablesthattogetherwith theerror
pathπ witnessesthereachabilityof thelocationERROR in bPT . We
encodethis informationinto ρ by anadditionalconjunction.

If the rank function synthesisstepfails for the relationρ, the
stemandthecycle constitutea possiblecounterexampleto termi-
nationof theprogramP .

Example. Considerthefollowing simpleprogram:

1 void main() {
2 int x = nondet();
3 int * p = nondet();
4 if (p==&x) {
5 do {
6 x--;
7 } while(*p>0);
8 }
9 }

With a terminationargumentT 5 = false the (false)counterex-
ampleto terminationwill be the stem = 2 → 3 → 4 → 5 and
cycle = 6 → 7 → 5.

Therankfunctionsynthesisengineknows nothingaboutpoint-
ers(i.e. themeaningof *p). However, if we symbolicallysimulate
this pathwhile constructingthemathematicalrelationship,we can
seethat*p andx representsthesamevalue.Therefore,whencon-
structingthe mathematicalrelationrepresentingthis path,we can
simply usethe samemathematicalvariable.Let v0 andv1 be the
valuesthat both*p andx have beforeandafter the executionof
thestem/cycle statements.We candefinethestemandcycle repre-
sentmathematicalrelationsRstem andRcycle as:

Rstem(v0, v1) , true
Rcycle(v0, v1) , v1 = v0 − 1 ∧ v1 > 0

Rcycle is well-founded,wherethe ranking function is v. This is
mappedback to a relation over programvariablesby choosing
eitherx or *p. That is, we could eitheruseT 5(s, t) , t(x) >

0 ∧ t(x) < s(x) or T 5(s, t) , t(∗p) > 0 ∧ t(∗p) < s(∗p) for the
refinementof theterminationargument.

Notethat,evenif we incorrectlyassumethattwo C expressions
alwaysalias,thisdoesnot causeanunsoundnessin TERMINATOR.
The only constrainton T 5 is that it is well-founded.If we use
the argumentT 5(s, t) , t(x) > 0 ∧ t(x) < s(x), the binary
reachabilitywill find caseswherex and*p do not alias if such
examplesexist.

4. Optimizations
In this sectionwe describeseveral optimizationsthat TERMINA-
TOR appliesduring the programtransformationdescribedin Sec-
tion 3. The first optimizationexploits the fact that we can con-
structandcheckterminationargumentsfor onelocationat a time.
Theremainingoptimizationspruneawayexecutionsof bPT thatthe
temporalsafetychecker doesnot needto considerwhentrying to
proving thenon-reachabilityof thelocationERROR. Weimplement
theseoptimizationsasadditionalprogramtransformationsandper-
form themduringtheconstructionof theprogrambPT .

4.1 Specialization of bPT

The terminationargumentT for the programP is a conjunction
of terminationargumentsT ℓ for eachcutpointℓ. Eachtermination
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1 void main() 0.1 int ‘x, ‘y, ‘pc;
2 { 0
3 int x,y; 1 void main()
4 2 {
5 S: if(y>=1) { 3 int x, y;
6 while(x>=0) 4
7 { 4.1 ‘x = x;
8 L: x = x+y; 4.2 ‘y = y;
9 } 4.3 ‘pc = L0;

10 } 5 S: if (y>=1) {
11 } 6 while (x>=0)

7 {
8.1 L: if (‘pc==L
8.2 && L==L
8.2 && !( x>=0
8.3 && x<=‘x-1
8.4 )
8.5 ) {
8.6 ERROR: ;
8.7 }
8.8 if (nondet()){
8.9 ‘x = x;
8.10 ‘y = y;
8.11 ‘pc = L;
8.11 }
8 x = x+y;
9 }
10 }
11 }

ProgramP ProgrambPT

Figure 7. Exampleof theprogramtransformationfor checkingthe
binaryreachabilityquery(‘pc = L∧pc = L) =⇒ (x ≥ 0∧x ≤
‘x − 1) at thelocationL.

argumentT ℓ is of theform

(‘pc = ℓ ∧ pc = ℓ) =⇒ (T ℓ
1 ∨ · · · ∨ T

ℓ
n).

Assumethat TERMINATOR is processingthe locationℓ. Whenthe
programtransformationcreatesa statementof the program bPT

at the location ℓ′ 6= ℓ then the correspondingexpressionT is
equivalentto false, sincetheconjunctionT ℓ ∧ pc = ℓ′ is valid.
Thus,we candropthestatement

if ( ! T_L ) { ERROR: skip; }

at all locationsdifferent from ℓ (seethe examplein Section3.3).
Furthermore,we canalsodropthestatement

if (nondet()) { ... }

at theselocations,since the statesbs that are createdby taking
the positive branchof the above conditional at location ℓ′ 6= ℓ
cannotcausethe computationto reachthe location ERROR, be-
causebs 6∈ T ℓ.

We apply this optimizationon all examplesin theremainderof
this section.SeeFigure7 for anexampleof specializationof bPT .

4.2 Pre-variables for C programs

The programtransformationdescribedin Section3 implicitly re-
quiresthatwe createa pre-variablefor every heapandstackloca-
tion addressableusingC expressionsfrom theprogramvariablesin
scope.However, in practicethis is impossible.

Assumethat TERMINATOR is processesinga terminationargu-
mentfor a given cutpoint.For eachvariablex of scalartype, i.e.,
int, char, long, etc.,in scopeof the cutpointwe countthe
numbern of dereferenceoperatorsin thetypedefinitionof thevari-
ablex. For example,if x is definedasint **x; thenn = 2. For

1 void main()
2 {
3 int ...;
4 L0:
5 L1: while (...) {
6 ...
7 L2: while (...) {
8 ...
9 }
10 ...
11 }
12 if (...)
13 goto L0;
14 }

Figure 8. Exampleprogramwith threecutpointsL0, L1, andL2.

each0 ≤ i ≤ n + 1 we createthefollowing pre-variable.

‘p . . .p| {z }
i times

x

andwe inserttheassignmentstatement

‘p . . .p| {z }
i times

x = * . . .*| {z }
i times

x;

in the conditionalfrom Figure6, during the programtransforma-
tion.

Note that it is soundfor TERMINATOR not to createduplicate-
variablesfor locationsaddressablein theoriginal C program,this
only servesto make TERMINATOR morecomplete.

TERMINATOR alsocreatespre-variablesfor field accessexpres-
sions,sayx->f, that appearin the terminationargument.It cre-
atesa pre-variable‘x f andthe correspondingassignmentstate-
ment‘x f = x->f;.

4.3 Structured programs

Whenproving the terminationargumentfor a cutpointℓ within a
structuredprogramit is not necessaryto prove terminationat ℓ for
executionsthat leave theℓ loop andthenreturn—theseexecutions
will be coveredwhen proving terminationof the outer loop. To
implementthis optimizationwe insert

if (‘pc == L) { exit(); }

into the sourcecodeof the transformedprogramat exit pointsof
theloop thatℓ represents.

We illustratethis optimizationon Figures8 and9. Assumethat
we are in the processof inferring a terminationargumentfor the
cutpoint that correspondsto the while-loop at the locationL2.
By insertingtheconditionalstatementat line 9.1we excludefrom
considerationstatesbs, wherebs(pc) = L2 that appearon compu-
tationsleaving theinner loop andcomingbackto the locationL2.

4.4 Weak binary reachability

In large programs,pathsto a cutpoint can be very long. These
pathsmay executemany instructionsthat are not relevant to the
terminationanalysisat thecutpoint.Weobservedexamplesof such
pathson some dispatchroutines when applying TERMINATOR.
TERMINATOR canabstractaway theprefixesof suchpathsin two
differentways:

1. It could ignore all programstatementsthat are executedbe-
tweenthestartof themain functionandthecall to thefunction
containingthecutpointunderconsideration.
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1 void main()
2 {
3 int ...;
4 L0:
5 L1: while (...) {
6 ...
7 L2: while (...) {
7.1 if ( ! T_L ) { ... }
7.2 if (nondet()) {...; ‘pc = L2;}
8 ...
9 }
9.1 if (‘pc == L2) { exit(); }

10 ...
11 }
12 if (...)
13 goto L0;
14 }

Figure 9. Transformed program for cutpoint L2 with the
return-statementat line 9.1addeddueto optimization.

2. It couldalsoignoreall programstatementswithin thefunction
containingthecutpointthatappearbetweenthefirst statement
andthestatementthatcorrespondsto thecutpoint.

Note that theseoptimizationsmustensurethat valuesthat would
be initialized during the codethat is being skippedmust still be
initialized (with non-determinaticvalues) in the abstraction.In
mosttemporalsafetycheckersthis is automatic.We introducetwo
approximationsR+

1 and R+
2 of the binary reachability relation

R+
I that correspondto the above abstractions.Then, we define

the correspondingprogramtransformationsthat given a program
bPT createprogramsbP 1

T and bP 2
T which implementthefirst andthe

secondapproximationrespectively.
Let ℓentry be the entry locationof the function containingthe

cutpoint that we areanalyzing.We definethe first approximation
R+

1 asfollows.

R
+
1 , {(s1, s2) | ∃s0. s0(pc) = ℓentry ∧

(s0, s1) ∈ R
∗ ∧

(s1, s2) ∈ R
+ ∧

s1(pc) = s2(pc) = ℓ}

The secondapproximationR+
2 is the transitive closureof R re-

strictedto thecutpoint.Notethat,if R+
I is restrictedto stateswhere

thepc equalsℓ, R+
I ⊆ R+

1 ⊆ R+
2 .

The program bP 1
T , which representsthe approximationR+

1 , is
obtainedfrom bP by insertinga call to the functioncontainingthe
cutpointasthefirst instructionin thefunctionmain. We illustrate
bP 1

T in Figure10(b).
The program bP 2

T , which representsthe approximationR+
2 , is

obtainedfrom bP 1
T inserting a goto-statementat the beginning

of the function containingthe cutpoint. The destinationlabel of
the goto-statementis the cutpoint location.We illustrate bP 2

T in
Figure10(c).

TERMINATOR first analyzesbP 2
T . If bP 2

T ’s error location is not
reachablethen TERMINATOR proceedswith the next cutpoint. If,
however, anerrorpathis found,thenTERMINATOR switchesits fo-
custo bP 1

T . If bP 1
T ’serrorlocationis not reachablethen,again,TER-

MINATOR proceedswith thenext cutpoint.If anerrorpathin bP 1
T is

foundthenTERMINATOR mustrevert to theoriginal bPT . Notethat
predicatesfound by a predicate-abstractionbasedtemporalsafety
checker duringtheanalysisof bP 2

T canbereusedwith bP 1
T , etc.

1 void main() 1 void main() 1 void main()
2 { 2 { 2 {
3 ... 2.1 f(); 2.1 f();
4 g(); 2.2 exit; 2.2 exit;
5 ... 3 ... 3 ...
6 } 4 g(); 4 g();
7 5 ... 5 ...
8 void g() 6 } 6 }
9 { 7 7

10 ... 8 void g() 8 void g()
11 f(); 9 { 9 {
12 ... 10 ... 10 ...
13 } 11 f(); 11 f();
14 12 ... 12 ...
15 void f() 13 } 13 }
16 { 14 14
17 ... 15 void f() 15 void f()
18 L: while 16 { 16 {
19 ... 17 ... 16.1 goto L;
20 } 18 L: while 17 ...

19 ... 18 L: while
20 } 19 ...

20 }

(a) (b) (c)

Figure 10. (a) Exampleprogramwith a cutpointat locationL in
the functionf. (b) Transformedprogram bP 1

T for cutpointL. The
safetychecker doesnot considerthe functiong. (c) Transformed
program bP 2

T for cutpointL. The safetychecker considersneither
thefunctiong nor theinitial partof f.

1 void main()
2 {
3 int x=nondet(), y=nondet(), z=nondet();
4 if (y>0) {
5 do {
6 if (nondet()) {
7 x = x + y;
8 } else {
9 z = x - y;
10 }
11 } while (x<y && y<z);
13 }
14 }

Figure 11. An exampleprogram

This optimization doesnot affect TERMINATOR’s precision:
TERMINATOR producescounterexamplesto terminationonly when
analyzing bPT . This optimization speedsup the analysisof pro-
gramsthat terminate,and slows down the checkingof loopsand
recursive functionsthatdonot guaranteetermination.

5. A complete example
In this sectionwe work througha TERMINATOR-styletermination
proof searchon the programin Figure11. As thereis a only one
loop we needsimply to find andprove aterminationargumentfor
oneprogramlocation(programlocation5).

First iteration. We start the proof searchwith the termination
argumentT 5 initialized to the empty argument,i.e. T 5(s, t) ,
false. In orderto checkthevalidity of theterminationargument
T 5, the binary reachabilityprocedurewill try to prove the safety
of a programthatit constructs.Notethat,in this case,weakbinary
reachabilityis not powerful enough.This is dueto thefactthatwe
must know y>0 during the analysisof the loop. For this reason
we will skip directly to strongbinary reachability. Recallthat our
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implementationof binary reachability analysisproducesa new
programandperformsreachabilityanalysisonit. Thenew program
in thiscaseis:

0.1 int ’pc = 0;
0.2 int ’x, ’y, ’z;
1 void main()
2 {
3 int x=nondet(), y=nondet(), z=nondet();
4 if (y>0) {
5 do {
5.1 if (’pc==5) {
5.2 if (!(false)) {
5.3 ERROR: skip;
5.4 }
5.5 }
5.6 if (’pc==0) {
5.7 if (nondet()) {
5.8 ’x = x;
5.9 ’y = y;
5.10 ’z = z;
5.11 ’pc = 5;
5.12 }
5.13 }
6 if (nondet()) {
7 x = x + y;
8 } else {
9 z = x - y;
10 }
11 } while (x<y && y<z);
13 }
14 }

Note that T 5 = false is usedin the conditionalat line 5.2. A
temporalsafetychecker will find thattheprogramlocationERROR
(i.e. location5.3) is reachable,with onepossiblecounterexample
being:3 → 4 → 5 → 5.1 → 5.6 → 5.7 → 5.8 → 5.9 → 5.10 →
5.11 → 5.12 → 5.13 → 6 → 7 → 8 → 10 → 11 → 5 →
5.1 → 5.2 → 5.3. This counterexamplecan be broken up into
a representative stemandcycle. We perform this by splitting the
stemfrom thecycleat theoccurenceof line 5.8, andthenremoving
all of the line numbersintroducedby instrumentation.This leaves
uswith:

stem= 3 → 4 → 5
cycle= 6 → 7 → 8 → 10 → 11 → 5

ThestemandcyclerepresentthemathematicalrelationsRstem and
Rcycle:

Rstem((x0, y0, z0), (x1, y1, z1)) , y1 > 0
∧ x1 = x0

∧ z1 = z0

Rcycle((x0, y0, z0), (x1, y1, z1)) , x1 = x0 + y0

∧ z1 = z0

∧ y1 = y0

∧ x1 < y1

∧ y1 < z1

The counterexample that we passto the rank function synthesis
engineis therelation

ρ1(s1, s2) , ∃s0 ∈ I . (s0, s1) ∈ Rstem ∧ (s1, s2) ∈ Rcycle

The rank function synthesisenginecan prove this relation well-
founded,andreturnsthefollowing rankingrelationcomputeddur-
ing theproof which over-approximatesρ1:

T
5
1 (s, t) , t(x) < t(y) ∧ t(x) ≥ s(x) + 1

That is, we know that T 5
1 is well-foundedand that ρ1 ⊆ T 5

1 —
think of T 5

1 asthegeneralizationor core-reasonasto why thepath
representedby ρ1 is a spuriousterminationcounterexample.T 5

1 is
thenaddedto our terminationargument:

T
5(s, t) , T

5
1 (s, t) ∨ false

Second iteration. Wethenstarttheprocessagain:wearetrying to
proveterminationatprogramlocation5 andthecurrenttermination
argument,T 5, equalsT 5(s, t) , T 5

1 (s, t) ∨ false andwhere:

T
5
1 (s, t) , t(x) < t(y) ∧ t(x) ≥ s(x) + 1

Thebinary reachabilityprocedurewill producethe following pro-
gram:

0.1 int ’pc = 0;
0.2 int ’x, ’y, ’z;
1 void main()
2 {
3 int x=nondet(), y=nondet(), z=nondet();
4 if (y>0) {
5 do {
5.1 if (’pc==5) {
5.2 if (!( (x<y && x>=’x)
5.3 || false
5.4 ));
5.5 }
5.6 if (’pc==0) {
5.7 if (nondet()) {
5.8 ’x = x;
5.9 ’y = y;
5.10 ’z = z;
5.11 ’pc = 5;
5.12 }
5.13 }
6 if (nondet()) {
7 x = x + y;
8 } else {
9 z = x - y;
10 }
11 } while (x<y && y<z);
13 }
14 }

A temporalsafetychecker will find thatERROR is reachable,and
will producethefollowing counterexample:

stem= 3 → 4 → 5
cycle= 6 → 8 → 9 → 10 → 11 → 5

Therepresentative relationsRstem andRcycle aredefinedas:

Rstem((x0, y0, z0), (x1, y1, z1)) , y1 > 0
∧ x1 = x0

∧ z1 = z0

Rcycle((x0, y0, z0), (x1, y1, z1)) , z1 = x0 − y0

∧ x1 = x0

∧ y1 = y0

∧ x1 < y1

∧ y1 < z1

We candefineasecondcounterexamplerelation,ρ2, as:

ρ2(s1, s2) , ∃s0 ∈ I . (s0, s1) ∈ Rstem ∧ (s1, s2) ∈ Rcycle

ρ2 is alsowell-founded—therankingrelationproducedis:

T
5
2 (s, t) , t(y) < t(z) ∧ t(z) ≤ s(z) − 1

Weagainrefinetheterminationargument:

T
5(s, t) , T

5
2 (s, t) ∨ T

5
1 (s, t) ∨ false
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Third iteration. Wearenow readyto try andprove thevalidity of
theterminationargument:

T
5(s, t) , T

5
2 (s, t) ∨ T

5
1 (s, t) ∨ false

Theprogramthatthebinaryreachabilityprocedureproducesis:

0.1 int ’pc = 0;
0.2 int ’x, ’y, ’z;
1 void main()
2 {
3 int x=nondet(), y=nondet(), z=nondet();
4 if (y>0) {
5 do {
5.1 if (’pc==5) {
5.2 if (!( (y<z && z<=’z)
5.3 || (x<y && x>=’x)
5.4 || false
5.5 ));
5.6 }
5.7 if (’pc==0) {
5.8 if (nondet()) {
5.9 ’x = x;
5.10 ’y = y;
5.11 ’z = z;
5.12 ’pc = 5;
5.13 }
5.14 }
6 if (nondet()) {
7 x = x + y;
8 } else {
9 z = x - y;
10 }
11 } while (x<y && y<z);
13 }
14 }

ThelocationERROR isnotreachablein thisprogramand,therefore,
thefinal terminationargumentfor programlocation5 is valid:

T
5(s, t) , T

5
2 (s, t) ∨ T

5
1 (s, t) ∨ false

where

T
5
2 (s, t) , t(y) < t(z) ∧ t(z) ≤ s(z) − 1

T
5
1 (s, t) , t(x) < t(y) ∧ t(x) ≥ s(x) + 1

Becausethereis only onecutpointin this program,we canreason
thatthefinal whole-programterminationargumentis:

R
+
I ⊆ T

5
2 ∪ T

5
1 ∪ T

DIFF

6. Experimental results
We have integratedTERMINATOR into the Static Driver Verifier
(SDV) formal verification tool [2, 21], which is distributed as a
part of the Microsoft Windows Device Driver DevelopmentKit.
SDV usesa temporalsafetychecker to prove propertiesof device
drivers.SDV provides a setof safetypropertiestogetherwith an
abstractmodel of the environment in which device drivers exe-
cute.We wereableto reuseSDV’s environmentmodelin thenew
integrationafter two minor modifications.The new propertythat
ourSDV/TERMINATOR integrationprovesof adevicedriver is that
dispatchroutines,whencalled,alwaysreturnbackto theenviron-
ment’scall-site.Theenvironmentusesnon-deterministicchoicesto
modelthepossibilityof calling any of thedevice driver’s dispatch
routines,providing coveragefor all of thedispatchroutinesin the
device driver.

WeappliedSDV/TERMINATOR to thestandard23WindowsOS
device driversusedwithin Microsoft to testSDV. Eachof these23
driversprovidesfrom 5 to 10dispatchroutines.

The resultsof theseexperimentsare displayedin Figure 12.
The resultsindicatethe scalabilityof TERMINATOR to programs

D
riv

er

R
un

-t
im

e(
se

co
nd

s)

Tr
ue

bu
gs

fo
un

d

Fa
ls

eb
ug

sr
ep

or
te

d

Li
ne

so
f c

od
e

C
ut

po
in

ts
et

si
ze

1 12 0 1 1K 3

2 8 0 0 1K 8

3 410 0 1 8K 26

4 1475 0 1 7.5K 24

5 123292 1 11 5.5K 50

6 196 1 3 5K 29

7 4174 0 0 8K 23

8 210 0 11 5K 27

9 1294 0 5 6K 38

10 158 0 0 8K 21

11 13 0 0 2.5K 6

12 204 0 0 2.5K 16

13 257 1 1 7.5K 26

14 5 0 0 1K 2

15 141 0 1 6.5K 18

16 22 0 0 1.5K 2

17 800 1 6 4K 35

18 1503 1 0 6.5K 31

19 209 0 3 3K 28

20 4099 0 2 10K 63

21 1461 1 4 16K 56

22 114762 0 5 34K 65

23 158746 2 10 35K 75

Figure 12. Resultsof experimentsusinganintegrationof TERMI-
NATOR with theWindowsStaticDriverVerifier[21]product(SDV)
on the standard23 Windows OS device driversusedto testSDV.
Eachdevice driver exports from 5 to 10 dispatchroutines,all of
which mustbeprovedterminating.
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with up to 35,000lines of code.In practiceTERMINATOR spends
effectively 100%of its time in thebinaryreachabilityanalysis.For
this reason,theresultsin Figure12 alsodemonstratetheaccuracy
andscalabilityof TERMINATOR’sbinaryreachabilityanalysis.

The terminationviolationsreportedby TERMINATOR aresplit
into two categoriesin Figure12: truebugsandfalsebugs. Thefalse
bugsaredueto inaccuraciesin TERMINATOR’sanalysis,whichcan
becategorizedaccordingly:

Heaps: A majorityof thefalsebugswerecausedby loopsin which
theprogramis walkingalinked-listdatastructure.For example:

do { f(p); p = p->next} while (p != NULL);

TERMINATOR currentlydoesnothave arankfunctionsynthesis
mechanismthat accuratelymodelsoperationsoccurringin the
programthat modify the shapeof the heap.TERMINATOR’s
rank function synthesismodulecan determinethat a counter
pointedto by apointeris decremented,but it is unableto reason
effectively abouttheeffectsof instructionson heap-sizes.

Note that, in caseswherethe driversareusinghigh-level op-
erationson kernel-level data-structures(such as queuesand
stacks),thesewerenot reportedasbugsby TERMINATOR. This
is due to the fact that we were able to model the size of the
structuresusingarithmeticin theSDV environmentmodel.

Bit operations: Our implementationof binary reachabilityanaly-
sisoverapproximatesthemeaningof theC bit operationssuch
as&1, meaningthat TERMINATOR canreturnfalsecounterex-
amplesin caseswheretheterminationconditionrequiresamore
precisiontreatmentof theseoperations.

Notethatin mostcasesthefalsebugscausedby linked-listsandbit
operationsareeasily recognizableby the developerof the driver.
Anotherinterestingaspectis that we saw no falsebugsdueto in-
accuraciesin theenvironmentmodel.This givesushopethat,with
improvementsto thehandlingof bit-vectorsandheaps,TERMINA-
TOR could achieve an unprecedentedlevel of accuracy for auto-
maticprogramverification.

The true bugs in Figure 12 are terminationcounterexamples
found by TERMINATOR that have beenconfirmedasbugsby de-
velopersin theWindows kernelteam.Thebug in driver number5
is theexampleusedin Section1 (Figure1). In thiscaseTERMINA-
TOR returneda pathwith 2531steps(formally, a sequenceof 2531
statements).Thepathwasfromthestartof theenvironmentmodel’s
main functionthroughthedriver andinto theloop in Figure1.

7. Related work
Automaticprogramterminationis a researchtopic datingbackto
Turing [24] andbefore.Techniqueshave beendevelopedin anum-
ber of contexts, including term rewriting (e.g.[11, 16]) andlogic
andfunctionalprogramming(e.g.[9, 18, 19]). Inspiredby thesuc-
cessof automaticprogramverification for temporalsafetyprop-
erties(e.g. [2, 4, 17]), researchershave found a renewed interest
in techniquesfor proving programterminationof imperative pro-
grams(e.g.[6, 7, 10, 14]).

In summary, ourwork differsfrom thepreviousresearchin two
ways:

• Our methodandtool seemsto be the first automaticprogram
terminationanalysisthat is successfullyapplied to industrial
systemscode.

• In the previous approachesfor proving the terminationof im-
perative programs,finding a rankingfunction is the main task

1 See[12] for moreinformationonwe mightsupporttheseoperationsmore
accurately

(proving that the ranking function actuallydecreasesin every
computationstepof theprogramis relatively easy).In our ap-
proachthemaintaskis thecheckof the terminationargument,
for which we have designeda binaryreachabilityanalysis.

One of the earliestabstraction-basedverification tools, SYN-
TOX [5] can check the termination of Pascal programsusing
greatest-fixpointiteration.This is an alternative approachwith a
differentflavor thanours.Theproblemhereis to developpractical
over-approximationtechniquesfor greatest-fixpointiteration.

Thereareotherabstraction-basedmethodsfor terminationthat
are targetedat morespecializedsettings(e.g. [1] or [25]). These
approachesdonot implementabstractionrefinement,meaningthat
lossof informationundera(fixed)abstractioncannotberecovered.

We finally cometo the comparisonwith model checkingfor
finite-statesystems.It hasbeenobserved that for a given finite-
statesystem,terminationcanbereducedto a safetyproperty2. The
algorithmin [3] makesthisexplicit usingaprogramtransformation,
but this fact implicitly underliesall model checkingalgorithms
for terminationin finite-statesystems.The ideais to searchfor a
repeatedoccurrenceof thesamestateon sometrace.Interestingly,
there exists a way in which our methodgeneralizesthe model
checkingalgorithmfor terminationof finite-statesystems.Namely,
wecanphrasethealgorithmasthebinaryreachabilityanalysisthat
checksthe inclusion R+

I ⊆ T for one particularbinary relation
T , fixed independentlyof thefinite-statesystem;T consistsof all
pairsof differentstates.

T = {(s1, s2) | s1 6= s2} =
[

s1 6=s2

{(s1, s2)}

The relation T is a finite union of well-foundedrelations(finite
becauseof the limitation to finite-statesystems;in fact, T is the
largest relation with this property). Hence, termination can be
shown by checkingthe inclusion of the binary reachabilityrela-
tion of thefinite-statesystemin T , i.e.R+

I ⊆ T .

8. Conclusion
In this paperwe have introduceda methodanda tool, TERMINA-
TOR, thatsupportsthefollowing setof features:

Scalability. As the experimentalresultsdemonstrate,TERMINA-
TOR is able to analyzethe terminationof device driver dis-
patchroutineswith up to 35,000lines of code.This is dueto
thefactthatTERMINATOR’sbinaryreachabilityanalysisimple-
mentsa form of counterexample-guidedabstractionrefinement
thatleveragesthelocality of eachbinaryreachabilityquery.

Applicability. TERMINATOR supportsmost of the languagefea-
turesrequiredin at leastoneapplicationarea(device drivers):
arbitrary loop nesting, side-effects and aliasing, function-
pointers,etc. This is due to binary reachabilitywhich tracks
thesedetailsindependently.

Automation. TERMINATOR is completelyautomatic.It doesnot
requiretheuserto providerankingfunctionsor proofhints.This
is dueto TERMINATOR’scounterexample-guidedargumentre-
finementmechanism,which leveragesbinaryreachability.

Precision. TERMINATOR implementsa precisepath-sensitive and
context-sensitive programanalysis.

Counterexample generation. TERMINATOR provides counterex-
amplesto failedterminationproofs.Thisis,again,afeaturethat

2 In contrast,for aninfinite-statesystem,we haveonly shown thattermina-
tion canbereducedto the existenceof a safetyproperty. Thedifficulty of
anautomaticproof is thatthetool hasto find thatsafetyproperty.
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is a direct consequenceof TERMINATOR’s binary reachability
analysis.

TERMINATOR achieves this milestoneby shifting the burden
away from the constructionof terminationargumentsand to the
checkingof terminationarguments.TERMINATOR constructster-
minationargumentswhich arethe disjunctionof (possiblymany)
simplewell-foundedrelations.Eachof theserelationsis drawn, on
demand,from a simpleandfastanalysison a singlepaththrough
the program.TERMINATOR’s binary reachabilityanalysis,on the
otherhand,mustperformthearduoustaskof actuallycheckingthat
thedisjunctionof argumentscoversoverall possiblepairsof states
within all possibletracesthroughthe program.The experiments
thatwe haveperformedwith TERMINATOR show thatthis taskcan
besolvedwith satisfyingaccuracy andscalability.

Future work In the future we would like to investigatewaysin
which binary reachabilityand TERMINATOR’s methodof refine-
mentfor terminationargumentscanbeusedwhenproving liveness
propertiesof concurrentprograms.We would also like to inves-
tigatemethodsof acceleratingthe productionof counterexamples
in TERMINATOR’sbinaryreachabilityanalysisusingtoolssuchas
CBMC [8].

TERMINATOR couldpotentiallybeusedin waysbeyondsimply
proving termination.Forexample,SYNTOX [5] isusedto derivede-
bugginginformation,namely, to derive statesthat mustinevitably
reachtheerrorstate,a propertythatcanbephrasedin termsof ter-
mination.TERMINATOR’s analysiscould potentiallybe usedin a
similar fashion.
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