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ABSTRACT
Programsusuallyfollow many implicit programmingrules,mostof
which are too tediousto be documentedby programmers.When
theserulesareviolatedby programmerswhoareunawareof or for-
get aboutthem,defectscanbe easily introduced. Therefore,it is
highly desirableto have tools to automaticallyextract suchrules
andalsoto automaticallydetectviolations. Previous work in this
directionfocusesonsimplefunction-pairbasedprogrammingrules
andadditionallyrequiresprogrammersto provide rule templates.

Thispaperproposesageneral methodcalledPR-Minerthatuses
adataminingtechniquecalledfrequentitemsetminingto efficiently
extract implicit programmingrulesfrom largesoftwarecodewrit-
tenin anindustrialprogramminglanguagesuchasC, requiring lit-
tle effort fromprogrammersandnoprior knowledgeof thesoftware.
Benefitingfrom frequentitemsetmining,PR-Minercanextractpro-
grammingrulesin generalforms(withoutbeingconstrainedby any
fixedrule templates)thatcancontainmultipleprogramelementsof
varioustypessuchasfunctions,variablesanddatatypes. In addi-
tion, we alsoproposeanefficient algorithmto automaticallydetect
violationsto theextractedprogrammingrules,which arestrongin-
dicationsof bugs.

Our evaluationwith largesoftwarecode,includingLinux, Post-
greSQLServer andtheApacheHTTP Server, with 84K–3M lines
of codeeach,showsthatPR-Minercanefficiently extractthousands
of generalprogrammingrulesanddetectviolationswithin 2 min-
utes.Moreover, PR-Minerhasdetectedmany violationsto theex-
tractedrules. Among the top 60 violationsreportedby PR-Miner,
16 have beenconfirmedasbugsin the latestversionof Linux, 6 in
PostgreSQLand1 in Apache.Most of themviolatecomplex pro-
grammingrulesthatcontainmorethan2 elementsandarethereby
difficult for previous tools to detect. We reportedthesebugsand
they arecurrentlybeingfixedby developers.

Categoriesand SubjectDescriptors: D.2.4[SOFTWARE ENGI-
NEERING]:Software/ProgramVerification— Statisticalmethods;
D.2.5 [SOFTWARE ENGINEERING]:TestingandDebugging—
Debugging aids; D.2.7 [SOFTWARE ENGINEERING]:Distribu-
tion, Maintenance,andEnhancement— Documentation

General Terms: Algorithms,Management,Documentation
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1. INTRODUCTION
1.1 Moti vation

Programsusually follow many implicit programmingrules. A
simpleexampleof a programmingrule is the function call pair of
lock andunlock: a call to lock shouldbe followed by a call
to unlock later. Besidessucha well-known programmingrule,
thereare many other implicit rules in large software. For exam-
ple, asshown in Figure1, PostgreSQL,a well-known open-source
databaseserver, containsanimplicit programmingrulethatacall to
SearchSysCache mustbe followed by ReleaseSysCache.
Thereasonis thatthefunctionSearchSysCache returnsacache
copy of aspecifiedtuple;soafterthecallerfinishesusingthetuple,
it mustcall ReleaseSysCache to releaseit sothatthiscopy can
bereplacedby otherdatain thecache.This rule appears209times
in PostgreSQLcode. If somecodeviolatesthis rule, it causesa
memoryleakin PostgreSQL’sbuffer cache.

Many programmingrulesaremuchmorecomplex. Somerule
may containmorethantwo programelements,with eachelement
beingof a differenttype including function, variableor datatype.
For example, the programmingrule shown in Figure 2, also ex-
tractedfrom PostgreSQL,containsfour functioncallsand onevari-
able. This rule specifiesthe correctprocedureto replacea tuple.
Specifically, it requiresthat, beforereplacinga tuple usingsim-
ple heap update, the relationmustbe first openedby calling
heap openr, andthencall CatalogUpdateIndexes to keep
theindex consistent.Furthermore,aftersimple heap update,
therelationneedsto beclosedby callingheap close. This rule
appears68 timesin PostgreSQL.

Somecomplex rulesmayindicatevariablecorrelations,i.e. these
variablesshouldbe accessedtogetheror modified in a consistent
manner. For example,Figure3 shows that, in theLinux code,the
two variablesic.command andic.driver shouldbeaccessed
together. This rule appears98 timesin Linux.

postgresql-8.0.1/src/backend/catalog/dependency.c:

1733 getRelationDescription (StringInfo buffer, Oid relid)

1734 { 

1735    HeapTuple  relTup;

            ......

1740    relTup = 
 SearchSysCache 
 (...);

            ......

1796    
ReleaseSysCache 
 (relTup);

1797 } 


Figure1: A function-pair rule in PostgreSQL(extractedby PR-
Miner). This rule appears209times in PostgreSQLcode.
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postgresql-8.0.1/src/backend/commands/tablecmds.c:

5686 AlterTableCreateToastTable(Oid relOid, bool silent)

5687 { 

           ......

5692   Relation  class_rel;

           ......

5853   class_rel =  
heap_openr  
 (...);

           ......

5863   
simple_heap_update 
 (class_rel, ...);

           ......

5866   
CatalogUpdateIndexes 
 (class_rel, ...);

           ......

5870   
heap_close 
 (class_rel, ...);

           ......

5891 } 


Figure 2: A complex programming rule containing four func-
tions and onevariable in PostgreSQL(extractedby PR-Miner).
This rule appears68 times in PostgreSQLcode.

linux-2.6.11/drivers/isdn/hisax/config.c:

771 void ll_stop(struct IsdnCardState *cs)

772 { 

773      isdn_ctrl ic;

775      
ic.command
 = ISDN_STAT_STOP;

776      
ic.dr iver
 = cs->myid;

777      cs->ii f.statcallb(&ic);

779 } 


Figure3: A programming rule of variable correlation in Linux.
It appears98 times in Linux code.

Implicit programmingrulessuchas thoseshown above are in-
trinsic featuresof programsandviolationsto theserulescanresult
in softwaredefects.Figure4 shows suchanimplicit programming
ruleandaviolationdetectedby PR-Minerfrom thelatestversionof
Linux. Theruleshown in Figure4(a)is for probingandinitializing
aSCSIdevice: thesystemshouldcallscsi host alloc to allo-
cateadatastructurefor thedevicedriver, thencallscsi add host
to registerthedevice with theSCSIstack,andfinally scanthehost
by scsi scan host. This is the correctprocedurefor probing
SCSIdevicesin Linux. This rule appears27 timesin Linux. How-
ever, therearetwo programlocationsmissingscsi scan host
in the latestversionof Linux asshown in Figure4(b), which are
undetecteddefectsin Linux (we reportedthesetwo bugsaswell as
othersto theLinux developersandthey arebeingfixednow).

Suchimplicit programmingrulesareusefulinformationfor soft-
waredevelopment. Unfortunately, they usuallyexist only in pro-
grammers’mindsasthey aretoo tediousto bedocumentedmanu-
ally. In addition,rule maintenanceis a hardtasksincesomerules
canchangein new versions. Moreover, whenthe softwarescales
up, the numberof rules also increasessignificantly. As a result,
mostof themareundocumented,especiallyin open-sourceprojects.
Consequently, violations to theserulesareeasyfor programmers
to introduce,especiallyfor new programmerswho areunawareof
theserules. Therefore,it is highly desirableif programmingrules
canbeautomaticallyextractedfrom existing sourcecode.Theex-
tractedrulescan thereafterbe usedasa specificationto be refer-
encedby programmers.In addition, it is alsouseful to automati-
cally detectviolationsto theserulesto make softwaremorerobust.

Previous work [8] by Engler, Chenand Chou hasconducteda
preliminaryinvestigationin thisdirection.They proposedamethod
to extractprogrammingrulesusingprogrammer-specifiedrule tem-
platessuchas“function a mustbepairedwith functionb”. Thetwo
arguments,a andb, will befit by passingall plausiblea-b pairsthat
areselectedbasedon statisticalanalysisandweightedby naming
conventionssuchasthesubstrings“lock” and“unlock”.

linux-2.6.11/drivers/scsi/3w-9xxx.c:

1964 int __devinit twa_probe(struct pci_dev *pdev, ...)

1965 { 

1966    struct Scsi_Host *host = NULL;

            ......

1985    host = 
 scsi_host_alloc
 (...);

            ......

2036    
scsi_add_host 
(host, &pdev->dev);

            ......

2069    
scsi_scan_host 
(host);

            ......

2088 } 


(a) Programmingrule in twa probe

linux-2.6.11/drivers/ieee1394/sbp2.c:

688 struct scsi_id_instance_data *sbp2_alloc_device


(struct unit_directory *ud)

689 { 

           ......

692     struct scsi_id_instance_data *scsi_id = NULL;

           ......

745     scsi_host = 
 scsi_host_alloc 
(...);

           ......

753     if (! 
scsi_add_host 
(scsi_host, &ud->device)) { 

           ......


// 
scsi_scan_host 
(scsi_host) is missing!

764 } 


(b) Violation in sbp2 alloc device

Figure 4: An exampleof a programming rule involving multi-
ple functions in Linux 2.6.11. The rule {scsi host alloc,
scsi add host}⇒{scsi scan host} appears 27 times in
differ ent functions, oneof which is shown in (a). PR-Miner de-
tects two violations that miss the function scsi scan host,
which are potential bugs.Oneof the violations is shown in (b).

While thework above is inspiringandproposesa promisingdi-
rection, it extractsonly pair-wiseprogrammingrules. Our exper-
imental resultsindicate that programmingrules with 2 elements
only accountfor asmallportion(14%)of all rulesextractedby PR-
Miner. In addition,their work requiresprogrammersto give some
particularrule templatessuchas“function a mustbe pairedwith
functionb”, which notonly restrictsthetypesof rulesextractedbut
alsoneedssomespecificknowledgeaboutthetargetsoftware.Fur-
thermore,programmersalsoneedto give differentweightsto the
functionsandvariableswhenfitting elementsinto templates.

To significantlyadvancethestate-of-the-art,it would bebenefi-
cial if implicit programmingrules,including complex ones,could
beautomaticallyextractedin ageneralform without requiringprior
knowledgeor rule templatesfrom programmers.To dothis,anaive
methodis to check every possiblecombinationof programele-
mentsto seeif they arefrequentlyusedtogetherin the targetsoft-
ware’s code.Obviously, for largesoftwaresuchasLinux thatcon-
tainshundredsof thousandsof functionsandvariables,suchanaive
methodwould resultin exponentialcomplexity. Therefore,aneffi-
cientmethodneedsto be developedto achieve thegoal.

1.2 Our Contrib utions
In this paper, we proposea novel methodcalledPR-Miner(Pro-

grammingRule Miner), that usesa datamining techniqueto au-
tomaticallyextractgeneral programmingrulesfrom softwarecode
written in anindustrialprogramminglanguagesuchasC 1 andde-

1Similar to otherautomaticspecificationgenerationtools, we as-
sumethat the software hasbeenreasonablywell testedand runs
correctlymostof thetime.
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tect violationswith little effort from programmers.More specifi-
cally, ourpapermakesthefollowing two majorcontributions:

(1) Weproposeageneralmethodto automaticallyextractimplicit
programmingrulesfrom largesoftwarecode.Benefitingfrom data
mining techniques,PR-Miner can extract thousandsof program-
ming rulesfrom softwaresuchasLinux with 3500files anda total
of 3 million lines of codewithin 1 minute. Comparedwith the
previouswork [8] thatextractsonly function-pairbasedrules,PR-
Miner extractssubstantiallymorerules.This is becausePR-Miner
hassubstantiallygeneralizedEngleret al’s work in the following
two aspects:
— General method: Our techniquefor extracting programming
rulesis moregeneral.PR-Minercanautomaticallyextractprogram-
ming rulesfrom softwarecodewithout any prior knowledgeabout
the softwareor requiringany annotation,templatesor weight as-
signmentsfrom programmers.Additionally, by replacingthefront-
endparser, PR-Minercanbeeasilymodifiedto work with programs
written in otherprogramminglanguagessuchas Java.
— General rules: Theprogrammingrulesextractedby PR-Miner
are more general. Sinceit doesnot limit the programmingrules
using any fixed templates,PR-Minercan extract rules in general
forms and with multiple programelementsof different types in-
cludingfunctions,variables,datatypes,etc. As a result,it not only
extractssimplepair-wiserules,butalsoextractsmorecomplex rules
like theexamplesshown above.

(2) We also proposean efficient algorithm to detectviolations
to the extractedprogrammingrules. PR-Minerhasdetectedmany
violationsto theextractedrulesin the latestversionsof Linux and
PostgreSQLwithin 1 minute.Amongthetop60violationsreported
by PR-Miner,many of themhave beenconfirmedasbugs,includ-
ing 16 bugsin Linux, 6 bugsin PostgreSQLand1 bugin Apache.
Thesebugsarecurrentlybeingfixedby correspondingdevelopers
afterwereported.Mostof thesebugsaresemanticbugsthatviolate
complex programmingrulesthatcontainmorethan2 elementsand
aretherebydifficult for previoustoolsto detect.

The restof this paperis organizedasfollows. Section2 briefly
describesthebackgroundof thedatamining techniqueusedin PR-
Miner. Section3 presentshow PR-Minerautomaticallyextractsim-
plicit programmingrulesanddetectsviolations.Section4 presents
theevaluationresults,followed by discussionof PR-Miner’s limi-
tationsin Section5. Section6 presentsrelatedwork andSection7
concludesthepaper.

2. BACKGROUND OF DATA MINING
PR-Miner is basedon a datamining techniquecalled frequent

itemsetmining [1, 14], which has broad applications,including
mining motifs in DNA sequences,analysisof customershopping
behavior, etc. Thegoalof frequentitemsetmining is to efficiently
find frequentitemsetsin a largedatabase,wherean itemsetis a set
of items. In a databasecomposedof a large numberof itemsets,
if a sub-itemset(subsetof an itemset)is containedin morethana
specifiedthreshold(calledmin support) of itemsets,it is considered
frequent.Thenumberof occurrencesof asub-itemsetA is denoted
asits support. The itemsetthatcontainsA is calledits supporting
itemset. For example,in anitemsetdatabaseD:
D = {{a, b, c, d, e}, {a, b, d, e, f}, {a, b, d, g}, {a, c, h, i}}

Thesupportof sub-itemset{a, b, d} is 3,andits supportingitemsets
are{a, b, c, d, e}, {a, b, d, e, f} and{a, b, d, g}, If min supportis
specifiedas 3, the frequentsub-itemsetsfor D are{a}:4, {b}:3,
{d}:3, {a, b}:3, {a, d}:3, {b, d}:3 and{a, b, d}:3, wherethenum-
bersarethesupportsof thecorrespondingsub-itemsets.

To solve thefrequentitemsetmining problem,quitea few algo-
rithmshavebeenproposed.PR-MinerusesaFP-tree-basedmining
algorithmcalledFPclose[14], which is oneof the mostefficient
frequentitemsetmining algorithms.Insteadof generatingthecom-
pletesetof frequentsub-itemsets,FPcloseminesonly the closed
sub-itemsets. A closedsub-itemsetis the sub-itemsetwhosesup-
port is different from that of its super-itemsets. In the example
above,thefrequentsub-itemsets{b}, {d}, {a, b}, {a, d} and{b, d}
are not closedsince their supportsare the sameas their super-
itemset{a, b, d}. FPcloseonly generatesthe closedsub-itemsets
{a}:4 and{a, b, d}:3 asresult.Thiscansignificantlyimprove time
and spaceperformancesinceit can avoid generatingexponential
numberof frequentsub-itemsets.

After all closedfrequentsub-itemsetsareminedfrom anitemset
database,associationrules canbe generated.An associationrule
canbedenotedasX ⇒ Y with confidencec andsupports, where
X andY areitemsets.Themeaningof therule is that if anitemset
containsX, it alsocontainsY with probabilityof c [1, 15]. Associ-
ationrulesallow violation detection.If theconfidenceis very high,
say99%, the itemsetthat containsonly X but not Y violatesthe
rule, indicatinga potentialoutlier. Due to spacelimitation, we do
not describethedetailsof theFPclosealgorithmsincethey canbe
foundin [14].

3. PR-Miner
PR-Minerhastwo major functionalities: automaticallyextract-

ing implicit programmingrules, and automaticallydetectingvio-
lationsto the extractedprogrammingrules. The flowchartof PR-
Miner is shown in Figure5. This sectionfirst givesan overview
of PR-Miner,and thenpresentshow PR-Minerautomaticallyex-
tractsprogrammingrulesfrom sourcecode,andhow it detectsrule
violationsandprunesfalsepositives.

3.1 Overview
Thehigh-level ideaof PR-Minerin automaticrule extractionis

to find associationsamongelements(e.g.,function, variable,data
type) by looking for elementsthat arefrequentlyusedtogetherin
sourcecode. For example, calls to spin lock irqsave and
spin unlock irqrestore in Linux appeartogetherwithin the
samefunctionfor morethan3600times,whichindicatesthatspin
unlock irqrestore followingspin lock irqsave is very
likely to be animplicit programmingrule. By identifying which
elementsareusedtogetherfrequentlyin thesourcecode,suchcor-
relatedelementscanbe considereda programmingrule with rela-
tively high confidence.Of course,asdescribedin theintroduction,
a naive implementationof this high-level ideais infeasiblesinceit
needsto examineall possibleelementcombinations.

In order to efficiently find programelementcorrelations,PR-
Miner convertstheprobleminto afrequentitemsetminingproblem
by first parsingthesoftwaresourcecodeasshown in Figure5. Each
programelementis hashedinto anumber, thenafunctiondefinition
is mappedinto anitemset(a setof numbers),which is written asa
row into the itemsetdatabase.As a result, the whole programis
converted into a databasethat containsmany itemsets. By min-
ing this databaseusing a frequentitemsetmining algorithm such
asFPclose, we canfind the frequentsub-itemsetsthat appearfor
many times.Thesefrequentsub-itemsetscanthenbeusedto infer
programmingrules.

For a frequentsub-itemsetdiscoveredby the mining algorithm,
we call thesetof thecorrespondingprogramelementsa program-
ming pattern, which indicatesthattheprogramelementsarecorre-
latedandfrequentlyusedtogether. For example,FPclosecanfind
that{spin lock irqsave, spin unlock irqrestore} is
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a programmingpatternsinceit appearsin the Linux sourcecode
morethan3600times.

Notethatprogrammingpatternsaredifferentfrom programming
rules.For example,theabove patternmayleadto oneor two of the
following programmingrules:

{spin lock irqsave}⇒{spin unlock irqrestore}
{spin unlock irqrestore}⇒{spin lock irqsave}

Thefirst rulesaysthatwhenever theprogramcallsspin lock
irqsave, it shouldalsocallspin unlock irqrestore, while
the secondsaysthat whenever the programcallsspin unlock
irqrestore, it shouldalsocall spin lock irqsave. These
two aredifferentrules,andnot all of themdefinitelyhold, even if
thepatternhasappearedfor many times.

Therefore,after programmingpatternsare extractedusing the
frequentitemsetminingtechnique,PR-Minerneedsto generatepro-
grammingrulesfrom theextractedpatterns.Themain ideaof the
rule generationprocessis to find the numberof casesthat con-
tain the items on the left but not thoseon the right. For exam-
ple, in theabove example,weneedto find out how many casesthat
spin lock irqsave appearsbutspin unlock irqrestore
doesnot andvice versa. After generatingthe programmingrules,
PR-Minerstoresthemin specificationfilessothatprogrammerscan
examinethemandalsousethemlaterasreferences.Section3.3de-
scribestherule generationprocessin detail.

After programmingrulesaregenerated,PR-Minerautomatically
detectsviolationsin sourcecode.It alsoautomaticallyprunesfalse
positives and ranksviolations in the report so that programmers
only needto examinetoprankedviolations.Theviolationdetection
processis basedon theideathata programmingrule is usuallyfol-
lowedin mostcasesandviolationsoccuronly in asmallpercentage
of cases.Section3.4describesthedetectionprocessin moredetail.

UsingclosedfrequentitemsetminingalgorithmssuchasFPclose
providesPR-Minerseveralbenefits:(1) Generality. Closefrequent
itemsetmining algorithmsdo not limit thenumberof itemsin fre-
quentsub-itemsetsand also doesnot requireany rule templates.
Furthermore,theitemsin a frequentsub-itemsetarenotnecessarily
adjacentin the supportingitemset,i.e. they canbe far apartfrom
eachother. (2) Time efficiency. Data mining algorithmssuchas
FPcloseareusuallyvery efficient sincethey strive to avoid scan-
ning datatoo many times by eliminating redundantcomputation
as much as possible. Additionally, sinceFPclosegeneratesonly
closedfrequent itemsets,it can avoid generatingan exponential
numberof sub-itemsets.(3) Spaceefficiency. Fromclosedfrequent
sub-itemsets,we can find closedrules, rules that subsumemany
otherruleswith thesamesupport.Take the itemsetdatabaseD =
{{a, b, c, d, e}, {a, b, d, e, f}, {a, b, d, g}, {a, c, h, i}} describedin
Section2 as an example. FPclosefinds a closedfrequentsub-
itemset:{a, b, d}:3. From theclosedfrequentsub-itemsetwe can
have thefollowing 6 closedruleswith support3:
{a} ⇒ {b, d} with confidence3/4=75%
{b} ⇒ {a, d} with confidence100%
{d} ⇒ {a, b} with confidence100%
{a, b} ⇒ {d} with confidence100%
{a, d} ⇒ {b} with confidence100%
{b, d} ⇒ {a} with confidence100%
Otherrulesaresubsumedby theaboveclosedrules.Forexample,

thesub-rule{a} ⇒ {b} with confidence75%is subsumedby the
first closedrule. Usingclosedrulesnot only savesspace,but also
significantlyreducesthenumberof rulesthatneedto beexamined
or referencedby programmers.In addition, it alsospeedsup the
violation detectionprocess(SeeSection3.4).

Parsing & hashing


Mining


Pruning false violations


Detecting violations


Ranking


Itemsets


Potential bugs
Programming patterns


Source files


Generating programming rules


Storing rules into specification files


Examined & referenced by programmers


Figure5: Flowchart of PR-Miner

3.2 Extracting Programming Patterns

3.2.1 ParsingSourceCode
The main purposeof parsingsourcecode is to build an item-

setdatabasein orderto convert theprogrammingpatternextraction
probleminto a frequentitemsetmining problem. PR-Minerdoes
thisby usingamodifiedGCCcompiler[25] astheparserto convert
eachfunction definition into a setof numbers.The currentproto-
typeof PR-Mineronly worksfor C, but it canbeeasilyextendedto
otherprogramminglanguagesby replacingtheGCCfront ends.

In orderto convert thesourcecodeinto an itemsetdatabase,we
needto addressthe following issues:(1) How to parsethe source
code?(2) Whatelementsin thesourcecodeshouldbeconverted?
(3) How to representelementsusingnumbers?

To parsethesourcecode,PR-Minerfirst usestheGCCfront end
to obtainthe intermediaterepresentation.The intermediaterepre-
sentationis storedin a treedatastructure,with eachnoderepre-
sentingvarioustypesof elementsin sourcecodeincludingidentifier
name,datatypename,keyword, operator, controlstructure,andso
on. In orderto convert a functionto anitemset,PR-Minertraverses
therepresentationtreeof this function,andhasheseachselectedel-
ementsto a number. By combiningthehashvaluesof all selected
elementsin a function,this function is mappedto anitemset.Then
theitemsetsof all functionsconstructtheitemsetdatabaseto input
to themining algorithmFPclose. Thereasonto convert a function
insteadof abasicblockto anitemsetis thatmostprogrammingrules
usuallyoccurwithin thescopeof a function.Of course,somerules
canspanacrossmultiple functions.But mining theserulesis much
harderasit requiresdeeperinter-proceduralanalysis,soextracting
suchrulesremainsasour immediatefuturework.

Not every programelementin the intermediaterepresentationis
convertedinto a numberbecausesomeelementscancausenoise.
For example,keywordsandsimpledatatypessuchasint appear
in almosteveryfunction.They arelesslikely leadto interestingpro-
grammingrules. In addition,including themin the itemsetwould
significantly increasethe computationof frequentitemsetmining.
Therefore,PR-Minerdoesnot hash suchelementsinto numbers.

Furthermore,the sameprogrammingrule involving local vari-
ablesmayusedifferentvariablenamesat differentcodesegments.
For instance,in theexampleshown in Figure4, thereturnvalueof
calls to thesamefunctionscsi host alloc canbeassignedto
differentlocalvariablessuchashost andscsi host. If wehash
theminto differentnumbers,therule might bemissed.In orderto
catchsuchkinds of rules,we needto usethe commoncharacter-
istics of theselocal variablessuchastheir datatypesto represent
themsothatthey arestill hashedto thesamenumberin theitemset
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database.For example,the local variableclass ref in thecode
segmentin Figure2 is representedby thehashvalueof its datatype
Relation insteadof its nameclass ref.

Another problemwhen hashingidentifiersto numbersis name
collisions.Differenttypesof identifierswith thesamenamewould
be hashedto the samenumber, causingfalsepositives in the gen-
eratedfrequentsub-itemsets.In orderto eliminatesuchnamecol-
lisions,PR-Minerhashesdifferenttypesof identifiersinto different
values. To do that, PR-Minerfirst prefixesevery identifier name
basedon its type,andthenhashestheprefixed nameto a number.
For example,a functioncall to lock would beprefixedwith “F-”
andthenbehashedto anumbercorrespondingto “F-lock”, while a
global variablewith thesamenamelock would beprefixedwith
“G-” andbehashedto a numbercorrespondingto “G-lock”.

Similarly, differentrecordstructuresmayusethesamenamefor
their fields, which is quite commonin large software. For exam-
ple, the names,“next” and“prev” arecommonlyusedasfield
namesin many different structures.Suchnamecollisions would
resultin falsepositivesof frequentsub-itemsets.In orderto differ-
entiatefields of the samenamebut in different recordstructures,
PR-Minerattachestheassociatedrecordtype to every field name.
For example,thefieldsnext in therecordtypestree andlist
areconsideredas“D-tree.R-next” and“D-list.R-next”, respectively,
andsothey canbehashedinto differentnumbersto avoid collision.

The hashfunction PR-Minerusesis “hashpjw” [2], chosenfor
its low collision rate. Our experimentsshow that its collision rate
is low enoughfor frequentsub-itemsetmining. Additionally, if
conflict-freemappingis needed,wecanfirst parsethewholesource
codesothatwecancreateasymboltablefor all possibleidentifiers,
andthenconvert elementsinto numbersbasedon their indexesto
thesymboltable. Sinceit takesonemorepassof thesourcecode
andour hashingmethodalreadyhasa low collision rate,we do not
usethismethod.

Table1 showshow PR-Minerconvertsafunctioninto anitemset.
After parsingthe sourcecode,prefixing andhashingselectedele-
mentsinto numbers,PR-Minerconverts the definition of function
twa probe into theitemset{92, 39, 41, 68, 56, 36,...}.

linux-2.6.11/drivers/scsi/3w-9xxx.c: L1964 - 2088


int __devinit twa_probe(struct pci_dev *pdev,...)

{ 

  struct Scsi_Host *  
host
 = NULL;

  ......

host
 = 
scsi_host_alloc
 (& 
driver_template
, ...);


  ......

retval
 =
scsi_add_host
(
host
, & 
pdev->dev
);


  ......

scsi_scan_host
(
host
);


  ......

} 


T-Scsi_Host

......

T-Scsi_Host

F-scsi_host_alloc

T-scsi_host_template

......

F-scsi_add_host

T-Scsi_Host

T-pci_dev.R-dev

......

F-scsi_scan_host

T-Scsi_Host

......


92

......

92

39

41

......

68

92

56

......

36

92

......


Source code

Preprocessed


identifiers

Hash

values


Table1: Example of parsing a function. The italic identifiers in source
codeare selectedto analyze.They are prefixedwith the typesasshown
in the secondcolumn. Each preprocessedidentifiers is then hashedto a
number. Only the last two digits of hashvaluesareshown for simplicity.

3.2.2 Mining for ProgrammingPatterns
After PR-Minerparsesthesourcecodeandgeneratesanitemset

database,it appliesthe closedfrequentitemsetmining algorithm,
FPclose, on thedatabaseto find closedfrequentsub-itemsets.As
we describein Section2, if a setof numbersappeartogetherin any
itemsetsfor morethana specifiedthresholdnumber(min support)
of times,thissub-itemsetis consideredfrequent.Letusconsiderthe

exampleshown in Table1. For simplicity, let usdenotethesethree
functionsasadd, alloc andscan. Thesub-itemset{39, 68, 36,
92} appearsin totally 27 itemsetsin theitemsetdatabaseconverted
from Linux code. Supposethat min supportis setas15. FPclose
will find a frequentsub-itemset{39, 68, 36,92} with a support
of 27, which meansthat thecorrespondingfunctionsalloc, add
andscan, andthedatatypeScsi Host areusedtogetherfor 27
times.Therefore,thesefour elementsarecorrelatedwith eachother
andaretherebyoutputtedasa programmingpattern,which is then
usedto generateprogrammingrulesin thenext step.

Since FPclosegeneratesonly closedfrequent itemsetswhose
supportis larger than the supportof its super-itemset,it doesnot
generateredundantsub-patternswith thesamesupport.In theabove
example,{39, 68, 36} is also a frequentsub-itemset.However,
sinceit is not closed,i.e., it is includedin its super-itemset{39, 68,
36,92} with thesamesupport27,wedo not needto outputit.

It is not enoughto know only the closedprogrammingpatterns
andtheir supportvalues(i.e., how many timesthepatternoccurs).
It would be more helpful for programmersif we also recordthe
functionsin which eachextractedpatternoccurs.Suchinformation
is alsoneededlater in violation detectionin order to know which
function violatesan extractedrule. Unfortunately, the original al-
gorithmFPcloseandany otherfrequentitemsetmining algorithms
werenot designedexactly for our purpose.They only output the
supportvaluesfor eachdiscoveredpatternbut not their supporting
itemsets.Therefore,we enhanceFPcloseto addressthis problem
by alsomaintainingthesupportingitemsetsduringthemining pro-
cess.In theabove example,PR-Mineroutputstheclosedfrequent
sub-itemset{39, 68, 36,92} with thesupportingitemsetthatcorre-
spondsto the27 functionsthatcontainthisprogrammingpattern.

3.3 Generating Programming Rules
As we explainedbriefly in Section3.1,extractingonly program-

ming patternsis not enoughbecausea patternmay lead to many
differentrules.Therefore,we alsoneedto generaterulesfrom pat-
ternsbasedonconditionalprobabilities.

3.3.1 A NaiveMethod
A naive methodto generateprogrammingrules from extracted

patternsis to divide the itemsin eachclosedfrequentsub-itemset
into two partsandthencalculatethe confidence.In otherwords,
from a closedfrequentsub-itemsetI , we can computethe confi-
dencefor every possibleassociationrulesX ⇒ Y , whereX and
Y aresubsetsof I [1, 15]. Thesupportof sucharule is equalto the
supportof I , while theconfidenceof a rule is theconditionalprob-
ability, i.e. support(I)/support(X), wheresupport(X) is the
numberof occurrencesof sub-itemsetX in the itemsetdatabase,
which alsoequalsto themaximumsupportof any closedfrequent
itemsetthatcontainsX. Basically, theconfidenceindicatesthecon-
ditional probability that if X occurs,thelikelihoodfor Y to occur.
Ruleswith confidencesmallerthanaspecifiedthreshold(e.g.90%)
arepruned.And theremainingrulesareoutputtedto thespecifica-
tion files to beexaminedandreferencedby programmers.

Let usconsidertheabove exampleagain.After PR-Minerfindsa
programmingpattern{alloc, add, scan, Scsi Host}. From
this pattern,the naive methodcan generate14 different possible
rules by partitioning thesethreefunctionsand the datatype into
2 subsetsin all possibleways suchas{add}⇒{alloc, scan,
Scsi Host}, and{add, alloc}⇒{scan, Scsi Host}, and
so forth. All theserules have the supportof 27. From the pro-
grammingpatternsdiscoveredby FPclose, we know that the sup-
port for {add} is 37, and the supportfor {add, alloc} is 29.
Therefore,the confidencesfor these2 rulesare27/37 = 72.9%
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and27/29 = 93.1%, respectively. The confidencesfor the other
12 rulescan also be computedsimilarly. So if we set the confi-
dencethresholdto be90%,thefirst rule{add}⇒{alloc, scan,
Scsi Host} is pruned,while thesecondrule is outputted.

The biggestproblemwith the naive methodis that it needsto
examineall possiblerulesfrom eachminedpatterns.A program-
ming patternwith k elementscan generateup to (2k − 2) rules,
which is impracticalfor long patterns.For example,our evaluation
with largesoftwarecodeshowsthatsomeprogrammingpatternsare
composedof morethan20elements.Therefore,it is timeandspace
inefficient to usethis naive methodto generaterulesfrom patterns.

3.3.2 GeneratingClosedRules
Insteadof examiningall possibleprogrammingrulesfrom amined

patternlike in the naive method,PR-Minerexaminesonly closed
rules.As we explainedin Section3.1,it is enoughto generateonly
closedrulessinceotherrulesaresubsumedby closedrules.

To furtherreducethenumberof outputtedrulesandspeedup the
generationaswell asthe violation detectionprocesses,PR-Miner
storesclosedrulesin condensedformat. Formally, thecondensed
formatfor a closedfrequentsub-itemsetI is:

I : s|{C1 : s1|s1 > s} . . . {Cm : sm|sm > s}

whereC1 . . . Cm areall subsetsof I whosesupports(s1 . . . sm) are
differentfrom I ’s. Obviously, s1 . . . sm areall largerthans. Such
condensedformat can representall the closedrules derived from
I andtheir confidencescanbecomputedeasily. For a closedrule
X ⇒ Y derivedfrom I , if X equalsto Ci (i.e. asubsetof I with a
supportlargerthanI), theconfidenceof therule is s/si; otherwise,
theconfidenceof therule is 100%.

For example,supposeFPcloseextractstwo closedfrequentsub-
itemsets:{a} : 4 and{a, b, d} : 3. The condensedformat that
representsall theclosedrulesderivedfrom {a, b, d} is

{a, b, d} : 3|{a : 4}

It explicitly expressesthat the rule {a} ⇒ {b, d} hasconfidence
3/4=75%,andalsoinfers thatany of theother5 closedrules,such
as{a, b} ⇒ {d} hasconfidence100%.

Now therule generationproblembecomeshow to find out all of
the subsetCi that hasa supportsi larger than s. Sincethe sup-
port of Ci is larger thans, it indicatesthatCi shouldbecontained
in anotherclosedfrequentsub-itemset(basedon the definition of
closed frequentsub-itemset). SinceCi may include in multiple
otherclosedfrequentsub-itemset,PR-Minerneedsto find theone
with themaximumsupport.

To achieve this goal, PR-Minerusesa clever ideathat converts
this problembackto a frequentsub-itemsetmining again.In other
words,PR-MinerusesFPcloseonemoretimeto find commonsub-
itemsetsfrom frequentsub-itemsetsgeneratedby the first passof
FPclose. Doingsuchwill find all commonsubsetsamongtheclosed
frequentsub-itemsetsgeneratedin thefirst pass.Let CommonSub

denoteall thecommonsubsetsgeneratedby thesecondpassof FP-
close. If a subsetCi of I is included in CommonSub, we can
immediatelyfind out which super-itemsetof Ci hasthemaximum
support.Thesupportof thissuper-itemsetmustbeequalto thesup-
port of Ci basedon thedefinitionof closedfrequentsub-itemsets.
Wecaneasilyprove thisby contradiction(Theproof is omitteddue
to spacelimitation). Note that the basicoperationwe needis to
computethe commonsubsetsfor eachpair of the closedfrequent
sub-itemsets.Therefore,we canapply thefrequentitemsetmining
algorithmagainon theclosedfrequentsub-itemsetswith minimum
supportof 2. Our algorithmCLOSEDRULES for generatingclosed
rulesin condensedformatis shown in Figure6.

Algorithm: CLOSEDRULES(I)
Input: I = {Ik|1 ≤ k ≤ n},

Ik has3 fields〈Fk, sk, Ek〉;
Output: TheclosedrulesR in condensedformat.
1: SortI by supportsin descendingordersuchthat

s1 ≥ s2 ≥ ... ≥ sn

2: Mine commonclosedfrequentsub-itemsetsfrom I:
C ← FPCLOSE({Fi|i = 1, 2, ..., n}, 2),
whereC = {Ci|1 ≤ i ≤ m} and
Ci has3 fields〈F ′

i , s
′

i, E
′

i〉
3: for i = 1, 2, ..., m
4: DenoteE′

i = {ij |1 ≤ j ≤ s′i}
5: for j = 2, 3, ..., s′i
6: if si1 > sij

7: InsertF ′

i : si1 to sub-itemsetIij
inR

Figure 6: Generating closed rules R in condensedformat fr om
closedfr equent itemsetsI mined fr om the first step explained in Sec-
tion 3.2. The closefr equentmining algorithm FPCL OSE takesan item-
set databaseand the minimum support thr eshold as input, and out-
puts the closed fr equent sub-itemsets,each of which has thr ee fields
〈Fi, si, Ei〉, where Fi is the fr equent itemset itself, si is its support,
Ei is the indexesof its supporting itemsets,and Ei is sorted in an as-
cending order. Similarly, 〈F ′

i , s′i, E
′

i〉 have the samemeaningsbut are
generatedby the secondpassof FPCL OSE (line 2) to a databasethat
consistsof all closedfr equentsub-itemsets,i.e. {Fi|i = 1, 2, ..., n}.

In theCLOSEDRULES algorithm,it first sortsthefrequentitem-
setsI minedfrom FPclose(line 1) sothatit canquickly locatethe
frequentitemsetwith the maximal supportfor any commonsub-
itemset. In line 2, it calls FPclosewith minimum supportof 2 to
find outall commonsub-itemsetsC from I. For eachcommonsub-
itemsetCi (line 3), CLOSEDRULES insertsit with its supportto the
correspondingruleof condensedformatasfollows. E ′

i includesthe
indexesof all Ci’s supportingitemsetsin I. The first supporting
itemsetIi1 hasthemaximumsupportfor Ci, becauseall indexesin
E′

i aresortedbasedon their correspondingitemset’s support. For
theothersupportingitemsetIij

(line 5), if its supportsij
is smaller

thansi1 (line 6), Ci is insertedinto the subsetof the rule for the
closedfrequentitemsetIij

. This way, with only onepassit canin-
sertCi into all rulesthataresuper-itemsetsof Ci but have smaller
supportthanCi.

CLOSEDRULES performsmuchbetterthan the naive algorithm
in termsof spaceandtime,becauseit doesnot needto examineall
possiblerulesgeneratedfrom extractedprogrammingpatterns.

By calling CLOSEDRULES on the closedfrequentsub-itemsets
that correspondto the extractedprogrammingpatterns,PR-Miner
obtainstheclosedrulesin thecondensedformatexpressedin num-
bers,andthenit mapstheclosedrulesbackto programmingrules
andstorestheminto aspecificationfile. Theprogrammerscanthen
validatethe programmingrulesso that later they canusethemas
specifications,andalsonew programmerscanreadthemwhenthey
startcodingto avoid mistakes.

SincePR-Minerextractsprogrammingrulesbasedonoccurrences,
somefalsepositivesmaybeintroducedif someelementsonly coin-
cidentallyappeartogetherfor many timesin thesourcecode.How-
ever, a rulewith largersupportscanbemorebelievable.Therefore,
PR-Minerrankstherulesbasedon supports:programmerscanex-
aminethoserulesthat areranked in the top 100 or 500. Further-
more,aswe explainedearly, ruleswith confidencelower thanthe
specifiedthreshold(e.g.90%)arepruned.Additionally, someother
rankingmethodsuchasgiving weightsfor differentelementsasin
Engleret al’swork [8] canalsobeapplied.
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3.4 DetectingViolations to Extracted Rules
Basedon the programmingrules generatedfrom the previous

step,PR-Minercanfind potentialbugsby detectingviolations to
theserules. The main idea is that the programmingrulesusually
hold for mostcasesandviolationshappenonly occasionally. Take
thepotentialbugdetectedby PR-Minerin Figure4 asanexample.
The function call to scan shouldfollow alloc andadd as the
programmingrule indicates.This rule appears27 timesin Linux,
but thereare2 casesviolating this rule becausescan is missing.

As shown in Figure 5, PR-Miner first detectsviolations to the
extractedprogrammingrules, thenprunesthe falseviolations us-
ing inter-proceduralanalysis,andfinally rankstheviolationsin the
errorreport.

3.4.1 DetectingViolations
In order to detectviolations to the programmingrules,a naive

methodis togenerateall possibleprogrammingrulesandthencheck
themupon the sourcecodeoneby one. As we discussedin Sec-
tion 3.3,therewouldbe anexponentialnumberof rulesthatneedto
bechecked.

Fortunately, it is unnecessaryto checkall programmingrules.
First, if the rule hasa low confidence,it is alreadyprunedin the
rule-generationstep. In otherwords,if theconfidencethresholdis
t, any ruleswith confidencesmallerthant arediscarded.Second,
if the rule has100%confidence,it indicatesthat thereis no viola-
tion for the rule. Therefore,we only needto checkthe ruleswith
confidencein therange[t, 100%).

The main ideaof the violation detectionprocessis straightfor-
ward.For example,if arule{a, b} ⇒ {d} hasasupportof 100and
{a, b} hasa supportof 101,thereis only oneout of 101casesthat
has{a, b} but not {d}, which indicatesthat this caseviolatesthe
rule {a, b} ⇒ {d}. In otherwords,this caseis likely to bea bug.
But if {a, b} hasa supportof 200, the rule {a, b} ⇒ {d} will be
prunedasits confidenceis only 50%.

SincePR-Minerstoresgeneratedprogrammingrulesin thecon-
densedformatthatexplicitly indicateswhich ruleshave confidence
lessthan100%but greaterthanthe specifiedthresholdt, we can
easilyfigureoutwhich ruleshaveviolations.Evenmoreefficiently,
PR-Minerdetectsviolationsduring thesameprocesswhenit gen-
eratestheprogrammingrulesby calling CLOSEDRULES asshown
in Figure6. To dothat,PR-Minercomputestheconfidencefor the
rule F ′

i ⇒ (Fij
− F ′

i ) in the loop of line 5 asc = sij
/si1 . If

t ≤ c < 1, it indicatesthat thereareviolations to this rule. The
violations can be easily figured out by comparingthe supporting
itemsetsfor theclosedfrequentsub-itemsetsIi1 andIij

asfollows.
Fi1 containsthe commonsub-itemsetF ′

i , but it doesnot contain
(Fij

− F ′

i ). It meansthatsomesupportingitemsetsin Ei1 violate
theruleF ′

i ⇒ (Fij
−F ′

i ). On theotherhand,this rule is supported
by thesupportingitemsetsEij

for Fij
. Therefore,the itemsetsin

Ei1 but not in Eij
violatethis rule,andsothecorrespondingfunc-

tionsof theitemsetsviolatetheprogrammingrule.

3.4.2 PruningFalseViolations
Theviolation detectionabove canresult in falsepositivesif the

elementsin a programmingrule spanacrossmultiple functions.
The reasonis that PR-Miner detectsviolations using only intra-
proceduralanalysisbecause,asdescribedin Section3.2,eachitem-
set in the databasecorrespondsto a function definition. Suppose
in anexamplewith a function-pair(lock andunlock) rule,un-
lock is called inside a function F but lock is not. Instead,F
calls anotherfunctiontry lock that callslock. Without inter-
proceduralanalysis,PR-Minerwould reportthatF containsa vio-
lation of missinglock, eventhoughF containslock in its callee.
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(b) Checkingin all callers

Figure7: Checking the call paths for pruning falseviolations

In orderto prunetheabove falseviolations,PR-Minerperforms
an inter-proceduralchecking. It first checksthe callees’pathsfor
eachfunction that containsviolations. For eachviolation of rule
X ⇒ Y in functionF , PR-Minercheckswhethereveryitemy ∈ Y
is in thefunctionsF1, ..., Fn calledby F . As shown in Figure7(a),
we canfollow thecalling pathmoredeeplyby checkingthe func-
tions called by calleesF1, ..., Fn in F . If the missing items are
in any of the calling paths,it is a falseviolation. For time effi-
ciency, PR-Minerlimits thecheckingdepth. SincePR-Minerout-
puts all function calls in eachfunction definition as describedin
Section3.2.1,it is easyto follow thecalling pathduringchecking.

Besidescallees,PR-Mineralsochecksthecallersto prunefalse
positives. In the exampleabove, there is also a violation in the
functiontry lock becauselock is in try lock but unlock
is not in it. In orderto prunesuchfalseviolations,PR-Mineralso
checkswhetherthemissingitemsarein thecallerfunctions’paths
asshown in Figure7(b). In orderto checkthecall pathbackwards,
PR-Minermaintainsa caller list for eachfunction F that consists
of the indexesof the functionsthatcall F. If themissingitemsfor
functionF arein thepathsof all of its callers,it is a falseviolation.

3.4.3 RankingandReportingBugs
After PR-Minerdetectsruleviolationsandprunesfalsepositives,

it ranksall remainingviolationsandreportsthemto programmers.
PR-Miner ranks the violations basedon the confidenceof the

violatedrules.Sincea functionmaycontainseveralviolations,PR-
Miner groupsall violationsof thesamefunction together, andthe
violation with thehighestconfidenceis assignedastheconfidence
of theviolatedfunction. Theconfidenceof a violatedfunctioncan
beconsideredthepossibility thatthefunctionhasbugs. In thecur-
rent versionof PR-Miner, it simply ranksthe bugs by the confi-
dence.Becauseseveral functionsmayhave thesameviolation, the
potentialbugsin thesefunctionsarestronglycorrelated.Therefore,
someother advancedranking schemessuch as correlationrank-
ing [17] canbe usedhereto further improve the accuracy of our
rankingfunction,which remainsasour futurework.

4. EVALUATION
4.1 Experiment Setup

We have evaluatedPR-Minerwith the latestversionsof Linux,
PostgreSQL,andtheApacheHTTP Server. Thenumbersof files,
linesof code(LOC) andfunctionsareshown in Table2.

PR-Miner takes threeparameters:min support, the confidence
threshold,and maximal checkingpath depth. By default, we set
the min supportas15, the confidencethresholdas90%, and the
maximaldepthof call pathas3 for pruningfalseviolations.

Theparserfor PR-Mineris GCC3.3.4[25] with a smallmodifi-
cations.In ourexperiments,werunPR-MineronanIntel Xeon1.5
GHz machinewith 4GB memoryandLinux 2.4.20system.

Software version #C files LOC #functions
Linux 2.6.11 3,538 3,037,403 73,607
PostgreSQL 8.0.1 409 381,192 6,964
Apache 2.0.53 160 84,724 1,912

Table 2: Software evaluated in our experiments.
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4.2 Extracting Implicit Programming Rules
Table 3 shows the numberof closedrules discovered by PR-

Miner in theevaluatedsoftware. Rulesthathave confidencelower
than the threshold(90%) are prunedautomaticallyby PR-Miner
andaretherebynot includedin theresultsreportedin this section.
From the closedrules, programmerscan easily infer other rules
subsumedby theseclosedrules. Theseclosedrules canbe clas-
sifiedinto threecategories:function-function(F-F) rules,variable-
variable(V-V) rules,andfunction-variable(F-V) rules. F-F rules
involve only functions,V-V rulesinvolve only variables(including
fieldsin structure)or their datatypes,while F-V rulesinvolve both
functionsandvariables.

Software Total F-F V-V F-V
Linux 32,283 1,075 8,883 22,325
PostgreSQL 6,128 379 687 5,062
Apache 283 33 92 158

Table 3: The number of closedrules extracted by PR-Miner.
Notice that all F-V rules that contain more than 2 elementsalso
include F-F and/or V-V rules astheir sub-rules.

Our resultsshow thata largenumberof implicit, undocumented
programmingrulescanbeeffectively extractedfrom sourcecodeby
PR-Minerwithoutany priori knowledgeor annotations/specifications
from programmers.Forexample,PR-Minerextractsatotalof 32,283
implicit, undocumentedclosedprogrammingrulesfrom Linux. It
would bevery difficult for programmersto manuallyspecifythese
many programmingrules. PR-Minereffectively relievessuchbur-
den from programmersby efficiently and automaticallyextracts
suchrulesfrom sourcecode.

Theresultsalsoshow thataround88.3–96.7%rulesinvolvevari-
ables.Forexample,therearearound9000V-V rulesin Linux, along
with a largenumberof variablecorrelationscontainedin F-V rules.
Comparingwith thepreviousstudiessuchasEngleretal’swork [8]
thatdonotconsiderrulesaboutvariablecorrelations,PR-Minercan
extractsubstantiallymoreprogrammingrules.

4.2.1 Supportsof ProgrammingRules
Figure8 shows thesupportdistribution of closedrulesextracted

by PR-Miner in Linux. As expected,the numberof closedrules
decreaseswhenthecorrespondingsupportincreases.Thedecreas-
ing rate is approximatelyexponentialfrom 15 to 80 (notice that
Y-axis is in logarithmicscale).Sincethe ruleswith largersupport
are more “believable”, programmerscan increasemin support to
improve thequalityof rules,or chooseonly thosetoprankedclosed
programmingrules(Extractedrulesarerankedby their supports).

Thefigurealsoshowsthatsomeruleshavelargesupports,strongly
validatingour observation that programmersfollow many implicit
programmingrulesin writing software.Forexample,thereare1442
ruleswith supportslarger than100 in Linux, andtherule with the
largestsupportis the function pair of spin lock irqsave and
spin unlock irqrestore, which hasa supportof 3656.

4.2.2 RuleSize
Eachprogrammingrule containsseveral elementssuchasfunc-

tions,variablesanddatatypes.Thenumberof elementsin a rule is
calledtherule size. Figure9 shows thedistribution of rule sizein
Linux. Around 4200closedrulescontainonly 2 elements,which
accountsfor 14%of all closedrules.On theotherhand,9% of the
closedruleshave even morethan10 elements.For example,PR-
Miner founda rule thatcontains12 programelementsandappears
38 timesin Linux, which is followedwhenthesystemregistersfor
a PCMCIA device.

Figure8: Distrib ution of rule support in theLinux code.(Y-axis
is in logarithmic scale)
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Figure9: Distrib ution of rule sizein the Linux code.

Theaboveresults,alongwith theresultsshownonTable3, indi-
catethegenerality of PR-Minerover thepreviouswork [8] because
PR-Minerdoesnot constraintherule formator limit thenumberof
elementsin therulesto only 2.

4.3 DetectingViolations
PR-Minerhasreportedmany violationsof programmingrulesin

theevaluatedsoftware.We have manuallyexaminedthe top 60 vi-
olationsto differentiatebugsfrom falsepositives. Confirmedbugs
have beenreportedto thecorrespondingdevelopercommunityand
arecurrentlybeingfixedby developers.Thenumbersof the veri-
fied bugsareshown in Table4. Currently, we arestill inspecting
theviolation reportandmorebugswill beconfirmed.Morespecif-
ically, we have validated16 bugsin Linux, 6 bugsin PostgreSQL,
and 1 in the ApacheHTTP Server. Almost all of thesebugsare
semanticbugsinsteadof thosesimplebugssuchasbuffer overflow,
dataraces,etc.andaretherebydifficult to bedetectedby existing
bug detectiontools. In addition,mostof thesebugsviolate com-
plex rulesthatinvolvemorethan2 elements,soit is difficult for the
previouswork [8] to detectthem.

Notice that we directly apply the programmingrulesminedby
PR-Minerin violation detectionwithouthavingprogrammers vali-
datetheextractedrules. Therefore,falseprogrammingrulesmight
resultin falsepositivesin violation report.If programmerscanval-
idatethosetoppedrankedrulesandprunefalserules,thenumberof
falsepositivesgeneratedby PR-Minerin violationdetectionshould
besmallerthanthosepresentedin Table4.

Eventhoughour inter-proceduralpruningmethodcanprunealot
of falsepositivesin violation report,many falsepositivesstill exist.
Even for the strongfunction-pairruleswith high confidencesuch
aslock-unlock, therearestill a few violationsthatarefalsepos-
itives. For example,the function spin lock bh (in Linux ker-
nel/spinlock.c) includesa call to spin lock irqsave but not
spin unlock irqrestore becausespin lock bh is to pro-
vide locking functionalityandtherebydoesnot needunlockingin
it. Suchfalsepositivescanbeprunedif wecanalsoconductdeeper
inter-proceduralanalysis. In addition, combiningwith somedy-
namic checkingmethodswould be helpful to further prunethese
falsepositives,which remainsasour futurework.
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However, eventhesefalsepositivesarestill usefulfor automatic
specificationandannotationof function interfaces.In theexample
above, we can know the unlock function shouldbe called some-
whereaftercalling spin lock bh. Therefore,we canautomati-
cally annotatethefunctionspin lock bh with suchassumption.
Therearemany casesthataremorecomplex thanthisexample.For
example,PR-Minerreportsa violation to a rule thatsays:if fields
counter andlen in astructuresk buff aremodified,thefunc-
tion kfree skb shouldbe called. This rule appears480 times
in Linux. It indicatesthat if thesetwo fields are accessed,some
memoryis allocatedfor thedatastructureof sk buff andthere-
after it shouldbefreed.However, thereis oneviolation of this rule
in thefunctionskb clone in thefile net/core/skbuff.c with confi-
dence480/481 = 99.8%. Although it is a falseviolation, it still
indicatesthatafterthefunctionskb clone is called,kfree skb
alsoshouldbecalledlaterin orderto freethememory;otherwise,it
would causememoryleak. Therefore,this violation canbeusedto
automaticallyannotatetheinterfaceof thefunctionskb clone.

Software Inspected(top 60) Uninspected
Bugs Specification FalsePositives

Linux 16 20 24 1387
PostgreSQL 6 9 45 87
Apache 1 0 6 0

Table 4: Violations detectedby PR-Miner. We have inspectedthe top
60violations in the violation report. The inspectedviolations areclassi-
fied into 3 categories:real bugsthat have beenconfirmed, potential us-
agefor function interface annotation, and false positives. Uninspected
meansthat we areunable to inspectthem yet due to time limitation.

4.4 Time and SpaceOverheads
PR-Minercan extract programmingrulesand detectviolations

in large software very efficiently. The execution time and space
overheadis shown in Table5.

It takes lessthan 1 minute for PR-Miner to extract more than
32,000closedrules in Linux with morethan3500files, andonly
severalsecondsfor PostgreSQLandApache.Theresultsalsoshow
that PR-Miner can efficiently detectviolations. For example, it
takeslessthan1 minuteto detectviolations.

PR-Mineris alsospace-efficient for rule extractionandviolation
detection.For example,it takeslessthan500MB for Linux, 25MB
for PostgreSQLandonly 7MB for Apache. Therefore,PR-Miner
is a practicalmethodto extractprogrammingrulesfrom largesoft-
warein just anordinaryPCmachine.

Software Extractingrules Detectingviolations
Time(s) Space(MB) Time(s) Space(MB)

Linux 42 441 46 303
PostgreSQL 5 25 4 14
Apache 1 7.3 1 6.2

Table5: Execution time and memory spaceof PR-Miner

5. DISCUSSION:CURRENT LIMIT ATIONS
While PR-Miner is very effectively in automaticallyextracting

implicit programmingrules and detectingviolations, our current
versionof PR-Minerhasthe following limitations,which we plan
to addressin our futurework.

False Negatives in Detecting Violations Due to Copy-Pasting.
A violation to a programmingrule maybe propagatedto multiple
modulesdueto copy-pasting[7, 18], which would resultin a lot of
violationsto therule. As a result,PR-Minerwould probablymiss
to reportthis error. In orderto eliminatethepropagationeffect,we

cancombinewith ourpreviouswork oncopy-pastedetectioncalled
CP-Miner[18], which alsoworks with largesoftware. UsingCP-
Miner, we canfirst identify copy-pastedcode,andtheneachgroup
of copy-pastedcodeaccountsasonly 1 supportin PR-Minerwhen
extractingprogrammingrulesanddetectingviolations.

NoisyEffectsof Macros.Macrodefinitionsin C canresultin false
programmingrulesaswell asfalsenegativesin detectingviolations.
SinceGCCfirst preprocessesthesourcecodeby expandingmacros
beforecreatingthe intermediaterepresentation,the informationin
a singlemacrocanbeduplicatedfor many timeslike copy-pasting.
Therefore,PR-Minermay report the elementsin sucha macroas
a rule,andmayalsofail reportingsomeviolationsin thesemacros
sincethey areduplicatedfor many times.In orderto eliminatesuch
noisyeffectsof macros,wecanconsidereachmacroasoneelement
usingthetechniquein someotherstudieson refactoring[13].

Function NameCollisions. Sinceoccasionallysomefunctionsuse
thesamenameandPR-Mineronly usesthecompiling information
from GCC front-end,PR-Minercannotdifferentiatethem,which
can result in falserules. Fortunately, in most software, thereare
few identical function namesespeciallyin a single module,so it
doesnot causetoo much trouble to PR-Miner. To eliminatethis
effect,wecanusethelinking informationwhenPR-Minerconverts
the sourcecodeto an itemsetdatabaseso that it candifferentiate
functionswith identicalnames.

RulesSpanningacrossMultiple Function Definitions. SincePR-
Miner convertsanentirefunctionaldefinitionto anitemset,it can-
not detectprogrammingrules spanningacrossmultiple function
definitions. To addressthis problem,PR-Minerneedsto combine
with inter-proceduralanalysisin a way similar to thefalsepositive
pruningdescribedin Section3.4.

FalseNegatives in Violation Detection in SomeControl Paths.
SincePR-Minerusesfunctionasthebasicgranularityfor violation
detection,it canmissviolationsin somecontrol paths.For exam-
ple, if a rule appearsin oneof functionF ’scontrolpath,PR-Miner
would considerthattheentirefunctionF doesnot violatethis rule,
even thoughsomeof its othercontrol pathsmay violate this rule.
To addressthis problem,we will needto borrow techniquesfrom
modelcheckingto checkdifferentcontrolpaths.

6. RELATED WORK
Duetospacelimitation, thissectionbriefly describesthoseclosely

relatedwork thatarenot discussedin previoussections.

SpecificationGeneration.Automaticallygeneratingspecifications
hasbeenstudiedfor decades[6, 16, 27]. Recently, Bensalemet
al describetechniquesfor automaticallygeneratingauxiliary pred-
icates,including thegeneralreaffirmedinvariants,invariantpropa-
gation,refinedstrengthening,andinvariantcombination[4]. Bjørner
et alpresentthemethodto generatetheauxiliary assertionsby ex-
tendingthetraditionalmethods[5]. Xie andNotkin proposetheap-
proachof usinginferredprogramsemanticpropertiesfor testgener-
ationandselection[28]. Ammonset alproposeamachinelearning
approachto discovering specificationsof the protocolsthat code
mustobey wheninteractingwith an API or abstractdatatype [3].
Thesestudieshave differentgoalsfrom PR-Miner.

In orderto reduceprogrammers’effort in manuallywriting spec-
ifications for the extendedstatic type checker (ESC) [12], a tool
calledHoudini hasbeendeveloped[11]. Houdini first derivesthe
candidateannotationsfrom the code using annotationtemplates,
and then removes the falseannotationsby combiningESC.Sim-
ilar to Engleret al’s work, theannotationsderived by Houdini are
limited by thetemplatesandalsorequireeffortsfrom programmers.
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Dynamicinvariantdetectioncanextractspecificationsfrom pro-
grams’ dynamic executions[9, 23]. Nimmer and Ernst investi-
gatedtherelationshipbetweendynamicandstaticinformation,and
showed that dynamicalspecificationgenerationcancapturesome
non-trivial andusefulsemanticinformation[19, 20].They alsojus-
tified thateventheunsoundtechniquescangenerateusefulspecifi-
cations,whichvalidatesour techniquefor generatingspecifications
by extractingimplicit programmingrulesfrom sourcecode.

Specification-basedChecking. LCLint [10] is alight-weightstatic
checker. Providedwith thesourcecodeandthespecificationwritten
in theLCL languageby programmers,LCLint reportsinconsisten-
ciesbetweenthecodeandspecification.Taghdiriproposeda static
analysismethodto refinespecificationfor errordetection[26]. The
userfirst provides a partial specificationof a procedure,and the
specificationis then iteratively refinedvia counterexampleanaly-
sis. Comparedwith thesework, our PR-Minerextractsprogram-
ming rulesautomatically.

Applying Data Mining in Software Engineering. With the re-
markablyincreasingscaleof software,dataminingtechniqueshave
demonstratedusefulondealingwith ahugeamountdatain software
analysis.BesidesPR-Minerandourpreviouswork, CP-Miner[18],
mining techniquescanbeusedin variousaspectsof softwareengi-
neering,includingdevelopmentmanagement[21], softwareevolu-
tion [29, 31],systemunderstanding[24],fault-pronefile identifica-
tion [22] andsoftwarereuse[30], just to namea few.

7. CONCLUSIONS
This paperpresentsa generaltechniquecalled PR-Miner that

usesfrequentitemsetmining to efficiently and automaticallyex-
tract implicit, undocumentedprogrammingrulesanddetectviola-
tionsin largesoftwarecodewritten in C with little efforts from pro-
grammers.Therulesextractedby PR-Minerarein generalforms,
includingbothsimplepair-wiserulesandcomplex oneswith mul-
tiple elementsof differenttypes.

We have evaluatedPR-Miner with the latest versionsof large
software code including Linux, ApacheHTTP Server and Post-
greSQLwith up to 3 million linesof code.PR-Minertakesonly 1–
42 secondsto extract morethan32,000closedprogrammingrules
code and also only 1–46 secondsto detectviolations. In addi-
tion, PR-Minerhasdetectedmany violationsto theextractedrules.
Among the top 60 violations reportedby PR-Miner, 16 bugs are
confirmedin the latestversionof Linux, 6 in PostgreSQLand1 in
Apache. Many of thesebugs are currentlybeing fixed by devel-
opersafterwe reportedthem. Most of thesebugsviolatecomplex
rulesthatcontainmorethan2 elementsandaretherebydifficult to
bedetectedby previoustools.

Our resultsindicatethat PR-Miner is an efficient and practical
tool to extract implicit, undocumentedprogrammingrulesand to
detectviolationsin largesoftwarecode.Furthermore,by replacing
the GCCfront-endparser, PR-Minercanbe easilyappliedto pro-
gramsin otherprogramminglanguagessuchas Java. In addition,
aswe discussedin Section5, we envisageextendingPR-Minerin
severaldirectionsto addressthelimitationsin thecurrentprototype.
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