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ABSTRACT

Programausuallyfollow mary implicit programmingules,mostof
which aretoo tediousto be documentedy programmers.When
theserulesareviolatedby programmersvho areunawvareof or for-
get aboutthem, defectscan be easilyintroduced. Therefore,it is
highly desirableto have tools to automaticallyextract suchrules
and alsoto automaticallydetectviolations. Previous work in this
directionfocuseson simplefunction-pairbasedprogrammingules
andadditionallyrequiregprogrammerso provide rule templates.

This papermproposes geneal methodcalledPR-Minerthatuses
adataminingtechniquecalledfrequenttemsetminingto efficiently
extractimplicit programmingrulesfrom large software codewrit-
tenin anindustrialprogramminganguagesuchasC, requiring lit-
tle effort fromprogrammes andno prior knowledg of thesoftwae.
Benefitingfrom frequentitemsetmining, PR-Minercanextractpro-
grammingrulesin generaforms (withoutbeingconstrainedy ary
fixedrule templatesjhatcancontainmultiple programelementof
varioustypessuchasfunctions,variablesanddatatypes. In addi-
tion, we alsoproposeanefficient algorithmto automaticallydetect
violationsto the extractedprogrammingules,which arestrongin-
dicationsof bugs.

Our evaluationwith large software code,including Linux, Post-
greSQLSener andthe ApacheHTTP Sener, with 84K—3M lines
of codeeach shavsthatPR-Minercanefficiently extractthousands
of generalprogrammingrules and detectviolations within 2 min-
utes. Moreover, PR-Minerhasdetectedmary violationsto the ex-
tractedrules. Among the top 60 violationsreportedby PR-Miner,
16 have beenconfirmedasbugsin the latestversion of Linux, 6 in
PostgreSQland1 in Apache. Most of themviolate comple pro-
grammingrulesthatcontainmorethan?2 elementsandarethereby
difficult for previous tools to detect. We reportedthesebugs and
they arecurrentlybeingfixedby developers.

Categoriesand Subject Descriptors: D.2.4[SOFTWARE ENGI-
NEERING]: Software/Progranverification— Statisticalmethods
D.2.5[SOFTWARE ENGINEERING]: Testingand Debugging—
Delugging aids D.2.7 [SOFTWARE ENGINEERING]: Distribu-
tion, Maintenanceand Enhancement— Documentation
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1. INTRODUCTION

1.1 Motivation

Programsusually follow mary implicit programmingrules. A
simple exampleof a programmingrule is the function call pair of
I ock andunl ock: acallto | ock shouldbe followed by a call
to unl ock later Besidessucha well-known programmingrule,
thereare mary otherimplicit rulesin large software. For exam-
ple, asshawvn in Figure 1, PostgreSQLa well-known open-source
databassener, containsanimplicit programmingulethatacall to
Sear chSysCache mustbe followed by Rel easeSysCache.
Thereasoris thatthefunctionSear chSysCache returnsacache
copy of aspecifiectuple;soafterthecallerfinishesusingthetuple,
it mustcall Rel easeSysCache toreleaset sothatthis copy can
bereplacedvy otherdatain the cache.Thisrule appear209times
in PostgreSQLlcode. If somecodeviolatesthis rule, it causesa
memoryleakin PostgreSQls buffer cache.

Many programmingrules are much more complexc. Somerule
may containmorethantwo programelementswith eachelement
beingof a differenttype including function, variableor datatype.
For example, the programmingrule shavn in Figure 2, also ex-
tractedfrom PostgreSQLc¢ontainsfour functioncallsand onevari-
able. This rule specifiesthe correctprocedureto replacea tuple.
Specifically it requiresthat, beforereplacinga tuple usingsi m
pl e_heap_updat e, the relation mustbe first openedby calling
heap_openr, andthencall Cat al ogUpdat el ndexes to keep
theindex consistentFurthermoreaftersi npl e_heap_updat e,
therelationneedso be closedby callingheap_cl ose. Thisrule
appear$8timesin PostgreSQL.

Somecomplec rulesmayindicatevariablecorrelationsi.e. these
variablesshould be accessedogetheror modifiedin a consistent
manner For example,Figure 3 shaws that, in the Linux code,the
two variables ¢c. command andi c. dri ver shouldbeaccessed
together Thisrule appear®8timesin Linux.

postgresql-8.0.1/src/badkend/catal og/dependency.c:
1733getRelationDescription (Stringlnfo buffer, Oid relid)
1734{

1735 HegTuple relTup;

1796 ReleaseSysCache(relTup);
1797}

Figurel1: A function-pair rule in PostgreSQL (extracted by PR-
Miner). This rule appears209timesin PostgreSQL code.
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postgresqgl-8.0.1/src/badkend/commands/tableamds.c:
5686AlterTableCreaeToastTable(Oid relOid, bod silent)
5687{

5891}

Figure 2: A complex programming rule containing four func-
tions and onevariable in PostgreSQL (extracted by PR-Miner).
This rule appears68timesin PostgreSQL code.

linux-2.6.11/drivers/isdrvhisax/config.c:
771void ll_stop(struct IsdnCardState * cs)
772{

773 isdn_ctrlic;

775 iccommand=ISDN_STAT_STOP;
776 icdriver=cs->myid;

777  cs>iif.statcdlb(&ic);

779}

Figure 3: A programming rule of variable correlation in Linux.
It appears98timesin Linux code.

Implicit programmingrules suchasthoseshavn above are in-
trinsic featuresof programsandviolationsto theserulescanresult
in softwaredefects.Figure4 shavs suchanimplicit programming
rule andaviolation detectedy PR-Minerfrom thelatestversionof
Linux. Therule shavn in Figure4(a)is for probingandinitializing
aSCSldevice: thesystemshouldcall scsi _host _al | oc to allo-
cateadatastructurefor thedevice driver, thencallscsi _add_host
to registerthe device with the SCSistack,andfinally scanthe host
by scsi _scan_host . Thisis the correctprocedurefor probing
SCSildevicesin Linux. Thisrule appear®7 timesin Linux. How-
ever, therearetwo programlocationsmissingscsi _scan_host
in the latestversionof Linux asshawvn in Figure 4(b), which are
undetectediefectsin Linux (we reportedthesetwo bugsaswell as
othersto the Linux developersandthey arebeingfixed now).

Suchimplicit programmingulesareusefulinformationfor soft-
ware development. Unfortunately they usually exist only in pro-
grammers’mindsasthey aretoo tediousto be documenteananu-
ally. In addition,rule maintenancés a hardtasksincesomerules
canchangein new versions. Moreover, whenthe software scales
up, the numberof rules also increasessignificantly As a result,
mostof themareundocumentedespeciallyin open-sourcerojects.
Consequentlyviolations to theserules are easyfor programmers
to introduce,especiallyfor new programmersho are unavare of
theserules. Therefore,it is highly desirableif programmingrules
canbe automaticallyextractedfrom existing sourcecode. The ex-
tractedrules canthereafterbe usedas a specificationto be refer
encedby programmers.In addition, it is alsousefulto automati-
cally detectviolationsto theserulesto make softwaremorerohbust.

Previous work [8] by Engler Chenand Chou hasconducteda
preliminaryinvestigationin this direction. They proposedamethod
to extractprogrammingulesusingprogrammesspecifiecrule tem-
platessuchas“function a mustbepairedwith functiond”. Thetwo
argumentsg andb, will befit by passingll plausiblea-b pairsthat
are selectedbasedon statisticalanalysisand weightedby naming
corventionssuchasthe substringslock” and“unlock”.

linux-2.6.11/drivers/scsi/ 3w-9xxx.c:

1964int __devinit twa_probe(struct pci_dev *pdev, ..)
1965{

1966 struct Scsi_Host *host = NULL ;

2088}

(a) Programmingule in t wa_pr obe

linux-2.6.11/drivers/ieed 394sbp2c:

688struct scsi_id_instance data*sbp2_alloc_device
(struct unit_diredory *ud)

689{

753 if (Iscsi_add_host(scsi_host, &ud->device)) {
/I scsi_scan_host(scsi_hast) is missng!
764}

(b) Violationin sbp2_al | oc_devi ce

Figure 4: An exampleof a programming rule involving multi-
ple functions in Linux 2.6.11. The rule {scsi _host _al | oc,
scsi .add_host }={scsi _scan_host } appears27 times in
differ ent functions, one of which is shawvn in (a). PR-Miner de-
tects two violations that miss the function scsi _.scan_host,
which are potential bugs. One of the violations is shown in (b).

While the work above is inspiring and proposes promisingdi-
rection, it extractsonly pair-wise programmingrules. Our exper
imental resultsindicate that programmingrules with 2 elements
only accountfor a smallportion(14%) of all rulesextractedby PR-
Miner. In addition,their work requiresprogrammergo give some
particularrule templatessuchas “function a mustbe pairedwith
functiond”, which notonly restrictsthetypesof rulesextractedbut
alsoneedssomespecificknowledgeaboutthetargetsoftware. Fur-
thermore,programmersalso needto give differentweightsto the
functionsandvariableswhenfitting elementsnto templates.

To significantlyadwancethe state-of-the-artit would be benefi-
cial if implicit programmingrules,including comple ones,could
beautomaticallyextractedin ageneraform withoutrequiringprior
knowledgeor rule templategrom programmersTo dothis,anave
methodis to check every possiblecombinationof programele-
mentsto seeif they arefrequentlyusedtogetherin the target soft-
ware’s code.Obviously, for large softwaresuchasLinux thatcon-
tainshundredof thousand®f functionsandvariables suchanaive
methodwould resultin exponentialcompleity. Therefore an effi-
cientmethodneedso be deelopedto achieve thegoal.

1.2 Our Contributions

In this paper we proposea novel methodcalledPR-Miner(Pro-
grammingRule Miner), that usesa datamining techniqueto au-
tomaticallyextractgenerl programmingrulesfrom softwarecode
written in anindustrialprogramminganguagesuchasC * andde-

!Similar to other automaticspecificationgeneratiortools, we as-
sumethat the software hasbeenreasonablywell testedand runs
correctlymostof thetime.
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tect violationswith little effort from programmers.More specifi-
cally, our papermalesthefollowing two major contrikutions:

(1) We proposeageneramethodto automaticallyextractimplicit
programmingulesfrom large softwarecode.Benefitingfrom data
mining technigues,PR-Miner can extract thousandsf program-
ming rulesfrom softwaresuchasLinux with 3500files andatotal
of 3 million lines of codewithin 1 minute. Comparedwith the
previous work [8] thatextractsonly function-pairbasedrules,PR-
Miner extractssubstantiallymorerules. This is becausé®’R-Miner
hassubstantiallygeneralizedEngler et al's work in the following
two aspects:

— General method: Our techniquefor extracting programming
rulesis moregeneral PR-Minercanautomaticallyextractprogram-
ming rulesfrom software codewithout any prior knowvledgeabout
the software or requiring ary annotation,templatesor weight as-
signmentsrom programmersAdditionally, by replacingthefront-
endparserPR-Minercanbeeasilymodifiedto work with programs
written in otherprogramminganguagesuchas Jaa.

— Generalrules: The programmingrulesextractedby PR-Miner
are more general. Sinceit doesnot limit the programmingrules
using ary fixed templates,PR-Miner can extract rulesin general
forms and with multiple programelementsof differenttypesin-
cludingfunctions,variables datatypes,etc. As aresult,it notonly
extractssimplepairwiserules,but alsoextractsmorecomple rules
like the examplesshavn above.

(2) We also proposean efficient algorithmto detectviolations
to the extractedprogrammingrules. PR-Minerhasdetectedmary
violationsto the extractedrulesin the latestversionsof Linux and
PostgreSQlwithin 1 minute. Amongthetop 60 violationsreported
by PR-Miner,mary of themhave beenconfirmedashbugs,includ-
ing 16 kugsin Linux, 6 bugsin PostgreSQland1 bugin Apache.
Thesebugsare currentlybeingfixed by correspondinglevelopers
afterwe reported Most of thesebugsaresemantidugsthatviolate
complex programmingulesthatcontainmorethan2 elementsand
aretherebydifficult for previoustoolsto detect.

Therestof this paperis organizedasfollows. Section2 briefly
describeghe backgroundf the datamining techniqueusedin PR-
Miner. Section3 presenthionv PR-Minerautomaticallyextractsim-
plicit programmingrulesanddetectsviolations. Sectiond presents
the evaluationresults,followed by discussiorof PR-Miners limi-
tationsin Section5. Section6 presentgelatedwork and Section7
concludeghepaper

2. BACKGROUND OF DATA MINING

PR-Mineris basedon a datamining techniquecalled frequent
itemsetmining [1, 14], which has broad applications,including
mining motifs in DNA sequencesanalysisof customershopping
behaior, etc. The goal of frequentitemsetmining is to efficiently
find frequentitemsetdn a large databasewhereanitemsets a set
of items. In a databaseomposedf a large numberof itemsets,
if a sub-itemse(subsebf anitemset)is containedin morethana
specifiedhresholdcalledmin_suppor) of itemsetsit is considered
frequent.Thenumberof occurrencesf a sub-itemsetd is denoted
asits support TheitemsetthatcontainsA is calledits supporting
itemset For example,in anitemsetdatabasé:

D = {{a7 b7 C? d7 e}? {a7 b7 d7 67 f}7 {a’7 b7 d7 g}? {a7 C7 h7 i}}

Thesupporof sub-itemsefa, b, d} is 3, andits supportingtemsets
are{a,b,c,d, e}, {a,b,d,e, f} and{a,b,d, g}, If min_.supportis

specifiedas 3, the frequentsub-itemsetdor D are {a}:4, {b}:3,

{d}:3, {a, b}:3,{a,d}:3, {b,d}:3 and{a, b, d}:3, wherethe num-

bersarethe supportof the correspondingub-itemsets.

To solve the frequentitemsetmining problem,quite a few algo-
rithmshave beenproposed PR-Minerusesa FP-tree-baserhining
algorithm called FPclose[14], which is one of the most efficient
frequentitemsetmining algorithms.Insteadof generatinghe com-
plete setof frequentsub-itemsetsFPcloseminesonly the closed
sub-itemsets A closedsub-itemsets the sub-itemsewhosesup-
port is different from that of its superitemsets. In the example
above, thefrequentsub-itemset$b}, {d}, {a, b}, {a, d} and{b, d}
are not closedsince their supportsare the sameas their super
itemset{a, b,d}. FPcloseonly generateshe closedsub-itemsets
{a}:4 and{a, b, d}:3 asresult. This cansignificantlyimprove time
and spaceperformancesinceit can avoid generatingexponential
numberof frequentsub-itemsets.

After all closedfrequentsub-itemsetareminedfrom anitemset
databaseassociationrules canbe generated.An associatiorrule
canbedenotedas X = Y with confidence: andsupports, where
X andY areitemsets.Themeaningof therule is thatif anitemset
containsX, it alsocontainsY” with probabilityof ¢ [1, 15]. Associ-
ationrulesallow violation detection.If the confidencds very high,
say 99%, the itemsetthat containsonly X but not Y violatesthe
rule, indicatinga potentialoutlier. Due to spaceimitation, we do
not describethe detailsof the FPclosealgorithmsincethey canbe
foundin [14].

3. PR-Miner

PR-Minerhastwo major functionalities: automaticallyextract-
ing implicit programmingrules, and automaticallydetectingvio-
lationsto the extractedprogrammingrules. The flowchartof PR-
Miner is shavn in Figure5. This sectionfirst gives an overvien
of PR-Miner, and then presentshonv PR-Minerautomaticallyex-
tractsprogrammingulesfrom sourcecode,andhow it detectsule
violationsandprunesfalsepositives.

3.1 Overview

The high-level ideaof PR-Minerin automaticrule extractionis
to find association@mongelementgqe.g.,function, variable,data
type) by looking for elementshat are frequentlyusedtogetherin
sourcecode. For example, callsto spi nl ock.i rgsave and
spi n_unl ock_i r gr est or e in Linux appeatogethewithin the
samefunctionfor morethan3600times,whichindicateshatspi n_
unl ock.i r gr est or e following spi n_l ock.i r gsave isvery
likely to be animplicit programmingrule. By identifying which
elementsareusedtogetherfrequentlyin the sourcecode,suchcor
relatedelementscanbe considereda programmingrule with rela-
tively high confidence Of courseasdescribedn theintroduction,
a naive implementatiorof this high-level ideais infeasiblesinceit
needso examineall possibleelementcombinations.

In order to efficiently find programelementcorrelations,PR-
Miner corvertsthe probleminto afrequentitemsetmining problem
by first parsingthe softwaresourcecodeasshavn in Figure5. Each
programelements hashednto anumberthenafunctiondefinition
is mappednto anitemset(a setof numbers)which is written asa
row into the itemsetdatabase.As a result, the whole programis
convertedinto a databasehat containsmary itemsets. By min-
ing this databaseusing a frequentitemsetmining algorithm such
asFPclose we canfind the frequentsub-itemsetshat appearfor
mary times. Thesefrequentsub-itemsetganthenbe usedto infer
programmingules.

For a frequentsub-itemsetliscoreredby the mining algorithm,
we call the setof the correspondingprogramelementsa program-
ming pattern, whichindicateghattheprogramelementsrecorre-
latedandfrequentlyusedtogether For example,FPclosecanfind
that{spi n ock.i rgsave, spi n_unl ock.i rqrestore}is
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a programmingpatternsinceit appeardn the Linux sourcecode
morethan3600times.

Notethatprogrammingpatternsaredifferentfrom programming
rules. For example,theabove patternmayleadto oneor two of the
following programmingules:

{spi n_ ock.i rgsave}=-{spi n_.unl ock.irqrestore}
{spi n_unl ock.i r grest ore}={spi n ock. rgsave}

Thefirstrule saysthatwheneer theprogramcallsspi n_| ock -
i rgsave, it shouldalsocallspi n_unl ock_i r qr est or e, while
the secondsaysthat wheneer the programcalls spi n_unl ock_
i rqrestore, it shouldalsocall spi nl ock_i rgsave. These
two aredifferentrules,andnot all of themdefinitely hold, evenif
the patternhasappearedor mary times.

Therefore,after programmingpatternsare extractedusing the
frequenttemsetminingtechniquePR-Minerneedgo generatgro-
grammingrules from the extractedpatterns.The mainideaof the
rule generationprocessis to find the numberof casesthat con-
tain the items on the left but not thoseon the right. For exam-
ple,in theabore example,we needto find outhow mary caseghat
spi n_l ock.i rqsave appearbutspi n_unl ock_i rqgrestore
doesnot andvice versa. After generatinghe programmingrules,
PR-Minerstoreghemin specificatiorfiles sothatprogrammersan
examinethemandalsousethemlaterasreferencesSection3.3de-
scribestherule generatiorprocessn detail.

After programmingulesaregeneratedPR-Minerautomatically
detectsviolationsin sourcecode. It alsoautomaticallyprunesfalse
positives and ranks violations in the report so that programmers
only needto examinetop rankedviolations. Theviolation detection
processs basedon theideathata programmingule is usuallyfol-
lowedin mostcasesndviolationsoccuronly in asmallpercentage
of casesSection3.4 describeshedetectionprocessn moredetail.

Usingclosedfrequentitemsetmining algorithmssuchasFPclose
providesPR-Minerseveral benefits:(1) Genenlity. Closefrequent
itemsetmining algorithmsdo not limit the numberof itemsin fre-
guentsub-itemsetsand also doesnot requireary rule templates.
Furthermoretheitemsin afrequentsub-itemsearenot necessarily
adjacentin the supportingitemset,i.e. they canbe far apartfrom
eachother (2) Time efficiency Datamining algorithmssuchas
FPcloseare usually very efficient sincethey strive to avoid scan-
ning datatoo mary times by eliminating redundantcomputation
as much as possible. Additionally, since FPclosegenerateonly
closedfrequentitemsets,it can avoid generatingan exponential
numberof sub-itemsets(3) Spacesfliciency Fromclosedfrequent
sub-itemsetsye canfind closedrules, rulesthat subsumemary
otherruleswith the samesupport. Take theitemsetdatabase> =
{{a’ b7 C7 d? 6}7 {a’ b’ d’ 67 f}7 {a’7 b? d? g}? {a? C? h? /L}} descrlbedn
Section2 as an example. FPclosefinds a closedfrequentsub-
itemset: {a, b, d}:3. Fromthe closedfrequentsub-itemsetve can
have thefollowing 6 closedruleswith support3:

{a} = {b, d} with confidenced/4=75%

{b} = {a, d} with confidencel00%

{d} = {a, b} with confidencel00%

{a, b} = {d} with confidencel00%

{a, d} = {b} with confidencel00%

{b,d} = {a} with confidencel00%

Otherrulesaresubsumedby theabove closedrules. For example,
the sub-rule{a} = {b} with confidence75%is subsumedy the
first closedrule. Using closedrulesnot only savesspace put also
significantlyreduceghe numberof rulesthatneedto be examined
or referencedby programmers.In addition, it also speedsup the
violation detectionprocesySeeSection3.4).

Sourcefiles
| Pasing& hashing | || Detedingviolations |
| Pruningfase violations|
| Mining |l Renking |
Programn{ng patterns Potential bugs
| Generatingprogramming rules |
| Storing rulesinto spedficationfiles|

—

Examined & referenced by programmers

Figure5: Flowchart of PR-Miner
3.2 Extracting Programming Patterns

3.2.1 ParsingSourceCode

The main purposeof parsingsourcecodeis to build an item-
setdatabasén orderto convertthe programmingpatternextraction
probleminto a frequentitemsetmining problem. PR-Minerdoes
this by usingamodifiedGCC compiler[25] astheparselto corvert
eachfunction definitioninto a setof numbers.The currentproto-
typeof PR-Mineronly worksfor C, but it canbe easilyextendedto
otherprogramminganguage$y replacingthe GCCfront ends.

In orderto corvert the sourcecodeinto anitemsetdatabasewe
needto addresghe following issues:(1) How to parsethe source
code?(2) Whatelementsn the sourcecodeshouldbe corverted?
(3) How to represenelementaisingnumbers?

To parsethe sourcecode,PR-Minerfirst usesthe GCCfront end
to obtainthe intermediaterepresentationThe intermediaterepre-
sentationis storedin a tree datastructure,with eachnoderepre-
sentingvarioustypesof elementsn sourcecodeincludingidentifier
name datatype name keyword, operatoy control structure andso
on. In orderto corvertafunctionto anitemset,PR-Minertraverses
therepresentatiotreeof this function,andhashegachselecteckl-
ementsto a number By combiningthe hashvaluesof all selected
elementsn afunction, this functionis mappedo anitemset.Then
theitemsetsf all functionsconstructthe itemsetdatabaséo input
to the mining algorithmFPclose Thereasorto corvert a function
insteadof abasicblockto anitemseis thatmostprogrammingules
usuallyoccurwithin the scopeof afunction. Of course somerules
canspanacrosamultiple functions.But mining theserulesis much
harderasit requiresdeepeiinter-procedurabnalysis so extracting
suchrulesremainsasourimmediatefuture work.

Not every programelementin theintermediaterepresentatioiis
corvertedinto a numberbecausesomeelementscan causenoise.
For example,keywords andsimpledatatypessuchasi nt appear
in almosteveryfunction. They arelesslikely leadto interestingpro-
grammingrules. In addition,includingthemin the itemsetwould
significantly increasethe computationof frequentitemsetmining.
Therefore PR-Minerdoesnot hash suckelementsnto numbers.

Furthermore the sameprogrammingrule involving local vari-
ablesmay usedifferentvariablenamesat differentcodesegments.
For instancejn the exampleshavn in Figure4, thereturnvalue of
callsto the samefunctionscsi _host _al | oc canbeassignedo
differentlocalvariablessuchashost andscsi _host . If wehash
theminto differentnumbersthe rule might be missed.In orderto
catchsuchkinds of rules, we needto usethe commoncharacter
istics of theselocal variablessuchastheir datatypesto represent
themsothatthey arestill hashedo the samenumberin theitemset
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databaseFor example,thelocal variablecl ass_r ef in thecode
segmentin Figure2 is representetly thehashvalueof its datatype
Rel at i on insteadof its namecl ass_r ef .

Another problemwhen hashingidentifiersto numbersis name
collisions. Differenttypesof identifierswith the samenamewould
be hashedo the samenumber causingfalsepositivesin the gen-
eratedfrequentsub-itemsetsin orderto eliminatesuchnamecol-
lisions,PR-Minerhashedlifferenttypesof identifiersinto different
values. To do that, PR-Minerfirst prefixes every identifier name
basedon its type, andthenhasheghe prefixed nameto a number
For example,afunctioncall to | ock would be prefixed with “F-"
andthenbehashedo anumbercorrespondindo “F-lock”, while a
global variablewith the samenamel ock would be prefixed with
“G-" andbehashedo a numbercorrespondingo “G-lock”.

Similarly, differentrecordstructureamay usethe samenamefor
their fields, which is quite commonin large software. For exam-
ple, the names,"next ” and“pr ev” arecommonlyusedasfield
namesin mary different structures. Suchnamecollisions would
resultin falsepositivesof frequentsub-itemsetsin orderto differ-
entiatefields of the samenamebut in differentrecordstructures,
PR-Minerattacheghe associatedecordtype to every field name.
For example,thefieldsnext in therecordtypest r ee andl i st
areconsideredis“D-treeR-net” and” D-list.R-net”, respectiely,
andsothey canbehashednto differentnumbergo avoid collision.

The hashfunction PR-Miner usesis “hashpjw” [2], chosenfor
its low collision rate. Our experimentsshav thatits collision rate
is low enoughfor frequentsub-itemsetmining. Additionally, if
conflict-freemappingis neededye canfirst parsehewholesource
codesothatwe cancreatea symboltablefor all possibledentifiers,
andthen convert elementsnto numbersbasedon their indexesto
the symboltable. Sinceit takesone more passof the sourcecode
andour hashingmethodalreadyhasa low collision rate,we do not
usethismethod.

Tablel shavs how PR-Minercorvertsafunctioninto anitemset.
After parsingthe sourcecode,prefixing and hashingselectecele-
mentsinto numbers,PR-Minerconverts the definition of function
t wa_pr obe into theitemset{92, 39, 41, 68, 56, 36,.}.

Preprocessed Hash

Sourcecode identifiers values
linux-2.6.11/drivers/scsi/3w-9xxx.c: L1964- 2088 | T-Scsi_Host 92
int __devinit twa_probe(struct pci_dev *pdev,..) |T-Scsi_Host 92

F-scsi_host_alloc 39
struct Scsi_Host *host = NULL; T-scsi_host_template (41

Table 1: Example of parsing a function. The italic identifiers in source
codeare selectedto analyze. They are prefixedwith the typesasshown
in the secondcolumn. Each preprocesseddentifiers is then hashedto a
number. Only the last two digits of hashvaluesare shown for simplicity.

3.2.2 Mining for ProgrammingPatterns

After PR-Minerparseghe sourcecodeandgenerateganitemset
databaseit appliesthe closedfrequentitemsetmining algorithm,
FPclose on the databaseo find closedfrequentsub-itemsets As
we describen Section2, if asetof numbersappeatogetheiin arny
itemsetdor morethana specifiedthresholdnumber(min_suppor)
of times,this sub-itemseis consideredrequent.Letusconsidetthe

exampleshowvn in Tablel. For simplicity, let usdenotethesethree
functionsasadd, al | oc andscan. Thesub-itemse{39, 68, 36,
92} appearsn totally 27 itemsetsn theitemsetdatabaseonverted
from Linux code. Supposehat min_supportis setas15. FPclose
will find a frequentsub-itemset{39, 68, 36,92} with a support
of 27, which meanghatthe correspondindunctionsal | oc, add

andscan, andthedatatype Scsi _Host areusedtogetherfor 27
times. Thereforethesefour elementsarecorrelatedvith eachother
andaretherebyoutputtedasa programmingpattern,whichis then
usedto generatgprogrammingulesin the next step.

Since FPclose generatesonly closedfrequentitemsetswhose
supportis larger thanthe supportof its superitemset,it doesnot
generateedundansub-patternwith thesamesupport.In theabove
example, {39, 68,36} is also a frequentsub-itemset. However,
sinceit is notclosed,.e., it is includedin its superitemset{ 39, 68,
36,92} with thesamesupport27, we do not needto outputit.

It is not enoughto know only the closedprogrammingpatterns
andtheir supportvalues(i.e., how mary timesthe patternoccurs).
It would be more helpful for programmersf we alsorecordthe
functionsin which eachextractedpatternoccurs.Suchinformation
is alsoneededater in violation detectionin orderto know which
function violatesan extractedrule. Unfortunately the original al-
gorithmFPcloseandary otherfrequentitemsetmining algorithms
were not designedexactly for our purpose. They only outputthe
supportvaluesfor eachdiscoveredpatternbut not their supporting
itemsets. Therefore we enhanceFPcloseto addresshis problem
by alsomaintainingthe supportingitemsetsduring the mining pro-
cess.In the abore example,PR-Mineroutputsthe closedfrequent
sub-itemse{39, 68, 3692} with the supportingtemsetthatcorre-
spondgo the 27 functionsthatcontainthis programmingpattern.

3.3 Generating Programming Rules

As we explainedbriefly in Section3.1, extractingonly program-
ming patternsis not enoughbecausea patternmay leadto mary
differentrules. Therefore we alsoneedto generataulesfrom pat-
ternsbasecdon conditionalprobabilities.

3.3.1 A NaiveMethod

A naive methodto generategprogrammingrules from extracted
patternsis to divide theitemsin eachclosedfrequentsub-itemset
into two partsand then calculatethe confidence.In otherwords,
from a closedfrequentsub-itemsetl, we can computethe confi-
dencefor every possibleassociatiorrules X = Y, whereX and
Y aresubset®f I [1, 15]. Thesupportof sucharule is equalto the
supportof I, while the confidenceof arule is the conditionalprob-
ability, i.e. support(I)/support(X), where support(X) is the
numberof occurrence®f sub-itemsetX in the itemsetdatabase,
which alsoequalsto the maximumsupportof ary closedfrequent
itemsethatcontainsX . Basically theconfidencendicateshecon-
ditional probability thatif X occurs,thelikelihoodfor Y to occur
Ruleswith confidencesmallerthana specifiedhreshold(e.g.90%)
arepruned.And theremainingrulesareoutputtedto the specifica-
tion files to be examinedandreferencedy programmers.

Letusconsideitheabore exampleagain.After PR-Minerfindsa
programmingpattern{al | oc, add, scan, Scsi _Host }. From
this pattern,the nave methodcan generatel4 different possible
rules by partitioning thesethree functions and the datatype into
2 subsetsn all possibleways suchas {add}=-{al | oc, scan,
Scsi _Host }, and{add, al | oc}=-{scan, Scsi _Host }, and
so forth. All theserules have the supportof 27. From the pro-
grammingpatternsdiscoveredby FPclose we know thatthe sup-
port for {add} is 37, andthe supportfor {add, al | oc} is 29.
Therefore,the confidencedor these2 rulesare27/37 = 72.9%
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and27/29 = 93.1%, respectiely. The confidencedor the other
12 rules can also be computedsimilarly. Soif we setthe confi-
dencethresholdto be 90%, thefirstrule {add}=-{al | oc, scan,
Scsi _Host } is prunedwhile thesecondule is outputted.

The biggestproblemwith the nave methodis thatit needsto
examineall possiblerulesfrom eachmined patterns.A program-
ming patternwith & elementscan generateup to (2% — 2) rules,
which is impracticalfor long patterns For example,our evaluation
with largesoftwarecodeshavs thatsomeprogrammingpatternsare
composeaf morethan20elementsThereforejt is time andspace
inefficient to usethis naive methodto generatgulesfrom patterns.

3.3.2 Geneating ClosedRules

Insteadbf examiningall possibleprogrammingulesfrom amined
patternlike in the nave method,PR-Minerexaminesonly closed
rules.As we explainedin Section3.1,it is enoughto generatenly
closedrulessinceotherrulesaresubsumedy closedrules.

To furtherreducethe numberof outputtedrulesandspeedup the
generatioraswell asthe violation detectionprocessesPR-Miner
storesclosedrulesin condensedormat. Formally, the condensed
formatfor aclosedfrequentsub-itemsef is:

I:s|{Cy:si|s1 > s}...{Cm : Sm|sSm > s}

whereC; . .. C,, areall subset®f I whosesupportys; ... s»,) are
differentfrom I's. Obviously; s ... s, areall largerthans. Such
condensedormat canrepresentll the closedrules derived from
I andtheir confidencesanbe computedeasily For a closedrule
X = Y derivedfrom I, if X equalgto C; (i.e. asubsedf I with a
supportlargerthan), the confidenceof theruleis s/s;; otherwise,
the confidenceof theruleis 100%.

For example,supposé-Pcloseextractstwo closedfrequentsub-
itemsets: {a} : 4 and{a,b,d} : 3. The condensedormat that
representsll the closedrulesderivedfrom {a, b, d} is

{a,b,d} : 3|{a : 4}

It explicitly expresseghattherule {a} = {b,d} hasconfidence
3/4=75%,andalsoinfersthatary of the other5 closedrules,such
as{a, b} = {d} hasconfidencel00%.

Now therule generatiorproblembecomesow to find outall of
the subsetC; thathasa supports; largerthans. Sincethe sup-
portof C; is largerthans, it indicatesthat C; shouldbe contained
in anotherclosedfrequentsub-itemse{basedon the definition of
closedfrequentsub-itemset). Since C; may include in multiple
otherclosedfrequentsub-itemsetPR-Minerneedsto find the one
with the maximumsupport.

To achieve this goal, PR-Minerusesa clever ideathat converts
this problembackto a frequentsub-itemsetnining again. In other
words,PR-Mineruses-Pcloseonemoretimeto find commonsub-
itemsetsfrom frequentsub-itemsetgeneratedy the first passof
FPclose Doingsuchwill find all commonsubsetamongtheclosed
frequentsub-itemsetgeneratedn thefirst pass.Let CommonSub
denoteall thecommonsubsetgeneratedby the secondpassof FP-
close If a subsetC; of I is includedin CommonSub, we can
immediatelyfind out which superitemsetof C; hasthe maximum
support.Thesupportof this superitemsetmustbe equalto the sup-
port of C; basedon the definition of closedfrequentsub-itemsets.
We caneasilyprove this by contradiction(The proofis omitteddue
to spacelimitation). Note that the basic operationwe needis to
computethe commonsubsetgor eachpair of the closedfrequent
sub-itemsetsTherefore we canapply the frequentitemsetmining
algorithmagainon the closedfrequentsub-itemsetsvith minimum
supportof 2. Our algorithm CLOSEDRULES for generatingclosed
rulesin condensedormatis shavn in Figure6.

Algorithm: CLOSEDRULES(Z)
Input: 7 = {I|1 <k <n},
I, has3 fields (Fy, sk, Ex);
Output: TheclosedrulesR in condensedormat.
1: SortZ by supportsn descendingrdersuchthat
S1 2 52 Z Z Sn
2: Mine commonclosedfrequentsub-itemsetérom Z:
C «— FPCLOSE({F;|i = 1,2,...,n},2),
whereC = {C;|1 < i <m} and
C; has3fields (F}, s}, E;)
fori=1,2,...,m
DenoteE; = {i;|1 < j < s}}
forj =2,3,...,s;
if 55, > 54,
InsertF; : s;, tosub-itemsef;, in R

Noghrw

Figure 6: Generating closed rules R in condensedformat from
closedfrequentitemsetsZ mined from the first step explainedin Sec-
tion 3.2. The closefrequentmining algorithm FPcLOSE takesan item-
set databaseand the minimum support threshold as input, and out-
puts the closed frequent sub-itemsets,each of which has three fields
(Fy, si, E;), where Fj is the frequentitemset itself, s; is its support,
E; is the indexesof its supporting itemsets,and E; is sorted in an as-
cending order. Similarly, (F/, s, E/) have the samemeaningsbut are
generatedby the secondpassof FPcLOSE (line 2) to a databasethat
consistsof all closedfrequentsub-itemsetsj.e. {F;|i =1,2,...,n}.

In the CLOSEDRULES algorithm,it first sortsthe frequentitem-
setsZ minedfrom FPclose(line 1) sothatit canquickly locatethe
frequentitemsetwith the maximal supportfor ary commonsub-
itemset. In line 2, it calls FPclosewith minimum supportof 2 to
find outall commonsub-itemset€§ from Z. For eachcommonsub-
itemsetC; (line 3), CLOSEDRULES nsertsit with its supportto the
correspondingule of condensedormatasfollows. E; includesthe
indexesof all C;’s supportingitemsetsin Z. The first supporting
itemsetl;, hasthemaximumsupportfor C;, becausall indexesin
E! aresortedbasedon their correspondingtemsets support. For
theothersupportingtemset/;, (line 5), if its supports;; is smaller
thans;, (line 6), C; is insertedinto the subsetof the rule for the
closedfrequentitemset/; .. Thisway, with only onepassit canin-
sertC; into all rulesthataresuperitemsetsof C; but have smaller
supportthanC;.

CLoseDRULES performsmuch betterthanthe nave algorithm
in termsof spaceandtime, becausét doesnot needto examineall
possiblerulesgeneratedrom extractedprogrammingpatterns.

By calling CLOSEDRULES on the closedfrequentsub-itemsets
that correspondo the extractedprogrammingpatterns,PR-Miner
obtainstheclosedrulesin the condensedormatexpressedn num-
bers,andthenit mapsthe closedrulesbackto programmingrules
andstoregheminto a specificatiorfile. The programmerganthen
validatethe programmingrules so that later they canusethemas
specificationsandalsonew programmerganreadthemwhenthey
startcodingto avoid mistales.

SincePR-Minerextractsprogrammingulesbasednoccurrences,
somefalsepositvesmaybeintroducedf someelementnly coin-
cidentallyappeatogetheifor mary timesin the sourcecode.How-
ever, arule with largersupportscanbe morebelievable. Therefore,
PR-Minerrankstherulesbasedon supports:programmerganex-
aminethoserulesthat areranked in the top 100 or 500. Further
more,aswe explainedearly ruleswith confidencdower thanthe
specifiedthreshold(e.g.90%)arepruned.Additionally, someother
rankingmethodsuchasgiving weightsfor differentelementsasin
Engleretal’'swork [8] canalsobeapplied.
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3.4 DetectingViolations to Extracted Rules

Basedon the programmingrules generatedrom the previous
step, PR-Miner canfind potentialbugs by detectingviolationsto
theserules. The mainideais that the programmingrules usually
hold for mostcasesandviolationshappenonly occasionally Take
the potentialbug detectedby PR-Minerin Figure4 asanexample.
The function call to scan shouldfollow al | oc andadd asthe
programmingrule indicates. This rule appear®27 timesin Linux,
but thereare2 casesiolating this rule becausescan is missing.

As shawvn in Figure 5, PR-Minerfirst detectsviolationsto the
extractedprogrammingrules, then prunesthe falseviolations us-
ing inter-proceduraknalysisandfinally rankstheviolationsin the
errorreport.

3.4.1 DetectingMiolations

In orderto detectviolationsto the programmingrules, a nave
methodis to generateall possibleprogrammingulesandthencheck
themuponthe sourcecodeone by one. As we discussedn Sec-
tion 3.3, therewould be anexponentialhumberof rulesthatneedto
bechecled.

Fortunately it is unnecessaryo checkall programmingrules.
First, if the rule hasa low confidenceijt is alreadyprunedin the
rule-generatiorstep. In otherwords,if the confidencethresholdis
t, ary ruleswith confidencesmallerthant arediscarded.Second,
if the rule has100% confidencejt indicatesthatthereis no viola-
tion for therule. Therefore we only needto checkthe ruleswith
confidencen therange[t, 100%).

The main ideaof the violation detectionprocesss straightfor
ward. For example,if arule {a, b} = {d} hasasupportof 100and
{a, b} hasa supportof 101,thereis only oneout of 101 caseghat
has{a, b} but not {d}, which indicatesthat this caseviolatesthe
rule {a,b} = {d}. In otherwords,this caseis likely to be a bug.
Butif {a,b} hasasupportof 200, therule {a, b} = {d} will be
prunedasits confidences only 50%.

SincePR-Minerstoresgenerategrogrammingulesin the con-
densedormatthatexplicitly indicateswhich ruleshave confidence
lessthan 100% but greaterthan the specifiedthreshold¢, we can
easilyfigureoutwhich ruleshave violations. Evenmoreefficiently,
PR-Minerdetectsviolations during the sameprocessvhenit gen-
erateghe programmingrulesby calling CLOSEDRULES asshavn
in Figure6. To dothat, PR-Minercomputeshe confidencefor the
rule F{ = (F;; — F/) intheloop of line 5 asc = s;,/s4,. If
t < ¢ < 1, it indicatesthat thereareviolationsto this rule. The
violations can be easily figured out by comparingthe supporting
itemsetdor theclosedfrequentsub-itemsetd;, and/;; asfollows.
F;, containsthe commonsub-itemsetF;, but it doesnot contain
(Fi;, — F}). It meanghatsomesupportingitemsetsin E;, violate
therule F{ = (F;; — F;). Ontheotherhand thisruleis supported
by the supportingitemsetsE;, for F;,. Therefore the itemsetsin
E;, butnotin E;; violatethis rule, andsothe correspondindunc-
tionsof theitemsetsviolate the programmingule.

3.4.2 PruningFalseViolations

The violation detectionabove canresultin falsepositivesif the
elementsin a programmingrule spanacrossmultiple functions.
The reasonis that PR-Miner detectsviolations using only intra-
procedurahnalysishecauseasdescribedn Section3.2,eachitem-
setin the databaseorrespondso a function definition. Suppose
in anexamplewith afunction-pair(l ock andunl ock) rule,un-
| ock is calledinside a function F but | ock is not. Instead,F
calls anotherfunctiont ry | ock thatcalls| ock. Withoutinter
proceduraklnalysis,PR-Minerwould reportthat F containsa vio-
lation of missingl ock, eventhoughF containd ock in its callee.

(b) Checkingin all callers

(a) Checkingin callees

Figure 7: Checkingthe call pathsfor pruning falseviolations

In orderto prunethe above falseviolations,PR-Minerperforms
an inter-proceduralchecking. It first checksthe callees’pathsfor
eachfunction that containsviolations. For eachviolation of rule
X = Y infunctionF', PR-Minerchecksnvhethereveryitemy € Y
isin thefunctionsF, ..., F, calledby F'. As shavn in Figure7(a),
we canfollow the calling pathmore deeplyby checkingthe func-
tions called by calleesFy, ..., F,, in F. If the missingitemsare
in any of the calling paths,it is a falseviolation. For time effi-
cieng, PR-Minerlimits the checkingdepth. SincePR-Minerout-
puts all function calls in eachfunction definition as describedin
Section3.2.1,it is easyto follow the calling pathduring checking.

Besidescallees PR-Mineralsochecksthe callersto prunefalse
positives. In the example above, thereis also a violation in the
functiont ry_l ock becausd ock isintry_| ock but unl ock
is notin it. In orderto prunesuchfalseviolations,PR-Mineralso
checkswhetherthe missingitemsarein the callerfunctions’ paths
asshavn in Figure7(b). In orderto checkthe call pathbackwards,
PR-Miner maintainsa caller list for eachfunction F that consists
of theindexesof the functionsthatcall F. If the missingitemsfor
functionF arein the pathsof all of its callers,it is afalseviolation.

3.4.3 RankingandReportingBugs

After PR-Minerdetectgule violationsandprunegalsepositives,
it ranksall remainingviolationsandreportsthemto programmers.

PR-Miner ranksthe violations basedon the confidenceof the
violatedrules. Sincea functionmay containseveralviolations,PR-
Miner groupsall violations of the samefunction together andthe
violation with the highestconfidences assignedsthe confidence
of theviolatedfunction. The confidenceof a violatedfunctioncan
be consideredhe possibility thatthe function hasbugs. In the cur
rent versionof PR-Miner, it simply ranksthe bugs by the confi-
dence.Becauseseveralfunctionsmay have the sameviolation, the
potentialbugsin thesefunctionsarestronglycorrelated Therefore,
some other advancedranking schemessuch as correlationrank-
ing [17] canbe usedhereto further improve the accurag of our
rankingfunction,which remainsasour futurework.

4. EVALUATION
4.1 Experiment Setup

We have evaluatedPR-Minerwith the latestversionsof Linux,
PostgreSQLandthe ApacheHTTP Sener. The numbersof files,
linesof code(LOC) andfunctionsareshavn in Table2.

PR-Minertakes three parametersmin_support the confidence
threshold,and maximal checkingpath depth. By default, we set
the min_supportas 15, the confidencethresholdas 90%, and the
maximaldepthof call pathas3 for pruningfalseviolations.

The parserfor PR-Mineris GCC 3.3.4[25] with a smallmodifi-
cations.In our experimentswe run PR-Mineron anintel Xeon1.5
GHz machinewith 4GB memoryandLinux 2.4.20system.

Software version | #Cfiles LOC | #functions
Linux 2.6.11 3,538 | 3,037,403 73,607
PostgreSQL| 8.0.1 409 381,192 6,964
Apache 2.0.53 160 84,724 1,912

Table 2: Software evaluatedin our experiments.
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4.2 Extracting Implicit Programming Rules

Table 3 shavs the numberof closedrules discovered by PR-
Miner in the evaluatedsoftware. Rulesthathave confidencdower
than the threshold(90%) are pruned automaticallyby PR-Miner
andaretherebynotincludedin the resultsreportedin this section.
From the closedrules, programmerscan easily infer other rules
subsumedy theseclosedrules. Theseclosedrules canbe clas-
sifiedinto threecateyories: function-function(F-F) rules,variable-
variable (V-V) rules,andfunction-variable (F-V) rules. F-F rules
involve only functions,V-V rulesinvolve only variables(including
fieldsin structure)or their datatypes,while F-V rulesinvolve both
functionsandvariables.

Software Total F-F V-V F-V
Linux 32,283 | 1,075 | 8,883 | 22,325
PostgreSQL| 6,128 379 687 | 5,062
Apache 283 33 92 158

Table 3: The number of closedrules extracted by PR-Miner.
Notice that all F-V rules that contain more than 2 elementsalso
include F-F and/or V-V rules astheir sub-rules.

Our resultsshav thata large numberof implicit, undocumented
programmingulescanbeeffectively extractedfrom sourcecodeby

PR-Minerwithoutary priori knowledgeor annotations/specifications

from programmerskor example PR-Minerextractsatotal of 32,283
implicit, undocumentedlosedprogrammingrulesfrom Linux. It
would be very difficult for programmers$o manuallyspecifythese
mary programmingrules. PR-Minereffectively relievessuchbur-
den from programmersby efficiently and automaticallyextracts
suchrulesfrom sourcecode.

Theresultsalsoshawv thataround88.3—-96.7% ulesinvolve vari-
ables.For example therearearoundd000V-V rulesin Linux, along
with alargenumberof variablecorrelationscontainedn F-V rules.
Comparingwith the previous studiessuchasEngleretal’swork [8]
thatdo notconsiderrulesaboutvariablecorrelationsPR-Minercan
extractsubstantiallymoreprogrammingules.

4.2.1 Supportof ProgrammingRules

Figure8 shaws the supportdistribution of closedrulesextracted
by PR-Minerin Linux. As expected,the numberof closedrules
decreasewhenthe correspondingupportincreasesThe decreas-
ing rate is approximatelyexponentialfrom 15 to 80 (notice that
Y-axisis in logarithmicscale). Sincethe ruleswith larger support
are more “believable”, programmersan increasemin_supportto
improve thequality of rules,or chooseonly thosetop rankedclosed
programmingules(Extractedrulesareranked by their supports).

Thefigurealsoshavsthatsomeruleshave largesupportsstrongly
validating our obsenation that programmergollow mary implicit
programmingulesin writing software. For example thereare1442
ruleswith supportdargerthan100in Linux, andthe rule with the
largestsupportis the function pair of spi n_| ock_.i r gsave and
spi n_unl ock_ r gr est or e, which hasa supportof 3656.

4.2.2 RuleSize

Eachprogrammingrule containsseveral elementsuchasfunc-
tions,variablesanddatatypes.The numberof elementsn aruleis
calledtherule size. Figure9 shaws the distribution of rule sizein
Linux. Around 4200 closedrulescontainonly 2 elementswhich
accountdor 14% of all closedrules. On the otherhand,9% of the
closedruleshave even morethan 10 elements.For example, PR-
Miner found a rule thatcontains12 programelementsandappears
38timesin Linux, which s followed whenthe systemregistersfor
aPCMCIA device.

Linux
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Figure8: Distrib ution of rule support in the Linux code.(Y-axis
isin logarithmic scale)
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Figure9: Distrib ution of rule sizein the Linux code.

Theaboveresults,alongwith theresultsshownon Table 3, indi-
catethegeneality of PR-Minerover the previouswork [8] because
PR-Minerdoesnot constraintherule formator limit the numberof
elementsn therulesto only 2.

4.3 DetectingViolations

PR-Minerhasreportedmary violationsof programmingulesin
the evaluatedsoftware. We have manuallyexaminedthe top 60 vi-
olationsto differentiatebugsfrom falsepositives. Confirmedbugs
have beenreportedto the correspondinglevelopercommunityand
arecurrently beingfixed by developers. The numbersof the veri-
fied bugsare shavn in Table4. Currently we arestill inspecting
theviolation reportandmorebugswill be confirmed.More specif-
ically, we have validated16 hugsin Linux, 6 bugsin PostgreSQL,
and 1 in the ApacheHTTP Sener. Almost all of thesebugsare
semantidougsinsteadof thosesimplebugssuchasbuffer overflow,
dataraces.etc. and aretherebydifficult to be detectedby existing
bug detectiontools. In addition, mostof thesebugs violate com-
plex rulesthatinvolve morethan2 elementssoit is difficult for the
previouswork [8] to detectthem.

Notice that we directly apply the programmingrules mined by
PR-Minerin violation detectionwithouthaving programmes vali-
datetheextractedrules Thereforefalseprogrammingulesmight
resultin falsepositivesin violation report.If programmerganval-
idatethosetoppedrankedrulesandprunefalserules,thenumberof
falsepositivesgeneratedby PR-Minerin violation detectiorshould
be smallerthanthosepresentedn Table4.

Eventhoughourinter-procedurapruningmethodcanprunealot
of falsepositivesin violation report,mary falsepositivesstill exist.
Even for the strongfunction-pairruleswith high confidencesuch
asl ock-unl ock, therearestill afew violationsthatarefalsepos-
itives. For example,the function spi n_l ock_bh (in Linux ker-
nel/spinlo&.c) includesa call to spi n_l ock_.i rgsave but not
spi n_unl ock.i r gr est or e becausespi n_l ock_bh isto pro-
vide locking functionality andtherebydoesnot needunlockingin
it. Suchfalsepositivescanbe prunedif we canalsoconductdeeper
inter-proceduralanalysis. In addition, combiningwith somedy-
namic checkingmethodswould be helpful to further prunethese
falsepositives,which remainsasour future work.
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However, eventhesefalsepositivesarestill usefulfor automatic
specificationandannotationof functioninterfaces.In the example
above, we can know the unlock function should be called some-
whereaftercalling spi n_| ock_bh. Therefore we canautomati-

cally annotatehefunctionspi n_l ock_bh with suchassumption.

Therearemary caseshataremorecomple thanthis example.For
example,PR-Minerreportsa violation to a rule thatsays:if fields
count er andl en in astructuresk_buf f aremodified,thefunc-
tion kf r ee_skb shouldbe called. This rule appears480 times
in Linux. It indicatesthatif thesetwo fields are accessedsome
memoryis allocatedfor the datastructureof sk_buf f andthere-
afterit shouldbe freed.However, thereis oneviolation of this rule
in thefunctionskb_cl one in thefile net/coe/sktuff.c with confi-
dence480/481 = 99.8%. Althoughit is afalseviolation, it still
indicateghatafterthefunctionskb_cl one is called,kf r ee_skb
alsoshouldbecalledlaterin orderto freethe memory;otherwisejt
would causememoryleak. Therefore this violation canbe usedto
automaticallyannotateheinterfaceof thefunctionskb_cl one.

Software Inspectedtop 60) Uninspected
Bugs | Specification] FalsePositves

Linux 16 20 24 1387

PostgreSQL 6 9 45 87

Apache 1 0 6 0

Table 4: Violations detectedby PR-Miner. We have inspectedthe top
60 violations in the violation report. The inspectedviolations are classi-
fied into 3 categories:real bugsthat have beenconfirmed, potential us-
agefor function interface annotation, and false positives. Uninspected
meansthat we are unable to inspectthem yet due to time limitation.

4.4 Time and SpaceOverheads

PR-Miner can extract programmingrules and detectviolations
in large software very efficiently. The executiontime and space
overheads shavn in Table5.

It takeslessthan 1 minute for PR-Minerto extract more than
32,000closedrulesin Linux with more than 3500files, and only
severalsecondgor PostgreSQlandApache.Theresultsalsoshav
that PR-Miner can efficiently detectviolations. For example, it
takeslessthan1 minuteto detectviolations.

PR-Mineris alsospace-dfcient for rule extractionandviolation
detection.For example,it takeslessthan500MB for Linux, 25MB
for PostgreSQlandonly 7MB for Apache. Therefore,PR-Miner
is a practicalmethodto extractprogrammingrulesfrom large soft-
warein justanordinaryPCmachine.

Software Extractingrules Detectingviolations
Time(s) | Space(MB)| Time(s) [ Space(MB)
Linux 42 441 46 303
PostgreSQL 5 25 4 14
Apache 1 7.3 1 6.2

Table5: Executiontime and memory spaceof PR-Miner

5. DISCUSSION: CURRENT LIMIT ATIONS

While PR-Mineris very effectively in automaticallyextracting
implicit programmingrules and detectingviolations, our current
versionof PR-Minerhasthe following limitations, which we plan
to addressn our futurework.

False Negatives in Detecting Violations Due to Copy-Pasting.
A violation to a programmingrule may be propagatedo multiple
modulesdueto copy-pasting[7, 18], which would resultin alot of
violationsto therule. As a result,PR-Minerwould probablymiss
to reportthis error In orderto eliminatethe propagatioreffect, we

cancombinewith our previouswork on copy-pastedetectioncalled
CP-Miner[18], which alsoworks with large software. Using CP-
Miner, we canfirst identify copy-pastedcode,andtheneachgroup
of copy-pastedcodeaccountsasonly 1 supportin PR-Minerwhen
extractingprogrammingulesanddetectingviolations.

Noisy Effects of Macros. Macrodefinitionsin C canresultin false
programmingulesaswell asfalsenegativesin detectingviolations.
SinceGCCfirst preprocessethe sourcecodeby expandingmacros
beforecreatingthe intermediataepresentatiorthe informationin
asinglemacrocanbeduplicatedfor mary timeslike copy-pasting.
Therefore,PR-Minermay reportthe elementsn sucha macroas
arule,andmay alsofail reportingsomeviolationsin thesemacros
sincethey areduplicatedfor mary times. In orderto eliminatesuch
noisyeffectsof macroswe canconsidereachmacroasoneelement
usingthetechniquein someotherstudieson refactoring[13].

Function NameCollisions. Sinceoccasionallysomefunctionsuse
the samenameandPR-Mineronly usesthe compilinginformation
from GCC front-end, PR-Miner cannotdifferentiatethem, which

canresultin falserules. Fortunately in mostsoftware, thereare
few identical function namesespeciallyin a single module, so it

doesnot causetoo muchtroubleto PR-Miner. To eliminate this
effect, we canusethelinking informationwhenPR-Minerconverts
the sourcecodeto an itemsetdatabaseso that it candifferentiate
functionswith identicalnames.

RulesSpanningacrossMultiple Function Definitions. SincePR-
Miner corvertsan entirefunctionaldefinitionto anitemset,it can-
not detectprogrammingrules spanningacrossmultiple function
definitions. To addresghis problem,PR-Minerneedsto combine
with inter-procedurabnalysisin away similar to the falsepositive
pruningdescribedn Section3.4.

False Negativesin Violation Detectionin SomeControl Paths.
SincePR-Minerusesfunction asthe basicgranularityfor violation
detection,it canmissviolationsin somecontrol paths. For exam-
ple,if arule appearsn oneof function F’s control path,PR-Miner
would considetthatthe entirefunction F' doesnotviolatethisrule,
even thoughsomeof its othercontrol pathsmay violate this rule.
To addresghis problem,we will needto borron techniqguesrom
modelcheckingto checkdifferentcontrolpaths.

6. RELATED WORK

Dueto spacdimitation, this sectiorbriefly describeshoseclosely
relatedwork thatarenot discussedn previous sections.

SpecificationGeneration. Automaticallygeneratingpecifications
hasbeenstudiedfor decaded6, 16, 27]. Recently Bensalemet
al describetechniquedor automaticallygeneratingauxiliary pred-
icates,including the generalreafirmed invariants,invariantpropa-
gation,refinedstrengtheningandinvariantcombinatior{4]. Bjgrner
et al presenthe methodto generatahe auxiliary assertiondy ex-
tendingthetraditionalmethodg5]. Xie andNotkin proposeheap-
proachof usinginferredprogramsemantigropertiedor testgener
ationandselection28]. Ammonset alproposea machinelearning
approachto discovering specificationsof the protocolsthat code
mustobey wheninteractingwith an API or abstractdatatype [3].
Thesestudieshave differentgoalsfrom PR-Miner.

In orderto reduceprogrammerséffort in manuallywriting spec-
ifications for the extendedstatic type checler (ESC)[12], a tool
calledHoudini hasbeendeveloped[11]. Houdini first derivesthe
candidateannotationsrom the code using annotationtemplates,
and then removes the falseannotationsby combining ESC. Sim-
ilar to Engleret al's work, the annotationglerived by Houdini are
limited by thetemplatesndalsorequireefforts from programmers.
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Dynamicinvariantdetectioncanextractspecificationgrom pro-
grams’ dynamic executions[9, 23]. Nimmer and Ernstinvesti-
gatedtherelationshipbetweendynamicandstaticinformation,and
shaved that dynamicalspecificationgenerationcan capturesome
non-trivial andusefulsemantidnformation[19, 20]. They alsojus-
tified thateventhe unsoundechniquesangenerataisefulspecifi-
cationswhich validatesour techniquefor generatingpecifications
by extractingimplicit programmingulesfrom sourcecode.

Specification-basedChecking. LCLint [10] is alight-weightstatic
checler. Providedwith thesourcecodeandthespecificatiorwritten

in the LCL languageby programmersl.CLint reportsinconsisten-
ciesbetweenthe codeandspecification.Taghdiriproposeda static
analysismethodto refinespecificatiorfor errordetection26]. The

userfirst provides a partial specificationof a procedure,and the

specificationis theniteratively refinedvia counter@ample analy-

sis. Comparedwith thesework, our PR-Miner extractsprogram-
ming rulesautomatically

Applying Data Mining in Software Engineering. With the re-
markablyincreasingscaleof software,dataminingtechniquehave
demonstratedsefulon dealingwith ahugeamountdatain software
analysis BesidesPR-Minerandour previouswork, CP-Miner[18],
mining techniquesanbe usedin variousaspect®f softwareengi-
neering,including developmentmanagemeni21], softwareevolu-
tion [29, 31], systemunderstanding[24fault-pronefile identifica-
tion [22] andsoftwarereus€[30], justto namea few.

7. CONCLUSIONS

This paperpresentsa generaltechniquecalled PR-Miner that
usesfrequentitemsetmining to efficiently and automaticallyex-
tractimplicit, undocumentegrogrammingrules and detectviola-
tionsin largesoftwarecodewrittenin C with little efforts from pro-
grammers.Therulesextractedby PR-Minerarein generafforms,
including both simple pairwise rulesand complex oneswith mul-
tiple elementof differenttypes.

We have evaluatedPR-Miner with the latest versions of large
software code including Linux, Apache HTTP Sener and Post-
greSQLwith upto 3 million linesof code.PR-Minertakesonly 1—
42 secondgo extract morethan 32,000closedprogrammingrules
code and also only 1-46 secondsto detectviolations. In addi-
tion, PR-Minerhasdetectednary violationsto the extractedrules.
Among the top 60 violations reportedby PR-Miner, 16 hugs are
confirmedin the latestversion of Linux, 6 in PostgreSQland1 in
Apache. Mary of thesebugs are currently being fixed by devel-
opersafterwe reportedthem. Most of thesebugsviolate comple
rulesthatcontainmorethan?2 elementsaandaretherebydifficult to
be detectedy previoustools.

Our resultsindicatethat PR-Mineris an efficient and practical
tool to extract implicit, undocumentegrogrammingrules andto
detectviolationsin large softwarecode. Furthermoreby replacing
the GCC front-endparser PR-Minercanbe easilyappliedto pro-
gramsin otherprogramminglanguagesuchas Jaa. In addition,
aswe discussedn Section5, we envisageextendingPR-Minerin
severaldirectionsto addresshelimitationsin thecurrentprototype.
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