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ABSTRACT
Recent studies show that high-power cross-technology interference is becoming a major problem in today’s 802.11 networks. Devices like baby monitors and cordless phones can cause a wireless LAN to lose connectivity. The existing approach for dealing
with such high-power interferers makes the 802.11 network switch
to a different channel; yet the ISM band is becoming increasingly
crowded with diverse technologies, and hence many 802.11 access
points may not find an interference-free channel.
This paper presents TIMO, a MIMO design that enables 802.11n
to communicate in the presence of high-power cross-technology
interference. Unlike existing MIMO designs, however, which require all concurrent transmissions to belong to the same technology, TIMO can exploit MIMO capabilities to decode in the presence of a signal from a different technology, hence enabling diverse
technologies to share the same frequency band. We implement a
prototype of TIMO in GNURadio-USRP2 and show that it enables
802.11n to communicate in the presence of interference from baby
monitors, cordless phones, and microwave ovens, transforming scenarios with a complete loss of connectivity to operational networks.

Categories and Subject Descriptors C.2.2 [Computer
Systems Organization]: Computer-Communications Networks
General Terms Algorithms, Design, Performance, Experimentation
Keywords Cognitive MIMO, Cross-Technology Interference

1.

INTRODUCTION

Cross-technology interference is emerging as a major problem
for 802.11 networks. Independent studies in 2010 by the Farpoint
Group [8], BandSpeed [17], and Miercom [10] all show that highpower interferers like baby monitors and cordless phones can cause
802.11n networks to experience a complete loss of connectivity.
Other studies from Ofcom [7], Jupiter Research [1], and Cisco [14]
report that such interferers are responsible for more than half of the
problems reported in customer networks. Today’s high-power nonWiFi sources in the ISM band include surveillance cameras, baby
monitors, microwave ovens, digital and analog cordless phones, and
outdoor microwave links. Some of these technologies transmit in a
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frequency band as wide as 802.11, and all of them emit power that is
comparable or higher than 802.11 devices [17]. Further, the number
and diversity of such interferers is likely to increase over time due
to the proliferation of new technologies in the ISM band.
Traditional solutions that increase resilience to interference by
making 802.11 fall down to a lower bit rate are ineffective against
high-power cross-technology interference. As a result, the most
common solution today is to hop away to an 802.11 channel that
does not suffer from interference [6, 38, 31, 32]. However, the ISM
band is becoming increasingly crowded, making it difficult to find
an interference-free channel. The lack of interference-free channels
has led WiFi device manufacturers [6, 11, 3] and researchers [29] to
develop signal classifiers that inform the 802.11 user about the root
cause of the problem (e.g., Bluetooth, microwave, baby monitor).
However, these classifiers put the burden of addressing the problem
on the user and cannot solve the problem on their own.
In this paper, we ask whether it is possible to use the MIMO capability inherent to 802.11n to address high-power cross-technology
interference. MIMO achieves most of its throughput gains by enabling multiple concurrent streams (e.g., packets). Current MIMO
decoding, however, fails if any of these concurrent streams belongs
to a different technology. Nonetheless, if MIMO can be made to
work across technologies, a 3 × 3 802.11n transmitter can then treat
the signal from a baby monitor or microwave as one stream and still
deliver two concurrent streams to its receiver.
The challenge in harnessing MIMO across different technologies stems from the fact that MIMO decoding hinges on estimating the channel between all transmit and receive antennas. These
estimates rely on understanding the signal structure and assume a
known preamble. Hence, it has been infeasible to use MIMO across
different and potentially unknown technologies.
We present TIMO,1 an 802.11n receiver design robust to highpower cross-technology interference. TIMO introduces a MIMO
technique that enables a receiver to decode a signal of interest, even
when the channel from other concurrent transmissions is unknown.
The intuition underlying TIMO is best explained via an example.
Consider a pair of 2-antenna 802.11n nodes that want to communicate in the presence of a high-power unknown interferer. Let s(t) be
the signal of interest and i(t) the interference signal. The 802.11n
receiver node will receive the following signals on its two antennas:2
y1 (t)
y2 (t)

= hi i(t) + hs s(t)
= hi i(t) + hs s(t),

(1)
(2)

where hi and hi are the channels from the interferer to the 802.11n
1

Technology Independent Multi-Output (TIMO) receiver design.
The equations here are for single-tap channels. Subsequent sections extend these equations to multi-tap channels.
2
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receiver, and hs and hs are the channels from the 802.11n sender to
the 802.11n receiver. The 802.11n receiver has to solve these equations to obtain its signal of interest s(t). It knows the received samples, y1 (t) and y2 (t), and the channels from its transmitter, hs and hs ,
which can be computed in the presence of interference (see §6.4).
The receiver, however, cannot compute the channels from the interferer, hi and hi , because it does not know the interferer’s signal
structure or preamble. Hence, it is left with two equations in three
unknowns (s(t), hi i(t), and hi i(t)),3 which it cannot solve.
Note that the receiver can cancel the interference if it knows the
interferer’s channel ratio hhi . In particular, the receiver can rewrite
i
equations 1 and 2 to express the signal of interest as:
s(t)

=

y1 (t) − βy2 (t)
hs − βhs

for β =

hi
.
hi

(3)

The only unknown in the above equation is β. Thus, though the
802.11n receiver cannot compute the exact channels of the interferer, it can still cancel its interference using only its channel ratio.
Still, how do we obtain this ratio given no support from the interferer? The receiver can obtain this ratio as follows: Say that for
some time instance t = t0 , our transmitter sends a known symbol
s(t0 ). Our receiver can then substitute in equations 1 and 2 to obtain:
y1 (t0 ) − hs s(t0 )
hi
=
,
hi
y2 (t0 ) − hs s(t0 )

(4)

where all terms are known except for the ratio hhi . In §6, we develop
i
this idea further and eliminate the need for having the transmitter
send a known symbol, which makes the scheme applicable to existing 802.11n frames. We further generalize the solution to address
scenarios in which different frequencies have different interferers,
or the interferer hops across frequencies.
A MIMO transmitter can also encode its signal using interference
nulling [36] so that it does not interfere with a concurrent transmission from a competing technology. However, using a similar computation, we show that it is necessary to obtain the ratio hhs1s2 , where
hs1 and hs2 are the channels from the MIMO transmitter to the receiver of the competing technology. These channels can only be
estimated if the receiving node transmits data at some point, i.e., if
the competing technology uses bidirectional communication, e.g.,
a cordless phone. If this constraint is met, however, TIMO can be
used not only to protect 802.11n networks from high-power interference, but also as a cognitive mechanism that enables MIMObased nodes to peacefully coexist in the same frequency band with
bidirectional non-MIMO nodes from a different technology. In this
case, the simpler non-MIMO nodes just transmit bidirectionally,
and the more complex MIMO nodes take on the burden of preventing interference. This approach can lead to a new form of spectrum
sharing in which different technologies do not necessarily have to
find unoccupied bands and, in crowded environments, could instead
occupy the same band thereby increasing spectral efficiency.
We have built a prototype of TIMO using 2-antenna USRP2
radios [13]. We have evaluated our design in the presence of interference from three technologies: a microwave oven, an analog
baby monitor, and a DSSS cordless phone. We first use commercial
802.11n cards and iperf [33] to transmit in the presence of these
interferers. We find that, in our testbed, the cordless phone and the
baby monitor prevent 802.11 from establishing any connection, reducing its throughput to zero. The microwave, on the other hand,
results in a throughput reduction of 35–90%. We replace the commercial 802.11n cards with our USRP2 nodes and repeat the experiment with and without TIMO. We find that in the absence of
3
We can lump i(t) with the channel variable because we are not
interested in decoding the symbols of the interferer.
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Figure 1—Testbed. An 802.11n transmitter located at A is communicating with an 802.11n receiver at B. The interferer is placed
in one of the locations 1 to 10.
TIMO, when the USRP2 nodes are less than 31 feet away from
the cordless phone or the baby monitors, they cannot deliver any
packets. In contrast, in the presence of TIMO, and for the same
locations, their throughput increases to 13-23 Mb/s. We also implement cross-technology interference nulling and show that it enables
a MIMO node to significantly reduce the packet loss at the receiver
of a competing technology, with the reduction in packet loss being
as high as 14x in some locations.

2.

IMPACT OF CROSS-TECHNOLOGY INTERFERENCE ON 802.11N

We study the interaction between high-power interferers and
802.11n and compare against the interaction between a low power
interferer, Bluetooth, and 802.11n. We focus on three high-power
technologies that are prevalent in today’s environments [7]: DSSS
cordless phones, baby monitors, and microwave ovens.
Experimental Setup: We use the Netgear N-300 USB-adapter and
the Netgear N-300 router as the 802.11n client and AP respectively.
Both devices support 2 × 2 MIMO. We place the AP and the client
at positions A and B in Fig. 1. In each run, we place the interferer
at one of the marked locations in Fig. 1. Our experiments include
line-of-sight and non-line-of-sight situations, and show scenarios in
which the interferer is within one foot of the 802.11n client as well
as 90 feet away from it. We run iperf on the two 802.11n devices
with the 802.11n client acting as the iperf server. The AP sends
UDP packets for 2 minutes and logs the average throughput observed every 500 ms. In each location, we compute the observed
802.11n throughput first when the interferer is turned OFF and next
when it is ON. Additionally, we use a USRP2 software radio to
monitor a 25 MHz bandwidth. The USRP2 simply logs the time
signal which we process offline to obtain the time and frequency
characteristics of each interferer.

2.1 Digital Cordless Phone
We experiment with the Uniden TRU 4465-2 DSSS cordless
handset system. The phone base and handset communicate using
digital spread spectrum in the 2.4 GHz range. In each experiment,
we fix the 802.11n AP and client at locations A and B and place
both the cordless handset and the phone base at one of the locations
in the testbed, 5 cm away from each other.
Fig. 2(a1) shows the 802.11n throughput with and without interference from the cordless phone. The figure shows that in the
presence of the cordless phone, the 802.11n client and AP could
not establish a connection and hence experienced zero throughput.
We next examine the time and frequency profile of the cordless
phone to understand why 802.11 lost connectivity. Fig. 2(a2) plots
the power profile of the phone as a function of time. The phone base
and handset use Time-Division Duplexing (TDD) to communicate
in the same frequency band. The handset transmits in the first time
slot, followed immediately by a transmission from the phone base.
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Figure 2—Characteristics of High Power Interferers in the ISM Band.
Since these devices continuously transmit, the channel is never free.
Thus, an 802.11n node that carrier senses the medium never gets the
opportunity to transmit. Furthermore, since the phone transmits at
about 25 mW [12], which is comparable to an 802.11 laptop, its
interference continues even at distances as far as 90 feet.
The phone’s spectrogram depicted in Fig. 2(a3) shows that the
phone occupies about a 3-4 MHz wide band. Typically, the phone
picks one channel out of 35 radio channels in the 2.407-2.478 GHz
range. It stays on that channel as long as it does not experience
persistent interference.

2.2 Baby Monitor
We experiment with the C-501 wireless monitoring toolkit,
which has two units: a 2.4 GHz wireless camera that supports up
to 4 different channels (i.e., 2.414 GHz, 2.432 GHz, 2.450 GHz
and 2.468 GHz), and a wireless video receiver. For every interferer
location, we measure the 802.11n throughput with the camera ON
and OFF, and plot the results in Fig. 2(b1). The figure shows that the
802.11n client and AP could not establish a connection and, hence,
could not exchange any packets for all tested locations.
We plot the time and frequency profile of the camera in Fig. 2(b2)
and Fig. 2(b3). The frequency profile shows that the baby monitor
occupies a relatively wide channel of 16 MHz. Further, the time
profile shows that the camera transmits continuously, thus hogging
the medium completely. These observations, compounded with the
fact that the camera transmits at a fairly high power of 200 mW [2],
explain the inability of 802.11n to obtain any throughput.

2.3 Microwave Ovens
We use the SHARP R-310CW microwave oven. Fig. 2(c1) shows
the observed 802.11n average throughput for different placements

of the microwave. The figure shows that when the microwave is one
foot away (in location 1), 802.11n suffers a throughput reduction of
90%. The 802.11n throughput improves as the microwave is moved
away from the AP and its client, and the throughput loss decreases
to 35% at the farthest location from the 802.11 client.
To understand this behavior, we plot the microwave’s power profile over time in Fig. 2(b2). The figure shows that the microwave
exhibits a periodic ON-OFF pattern, where an ON period lasts for
about 10 ms and an OFF period lasts for 6 ms. In addition, the
microwave also exhibits a continuous low interference, as evident
from the 10 dB increase in the noise level after the microwave
was turned on. The microwave time profile explains its impact on
802.11n. Specifically, at distant locations in our testbed, 802.11n
transmits during the OFF periods but refrains from transmitting during the ON periods because it senses the medium as occupied. As
a result, the throughput loss in such locations is about 35%. In contrast, at close distances, the 10 dB increase in the noise level generated by the microwave creates substantial interference for 802.11n
causing most packets to be dropped even during the OFF periods.

2.4 Frequency Hopping Bluetooth
Finally, we evaluate the interference generated by Bluetooth devices. Bluetooth uses frequency hopping across a 79 MHz band in
the 2.402-2.480 GHz range, occupying 1 MHz at any point in time.
The most common devices use class 2 Bluetooth which transmits at
a relatively low power of 2.5 mW [5].
For each interferer location, we transfer a 100 MB file between
two Google Nexus One phones. We plot in Fig. 3 the throughput
obtained by our 802.11n devices, in the presence and absence of the
Bluetooth traffic. The figure shows that except in location 1, which
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Figure 4—Decoding in a standard 2-by-2 MIMO system.

Figure 3—The impact of Bluetooth interference on 802.11n.
is one foot away from the 802.11n client, the Bluetooth exchange
has no observable impact on the throughput of the 802.11n devices.

2.5 Summary
The above empirical study shows the following:
• High-power cross-technology interference can completely throttle 802.11n. Furthermore, loss of connectivity can occur even
when the interferer is in a non-line-of-sight position and separated by 90 feet.
• While 802.11 and low-power interferers (e.g., Bluetooth) have
managed a form of coexistence where both devices stay operational, coexistence with high-power devices (e.g., cordless
phones, baby monitors, microwave, etc.) is lacking. Furthermore,
the typical outcome of the interaction between 802.11n and a
high-power interferer is that 802.11n either suffers a complete
loss of connectivity or a significant throughput reduction. In §9
we show that even if carrier sense is deactivated, 802.11n continues to lose connectivity for many of the interferer’s locations.
• Frequency isolation is increasingly difficult. Multiple of the
studied interferers occupy relatively wideband channels of 16–
25 MHz (e.g., camera and microwave). Moreover, these devices
can occupy any band in the 802.11 spectrum. For example, both
the cordless phone and the baby monitor have multiple channels
that together cover almost the whole frequency range of 802.11.
• Finally, the characteristics of an interferer may change in time
and frequency. The interferer may have ON-OFF periods, may
move from one frequency to another, or change the width of the
channel it occupies, like a microwave. This emphasizes the need
for an agile solution that can quickly adapt to changes in the interference signal.

3.

MIMO

AND OFDM BACKGROUND
Consider the 2 × 2 MIMO system in Fig. 4. Say the sender transmits stream s1 (t) on the first antenna, and s2 (t) on the second antenna. The wireless channel linearly combines the signal samples
corresponding to the two streams. Therefore, the receiver receives
the following linear combinations on its two antennas:

y1 (t)
y2 (t)

= h11 s1 (t) + h21 s2 (t)
= h12 s1 (t) + h22 s2 (t),

(5)
(6)

where hij is a complex number whose magnitude and angle refer to
the attenuation and delay along the path from the ith antenna on the
sender to the jth antenna on the receiver, as shown in Fig. 4. If the
receiver knows the channel coefficients, hij , it can solve the above
two linear equations to obtain the two unknowns, s1 (t) and s2 (t),
and decode the two transmitted streams.
To enable the receiver to estimate the channel coefficients, hij , a
MIMO sender starts each frame by transmitting a known preamble from each of its antennas, one after the other. The receiver uses
its knowledge of the transmitted preamble and the received signal
samples to compute the channel coefficients, which it uses to decode the rest of the bits in the frame.

The above model assumes a narrowband channel, whose bandwidth is limited to a few MHz. In wideband channels, different
frequencies may experience different channels. Thus, the channel
function cannot be expressed as a single complex number; it has to
be expressed as a complex filter, and the multiplication becomes a
convolution:
y1 (t)
y2 (t)

= h11 ∗ s1 (t) + h21 ∗ s2 (t)
= h12 ∗ s1 (t) + h22 ∗ s2 (t),

Modern wireless technologies like 802.11a/g/n, WiMax, and
LTE handle such wide channels by operating on the signal in the
frequency domain using OFDM. OFDM divides the channel frequency spectrum into many narrow subbands called OFDM subcarriers. The receiver takes an FFT of the received signal and operates on individual OFDM subcarriers, as if they were narrowband
channels, i.e., the receiver applies the model in Eqs. 5 and 6 to the
frequency domain signal, and decodes the transmitted symbols.
In 802.11, there are 64 OFDM subcarriers, four of which are
called pilots that have a known symbol pattern to allow the receiver track the channel [24]. Additionally, 48 subcarriers are used
to transmit data and the rest are unused for distortion reasons.

4.

PROBLEM DOMAIN

TIMO deals with high power cross-technology interference in
802.11n networks. We focus on typical situations that arise in the
operation of 802.11 networks. In particular,
• TIMO tackles scenarios in which the interferer is a single antenna
device. This is typically the case for current 802.11 interferers,
like baby monitors, microwave ovens, cordless phones, surveillance cameras, etc.
• TIMO applies to scenarios in which the interfering signal lasts
more than a few seconds. This constraint does not necessarily
mean that the interferer transmits continuously for that duration.
For example, a microwave signal that lasts for a few seconds satisfies our constraint despite having OFF periods.
• TIMO applies to scenarios where, in the absence of an interferer,
the 802.11n receiver can use MIMO multiplexing, i.e., it can receive multiple concurrent streams at some bitrate. If the 802.11n
receiver cannot multiplex streams from the same technology, it
cannot be made to multiplex streams from different technologies.
• TIMO can address environments with multiple concurrent interferers, as long as the interferers are in different frequencies (i.e.,
different 802.11 OFDM subcarriers). We believe this to be the
common case in today’s networks because the presence of multiple high-power interferers in the same band will cause them to
interfere with each other, and is likely to prevent the proper operation of the device.

5.

TIMO

TIMO extends the MIMO design to operate across diverse wireless technologies that may differ in modulation, coding, packet format, etc. It develops two primitives: The first primitive enables a
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Figure 5—Flowchart of the different components.
MIMO 802.11n pair to exchange packets in the presence of an unknown interference signal, as if the unknown interference were a
single-antenna 802.11 transmission. For example, an 802.11n APClient pair may use this primitive to correctly decode packets in
the presence of the ON periods of a microwave oven. The second
primitive enables a MIMO node to transmit in the presence of an
unknown bi-directional technology without hampering reception at
the receiver of the unknown technology. For example, an 802.11n
node may use this primitive to transmit in the presence of a cordless phone without hampering the phone’s operation. The next few
sections describe these two primitives in detail.

6.

DECODING IN THE PRESENCE OF CROSS TECHNOLOGY INTERFERENCE
Consider a scenario in which two 802.11n nodes want to communicate in the presence of high-power cross-technology interference. For clarity, we will explain the design in the context of a 2antenna 802.11n receiver decoding a single 802.11n transmission,
in the presence of an interferer. The results extend to any number
of antennas as we explain in the appendix.
In this case, the signal at the 2-antenna 802.11n receiver is the
sum of the signal of interest, s(t), and the interference signal, i(t),
after convolving them with their respective channels to the receiver:

y1 (t)
y2 (t)

= hi ∗ i(t) + hs ∗ s(t)
= h i ∗ i(t) + h s ∗ s(t),

(7)
(8)

where hi and h i are the channel functions of the interference signal, and hs and h s are channel functions of the signal of interest.
We will explain TIMO’s decoding algorithm assuming the receiver
knows the channel of the signal of interest. In §6.4, we explain how
the receiver obtains this channel in the presence of interference.
Since the signal of interest (i.e., that of 802.11n) is an OFDM
signal, the receiver processes its input in the frequency domain by
taking an FFT. Thus, for each OFDM subcarrier, j, the receiver obtains the following equations:
Y1j
Y2j

=
=

Hij Ij + Hsj Sj
Hij Ij + Hsj Sj ,

Sj

=

Y1j − βj Y2j
Hsj − βj Hsj

for βj =

Hij
.
Hij

(11)

All terms in Eq. 11 are known at the receiver, except for βj . The
objective of the receiver is to figure out βj in each subcarrier, and
use it to decode the signal of interest, Sj , in that subcarrier.
A TIMO receiver has three main components shown in Fig. 5.
1) An algorithm for computing the interferer’s channel ratio in an
OFDM subcarrier without knowing the interferer’s preamble or signal structure. 2) A decoder that allows the receiver to decode the
signal of interest given the interferer’s channel ratio in every OFDM
subcarrier. 3) An iteration mechanism that reduces the noise in the
computation of channel ratios, hence increasing SNR. The following sections describe these components.

would

rely on that the signal Sj in the OFDM pilots is known to the receiver. Thus, if one assumes βj is the same for all OFDM subcarriers, one can simply substitute the signal Sj , where j is a pilot subcarrier, in Eq. 11, and use that equation to compute the ratio β. The receiver then uses this ratio to compute signal values in other OFDM
subcarriers that contain data symbols. However, the assumption that
the interferer channel ratio is the same in all OFDM subcarriers is
typically invalid for several reasons. First, there might be multiple
interferers each of them operating in a different frequency band. For
example, the interfering signal may be a combination of two cordless phone signals each occupying upto 4 MHz and overlapping
with a different set of 802.11n OFDM subcarriers. Second, there
might be an interferer that hops across the OFDM subcarriers, but
does not always occupy all subcarriers. This is the case for the narrowband signal during the microwave ON period. Finally, the interferer may have a relatively wideband channel, like the baby monitor
which can span upto 16 MHz. In this case, the channel of the interferer may differ across the OFDM subcarriers due to multipath and
hence the channel ratio also changes across the subcarriers.
Thus, the receiver should compute the interferer’s channel ratio
for each OFDM subcarrier independently. Since most OFDM subcarriers carry data and contain no known patterns, the receiver has
to compute this ratio without any known symbols.
Below we use Eqs. 9 and 10 to obtain a closed form expression
for the interferer’s channel ratio in each OFDM subcarrier. To do
so, we first eliminate the contribution from the signal of interest Sj ,
H
by multiplying Eq. 10 with Hsj and subtracting it from Eq. 9:
sj

Y1j −

Hsj
Y2j
Hsj

= (

Hij
Hsj
−  )Hij Ij
Hij
Hsj

Next, we multiply the resulting equation with the conjugate of Y2j ,
and take the expectation:

Hsj
Hij
Hsj
Y2j )Y2j∗ ] = (  −  )E[Hij Ij Y2j∗ ]
Hsj
Hij
Hsj

E[(Y1j −

(9)
(10)

where the terms in the above equations are the frequency version of
the terms in Eqs. 7 and 8, for a particular OFDM subcarrier. Thus,
the receiver can express the signal of interest as:

Hij
Hij

= (

Hij
Hsj
−  )E[Hij Ij (Hij∗ Ij∗ + Hsj∗ Sj∗ )]
Hij
Hsj

= (

Hij
Hsj
−  )(E[|Hij Ij |2 ] + Hsj∗ Hij E[Ij Sj∗ ])
Hij
Hsj

= (

Hij
Hsj
−  )E[|Hij Ij |2 ]
Hij
Hsj

= (βj −

Hsj 
)P ,
Hsj Ij

(12)

where |x|2 = xx∗ denotes the square of the amplitude of the complex number x, and E[Ij Sj∗ ] = 0 because the signal of interest is independent from the interference signal and hence their correlation
is zero. Also PIj = E[|Hij Ij |2 ] is the received interference power in
OFDM subcarrier j on the second antenna of the 802.11n receiver.
Eq. 12 has two unknown βj and PIj . Thus, if the receiver knows
the interferer’s received power, PIj , it can solve Eq. 12 to obtain the
desired ratio. To compute PIj , the receiver takes Eq. 10, multiplies
it by its conjugate, and then computes the expectation, i.e.:
E[Y2j Y2j∗ ] =
=
=
where

PSj

E[(Hij Ij + Hs Sj )(Hij Ij + Hs Sj )∗ ]
E[|Hij Ij |2 ] + E[|Hs Sj |2 ]
PIj + PSj ,

(13)

is the power of the signal of interest on the second an-

tenna in the jth OFDM subcarrier. Again, to reach Eq. 13 we have
exploited the fact that the interference signal and the signal of interest are independent of each other.
We can solve Eq. 12 and Eq. 13 together to obtain the ratio:
βj =

Hsj
∗
 Y2j )Y2j ]
Hsj

E[(Y1j −
Hij
=

Hij
E[|Y2j |2 ] − PSj

+

Hsj
.
Hsj

(14)

obtain an equation in s(t), which it can decode using a standard
802.11 decoder.4
The above filter can be represented in the frequency domain as:
Hj Hij = Hij ⇒ Hj =

Hij
= βj
Hij

This equation enables the 802.11 receiver to compute the interferer’s channel ratio without any known symbols, simply by substituting the power and the channel ratio for s(t).
It is important to note that the above derivation exploits that expectations can be computed by taking averages. The accuracy of
this estimate increases as one averages over more signal symbols.
In §6.3 we will discuss how we can obtain a good accuracy without
averaging over many symbols.

Thus, we can compute the desired filter h by taking the IFFT of the
interferer channel ratios, βj ’s, computed in §6.1.
To summarize, the 802.11n receiver first moves the received signal to the frequency domain where it computes the interferer channel ratios using Eq. 14 while averaging over multiple samples to
reduce the ISI and noise. Then, it transforms the interferer channel
ratio into a time domain filter by taking an IFFT. Finally, it uses
the filter to eliminate interference in the time domain. The receiver
can now take this interference-free signal and decode its signal of
interest using a standard 802.11 decoder.

6.2 Decoding the Signal of Interest

6.3 Iterating to Increase Accuracy

Once the 802.11n receiver has an estimate of the interferer’s
channel ratio, βj , in each OFDM subcarrier, it proceeds to decode
its own signal of interest. One way to decode would be to substitute
βj in Eq. 11 to compute Sj in the frequency domain. This approach
works well when the interferer is a narrowband signal, like a cordless phone. However, it has low accuracy in scenarios the interferer
has a relatively wideband channel, like a baby monitor that spans
16 MHz. This is because wideband signals suffer from multipath
effects; i.e., the signal travels from the sender to the receiver along
multiple paths with different delays. A wideband receiver receives
the combination of multiple copies of the same signal with different
relative delays. This leads to inter-symbol interference (ISI), which
mathematically is equivalent to convolving the time-domain signal
with the channel on the traversed paths.
To deal with ISI, an OFDM transmitter inserts a cyclic prefix
between consecutive symbols. The receiver discards the cyclic prefix and takes the remaining signal, thus eliminating any interference from adjacent symbols. This, however, does not work when
we have a wideband interferer like the baby monitor. First, its signal may not have a cyclic prefix. Second, even if it does, as noted
by past work on concurrent 802.11n transmissions [35], it is unlikely that the cyclic prefixes of the two devices are synchronized,
in which case the receiver cannot discard a single cyclic prefix that
eliminates ISI for both the devices.
The above discussion means that in the frequency domain, the
interferer’s signal, Ij , will experience ISI which would add noise.
As a result, Eqs. 9 and 10 have additional noise terms due to ISI.
While this is not a problem for the channel ratio estimation since
one can average across more samples to obtain an accurate estimate
of βj ; this additional noise would reduce the SNR for the signal of
interest and, hence, affect its throughput.
The solution to the ISI problem is, however, simple. The 802.11n
receiver needs to decode the signal of interest s(t) by eliminating
interference in the time domain. Here, ISI is simply a convolution
with a filter, which can be removed by applying the inverse filter
(i.e., an equalizer). Thus, we consider again the initial time domain
Eqs. 7 and 8 which describe the signal at the 802.11n receiver:

The algorithm in §6.1 computes expectations by taking averages
over multiple OFDM symbols. A packet, however, may not have
enough OFDM symbols to obtain a highly accurate estimate. Also
averaging over multiple packets will reduce TIMO’s ability to deal
with a dynamic interferer. Thus, in this section we are interested in
obtaining an accurate estimate of the interferer’s channel ratio, βj ,
using only a few OFDM symbols.
To increase the accuracy of the estimate without much averaging,
the receiver iterates over the following two steps:

y1 (t)
y2 (t)

= hi ∗ i(t) + hs ∗ s(t)
= h i ∗ i(t) + h s ∗ s(t),

(15)
(16)

We want to find a filter, h, such that:


h ∗ h i = hi
Given such a filter, the receiver can convolve h with Eq. 16 and
subtract the resulting equation from Eq. 15 to eliminate i(t) and

Initialization: The receiver obtains a rough estimate of βj by averaging over a limited number of OFDM symbols.
Step 1: The receiver uses its estimate of βj to obtain the signal,
s(t), as in §6.2. The receiver then decodes s(t) using the standard
decoder to obtain the transmitted bits.
Step 2: The receiver re-modulates the decoded bits to obtain an
estimate of s(t), which we call ŝ(t). The receiver convolves ŝ(t)
with the channel functions and subtracts the results from y1 (t) and
y2 (t). Thus, we obtain the following:
ŷ1 (t)
ŷ2 (t)

= hi ∗ i(t) + hs ∗ (s(t) − ŝ(t))
= h i ∗ i(t) + h s ∗ (s(t) − ŝ(t)).

The receiver then obtains a new estimate for βj while treating
(s(t) − ŝ(t)) as the new signal of interest.
After iterating between Step 1 and 2 for two or three times, the
receiver obtains an accurate estimate of the interferer’s channel ratio βj , which it uses to decode signal s(t).
The reason why the above algorithm works is that in each iteration, the signal of interest used in Step 2, (s(t) −ŝ(t)), has a smaller
magnitude. Since, in Step 2, the receiver is focused on estimating
the interferer’s ratio, the signal of interest plays the role of noise;
reducing this signal’s magnitude increases the accuracy of the ratio estimate. This higher accuracy in the ratio βj percolates to the
estimate of s(t) in Step 1. Consequently, the decoded bits are more
accurate and lead to even smaller difference between ŝ(t) and s(t),
and hence an even more accurate βj .

6.4 Estimating the 802.11n Channel Functions
So far, we have assumed that the 802.11n receiver knows the
channel of the signal of interest, Hsj and Hsj . To compute this channel we distinguish between two cases. First, the signal of interest
4
As described in §3, such a decoder would apply FFT and decode
in the frequency domain.

Received Symbol

starts before the interference in which case the receiver can use the
802.11 preamble to compute the channel, as usual. Second, the interference signal starts before the signal of interest. In this case, the
H
receiver can easily compute the interferer’s channel ratio βj = Hij

Soft Error
Decoded Symbol

ij

by taking the ratio of the signals it receives on its two antennas
Y1j = Hij Ij and Y2j = Hij Ij . Once the receiver knows the interferer’s
channel ratio, it computes the equalization filter described in §6.2
and uses it to eliminate the interference signal. The receiver can
then use the 802.11n preamble to compute the channel as usual.
Two points are worth noting: First, while it is easy to compute
the interferer’s channel ratios when the interferer is alone on the
medium, this does not eliminate the need to continue tracking the
interferer’s channel ratio using the algorithm in §6.1. In particular,
the channel ratio may change as the interferer moves to a different
frequency, as in the narrowband phase of a microwave signal, or it
might change for a mobile interferer, as with the cordless phone.
Second, the above scheme will miss in scenarios in which the
interference and the 802.11n signal starts during the same OFDM
symbol. This event has a low probability, and the resulting packet
loss is minor in comparison to the packet loss observed without
TIMO. When such an event occurs the packet will be retransmitted
by its sender as usual.

channel ratios in an iterative manner as described in §6.3. Once the
channel ratios are estimated for each OFDM subcarrier, the receiver
uses the decoder in §6.2 to decode its signal of interest.

6.5 Finding the Interference Boundaries

6.7 Complexity

Estimating the interferer’s channel ratio, βj , using Eq. 14 requires the 802.11n receiver to compute the expectations by taking
averages over multiple OFDM symbols. This averaging, however,
needs to be done only over symbols that are affected by interference. Thus, the 802.11n receiver needs to determine where, in a
packet, interference starts and where it stops. The question of identifying the sequence of symbols affected by interference has been
addressed in few recent systems, like PPR [25] and SoftRate [37].
Our approach follows the same principles. Specifically, when the
interference signal starts, it causes a dramatic increase in decoding
errors. As shown in Fig. 6(a), these errors appear at the PHY layer
as large differences between the received symbol and the nearest
constellation points in the I and Q diagram. We refer to these differences as soft errors. Thus, for each OFDM subcarrier, the 802.11n
receiver computes the soft-error, and normalizes it by the minimum
distance of the constellation. As shown in Fig. 6(b), when the interferer starts, the soft errors jumps; when it ends, they go back to
their low values. In our implementation we consider a jump that
is higher than doubling the errors as a potential interferer, i.e., interference above 3 dB. This means that we might miss low power
interferers, but such interferers can be dealt with using traditional
methods like reducing the bit rate.

While past work that deals with cross-technology interference [6,
34] typically employs different mechanisms for different technologies, TIMO is technology agnostic and hence its complexity stays
constant as the number of technologies in the ISM band increases.
Further, the components used in TIMO such as correlation, equalization and projection, are also used in MIMO receivers (though
for a different purpose), and hence are amenable to hardware implementations.

6.6 Putting it together
A TIMO receiver first performs packet detection as usual by
looking for jumps in received power (using standard window detection algorithms [24]). Then, the receiver computes the 802.11
preamble cross-correlation, in a manner similar to current 802.11.
If the cross-correlation stays low, the receiver works under the assumption that the signal of interest may start later. Hence, it computes the channel ratios for the signal though it is not its signal
of interest. On the other hand, if the cross-correlation spikes, the
receiver identifies the packet as a signal of interest. It continues
decoding the packet using a standard 802.11 decoder [15]. If the
packet does not pass the checksum test, the receiver computes the
soft-errors as described in §6.5. If the soft-errors jump by over 3 dB,
the receiver initiates the channel ratio estimation algorithm. Specifically, for each OFDM bin, the TIMO decoder starts at the symbol
where the soft errors jump and proceeds to compute the interference
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Figure 6—Soft errors increase in the presence of interference.

7.

ENSURING THE INTERFERER CAN DECODE

A MIMO transmitter can also encode its signal to prevent interference to a competing transmission from a different technology.
Specifically, let i(t) be the competing signal and s1 (t) and s2 (t) the
two streams that a 2-antenna 802.11n node transmits. The receiver
of the competing signal receives the following:
z(t) = hi i(t) + hs1 s1 (t) + hs2 s2 (t),

(17)

where hi refers to the channel from its transmitter and hs1 and hs2 are
the channels from the 2-antenna 802.11n transmitter. The 802.11n
transmitter can cancel its signal at the receiver of the competing
technology by ensuring that the signals it transmits on its two antennas satisfy s2 (t) = − hhs1s2 s1 (t). Such a technique is typically referred
to as interference nulling [36].5
We note that nulling does not require the knowledge of the exact
channels to the receiver. It is sufficient to know the channel ratios
to null the signal at some receiver. This is crucial since for crosstechnology scenarios, it is hard to estimate the exact channel.
But how does the 802.11n transmitter compute the channel ratio to the interferer’s receiver? If the interfering technology is bidirectional in the frequency of interest, then our 802.11n nodes can
use the interference caused by the receiver’s response to compute
the channel ratio from the receiver to itself. This can be done by
leveraging the algorithm in §6.1. The required ratio for nulling,
however, refers to the channels in the opposite direction, i.e., from
our 802.11n transmitter to the interfering receiver. To deal with this
5
Note that having the 802.11n transmitter perform interference
nulling does not require any modification to decoding at the
802.11n receiver.

issue, TIMO exploits that wireless channels exhibit reciprocity, i.e.,
the channel function in the forward and backward direction is the
same. Reciprocity is a known property that has been validated empirically by multiple studies [21, 39, 28].6 Using reciprocity one can
compute the required channel ratio. Once the ratio is computed, the
transmitter can perform interference nulling. We note that since it
is hard to synchronize wideband cross-technology interferers with
802.11, to avoid ISI we perform nulling by using a time-domain
equalizer similar to §6.2.
Thus, interference nulling combined with our algorithm for estimating the interferer’s channel ratio provide a new primitive that
enables a MIMO node to transmit in the presence of a different
technology without hampering reception of that technology. This
primitive, however, requires the competing technology to be bidirectional, i.e., the competing receiver acks the signal or transmits
its own messages, like a cordless phone.
If the technology is bidirectional, then the MIMO transmitter can
learn the channel ratio to the communicating node pair, using the
interference they create. The MIMO transmitter then alternates between nulling its signal at the two communicating nodes. For example, in the case of a cordless phone, the 802.11 transmitter has
to switch between nulling its signal at the handset and nulling its
signal at the base. In the case of the cordless phone, the switching
time is constant, and for the tested phone it is 2.25 ms. Even if the
switching time is not constant, as long as the pattern of the interference is persistent (e.g., one data packet, followed by one ack),
the MIMO node can monitor the medium and immediately switch
every time the medium goes idle.
On the other hand, if the receiver of the competing technology
is not bidirectional, an 802.11n device has no way to compute its
channel ratio, and hence cannot cancel its signal at the receiver of
the competing technology. The impact of such interference will depend on the competing technology. For example, interference does
not hamper a microwave oven function. Also, analog devices (e.g.,
an analog camera) have some level of resistance to interference
which causes smooth degradation in their signal, and while they
suffer from interference, they can still function if the interferer is
not in close proximity (see §9).
In general, our objective is to create a form of coexistence between 802.11n and high-power interferers that approaches the coexistence it enjoys with low-power devices like Bluetooth, where
the two technologies may interferer if they are in close proximity
but the interference is limited and does not cause either device to
become completely dysfunctional. Unidirectional devices which do
not sense the medium or use any feedback from their receiver tend
to show some level of resistance to interference. Hence, even if the
802.11n node did not cancel its interference at their receiver, they
can still support some level of coexistence, as long as 802.11n can
protect itself from their interference.

8.

IMPLEMENTATION

We have built a prototype of TIMO using the USRP2 radio platform and the GNURadio software package. A 2 × 2 MIMO system is built using two USRP2 radio-boards connected via an external clock [9]. Each USRP2 is configured to span a 10 MHz
channel by setting both the interpolation rate and decimation rate
to 10. The resulting MIMO node runs a PHY layer similar to that
6
To use it in our system, one needs to calibrate the effect of the
hardware before applying reciprocity. This calibration, however, is
done once for the hardware. Furthermore, an 802.11n transmitter
can perform this task without the help of any other node because
it merely involves taking the difference between the two transmit
chains attached to its two antennas.

of 802.11n, i.e., it has 64 OFDM subcarriers, a modulation choice
of BPSK, 4QAM, 16QAM, or 64QAM, and punctured convolution
codes with standard 802.11 code rates [15]. Since we operate at half
the 802.11 bandwidth, the possible bit rates span 3 to 27 Mbps.
We modify the receiver MIMO decoding algorithm to incorporate TIMO (summarized in §6.6). We also implemented interference nulling at the MIMO transmitters. To work with crosstechnology interference, the transmitter first computes the channel
ratios and then uses them for nulling (as described in §7).

9.

PERFORMANCE EVALUATION

We evaluate TIMO with three high-power interferers: a DSSS
cordless phone, a microwave oven, and a baby monitor.

9.1 Cordless Phone
Again, we use the Uniden TRU 4465-2 cordless phone as the
interferer. We also use the same testbed in Fig. 1.
Addressing Cross-Technology Interference: We first evaluate
TIMO’s ability to help 802.11n nodes operate in the presence of
high power cross-technology interference. We place two USRPbased 802.11n nodes in locations A and B in Fig. 1. In each run,
we place the cordless phone system in one of the 10 interferer locations in Fig. 1. We transfer a 20 MB file between the 802.11n pair
at the best bitrate for the channel in the presence of interference
from the cordless phone. This rate is determined by initially trying
all the possible bitrates and choosing the one which yields the highest throughput for the rest of the run. The 802.11 receiver logs the
received samples and processes them both with and without TIMO.
Note that in contrast to the experiments done with commercial
802.11n nodes, the USRP implementation of 802.11n does not use
carrier sense. Carrier sense is hard to implement in software due to
its strict timing requirements. This constraint, however, can be beneficial. In particular, the lack of carrier sense provides insight into
whether the throughput loss of commercial 802.11n is due to the
nodes sensing the phone’s signal and abstaining from transmitting,
or due to their packets being corrupted by interference.
Fig. 7(a) plots the throughput of the 802.11 MIMO nodes in the
presence of the phone signal, with and without TIMO. The figure
reveals the following:
• Without TIMO, interference from the cordless phone causes
the 802.11 nodes to completely lose connectivity in half of the
testbed locations. This loss of connectivity occurs even though
the nodes have deactivated carrier sense and are using the best
bit rate for the channel. This means that the interference in these
locations is too high even for the lowest bit rate supported by
802.11. This loss in connectivity can be attributed to the fact that
the phone system transmits continuously at a high power. Hence,
the 802.11 packets are always subject to strong interference. As
the interferer moves away from the 802.11 USRP-based nodes,
their throughput improves because of reduced interference.
• In contrast, with TIMO, the 802.11 nodes never experience disconnectivity. Also, their throughput becomes much higher and
close to optimal ( 24.5Mbps) at most locations. The throughput
decreases slightly as the phone moves closer to the 802.11 receiver in location B because of residual interference, but continues to be 78% of the optimal throughput even when the phone
is one foot away from the 802.11 receiver. These results indicate that TIMO is successful at exploiting MIMO capability to
address 802.11 cross-technology interference.
• Comparing the throughput of the USRP-based 802.11n implementation to that of commercial 802.11n in §2 shows that while
carrier sense contributed to the loss of connectivity particularly
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(a) 802.11 throughput with and without TIMO in the presence
(b) Packet loss at the DSSS phone with and without TIMO.
of interference from a DSSS phone.
Figure 7—Interference from a DSSS Cordless Phone: Figure (a) shows that TIMO significantly improves the throughput of 802.11
USRP2-based nodes in the presence of interference from a DSSS phone. Figure (b) shows that if 802.11 nodes transmit concurrently with
a DSSS cordless phone, they can cause the phone a dramatic packet loss at close distances. TIMO, however, enables such nodes to transmit
concurrently with the phone without hampering its performance.
when the interferers are in locations 6–10, it is not the main reason since even though the USRP nodes do not implement carrier
sense, they still lose connectivity in 50% of the locations.
Transmitting without Harming the Competing Technology:
Next, we evaluate TIMO’s ability to allow 802.11n to transmit concurrently with a cordless phone in the same frequency band, but
without harming the phone’s transmission. The commercial phone
does not give us access to packets, making it hard to evaluate the
impact of TIMO’s interference nulling. Instead, we implement the
phone’s physical layer in GNURadio and experiment with a USRPbased DSSS phone. We try to match the physical layer description
of the Uniden phone. In particular, the transmitter feeds digital bits
to a scrambler, differential encoder, and a spread spectrum module.
The spread spectrum module sends bits at a data rate of 1.366 Mbps
over FSK modulation. The receiver computes the correlation with
the spreading code and outputs the data bits. For every packet we
use the CRC to detect if it was correctly received.
We place the USRP nodes that perform the role of the phone base
and handset at location A and B in the testbed. We then place a
802.11 USRP transmitter at each of locations 1 to 10 in the testbed,
and let it transmit at the same time as the USRP phone. The 802.11
USRP transmitter uses TIMO to null its signal at the phone.
The 802.11 transmitter has to alternate between nulling its signal
at the phone base and the handset. Since the Uniden phone packets
have a fixed duration of 2.25 ms [12], this switching can easily
happen on 802.11 hardware. However, due to the software nature
of GNURadio, it is hard to alternate with the phone system at a
granularity of about 2.25 ms. Thus, in our experiments, we increase
the inter-packet time and the packet duration to 20 ms, which allows
us to alternate with the phone system in software.
Each run of the experiment has three parts. First, the phone handset and base exchange packets without any interference from the
802.11n transmitter. Next, the handset and base exchange packets with interference from the 802.11 node but without TIMO. Finally, the handset and base exchange packets concurrently with the
802.11n node which uses TIMO.
Fig. 7(b) shows the packet loss rate at the handset for the above
three cases. The figure shows three main trends.
• In comparison with 802.11n, the DSSS phone is more resilient
to cross-technology interference. This is due to its use of FSK
combined with a high redundancy DSSS code. Despite this resilience, without TIMO, the phone suffers a high loss rate at locations close to the 802.11 nodes.
• In contrast, TIMO significantly reduces the loss rate at the handset across all the locations. Further, in locations 2-10 the loss rate
is almost as low as that without any interference. We note that
this is true even for locations where the interferer is closer to the

handset than the base is to the handset (locations 2-4). Thus, we
conclude that TIMO can help 802.11 and DSSS phones coexist.
• Finally, when the 802.11 interferer is less than a foot from the
handset (location 1), the packet loss rate is higher than that without interference. This is because, in practice, it is difficult to
completely eliminate interference using interference nulling. The
residual interference may cause an increase in packet loss rate at
such close distances. However, even at location 1, while TIMO
did not completely eliminate interference, it still dramatically reduces the packet losses by more than 14x, from 100% to about
6-7%.

9.2 Baby Monitor
Next, we evaluate TIMO with a baby monitor.
Impact of baby monitors on 802.11n: To evaluate this, we repeat
the previous experiment after replacing the microwave with the C501 baby monitor. For every interferer location, we run the system
with and without TIMO, and plot the results in Fig. 8(a). The figure shows that TIMO significantly increases the throughput in the
presence of interference from the tested baby monitor. In particular,
without TIMO the 802.11 nodes experience complete disconnectivity for 60% of locations of the baby monitor. In contrast, with TIMO
no scenario causes disconnectivity and the overall throughput is significantly higher. We note that in comparison to the performance of
commercial 802.11n nodes, the USRP-based 802.11n implementation does not use carrier sense, and hence was able to transmit and
obtain some throughput in scenarios where the commercial 802.11n
nodes refrained from transmitting due to carrier sense.
Impact of 802.11n transmissions on baby monitors: Communication in the baby monitor system is one-way. The camera continuously broadcasts the analog video. A monitor in range of the device
receives the signal, decodes it and displays it on its screen. Given
no signal from the video receiver, TIMO is limited in its ability to
protect the transmitted video. Thus, we would like to check how the
camera is affected by interference from our 802.11 implementation
(which use the same power level as a laptop, i.e., about 30 mW).
To do so, we place the camera and its video receiver in locations
A and B in the testbed. We move the 802.11-USRP node across the
various interferer locations, and at each location, we ensure it interferes with the camera’s transmission. We compare the received
video quality with and without interference from 802.11. We measure video quality using PSNR, which is a standard video metric.
A PSNR of less than 20 dB is hard to watch, whereas PSNRs in the
range 25–30 dB are good. The PSNR can be computed only with
respect to the original video. However, the camera does not provide
us access to the original video before transmission over the wireless medium. To obtain a video baseline, we focus the camera on
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of interference from a baby monitor.
is good [40]).
Figure 8—Interference from a Baby Monitor: Figure (a) shows that TIMO significantly improves the throughput of 802.11 nodes in the
presence of interference from a baby monitor. Figure (b) shows that while TIMO cannot cancel its signal at the camera’s receiver because it
use a unidirectional communication, the impact of interference on the camera’s signal is watchable in all locations but the two closest to the
802.11 nodes.
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Figure 9—802.11 throughput with interference from a Microwave Oven: The figure shows that TIMO increases resilience
to microwave interference.
a static image for all experiments, and make it transmit the same
frame 1000 times. Then, we take the average pixel value in these
1000 versions of the same frame and consider this to be the ground
truth. All experiments are run with the camera focused on the same
picture so that they can be compared with this ground truth.
Fig. 8(b) shows the PSNR of the received video both with and
without interference from our USRP-based 802.11 implementation.
The figure shows that at the closest two locations, which are less
than 6 feet away from the 802.11 interferer, the video is not watchable. However, for the rest of the locations, the video quality stays
watchable. Further, for seven out of the ten testbed locations, the
video PSNR hardly changes from its value without interference.
This is expected because devices that blast the medium without
checking for interference or without any feedback tend to be relatively resilient to some level of interference.
We note that since the monitoring system is uni-directional,
TIMO cannot cancel its signal at potential video receivers; hence,
we observe that interference degrades the monitoring system’s performance at nearby locations. However, in contrast to the current
mode of operation, where 802.11 loses connectivity in most locations due to interference, TIMO is an improvement over the status
quo because it reduces the range of interference to close-by locations. This moves the system to a scenario where the two technologies enjoy some level of coexistence, which despite being far from
optimal, is more acceptable than the current situation.

9.3 Microwave Oven
We evaluate TIMO’s performance in the presence of interference
from the microwave oven used in the experiments in §2. We repeat
the experiment we conducted with the cordless phone, where we
place the USRP-based 802.11 devices in locations A and B, and let
them exchange traffic with the microwave on and off. We perform
the experiment for each of the ten interferer locations in the testbed.
In each run, the 802.11 transmitter uses the best bitrate as in §9.1.
Fig. 9 shows the average throughput and standard deviation, with
and without TIMO. Without TIMO, the performance of the USRP2

nodes is relatively similar to that of the commercial 802.11n nodes.
Specifically, at short distances, the throughput is very low due to
increased interference. As the microwave is moved away, the nodes
start getting packet through during the OFF periods of the microwave. In contrast, TIMO significantly increases resilience to interference from the microwave, allowing the 802.11 USRP node
to deliver packets efficiently even during the ON periods of the microwave. Microwave ovens leak significantly high power during the
ON periods, which could reach 1 Watt [17]. The results show that
TIMO is effective even with such high-power interferers.
TIMO’s approach is based on treating cross technology interference as if it were a stream from a single-antenna node of the same
technology. Residential microwave ovens are equipped with a cavity magnetron which radiates energy in the 2.4 GHz range. Since
they have only one magnetron radiating energy, theory concludes
that they act as a single antenna device [34]. Our results confirm
theoretical conclusions and show that TIMO can successfully treat
a microwave as a single-antenna interferer.

9.4 Multiple Interferers
This experiment includes three node pairs with different transmission technologies: our 2×2 802.11n implementation, our DSSS
phone implementation, and a GNURadio ZigBee implementation.
The 802.11n devices occupy a 10 MHz channel, the DSSS phone
occupies a 4 MHz channel, and the ZigBee devices occupy 5 MHz.
The center frequencies of these devices are picked such that the
phone interferes with the first half of the 802.11 channel, whereas
the ZigBee device interferes with the second half. We place these
six nodes randomly at the marked locations in Fig. 1. We make the
three pairs transmit concurrently, and we repeat each run with and
without TIMO. As before, we make the inter-packet arrival and the
packet duration for the cordless phone and ZigBee nodes 20 ms, to
allow for a software implementation.
Fig. 10(a) plots the CDF of 802.11 throughput with and without
TIMO. The figure shows that without TIMO, about 67% of the locations cannot get any packets through and the average throughput
is low. In contrast, with TIMO no locations suffer disconnectivity
and the average throughput increases significantly.
Fig. 10(b) and 10(c) plot the packet loss rate of the competing
technologies: the DSSS phone and ZigBee. The figure shows that
if 802.11n transmits concurrently, without TIMO, these technologies can suffer significant packet loss. However, if 802.11n employs
TIMO, then its interference increases loss rates by less than 0.5%,
which is negligible. Thus, TIMO can help diverse technologies coexist in the same frequency band while placing the burden of interference prevention on high-end MIMO nodes instead of low-end
single antenna systems.
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Figure 10—TIMO with Multiple Interferers. The figure shows the throughput CDFs for three technologies that are transmitting concurrently in overlapping frequencies: 802.11n, DSSS phone, and ZigBee.
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can achieve the same accuracy as a baseline that knows the structure
and the preamble of the interferer, while maintaining the averaged
symbols less than 22 for all modulations.

10.

MICRO BENCHMARKS

Finally, we zoom in on the components of TIMO to examine the
tradeoff between averaging over a larger number of symbols and
applying the same algorithm iteratively over a smaller number of
symbols.
We transfer a 20 MB file between two 2 × 2 802.11 USRP2
nodes. A third USRP2 node plays the role of an unknown interfering technology, and transmits a signal unknown to the 802.11
USRP2 nodes. We run the experiment for random placement of the
three nodes in various locations in Fig. 1. We want to compute the
amount of averaging and the number of iterations that TIMO needs
to obtain an accurate estimate of the interferer’s channel ratio. To
obtain a ground truth of the channel ratios, we provide a baseline
receiver with the full knowledge of the transmitted interference signal so that it can use the whole signal as if it were a preamble, and
compute a very accurate estimate of the interferer’s channel. We
compute this estimate over periods of 1 ms each, which is significantly lower than the coherence time for indoor static channels at
2.4 GHz. For each run, we process the signal using the baseline
receiver and TIMO.
Fig. 11 plots the number of symbols that TIMO needs to average
over to obtain an estimate of the channel ratio that is within 3% of
the value obtained with the baseline. The figure shows the results
for the four modulations in 802.11 (BPSK, 4QAM, 16QAM and
64QAM). The plots reveal the following trends.
• The iterative algorithm yields a significant reduction in the number of symbols required to average over to obtain an accurate
estimate of the interferer’s channel ratio.
• Across all modulation schemes, two to three iterations are sufficient, and the return from more iterations is negligible. The reason why there is a ceiling for the iteration gain is that iterating
does not provide more information; it only provides a better estimation using the collected information. After some point, the
algorithm becomes limited by the intrinsic noise in the collected
measurements.
• Given three iterations, TIMO needs to average over less than 22
symbols even at the highest modulation scheme.

RELATED WORK

Wireless interference has been the topic of much recent research.
Work in this area falls under two broad categories:
(a) Interference Across Technologies: One can identify three
main approaches within this category. The first approach attempts
to eliminate interference by isolating the signals in time, frequency or space. The most common isolation approach is to employ
frequency-based isolation, such as OFDM subcarrier suppression
[30, 32, 23], variable channel width [19], or other fine grained frequency fragmentation techniques [38, 18, 31]. TIMO, on the other
hand, enables independent technologies to share the same frequencies without interfering with each other. Directional antennas may
also be used to provide spatial isolation and reduce interference.
However, directional antennas are difficult to use in indoor scenarios where the signal tends to bounce off walls and furniture and
scatter around [36]. In contrast, TIMO works in scattering environments and applies even when the two receivers are in the same
direction.
The second approach uses mitigation schemes to modify transmissions to be more resilient to interference (e.g. by using coding
or by lowering the bit rates). Mitigation proposals like PPR [25] and
MIXIT [27], though designed and evaluated for the same technology, can work across technologies. These schemes however assume
interference is fairly transient and limited to some bytes in each
packet. In contrast, TIMO can deal with persistent interference.
Finally, some proposals identify the type of interference (is it
ZigBee? Bluetooth?) and inform the user so he may switch off the
interfering device [6, 29]. Others leverage the specific characteristic of a particular technology to design a suitable coexistence strategy [34]. Like this prior work, TIMO aims to provide coexistence of
different wireless technologies. TIMO provides a single approach
that works with different technologies, e.g., microwave ovens, cordless phones, etc, and applies even to unknown technologies.
(b) Interference from the Same Technology: Recent work in
this category include interference cancellation [22], ZigZag [20]
and analog network coding [26] which address the problem of interference from other 802.11 nodes. The closest to ours is prior
work on MIMO systems which enables multiple transmitters to
transmit concurrently without interference. This includes schemes
like SAM [35], Interference Alignment and Cancellation [21], and
beamforming systems [16]. Unlike these schemes, however, TIMO
delivers a MIMO system that enables cooperation with multiple different wireless technologies.
Finally, TIMO is related to prior work on interference management in cellular networks, which uses multiple antennas to mitigate
interference from nodes operating in adjacent cells [36, 4]. In contrast to this work, however, TIMO develops new algorithms that can
address cross-technology interference.

12.

CONCLUSION

This paper presents TIMO, a MIMO design that enables 802.11n

to communicate in the presence of high-power cross-technology interference. TIMO exploits 802.11n’s MIMO capability to treat a
high-power signal from a different technology as if it were another
stream from the same technology, hence enabling diverse technologies to share the same frequency band. We show via a proof-ofconcept implementation that TIMO enables 802.11n to communicate effectively in the presence of typical interferers. Beyond
802.11n, we believe that TIMO provides the first step for a new
form of coexistence, in which different technologies do not necessarily have to find unoccupied bands and could, in crowded environments, occupy the same band, thus increasing spectral efficiency.
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APPENDIX
Generalization to any number of antennas. Let M be the number of antennas at the 802.11 receiver. Say, there are K concurrent 802.11n transmissions, s1 (t) · · · sK (t) whose channels are known at the receiver. We would
like to estimate the interferer’s channel in the presence of these K transmissions. Let, hkj be the channel coefficient of the kth transmission at the jth
antenna on the receiver. Similarly, let hj denote the channel of the interferer
to the jth antenna on the receiver.
First, we note that one can always set h1 to one. This can be done by
considering the interferer to be the scaled value, h1 i(t), instead of i(t). Thus,
the received equation on the jth antenna is given by,
X
y1 (t) = i(t) +
hk1 sk (t)
X
hkj sk (t), ∀j = 1
yj (t) = hj i(t) +
Now, since the channel of the interferer is given by (1, h1 , · · · , hM ), it is
sufficient to find the hi s. To do this, the receiver correlates all the equations
above with y1 (t)∗ and taking the expectation.
X
hk1 hk∗
E[y1 (t)y1 (t)∗ ] = Pi +
1 Pk
X
∗
k k∗
E[yj (t)y1 (t) ] = hj Pi +
hj h1 Pk ,
where P’s are the corresponding powers. Since the only unknowns in the
above equations are Pi and hj ’s, they can be easily computed. Thus, even in
the presence of K concurrent transmissions, a 802.11 receiver can estimate
the channel of the interferer without knowing the preamble.

