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Abstract

In this paper, we propose a secure, distributed and scaleable infrastructure for a lifelong personal medical record
system. We leverage on existing and widely available technologies, like the Web and public-key cryptography, to
define an architecture that allows patients to exercise full control over their medical data. This is done without
compromising patients’ privacy and the ability of other interested parties (e.g. physicians, health-care institutions,
public-health researchers) to access the data when appropriately authorized. The system organizes the information as
a tree of encrypted plain-text XML files, in order to ensure platform independence and durability, and uses a
role-based authorization scheme to assign access privileges. In addition to the basic architecture, we describe tools to
populate the patient’s record with data from hospital databases and the first testbed applications we are deploying.
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1. Introduction

In an era of increased deployment of elec-
tronic medical records, patients still have re-
markably little access to their own records.
As many who have tried to obtain copies of
their own record for use in another health-
care institution (or sometimes even in a dif-
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ferent department within the same health
care institution) have experienced, patient
control of their record is minimal at best.
These diffculties are compounded by the con-
stantly changing affiliations between patients
and providers as health-care plans change the
providers with whom they contract with for
various patient populations. There have been
efforts to allow institutions to share their
records electronically over networks such as
the Internet [1], but because of the competi-
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tive nature of health-care delivery, there has
been very little incentive for health-care insti-
tutions to support such broad sharing of
patient records [2]. Furthermore, the portion
of the patient’s health history that is captured
by institutional medical-record systems repre-
sents only a small fraction of the available
information about the patient’s health history
[3]. Perhaps just as problematically, there is
little provision in these institutional efforts
for a system of reporting that could conceiv-
ably meet national research or public-health
goals.

With increasing access to the web for a
variety of everyday commercial and informa-
tional needs, and the commoditization of
storage, computation and communication,
the possibility of a record controlled by the
patient appears to be feasible. Several sys-
tems have been proposed and developed,
some of which will be described below, but
few, if any, meet the combined goals of ade-
quate protection of confidentiality of patient
data, portability and security of the data,
integration with institutional health-informa-
tion systems, patient control of the data, and
use of selected portions of the patient record
for research and public health. Implicit in
these goals is the integration of the system
with existing institutional information sys-
tems (e.g. hospitals and public health author-
ities) using standard protocols, and storing
the records using Internet and Web in-
frastructure that is likely to endure for a long
time, rather than proprietary software.

The Portable Internetworked Notary and
Guardian project (PING) is a system cur-
rently under development by the Children’s
Hospital Informatics Program, whose main
goal is to develop a secure, distributed and
patient-controlled repository of sensitive in-
formation on the Web. In this paper, we
analyze in detail the motivations for this pro-
ject, describe the resulting technological and

architectural requirements, and present the
design and implementation of the first proto-
type of the PING system. Finally, we de-
scribe some applications of PING that are
currently being implemented or designed.

2. Motivations

Despite being the legal owner of his or her
data, the patient has very little control over
how these data are stored, accessed, and used
by the different parties involved. The medical
record is usually fragmented and scattered
among different institutions, according to the
medical history of the patient. The informa-
tion contained in the fragments is usually
stored using different, incompatible formats
that are often tied to applications whose
longevity is not guaranteed. Although multi-
ple solutions for data sharing across and
within institutions have been proposed, these
solutions show some common limitations.
First, they require considerable agreement be-
tween various institutions or departments on
which data may be exchanged and what com-
mon data models may be. Historically, even
with agreement on common messaging proto-
cols, such data-sharing efforts have been ar-
duous and problematic [4]. At the same time,
patients are increasingly mobile, both in the
sense of actually moving from location to
location, but also in changing employers and/
or health plan, which results in their care
changing from provider and institution rela-
tively frequently. Therefore, if patient records
are to be truly portable and are to be easily
transferable from one set of providers to
another, dependence on a particular set of
institutional agreements seems both a fragile
and untimely solution.

Furthermore, these inter-institutional
agreements do not provide for maintaining a
patient accessible record. Although health-
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care systems increasingly afford patients a
look at some subset of their records, no
institution is providing access to the entirety of
a patient’s records, nor are there any mecha-
nisms in place to allow the transfer of that
record with the patient from one set of
providers to another set. Additionally, it is
quite clear that under a variety of contractual
arrangements between patients and their
providers, certain subsets of their record may
be released to third parties for quality control,
fraud detection, but also for actuarial and
managed care analysis. There are a number of
reasons why a patient may not want their data
fully accessible for these purposes, not least of
which might be the confidentiality of particu-
larly sensitive information such as sexually
transmitted diseases, psychiatric problems and
social disorders. Because of the nature of the
contractual arrangements between the patients
and the providers, and the providers and third
parties, there may be very little that patients
can do under current arrangements to limit
some of the current existing access to what they
would consider confidential information. This
also suggests the need for alternative solutions
to provider-based institutional health-infor-
mation systems.

Another overall consideration is the
longevity of patient data in electronic medical
record systems. We have already seen, in the
brief history of electronic medical information
systems, the expense that it takes to maintain
legacy health-information systems that con-
tain patient specific data and that with time
become increasingly incompatible with state-
of-the-art information technologies. Although
compatibility with modern information tech-
nologies can be maintained, it is only at ever
increasing expense and effort. Recent experi-
ence with addressing the Year 2000 problem
should be fairly convincing of the scope of
effort required to maintain large health-infor-
mation systems current with state-of-the-art

technologies. Finally, in a durable personal
medical record, all transactions (data entries,
deletions, annotations, etc.) should be irrepu-
diably signed and timestamped. In other
words, it should always be possible to know
when a certain operation was performed, and
by whom.

3. Requirements

The goal of the PING project is to design
and implement a secure, distributed, usercon-
trolled data-storage system. In this section, we
outline the basic requirements of the PING
architecture, and the technological and archi-
tectural solutions that we adopted in order to
meet them. The basic components of the
architecture are the PING database (a set of
repositories on the Internet where PING
records are stored), the PING server (a soft-
ware system that provides access to the PING
database), and any number of agents, that
interact with the PING server to manipulate
the information contained in the PING record.
The agents can be autonomous, or act on
behalf of a human user.

3.1. Data representation and storage

In order to ensure its longevity and durabil-
ity, the medical record should be stored in a
format that combines expressiveness with high
flexibility and that can be easily generated and
parsed. A solution tied to a proprietary data
format is clearly unacceptable, since it would
not guarantee the information contained in the
medical record to still be readable in the future.
For the same reason, we want the hierarchical
structure and access control list of the PING
record to be independent of any particular file
system, database management system or
operating system. This is particularly impor-
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tant since we should be able to deploy PING
on file systems where the patient has only
minimal (or no) privileges to change the secu-
rity properties of files and directories. In
other words, PING should only depend on
the lowest common denominator form of dis-
tributed storage; one that is not dependent on
any particular vendor and is most widely
distributed. Static web pages fit this require-
ment for generality and ubiquity.

The PING architecture must ensure inter-
operability between the various agents in-
volved in the processing of the medical
record. For example, health-care institutions
should be able to update laboratory studies;
the patient should be able to enter daily
dietary information; patient monitors ranging
from a glucometer to a portable ECG moni-
tor should be able to write the biophysical
data they generate to the record. This implies
the existence of a standardized data model
and set of vocabularies to express these data
in a set of common terminologies. PING
must also support the most popular messag-
ing transactions for medical data such as the
Health Level 7 (HL7) [5] and the X12 stan-
dards, by providing a communications and
translation infrastructure to bring informa-
tion from multiple sources into the PING
database.

3.2. Security

An extremely important requirement, one
that is at the core of the whole architecture of
PING, is that only appropriately authenti-
cated and authorized parties should be al-
lowed to access the contents of the PING
record. The PING server should therefore
grant or deny access privileges to the record
to different agents according to their identity:
only agents that have successfully proven
their identity should be allowed to operate on
the contents of the PING database, and only

through actions for which they have received
an explicit permission. However, we want the
owner of the PING record to be able to store
it on a location on the Internet of his or her
choice (typically, a web server on which the
owner has write access, such as their America
On-Line account). Since we have no control
over the hardware and software characteris-
tics of the chosen site, this implies that the
PING server cannot rely on the PING data-
base being secure. As will be explained in
detail in the next section, PING uses cryptog-
raphy both to authenticate the agents (i.e.
proving their identity) and to authorize them
to perform the requested actions, by making
the contents of the database effectively un-
readable to all other agents. Moreover, the
data should be irrepudiably signed, so that it
can be proven that the contents of any PING
record are exactly what was received from the
original information source, and no unautho-
rized modification took place.

3.3. Distribution

PING records should be fully distributed,
that is, a PING document might include ref-
erences to other PING documents on other
PING servers throughout the Internet. This
is necessary because it provides for the
maintenance of very large PING records. For
example, a radiology or photographic archive
for an individual would take up a lot more
storage than the entire textual history of that
patient’s care, and therefore, it might make
sense to dedicate a specific PING site just to
support the imaging requirements for a group
of patients. Distribution over the net also
enables versioning and mirroring mechanisms
that are relatively robust.

3.4. Executable procedures

One possible kind of information to store
in PING documents would be executable
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procedures such as decision support pro-
grams to help the patient in the management
of their information. For instance, a possible
addition to PING might be a program that
could process the immunization history of the
patient stored in the PING pages and then
provide an alert when the patient was due for
another vaccination. However, we have
elected to provide a very clear separation
between declarative representation of patient
data and any executable inferences. In fact,
PING offers very limited and well-defined
provisions for storing and activating exe-
cutable procedures. The reasons for this are
threefold. First and foremost, medical logic
and medical procedures or guidelines are
highly context-dependent and change over
time: today’s appropriate immunization
guideline may be inappropriate tomorrow.
Second, despite multiple efforts over the
past several years to formalize the represen-
tation of medical reasoning and manage-
ment procedures for computers, such as the
Arden syntax [6] or the Guideline Inter-
change Format [7], there is yet to be a suc-
cessful widely accepted knowledge re-
presentation for executable medical protocols
or procedures. Third, the universe of possible
procedures that might apply to the patient
data is much larger than the universe of
different types of data that we are likely to
store in PING, and therefore, their represen-
tation and execution is best separated from
the actual representation of patient specific
data.

4. Implementation

The current prototype implementation of
PING is designed to take advantage to the
maximum extent possible of existing stan-
dards and technologies, to help ensure inter-

operability and longevity. In this perspective,
our first design choice was to implement the
system in the World Wide Web environment.
The architecture of the WWW, although ex-
tremely successful and in these days almost
ubiquitous, is actually very simple: it can be
viewed as an infrastructure to deliver docu-
ments from a single source to a potentially
unlimited number of requesters. The informa-
tion flow is unidirectional, there is no explicit
way of obtaining information on the struc-
ture of the retrieved documents, and there is
little support for sophisticated access control.

In order to implement the functionalities
needed to support the PING framework, we
propose an evolution of this architecture,
aimed at allowing the web to be used as a
means to store and exchange information in a
secure and controlled way. Our main goal is
to be able to use the WWW as a ‘secure
digital repository’ of structured information,
and to allow for a bi-directional flow of such
information between the repository and
trusted external agents (human users, soft-
ware, hardware devices). The architecture we
are going to describe strives to meet the
above-described desiderata and is therefore
tailored on the requirements for building a
distributed, secure, patient-owned medical
record infrastructure (however, it is not tied
to any particular application domain and
could therefore be used to support a wide
range of secure on-line transactions). This
evolution of the Web does not necessitate any
fundamental change in the Web protocols
such as http: the process by which the PING
server obtains a file containing a portion of
the record from a web server is essentially the
same that takes place when downloading a
binary file instead of an html page from a
Web site. Moreover, we can take advantage
of the wide availability of http clients (i.e.
Web browsers) by ‘wrapping’ PING com-
mands inside http requests. Upon receiving a
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request expressed using the http protocol, the
server extracts the relevant commands from
the request, performs the desired operation,
and replies generating a suitable html page.
With very minimal additions to the PING
server, we can therefore turn PING into a
Web-enabled application, seamlessly inte-
grated with the network, and employing the
same user interface that all Internet users are
familiar with.

4.1. Data-storage format

With regard to the problem of the encod-
ing of the PING record, the solution we
propose is to use a set of eXtensible Markup
Language (XML) [8] documents encoded in
ASCII format. In addition to the features
outlined above, the main reason for choosing
XML is that it has been adopted widely
throughout the information industries. In
particular, XML is one of the languages for
which the HL7 data model has been specified
[9]; by adopting the HL7 DTD for the medi-
cal portion of the PING record, we will
therefore adhere to a widely accepted data
model for the interchange of medical
information.

As stated above, we have also chosen not
to encode the hierarchical nature of patient
record documents within a particular file and
directory structure of any operating system
because we wanted the access permissions to
these records to be independent of the set of
security features provided by any particular
operating and file management system. In-
stead, we have defined an XML DTD to
describe a ‘virtual’ hierarchical, secure file
system in an OS-independent way. This al-
lows us to use XML documents to represent
both the directories and the objects contained
within them. In general, such documents con-
sist of a header part and a data part. The
header part contains meta-information such

as the author of the document contents, the

times of creation, last access and last modifi-

cation, and the access rights that apply to
them. The data part contains the actual data,
or a link to an external document containing

it; in the case of an object representing a

directory, the data part contains pointers to

other directories and/or objects. The whole
directory structure can therefore be stored
securely together with the PING record data.

An additional benefit of this choice is that we

do not expose the directory structure of the

PING record. This is important because the

mere presence of a subdirectory (e.g. psychi-

atric admissions, or sexually transmitted dis-
eases) might disclose confidential informa-
tion.

Although the PING architecture allows full
functionality using only a flat file system,
particular implementations could instantiate
the data model and syntax within a propri-
etary database or file system. The motiva-
tions articulated above argue against such a
system, which will ultimately limit personal
control by the patient over the fate of their
record.

A recent New York Times article described
an expert panel [10] convened to discuss how
best to design a millennial capsule. There was
overwhelming consensus that all digital me-
dia were currently far from adequate to store
any data for any period of time extending
into decades. Rather, the panel suggested
that analog media be used for long-term stor-
age such as acid-free paper. For this reason,
as well as the current lack of guaranteed
reliability of any network-based communica-
tion media, PING provides the user with two
formats of archival storage:

1. Printout in human-readable ASCII of the
entire PING record with structured tags.
This would allow a clean printout to be
readily scanned and parsed into the native
XML format of PING. Note that this
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printout is an archival form and not the
special application printouts that are gen-
erated on-demand for patients (e.g.
growth charts or immunization histories).
2. Tab-delimited file readable by most word-
processing and spreadsheet applications.
Although, in many ways, this storage
form is a step back from the exibility of
the native PING storage, it meets a desir-
able standard of care in giving patients
full control of their record and providing
a set of media that are known to last
longer than all existing digital media.

4.2. Authentication, authorization, security

Security issues play a central role in the
architecture of PING. Storage of sensitive
medical and personal data on a publicly ac-
cessible web server can only be allowed if
strong provisions are in place to ensure that
only authorized agents can access and manip-
ulate them. We plan to make heavy use of
cryptographic technology, in both software
and hardware forms, for this purpose. In
particular, we will address separately the
three issues of authentication (establishing
the identity of an agent with a high degree of
certainty), authorization (assigning the cor-
rect privileges to the agents), and encryption
(enforcing the security policies by preventing
unauthorized agents to access the informa-
tion in PING). In order to comply with the
above-outlined requirements of generality,
exibility, and platform independence, we did
not rely on the security features of the ma-
chine hosting the PING database, but we
implemented our own security architecture.
In doing so, we tried to adhere to widely used
cryptographic protocols and algorithms, tak-
ing advantage of existing technology and
open-source software where possible.

The PING system uses role-based authenti-
cation to determine the access rights that

apply to an individual agent. Access rights,
here called privileges, are described in terms
of five atomic operations: Create (add an
object to the PING database), Read (access
the data part of an object), Modify (change
the data part of an object), Delete (remove an
object from the database), and Annotate. The
last operation refers to the ability to add
annotations to any record obtained from any
data source, independently of its format and
semantics, while maintaining the integrity of
the original data: that is, annotations are in
themselves first-class objects within the PING
framework.

A role represents a set of agents possessing
certain privileges over an object in the PING
database. A role can represent a single indi-
vidual (e.g. my friend Ann), an unspecified
individual, whose identity can change over
time (e.g. my psychiatrist), or a group of
individuals (the physicians of an emergency
department); moreover, PING defines three
special-purpose roles: Owner (the owner of
the data in the PING database), Author (the
agent who created an object) and Other (a
‘catch-all’ role to describe privileges that ap-
ply to agents with no other role). Note that
an agent can belong to more than one role; in
particular, all agents belong to the Other
role. Note also that the Author of a PING
document is not necessarily its Owner: in
some cases, the Owner will grant other agents
permission to create documents in his or her
PING database (e.g. a lab submitting exam
results). The PING server maintains a data-
base of agents, listing their identity, their
authentication credentials, and all the roles
that have been assigned to them. It also
records the identity of the owner of each
PING database. The information contained
in the header part of every PING object tells
the system, among other things, who its Au-
thor is and what privileges apply to the spe-
cified roles. Fig. 1 shows an example of a
PING object.
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The header part of this object specifies
that it was created by the agent identified by
the name ‘agentl’, and that its owner can
read it, delete it and annotate it, while its
author can read it and modify it; all other
agents have read-only access to this object.
In the actual implementation, the header
contains other elements, not shown here for
simplicity. The object data are contained in
an external XML file, pointed to by the
URL attribute in the Data tag.

The goal of the authentication phase is to
determine the identity of the agent request-
ing access to the PING record with the
highest possible degree of certainty. Several
different factors influence the choice of a
personal identification scheme. By far the
most widespread solution in use today is
password-based authentication; although
very easy to implement, this scheme is gener-
ally recognized as offering very weak secu-
rity. An alternative, software-based solution
is to store a secure identifier, such as a pri-
vate cryptographic key, on the client ma-
chine; in this case, however, the drawbacks
are that users are forced to access the system
from a single machine, and that allowing
multiple users to use the same machine

<Ping-object name="Example">
<Header>
<Author alias="agentl" />

poses high security risks. At the other end of
the spectrum, we find authentication based
on biometric hardware devices, such as
fingerprint readers, face-recognition systems,
voice-spectrum analyzers, etc. The cost and
reliability of these devices vary widely, but
some of them (notably fingerprint readers)
are becoming increasingly available on low-
end hardware. They could therefore become
common enough to attain the ubiquitous ac-
cess that is one of the desiderata of the
PING project. While biometric solutions in
principle offer the best possible form of au-
thentication, they suffer from a serious
weakness: the physiological features they
measure (e.g. the shape of fingerprints, the
iris pattern) cannot be changed; if the corre-
sponding data are intercepted, the authenti-
cation system becomes useless. A possible
compromise is represented by devices such
as smart-cards or hardware keys; some of
them plug directly into one of the I/O ports
of a personal computer, while the others re-
quire some kind of reader. Possibly coupled
with passwords to increase security, these
devices represent an effective and affordable
solution to the problem of personal identifi-
cation.

<Creation-date time="944003712498" />

<Privileges>

<Privilege role="owner" read="t" annotate="t" delete="t" />
<Privilege role="author" read="t" modify="t" />
<Privilege role="other" read="t" />

</Privileges>
</Header>

<Data type="text/xml" url="datal.xml">

</Data>
</Ping-object>

Fig. 1. XML representation of a PING object.
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In the course of another project, the
Health Information Identification and Del-
dentification Toolkit (HIIDIT) [11], we have
also explored various alternatives for crypto-
graphic identification systems that prevent,
without the patient’s express consent, the
tracing of an authenticating identity to a
recognizable human identity. Whether or not
this technology is used for PING will be
determined to a large degree by the confi-
dence that is placed in the encryption of the
PING record.

As an example of a scheme to prove an
agent’s identity, we describe a procedure
based on public-key cryptography [12]. We
assume that the server possesses, or is able to
obtain, a copy of the public key of each
known agent. In order to test whether an
agent really owns the identity it is claiming,
the following steps are taken:

e The server generates a random sequence of
bytes of arbitrary length and sends it to
the agent.

e The agent computes a digital signature of
the sequence using its private key, accord-
ing to one of the several algorithms avail-
able for this purpose (every agent should
implement at least one signing algorithm,
while the PING server should implement
the largest possible number of signature
verification algorithms).

o The agent then sends the signature back to
the server that can test its validity using
the agent’s public key.

In order to illustrate the authorization pro-
cedure in PING, let us assume that agent A
has contacted the PING server and requested
to perform the action P on an object O and
that it has also communicated to the server
its identity and (optionally) the credentials it
wishes to use to authenticate itself. The
PING server performs the following steps:

1. It creates an initially empty set of valid roles
RYV.

2. It verifies whether the supplied identity is

known. If it 1s unknown, it adds the role
‘Other’ to RV, and skips to step 4.

3. It verifies the agent’s identity by evaluating
the supplied credentials, or requesting ad-
ditional credentials in case they are not
suficient. (This step might require some
form of negotiation between the server and
the agent, in order to determine the form
of authentication to use. The server can
refuse to authenticate an agent using an
authentication scheme it believes to be too
weak, even if the agent supplies the correct
credentials.) If authentication does not suc-
ceed, access is denied, and the procedure
terminates.

4. It adds the agent’s identity and all the roles
that were assigned to it by the database
owner to the set RV.

5. Tt accesses the object O and determines the
set RP of roles whose privileges include the
action P. If ‘Owner’ is a member of RP, it
is replaced by the identity of the owner of
the PING database. If ‘Author’ is a mem-
ber of RP, it is replaced by the identity of
the agent that created the object O.

6. The PING server determines the intersec-
tion between RP and RV If the intersection
is empty, the request is denied, and the
procedure terminates. Otherwise, the re-
quest is granted.

Note that the above-described procedure
decouples authentication from authorization:
the ability to perform an action on an object
depends on the roles of the requesting agent
and only indirectly on its identity.

Finally, encryption techniques are employed
by PING to protect the data from unautho-
rized access and modification. In particular,
encryption is used in two contexts:

e The objects constituting the PING data-
base are stored as encrypted files on a
traditional web server; in this way, al-
though accessible to everybody (including
the PING server), they are not readable.
Moreover, the use of cryptographic hash
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functions makes it possible to detect mod-

ifications to the data.

e Data are sent from the PING server to the
agents over a secure, encrypted network
link (e.g. SSL, Secure Socket Layer).

It is important to note that the only loca-
tion where the objects exist in unencrypted
form is inside the memory of the PING
server, and that the server also stores the key
used to decrypt them. The PING architec-
ture, therefore, concentrates all vulnerabilities
in a single point, the PING server, making it
easier to defend the entire system from possi-
ble attacks.

4.3. Performance

Speed, although important, is not a funda-
mental requisite of the PING architecture,
since, in a web-based application, speed is
usually determined by the network latency
time. Accordingly, we decided to develop the
system using a programming language that
privileges portability and reusability over
speed of execution. We will nevertheless try
to identify the components of the software
architecture that could reduce the overall re-
sponse time of an application based on
PING.

e Encryption. Public-key encryption al-
gorithms, that are known to be relatively
slow, are only used in the agent authenti-
cation phase. Data encryption is per-
formed using a symmetric cypher that is
much faster. Hardware solutions are also
available to encrypt the contents of a file
before writing it to long-term storage.

e XML parsing. XML was designed to be
easy to parse and to generate, and we
therefore believe that the choice to encode
data in XML brings about no perfor-
mance penalties. Moreover, as XML gains
widespread adoption, the number of read-
ily available optimized XML parsers will

keep increasing, as will the advantages of
using a common data representation
format.

@ Access control. The authorization proce-
dure described above relies on comparing
simple identifiers and enjoys low computa-
tion complexity. Authentication proce-
dures can introduce delays in certain
circumstances (e.g. when random numbers
have to be generated), but authentication
only needs to be performed once for each
session.

5. Research and public health

There is an ever-growing list of parties that
claim some right of access to the patient’s
record. Apart from the substantial fiscal in-
terests involved, there are also significant
concerns about being able to perform clinical
research and public-health surveillance. For
this reason, many health-care systems are
developing data warehouses for analytic pur-
poses, the contents of which are obtained
under blanket consent from patients who re-
ceived care within those systems. There is
some controversy about the secondary uses
of data obtained under these blanket con-
sents, and furthermore, the data typically just
capture the parts of the health history ob-
tained during contact with the health-care
system. And typically only of a single health-
care system, even if the care over the patient’s
lifetime was distributed over several systems.

PING provides an alternative means for
conducting research and public-health
surveillance using both data obtained from
institutional sources with patient annotations
as well as the patient’s own original entries
(from a variety of patient-directed inputs).
We have designed a program called a PING-
poller, which broadcasts queries from a
PING server to all of a specified population
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of PING records. The PING poller then dy-
namically builds a relational database using
the results returned by the PING server.
Each user can specify those queries to which
they will respond, and the subset of their data
they want to make visible. For example, a
patient may choose to allow public-health
authorities to poll their immunization history
(to allow the generation of region-wide im-
munization registries) and a pharmaceutical
company only, all events that might be
classified as adverse events during a con-
strained period of a drug trial to which the
patient has consented. Several challenges are
apparent and may worry both public health
authorities and researchers: the patients may
not choose to release all or any of their
pertinent data. Furthermore, the data ob-
tained will be biased by the nature of those
patients who are agreeable to using web-
based technology and furthermore agreeable
to using PING as a reporting and record
system. As PING complements and does not
replace existing data sources, the first chal-
lenge is not as significant as it might seem. As
for the second challenge, there are several
statistical techniques, including independent
randomized polling, that can be used to cor-
rect for the biased characteristics of this data
collection and reporting system.

Perhaps the most promising feature of
PING for large-scale population-based re-
search is that it overcomes the often petty
institutional obstacles that prevent data
sharing. It is hardly a secret that several
institutions have limited efforts for data
sharing ostensibly in the cause of patient
privacy when often it has been market com-
petition, institutional rivalries and notions of
intellectual property of the aggregated patient
data that have been the underlying cause of
resistance to integration. In contrast, patients
may be strongly motivated to share their data
with specific duly authenticated parties for

various reasons (their own care, interest in
furthering research in their own disease, gen-
eral altruism). By placing a patient-aug-
mented copy of these institutional records in
the patient’s control, it may be that the
availability of this information for numerous
researchers will increase.

6. Applications

If successful, PING will represent a major
shift in the way medical information is col-
lected, managed, and used. We believe that
the key to the adoption of the PING technol-
ogy will be represented by the ability to
provide a set of applications that take advan-
tage of it. The first implementation of the
PING server, written in the Java™ program-
ming language, is currently being used as the
development platform for several such appli-
cations. The following are examples of appli-
cations currently under development or being
planned for the near future.
® Newborn medical record. This application

has been funded by the National Library

of Medicine as part of Phase II of its Next

Generation Internet project. The applica-

tion domain of the postpartum period in-

volves the collaboration of several
institutions (birth hospital, primary care
providers, tertiary care institution, state
screening laboratory) and of the families,
that often already maintain personal medi-
cal records (e.g. the baby booklets, immu-
nization and growth histories). In
addition, it does not require significant
investments in entering antecedent data to
bring the record up to date. In prior
projects, we have already built some of the
integration infrastructure required for this
test-bed. Specifically, the birth hospitals
(Brigham and Women’s Hospital and Beth
Israel), in which most of the infants seen
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by Children’s Hospital affiliated pediatri-
cians are born, are linked securely over the
Internet through the W3-EMRS data-
sharing architecture [13]. This linkage was
implemented as part of the BiliLIGHT
project to implement automated guidelines
for the management of infants with jaun-
dice [14].

Secure and reliable lab-test result reporting
to patients. We developed a system based
on PING to report automatically the re-
sults of throat culture tests to patients.
The system is composed of two modules.
The first module is a puller that extracts
the test results from Children’s Hospital
database when they become available, and
stores them in the patient’s own PING
record. The second module is a web-based
interface through which the patients can
retrieve the test results and acknowledge
them. The whole system is designed to
automate the process by which test results
are communicated to patients, a process
that currently relies on telephone calls. An
additional benefit is that the test result,
represented as an HL7 message, becomes a
permanent part of the patient’s PING
record. The application is currently under-
going internal testing and will be tested
with real users in the fall of 2000.
Immunization record. Prior work in immu-
nization systems contrasts with the PING
approach. Linkins et al. [15] reported that
36 immunization registry projects were op-
erational in the United States, with several
hundred others in various stages of devel-
opment or deployment. Unfortunately,
each state has its own legislation govern-
ing the privacy and distribution of immu-
nization records [16]. Even without
considering the legal restrictions, there
currently exist no standards for the inter-
change of immunization records between
immunization registries. Because there is

no standard way to query registries in an
aggregate manner, agencies such as state
departments of health and the Centers for
Disease Control and Prevention thus have
no consistent method to obtain aggregate
regional measures of immunization rates.
Twelve birthing hospitals in the state of
Massachusetts now prompt parents to al-
low their newborn’s immunization infor-
mation to be entered into the state registry
for sharing. This suggests that parents are
now being exposed very early to the con-
cept of the computerized immunization
registry and that their child’s vaccination
history will be available there. However,
with centralized state or regional registries,
parents do not own their child’s computer-
ized immunization history, cannot easily
view the history themselves, and cannot
have the history follow them or their child.
PING will allow cryptographically imple-
mented, role-based access to authorized
researchers and public-health authorities.
Additionally, for particular queries, only
anonymized data will be returned,
whereas, for other applications, full iden-
tified data will be obtained (only upon the
explicit, irrepudiable authorization by the
patient). In this, too, the experience of the
HIIDIT project will be particularly help-
ful. For example, a state or national orga-
nization with proper authorization could
use such queries with PING to obtain
aggregate measures of immunization rates
without compromising a patient’s privacy.
A personal genomic record. The availability
of high-throughput, massively parallel
techniques to genotype and to assess RNA
expression levels in various tissues is grow-
ing rapidly [17]. It is highly likely that with
minimal tissue or blood, the entire genome
of every individual will be quickly profiled
within the coming decade. The prognostic
and diagnostic quality of this information



A. Riva et al. / International Journal of Medical Informatics 62 (2001) 27-40 39

is hard to overstate and so, in the same
measure, will be the issue of confidentiality
and patient autonomy. Consequently, one
of the major outgrowths of both the PING
and HIIDIT projects is the development of
an extension of PING engineered specifi-
cally for the data modeling and confiden-
tiality needs of the personal genomic
record. Although there has been a lot of
work on storing sequence data [18] and
microarray data [19], there has been very
little research on what it would take to
store an individual’s entire genomic infor-
mation along with lifelong protectable ac-
cess privileges.

7. Conclusions

We are now at a juncture in the develop-
ment of health information systems in which
the crucial role of the patient as primary
informant and autonomous ‘customer’ is be-
ing increasingly recognized. There are several
directions that the architectures of these sys-
tems can take as well as the technologies that
are used to implement them. The decisions
taken in this regard will have lasting proper-
ties in maintaining and changing the role of
the patient vis-a-vis the health-care system
and its providers. In particular, the confiden-
tiality and control of the patient’s record are
widely seen as valuable commodities with
multiple parties demanding access rights. In
this paper, we have described a highly dis-
tributed architecture that depends on the
least common denominator as its storage
medium: generic web pages. Furthermore, the
architecture allows for a high degree of pa-
tient control and autonomy in the manage-
ment of their own annotated copy of the
medical record while allowing for multiple
public health and research applications. Pre-
liminary prototypes have been implemented;

actual deployment started in Spring 2000,
and the first fully fledged testbed is expected
to be in operation by the fall of 2000.

Although we believe that PING will prove
to be a scaleable and useful personal health-
care infrastructure, we expect its principal
contribution to be in setting a high standard
for interoperability, patient control and au-
tonomy in the use of their own clinical
record. Consequently, we welcome collabora-
tions in this enterprise, as well as comments
and discussions regarding our particular de-
sign choices.
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