Internet Wiretapping and Carnivore

Abstract

Protecting the Fourth Amendment rights of citizens, while at the same time ensuring the right of the government to conduct justified search and seizure is a daunting task.  The FBI’s Carnivore Internet wiretapping system raises difficult legal, ethical and technological questions in achieving this two-prong goal.  The new issues raised by Internet wiretapping are explored through a case study of the Carnivore system.  A proposal is set forth to deal with these issues in a manner that would both protect individuals’ privacy and permit the government do its job in law enforcement.
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Introduction

One of the most fundamental tasks for a democratic society is the balancing of the needs of law enforcement versus the fundamental rights of its citizens.  In American society, we hold the right to protection from unreasonable search and seizure by the government to be one of these fundamental rights.  However, in some instances, law enforcement agencies must conduct searches in order to accomplish their goals of protecting the society as a whole from criminals.  In hopes of achieving this balance, a series of laws have been passed to delineate specific rules and regulations for the use of search and seizure by the government.

Emerging technologies have historically presented many challenges to this careful balancing act.  Electronic surveillance in particular, has posed a great deal of privacy concerns.  Most recently, the fast development and increasing importance of the Internet has spawned a new set of concerns for law enforcement as well as citizen’s privacy protection.  In response to this new technology the FBI has developed Carnivore an Internet wiretapping system.  

This paper sets out to inform the public about the current technical, governmental, and public opinion state of United States Internet wiretapping activities, through the case study of the FBI’s Carnivore system.  The concerns that remain from the current state of Internet wiretapping are then outlined, and a proposal is presented to address these concerns. 

Timeline

1791 – The Fourth Amendment to the Constitution

1928 – Olmstead v United States
1934 – Federal Communications Act

1937 – Nardone v United States
1939 – Nardone v United States

1967 – Berger v United States
1967 – Katz v United States
1968 – Omnibus Crime Control and Safe Streets Act

1978 – Foreign Intelligence Surveillance Act

1979 – Smith v Maryland
1986 – Electronic Communications Privacy Act

1994 – Communications Assistance for Law Enforcement Act

2000 – US Telecom v FCC
2000 – Hearings in House and Senate committees

2000 – Digital Privacy Act, proposed

2000 – Electronic Communications Privacy Act, proposed

2000 – Illinois Institute of Technology Research Institute report released

I. Background

A. Legislative History of Wiretapping


Wiretapping has an extensive history in America.  The regulation of government surveillance commenced with the Fourth Amendment to the Constitution, which reads:

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized. 

This amendment was included by the authors of the Constitution in response to the unrestricted right of search and seizure enjoyed by law enforcement agents in Great Britain.  The framers of the Constitution wished to protect the American people from being searched without proper justification and to ensure proper minimization of the search.  However, this issue is far from cut and dry, it has undergone over two hundred years of interpretation and regulation, surrounded by a great deal of controversy and debate.  The controversy has surrounded the fact that although the Fourth Amendment clearly protects one against physical searches, increasingly throughout history, as new technologies have been developed, it has become easier and easier to discover personal information about people without performing a traditional physical search of their person or residence.  


Wiretapping was developed practically simultaneously with the invention of the telegraph in 1844, and has created challenges for the application of the Fourth Amendment ever since.
  Following the invention of the telephone, the microphone, and many other technologies, wiretapping has become more and more common as well as easier to implement.  However, many years passed without any formal regulation at the federal level.  The Federal Communications Act of 1934 contained the first federal regulation of wiretapping, stating that:

…no person not being authorized by the sender shall intercept any communication and divulge or publish the existence, contents, substance, purport, effect, or meaning of such intercepted communications to any person.
  

However, this law did not forbid wiretapping itself; it forbade the disclosure of information gathered through wiretapping.  So law enforcement agencies and the government continued to wiretap with increasing frequency.


The late 1960’s challenged this trend when the public’s awareness of, and concerns for, wiretapping regulation were ignited.  Dramatic testimony before Congress by Hal Lipset drew the general public’s attention to the ease with which eavesdropping could be accomplished.
  Suddenly the public was pushing for regulation of eavesdropping on their private lives.  Yet at the same time, law enforcement agencies were arguing the vitally important role that wiretapping played in gathering evidence against criminals, especially in organized crime cases.  In response, the first major federal regulation of wiretapping, the Omnibus Crime Control and Safe Streets Act, was passed in 1968.  Title III of this act, also known as the federal wiretap law, made the first attempt at regulating wiretapping.  Title III begins:

To safeguard the privacy of innocent persons, the interception of wire or oral communications where none of the parties to the communication has consented to the interception should be allowed only when authorized by a court of competent jurisdiction and should remain under the control and supervision of the authorizing court.

Title III laid a framework in which wiretapping was outlawed, except when conducted by law enforcement agents pursuant to a court order.  In addition, wiretapping would only be permitted in cases involving specific serious crimes, and would only be authorized as a last resort, when other investigative techniques had been shown to be too dangerous or ineffective.
  Title III also stated that all wiretapping must be minimized to intercept only relevant communications as much as possible. 
 This regulation was added to satisfy the particularity of the search warrant that was required by the Fourth Amendment.
  Before any recordings could be admitted as evidence in court, Title III called for notification after completion of the wiretap with sufficient opportunity to challenge the probable cause on which the wiretap was based, as well as how the wiretap itself was conducted.


The actual practice of wiretapping has developed an extensive list of procedures that are followed throughout the process.  The first step in this process is the obtaining of a court order, which itself involves a series of three basic steps.  The first step is that the law enforcement officer who is responsible for the investigation must draw up a detailed affidavit, showing that there is probable cause to believe that the target telephone is being used to facilitate a specific, serious, indictable crime.  The second step involves a government attorney working with the officer to prepare the official application for the court order.  For federal wiretapping orders, this application must be approved by either the Attorney General, Deputy Attorney General, Associate Attorney General, any Assistant Attorney General, any acting Assistant Attorney General, or any Deputy Assistant Attorney General in the Criminal Division designated by the Attorney General.   In the third step the attorney presents the approved application ex parte to a federal or state judge who is authorized to issue a court order for electronic surveillance.  The court order is then issued for at most 30 days, with the possibility of filing for an extension.  Any wiretap must be terminated upon the achievement of the objectives in the court order, regardless of whether the time limit on the order has been reached.  After the completion of a wiretap the recordings are sealed by the judge who ordered the tap and are kept for ten years.
  In granting the court order for wiretapping the judge must determine that:

(a) there is probable cause for belief that an individual is

     committing, has committed, or is about to commit an offense

     covered by the law;

 (b) there is probable cause for belief that particular

      communications concerning that offense will be obtained through

      such interception;

 (c) normal investigative procedures have been tried and have failed

      or reasonably appear unlikely to succeed or to be too dangerous;

 (d) there is probable cause for belief that the facilities from

      which, or the place where the communications are to be

      intercepted are being used, or are about to be used, in

      connection with the commission of such offense, or are leased

      to, listed in the name of, or commonly used by such person.

Additionally, as previously mentioned, the information collected from any electronic surveillance must be minimized.  For telephone wiretaps this requirement is usually fulfilled by turning off the tap during any conversations that are not relevant to the investigation, and then turning the tap back on every few minutes to perform a spot check to determine whether or not conversation has become relevant.
  After the completion of the wiretap, notification normally will be given within 90 days, but notification may be delayed upon proving that it is in the best interest of justice.
  Then before any of the contents of the intercepted communications may be used as evidence in any trial or hearing, each party must receive a copy of the application and court order at least 10 days in advance of the trial.
  This 10 day time period gives the defendant the opportunity to move to suppress the evidence.


In addition to the requirements that Title III sets forth to protect the individual from “unreasonable search and seizure”, there are also general reporting requirements that assure there is some level of public awareness of government surveillance.  It requires that within 30 days of the expiration or denial of a court order for wiretapping, the judge report information about the tap to the Administrative Office of the United States Courts (the AO).  The Attorney General for all federal wiretaps or the principal prosecuting attorney for all other jurisdictions must also report to the AO after the completion of a tap.  Then each year the AO is required to integrate this information to produce an annual report, "Report on Applications for Orders Authorizing or Approving the Interception of Wire, Oral, or Electronic Communications (Wiretap

Report)", containing information on all federal and state electronic surveillance.  In addition to information on individual wiretaps, this report must contain summary information, including: the number of authorized wiretaps, the number of wiretap applications that were denied, the number of wiretaps installed, the average duration of the original authorization and of extensions, the place or facility where the wiretap was authorized, the major offenses involved, the average number of persons intercepted per installed interception device, the average number of interceptions per installed interception device, the average number of incriminating intercepts per installed interception device, the average cost of interception, the type of interception, the number of people arrested as a result of interceptions, and the number of people convicted as a result of interceptions.


The executive branch of government, throughout the history of wiretapping, had “sought unfettered, warrantless authority to resort to wiretapping”
 in cases of ‘national security’.  They argued that these taps affected fewer American citizens and that the risks associated with national security were significantly more dire.  And furthermore, that the combination of these two facts made the decreased privacy protection, that would be afforded to foreign intelligence surveillance, worth the greatly increased protection that the country would have from foreign threats.  Although, Congress disagreed with the Executive branch, in 1968 when Title III was passed, no explicit regulation of national security taps was made.  Title III simply stated:

Nothing contained in this chapter or Section 605 of the Communications Act of 1934 shall limit the constitutional power of the President to take such measures as he deems necessary to protect the Nation against actual or potential attack or other hostile acts of a foreign power, to obtain foreign intelligence information deemed essential to the security of the United States, or to protect national security information against foreign intelligence activities.  Nor shall anything contained in this chapter be deemed to limit the constitutional power of the President to take such measures as he deems necessary to protect the United States against the overthrow of the Government by force or other unlawful means, or against any other clear and present danger to the structure or existence of the Government.  

The exact interpretation of this section caused controversy and prompted the writing of a new law aimed at resolving the complications involved in ‘national security’ electronic surveillance.


The Foreign Intelligence Surveillance Act of 1978 (FISA) was passed by Congress in an attempt to define the power of the Executive branch regarding foreign intelligence surveillance.  FISA applies to all electronic surveillance that intercepts communication sent by, or intended to be received by, United States citizens or organizations while they are within this country.  FISA also authorizes the interception of the communications of “foreign powers and agents of foreign powers for foreign intelligence purposes.”
  Although electronic surveillance conducted under the authority of FISA must conform to certain regulations, the requirements for obtaining a court order and for reporting to the AO are much less restrictive than those outlined by Title III.  Court orders for a FISA wiretap are granted by the Foreign Intelligence Surveillance Court, “which is made up of seven District Court judges specially appointed by the Chief Justice of the United States.”
  These judges serve seven-year terms on the court.
  The application is made based on “a probable cause finding that the target is a foreign power or an agent of a foreign power.”
  “The order must be applied for by a federal officer, and approved by the attorney general, who is required to inform the House and Senate Committees on Intelligence of all FISA wiretap activity twice a year.”
  


Much like Title III, FISA requires that reports of all wiretaps be made to the AO every year.  However, the information disclosed about FISA taps is significantly limited.  The Attorney General is required only to supply the number of applications and the number of orders granted per year.  All other information about FISA taps is classified. In addition, FISA provides for two situations in which no court order is needed to intercept communications. 

The first is when the communications are exclusively between or among foreign powers or involve technical intelligence other than spoken communications from a location under the open and exclusive control of a foreign power; there is no substantial risk that the surveillance will acquire the communications to or from a U.S. person; and proposed minimization procedures meet the requirements set forth by the law.  Under those conditions, authorization can be granted by the President through the Attorney General for a period up to one year.  The second is following a declaration of war by Congress.  Then the President, through the Attorney General, can authorize electronic surveillance for foreign intelligence purposes without a court order for up to 15 days. 

Another significant difference between FISA and Title III wiretaps is that no notice is required at any point, “unless the government seeks to use the results in a criminal prosecution”
, in which case prior disclosure must be made to allow for motions to surpress the evidence.


With the growing number of technologies enabling electronic transfer of data, it became necessary to clarify that the protections provided by Title III applied to these new technologies.  In addition, civil liberties groups were calling for clear protections from law enforcement agencies gaining access to pen register information without a court order.  The 1986 Electronic Communications Privacy Act (ECPA) was passed in response to these growing concerns, and addressed several issues.  


ECPA amended Title III “to protect cellular telephones, electronic mail, pagers, and electronic data transmissions.  Semi-public communications like paging devices with no message (only a tone), ham radio, mobile and airline radios, police scanners, and the radio portion of a cordless phone call are not covered.”
  This amendment effectively requires that interception of almost all communications over wire line or wireless require a court order granted only with the establishment of probable cause.


The next major issue that was addressed by ECPA was the establishment of regulations governing the obtaining of information provided by pen registers and trap and trace devices.  Pen register devices capture outgoing phone numbers dialed.  While, trap and trace devices obtain the incoming phone numbers dialed.  This section of the law states:

Upon an application made under section 3122 of this title, the court shall enter an ex parte order authorizing the installation and use of a pen register or a trap and trace device within the jurisdiction of the court if the court finds that the attorney for the Government or the State law enforcement or investigative officer has certified to the court that the information likely to be obtained by such installation and use is relevant to an ongoing criminal investigation.

In effect, this law requires only that the Attorney General give assurance that the information gathered is relevant to an ongoing investigation, and the judge simply acts as a signatory of the order, not in the evaluator role given for traditional Title III taps.  Pen register taps are allowed for sixty days, again with the possibility of applying for an extension.


Finally, the ECPA granted law enforcement the ability to apply for roving wiretaps, which are specific to a person rather than a location.  Roving wiretaps are granted if there is a “demonstration of probable cause that the subject was attempting to evade surveillance by switching telephones.”
  However, other than granting law enforcement the right to track the suspect as he changes lines, the rules governing the granting of court orders for roving taps are the same as for traditional wiretaps.


Historically, until the ECPA of 1986, the wiretap legislation was aimed at increasing privacy protections, while at the same time preserving law enforcement’s ability to take advantage of evidence gathered by intercepting communications surreptitiously.  However, in 1994, the Communications Assistance for Law Enforcement Act (CALEA) was signed into law, marking the first time that legislation was enacted to promote law enforcement’s ability to conduct electronic surveillance.   CALEA requires telephone companies to ensure that developing technologies, as well as some old technologies, do not impede law enforcement interception.  The legislation mandates, in effect, that carriers must take steps to ensure that the broad technological trends in the industry do not eliminate law enforcement access to communications of targeted individuals.

While Congress granted the government that telecommunications technologies were developing in such a way that it was becoming impossible in some cases for them to intercept only the communications of a particular individual, they did not want to allow law enforcement to access communications to the detriment of privacy.  To ensure that law enforcement was given the access they needed, and citizen’s privacy was still protected, limitations to the power granted to law enforcement were carefully included in CALEA.  In addition, Congress did not want the new law to have a negative effect on American innovation in the telecommunications industry.  Thus, it was necessary to include provisions to encourage development of new technologies.

CALEA’s main premise states:

A telecommunications carrier shall ensure that its equipment, facilities, or services…are capable of expeditiously isolating and enabling the government, pursuant to a court order or other lawful authorization, to intercept, to the exclusion of other communications, all wire and electronic communications carried by the carrier within a service area to or from equipment [and] to access call-identifying information.

While Congress aimed only to preserve the status quo with regard to electronic surveillance and not to enhance it, the FBI and other law enforcement agencies have continually pushed for a broad interpretation of CALEA.  They have argued, for example, that the use of “call-identifying information” entitles them to more information than the traditional ‘numbers dialed’ interpretation of the past.


The first major battle that the authors of CALEA contended with was the opposition that this bill encountered from telecommunications companies.  The telecommunications companies had two major concerns.  The first involved what they saw as an overwhelming financial burden to implement its provisions.  The second was a more general concern that this bill would effectively allow law enforcement agencies to dictate how telecommunications companies designed new systems.  To address the first concern “Congress agreed to authorize an astounding $500 million of taxpayers’ money to reimburse the telephone companies.”
  At the time, this provision of the bill satisfied the telecommunications companies.  However, in the years since the passage of CALEA they have discovered the difference between Congress authorizing money for something, and Congress appropriating funds for something, as disbursement of the funds has been delayed many times.  To address the second concern, CALEA denied the government any licensing authority over developing technologies.  Instead, if industry did not develop a standard of compliance with CALEA the responsibility fell by default to the Federal Communications Commission (FCC).
  This authority was given to the FCC with the understanding that they work towards a solution which would promote innovation as well as privacy protections, while still preserving the ability of law enforcement agencies to intercept communications.  


In addition to the provision that compliance standards be developed with special attention to privacy issues, CALEA included other provisions designed to preserve privacy protections.  CALEA originally included an amendment to ECPA that extended the protections provided therein to wireless data transfers.  However, the Justice Department was able win the repeal of this privacy enhancing provision.
  Alas, despite all of the good intentions of Congress to include privacy protections, CALEA marked the first major retreat from providing privacy protections for telecommunications technologies in legislation.

Privacy Enhancing Bills Proposed by the 106th Congress


There were several privacy enhancing bills proposed by the last Congress.  In particular, this section will address some that would have promoted privacy protection with regard to electronic surveillance, had they been passed before the installation of the 107th Congress.


The Digital Privacy Act of 2000 was sponsored by Representative Bob Barr, and introduced on July 27, 2000.  This act would provide for many amendments to the federal wiretapping laws.  It reduced the time lag, from 90 days to 30 days, between the end of a wiretap and the required reporting to the AO.  In addition, the Attorney General would have been required to make an annual report of wiretapping activity to Congress, not just the AO.  The act also would have extended the prohibition against using intercepted wire or oral communications as evidence in trial to include electronic communication (the prohibition applies to all evidence that is in violation of any part of the wiretapping laws).  Perhaps the most important change included in this act was a revision of the pen register and trap and trace sections to allow issuance of a court order if probable cause was shown, not just when the Attorney General asserted that the information was relevant to an ongoing investigation.  The act also would have extended the requirement for the issuing of a warrant in order for law enforcement agencies to gain access to stored electronic communications that have been stored by electronic communications services for one year or less.  Finally, the Digital Privacy Act would have permitted a mobile electronic communications service provider to provide location information to a law enforcement agency only if probable cause as required for a wiretap was determined or consent of the user was given prior to disclosure.  


This bill was referred to the House Committee on Judiciary for consideration, where it was passed to the Subcommittee on the Constitution for evaluation.  The last significant action on this bill was a Subcommittee hearing that was held on September 6, 2000.


The other bill of significant importance regarding wiretapping regulations that was considered by the 106th Congress was the Electronic Communications Privacy Act of 2000.  This bill was sponsored by Representative Charles Canady and was also introduced on July 27, 2000.  The Electronic Communications Privacy Act of 2000 also called for an amendment of the prohibition rule of the federal wiretapping law to include electronic communications and electronic communications obtained from storage at the electronic communications service provider.  It would have required the AO, the Attorney General, and the Director of the AO to report annually to Congress regarding any requests to disclose the contents of stored electronic communications.  This bill also included a provision to raise the standard to obtain a court order for a pen register or trap and trace information by requiring that the court find that "specific and articulable facts reasonably indicate that a crime has been, is being, or will be committed, and information likely to be obtained by such installation and use is relevant to the investigation of that crime."  It would have increased the civil penalties for illegally intercepting communications.  In order to extend the period before notification that a wiretap occurred, this act would have required court assurance that it is in the interest of justice to delay notification.  Whereas, the current law simply states that a “governmental entity” may make this determination.  The bill would have required that location information of a mobile electronic communications user only be released to law enforcement officials upon issuance of a court order requiring probable cause, or to emergency response personnel in the event of an emergency, or to parent or guardian in an emergency situation, or when the express consent of the user has been given.  The bill would have extended the right of the Attorney General to approve an emergency use of pen register or trap and trace device for 48 hours without a warrant in cases of immediate danger to national security.  But included in this provision, that if upon examination the government was found to have insufficient evidence for the use of this measure, that notice must be given to the person whose communications were monitored.  This bill also would have extended the protection of stored electronic communications to those that had been stored for one year or less.  Finally, this bill would have extended the definition of “electronic storage” to include email messages that had already been accessed by the user but remain in storage on the electronic communications service provider’s network.  (This bill also included some other provisions that will not be described in this section because they do not have direct relevance to this paper.)


The Electronic Communications Privacy Act of 2000 progressed much further through the legislative process than the Digital Privacy Act of 2000.  The bill had been referred to the House Committee on Judiciary, followed by the Subcommittee on the Constitution where it was amended.  The last major action on this bill involved its preparation for the House floor on October 4, 2000.

Judicial History of Wiretapping


The first major case in United States history that challenged the government’s right to eavesdrop on telephone conversations surreptitiously was Olmstead v US in 1928.  During Prohibition in Seattle, Roy Olmstead was arrested by federal agents for running a large bootlegging operation, which had an estimated yearly income of two million dollars.  His conviction was based in part on evidence obtained by federal agents through warrentless wiretaps that were installed on the primary phone lines of the operation.  The appeal of the decision in this case was able to reach the level of the Supreme Court not because of any federal laws that prohibited wiretapping, because at the time there were no such laws.  The challenge that brought the Olmstead case before the Supreme Court centered around the fact that the police had violated a Washington State law which prohibited the interception of telephone conversations.  The defense argued that the warrentless wiretapping violated both the Fourth and Fifth Amendments to the Constitution.


The court upheld the ruling of the lower court.  Firstly, Justice Taft, writing the majority opinion of the court, said that the discussion must be confined to the question of the Fourth Amendment violation because without a violation of the Fourth Amendment there was no need to consider whether or not the Fifth Amendment had in fact been violated.  The court’s treatment of the Fourth Amendment question pivoted on their interpretation of the Amendment itself.  Their interpretation was that the Fourth Amendment applies only to physical things or persons, not intangibles such as telephone conversations.  Justice Taft, supporting this point about the Fourth Amendment and why the ruling in this case should be upheld says:

The Amendment itself shows that the search is to be of material things -- the person, the house, his papers or his effects. The description of the warrant necessary to make the proceeding lawful, is that it must specify the place to be searched and the person or things to be seized…. The Amendment does not forbid what was done here. There was no searching. There was no seizure. The evidence was secured by the use of the sense of hearing and that only. There was no entry of the houses of [sic] offices of the defendants.

Later in the opinion, Justice Taft goes on to expand his view on the question of wiretapping and the expectation of privacy in telephone conversations:

Congress may of course protect the secrecy of telephone messages by making them, when intercepted, inadmissible in evidence in federal criminal trials, by direct legislation, and thus depart from the common law of evidence. But the courts may not adopt such a policy by attributing an enlarged and unusual meaning to the Fourth Amendment. The reasonable view is that one who installs in his house a telephone instrument with connecting wires intends to project his voice to those quite outside, and that the wires beyond his house and messages while passing over them are not within the protection of the Fourth Amendment. Here those who intercepted the projected voices were not in the house of either party to the conversation.

However, the majority opinion was only held by a narrow 5-4 margin, and in what is one of the most quoted Supreme Court opinions in history, Justice Brandeis made a strong dissent to the majority opinion.


Justice Brandeis argued that the Fourth Amendment must be interpreted in the spirit of the words, not just the literal meaning of houses, person, or papers.  The Constitution was meant to be adaptable and to be able to apply equally well to the technologies available at the time that it was written as to technologies that were impossible to anticipate at the time that it was written.  Here is an excerpt from his opinion:

The progress of science in furnishing the government with means of espionage is not likely to stop with wiretapping.  Ways may some day be developed by which the government, without removing papers from secret drawers, can reproduce them in court, and by which it will be enabled to expose to a jury the most intimate occurrences of the home….

Whenever a telephone line is tapped, the privacy of the persons at both ends of the line is invaded and all conversations between them upon any subject, and although proper, confidential, and privileged, may be overheard.  Moreover, the tapping of one man’s telephone line involves the tapping of the telephone of every other person whom he may call, or who may call him.  As a means of espionage, writs of assistance and general warrants are but puny instruments of tyranny and oppression when compared with wiretapping….

The makers of our Constitution undertook to secure conditions favorable to the pursuit of happiness.  They recognized the significance of man’s spiritual nature, of his feelings and of his intellect.  They knew that only a part of the pain; pleasure and satisfactions of life are to be found in material things.  They sought to protect Americans in their beliefs, their thoughts, their emotions and their sensations. They conferred, as against the Government, the right to be let alone -- the most comprehensive of rights and the right most valued by civilized men. To protect that right, every unjustifiable intrusion by the Government upon the privacy of the individual, whatever the means employed, must be deemed a violation of the Fourth Amendment. And the use, as evidence in a criminal proceeding, of facts ascertained by such intrusion must be deemed a violation of the Fifth.

In this opinion Justice Brandeis took a clear stance on the right to privacy, and what he saw as the government’s responsibility to protect that right even as new technologies arose that could not be anticipated.


The next cases that had significant impact on the governments wiretapping practices were two cases involving Frank Carmine Nardone, Nardone v United States, 1937 and Nardone v United States, 1939.  These cases were brought to trial subsequent to the enactment of the Federal Communication Act of 1934 (FCA), which “prohibited the ‘interception and divulgence’ of wire communications.”
  In both cases, Nardone was accused of running a bootlegging operation and was convicted largely based on evidence obtained from warrantless wiretaps.  In both cases, the court ruled, based on the FCA, that the evidence or any evidence indirectly derived from the wiretaps could not be used as evidence in trial.  “In response to these decisions, Attorney General Robert Jackson ordered a halt to FBI wiretapping.”
  

Although these cases seemed to severely limit the government’s authority to wiretap, the halt in government wiretapping did not last long.  The government proceeded with wiretapping, arguing that the Nardone cases did not interpret the FCA as saying that wiretapping itself was illegal, only the act of tapping and then disclosing the information was illegal.  At this time many states were beginning to realize the full implications of wiretapping, and enacted laws to restrict the use of wiretapping.  In New York State, a law was enacted which set forth rules for securing a warrant to conduct a wiretap investigation.  It was this law that produced the next major judicial challenge to the power of the government to use wiretapping for the collection of evidence.

In 1967, the case of Berger v New York was brought before the Supreme Court, challenging evidence that was gathered against Ralph Berger using a wiretap installed pursuant to a court order, following the provisions of the new New York State law.  “Berger was convicted of attempting to secure a liquor license through a bribe.”
  However, he appealed the conviction because it was largely based on evidence from a wiretap.  Once again in this case the court overruled the decision of the lower court.  

The Court ruled that New York’s scheme for securing a warrant for police to eavesdrop, ‘is too broad in its sweep resulting in a trespassory intrusion into a constitutionally protected area’.  Among other things, a warrant under the Fourth Amendment must be precise in ‘particularly describing the place to be searched, and the persons or things to be seized’ including the nature of any conversations to be ‘seized.’

In the court’s opinion the New York State law did not fulfill these requirements.  They felt that the law did not require enough specification before a court order would be issued.  The Fourth Amendment was clear that it required a specific description of what was to be searched and/or seized in order to grant a warrant.  Therefore, the New York law that basically granted a warrant whenever law enforcement requested one was not sufficient to justify the use of what the court was beginning to recognize as such an invasive investigatory technique.


Until this point in history, the court’s position for or against electronic surveillance was based largely on the interpretation of statues, not the Constitution itself.  The court had yet to take the stance that the Fourth Amendment covered electronic communications as well as tangibles such as people and places.  This all changed with the decision in Katz v United States in 1967.  Charles Katz of Los Angles, California, was convicted of transmitting betting information across state lines by telephone.  This conviction was based largely on information gathered by FBI agents who had, without a warrant, attached a listening device to the outside of a telephone booth that Katz had been seen using.  Katz appealed the conviction arguing “that the evidence used against him at trial was gathered illegally, and therefore should have been ruled inadmissible by the trial judge.”
 

Katz’s appeal made it all the way to the Supreme Court where, with a 7-2 majority, the conviction was overruled.  This is the decision that provided the landmark assertion of the Supreme Court that the Fourth Amendment provides protection when there is a reasonable expectation of privacy.  In the majority opinion of the Court, Justice Stewart wrote:

The Fourth Amendment protects people, not places.  What a person knowingly exposes to the public, even in his own home or office, is not a subject of Fourth Amendment protection.  But what he seeks to preserve as private, even in an area accessible to the public, may be constitutionally protected.

This was the strong stance that privacy advocates had been waiting for from the Supreme Court for the nearly four decades since the Olmstead decision.  In this case there had been no trespass onto private property, in fact there had been no intrusion at all, moreover there had not been a seizure of any tangible things.  Yet the court considered none of these facts important.  The important fact was that “Katz had ‘justifiably relied’ on the privacy with the phone booth.”
  This ruling effectively overturned the Olmstead decision and ushered in a new era in the terms in which electronic surveillance was deemed acceptable only if it conformed to the rules set out in the Fourth Amendment.


Thus far all of the disputes over electronic surveillance had been confined to the government seeking access to the full content of such communications.  However, full content is not the only type of information that the government can access.  It is also possible for the government to solely access the numbers dialed and the numbers of incoming telephone calls.  Pen register and trap and trace devices are used to achieve these ends respectively.

The first major case that challenged the government’s right to access this information was Smith v Maryland, tried in 1979.  Smith was convicted of robbery, in part based on information that the police had gathered from a pen register device.  The defendant’s telephone company, upon the request of, but without a warrant from the police, had installed the pen register device on his home telephone line.  Prior to the original trial Smith filed a petition to surpress the evidence gained from the pen register device including “all fruits derived” from the warrantless use of the device.  The Maryland court denied the motion, finding that the installation of a pen register without a warrant was not a violation of the Fourth Amendment. 

The decision was appealed by the defendant to the Supreme Court, where the decision was upheld by a 5-3 majority (Justice Powell did not participate in this case).  The opinion centered on the fact that the numbers dialed to make a telephone call are normally transmitted at least to the telephone carrier.  The majority opinion written by Justice Blackmun explains:

Application of the Fourth Amendment depends on whether the person invoking its protection can claim a "legitimate expectation of privacy" that has been invaded by government action. This inquiry normally embraces two questions: first, whether the individual has exhibited an actual (subjective) expectation of privacy; and second, whether his expectation is one that society is prepared to recognize as "reasonable." Katz v. United States, 389 U.S. 347. Pp. 739-741.

To further address whether or not the numbers dialed in a telephone exchange qualify under this test Justice Blackmun went on to say:

Petitioner in all probability entertained no actual expectation of privacy in the phone numbers he dialed, and even if he did, his expectation was not "legitimate." First, it is doubtful that telephone users in general have any expectation of privacy regarding the numbers they dial, since they typically know that they must convey phone numbers to the telephone company and that the company has facilities for recording this information and does in fact record it for various legitimate business purposes. And petitioner did not demonstrate an expectation of privacy merely by using his home phone rather than some other phone, since his conduct, although perhaps calculated to keep the contents of his conversation private, was not calculated to preserve the privacy of the number he dialed. Second, even if petitioner did harbor some subjective expectation of privacy, this expectation was not one that society is prepared to recognize as "reasonable." When petitioner voluntarily conveyed numerical information to the phone company and "exposed" that information to its equipment in the normal course of business, he assumed the risk that the company would reveal the information [442 U.S. 735, 736] to the police, cf. United States v. Miller, 425 U.S. 435. Pp. 741-746.

This ruling effectively set the bar much lower for law enforcement agencies to obtain pen register information than the standard for full content taps.  The ruling afforded no Fourth Amendment protection for pen register information.


Subsequent to the ruling in Smith v Maryland, there were many years of development and refining of laws aimed at defining the government’s right to access communications with a warrant while still protecting as much as possible the privacy of citizens.  The next major case in which the courts were able to contribute to the electronic surveillance practices of law enforcement agencies was US Telecom v FCC in 2000.  This case came in the wake of CALEA, and was a challenge to several of the provisions that the FCC had suggested be implemented in order to fulfill the requirements set out in CALEA.  The implementation Order approved by the FCC required many changes be made within the telecommunications industry.  Of these changes, the petitioners sought to challenge the requirements for carriers to make available to law enforcement agencies the location of antenna towers used in wireless telephone calls, signaling information from custom calling features (such as call forwarding and call waiting), telephone numbers dialed after calls are connected, and data pertaining to digital "packet-mode" communications.  They argued that through these provisions the FCC had “exceeded its statutory authority, impermissibly expanded the types of call-identifying information that carriers must make accessible to law enforcement agencies, and violated the statute's requirements that it protect communication privacy and minimize the cost of implementing the Order.”


This case was tried in the Court of Appeals for the District of Columbia.  Judge Tatel wrote the opinion of the court, which granted the petition on all points except those of requiring the divulgence of location information, and data pertaining to digital packet communications.  The basic argument surrounding whether or not any of the contended provisions, except that of packet-mode data which was dealt with separately, should remain in the Order for implementation of CALEA turns on exactly what was meant by “call-identifying information” in the act.  In order to clarify this point, the definition that was supplied in the act itself was first examined.  Section 102(2) of CALEA defines "call-identifying information" as "dialing or signaling information that identifies the origin, direction, destination, or termination of each communication generated or received by a subscriber by means of any equipment, facility, or service of a telecommunications carrier."  It was based on the use of the words origin and destination used in this definition that the court found that location information was not beyond the scope of the act.


With respect to the requirements for making available signaling information from custom calling features and telephone numbers dialed after calls are connected, the court found that the Commission had overstepped its bounds when including these items.  The reasoning centered on applying a two-point test developed in Chevron U.S.A. Inc. v. Natural Resources Defense Council, Inc.  The first step is whether or not the statue directly speaks to the question at hand and unambiguously resolves it.  If step one is not satisfied, step two is considered asking, "whether the agency's answer is based on a permissible construction of the statute."  Since for both of these provisions step one was not satisfied, step two was considered.  The court found that the FCC had not given any reasons why their added provisions were a reasonable extension of the statute.  In addition, they had not explained that there was a deficiency in CALEA that they were resolving by adding these provisions.  Lacking these explanations, the Court found that these items did in fact need to be removed from the Order.


The final point of contention before the court requiring consideration was the added necessity to include the ability to make packet-mode data available to law enforcement agencies in the implementation Order.  On this point the Court found that this requirement could remain in the order.  However, they also included strong words to explain that this inclusion was not to be interpreted as if the ruling implied that packet-mode data was the same as traditionally intercepted communications.  In fact, the Court said clearly that the ambiguity that remained as to the feasibility of separating header information from content needed clarification.  And yet, they were not ready to remove the provision at this time due to the ambiguity because the FCC carefully identified and referred the issue for further study.  In addition, the court adds that:

CALEA authorizes neither the Commission nor the telecommunications industry to modify either the evidentiary standards or procedural safeguards for securing legal authorization to obtain packets from which call content has not been stripped, nor may the Commission require carriers to provide the government with information that is "not authorized to be intercepted." Id. See also Final Brief for the United States at 4 ("If the government lacks the requisite legal authority to obtain particular information, nothing in Section 103 obligates a carrier to provide such information."). Petitioners thus have no reason to fear that "compliance with the Order will force carriers to violate their duty under CALEA to 'protect the privacy and security of communications ...not authorized to be intercepted.' "

This statement although largely included to placate the petitioners will also serve to limit further possible interpretations of this ruling in the future.

B. Public Policy Overview

Prior to the Omnibus Crime Control and Safe Streets Act of 1968, the government abused the privacy rights of citizens, performing illegal wiretaps at its discretion.  In the previous thirty years, the administrations of Roosevelt, Truman, Eisenhower, Kennedy and Johnson conducted over 10,000 such illegal wiretaps.
  By contrast, after passage of Title III, less than 8,000 legal wiretaps were conducted in the next thirty years.  This is an especially stark contrast because of the fact that the telephone system in the United States grew considerably between the 1930’s to the 1990’s.

Figure 1 illustrates the wiretaps conducted each year from 1969, the first year statistics were available, to 1998.  The number of wiretaps is larger in the years after Carter as a result of the Reagan Administration’s pursuit of drug offenders.  This increase continued through the Bush Administration into the Clinton Administration, mainly due to drug-related investigations.

More recent data concerning Carnivore suggests that it is being used with increased frequency by law enforcement agencies.  According to the FBI cybertechnology lab, the number of requests for Internet wiretaps from FBI field offices increased by 1,850 percent from 1997 to 1999.
  Additionally, the FBI’s budget for 2002 requests more that $13 million for Internet surveillance up by $2.5 million from this year.
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C. Technical Overview 


This section is devoted to providing an in-depth introduction to the external mechanisms involved in the operation of how the Carnivore system is operated, as well as its internal mechanisms.  This overview will facilitate a detailed critique of Carnivore's implementation.  First, the surveillance process is discussed and the procedures used by the FBI and the judicial system to accomplish an Internet wiretap are presented.  Then the architecture of the Carnivore system's hardware and software is explained.


Published in December of 2000, the Independent Technical Review of the Carnivore System, conducted by the Illinois Institute of Technology Research Institute (IITRI)
, provides the most complete explanation of how Carnivore works.  As explained in their report 
, the IITRI was contracted by the Department of Justice to evaluate Carnivore.  All publicly available technical information concerning Carnivore is contained in this report.  The Department of Justice has suppressed parts of the report as released to the public.

The Surveillance Process


Currently, all Internet wiretaps using the Carnivore system begin with an FBI investigation.  As with any wiretap, the FBI requires its investigators to ask for permission.  According to the Illinois report, the process the FBI follows to obtain a wiretap is as follows:

--For a full mode wiretap only

· A case agent in an investigation determines a wiretap may be needed.

· The agent contacts the FBI’s Chief Division Counsel (CDC), familiar with statutory requirements.

· The agent contacts a Technically Trained Agent (TTA); an experienced Special Agent with advanced training.

· After consulting with the CDC, the TTA, and with field office supervisors, the case agent will determine if the wiretap is required.

--For a pen register wiretap only

· The case agent requests pen-register surveillance in writing, with a justification for necessity.

--Then, for either full mode or pen mode

· FBI shows a judge the relevance of the information sought to the investigation.

· FBI shows a judge why traditional enforcement methods are insufficient.

· FBI must submit request with information such as target internet service provider (ISP), e-mail address, etc.

· This process may take up to 4-6 months.


At this point, two court orders are issued; one that authorizes the intercept, and a second, which directs the ISP to cooperate with the investigation.  After receiving a court order, the FBI begins conversations with the target ISP.  Carnivore is deployed when:

· The ISP cannot narrow sufficiently the information retrieved to comply with the court order.

· The ISP cannot receive sufficient information.

· The FBI does not want to disclose information to the ISP, as in a sensitive national security investigation.


If it is deemed necessary, a Carnivore computer is taken from FBI headquarters and brought to the ISP.  The TTA takes responsibility for the installation of the system, for configuration of the system based on the court order, and for securing the work area at the ISP.  After this, the TTAs work is done; the TTA does not receive or complete minimization on any of the information collected by Carnivore.  


At this point, the case agent can retrieve the intercepted information remotely as it is received by Carnivore, or he can await the information on the Jaz disk from the computer.  

Hardware Architecture


The hardware components of the Carnivore system are: 

1) a one-way tap into an Ethernet data stream; 

2) a general purpose computer to filter and collect data; 

3) one or more additional general purpose computers to control the collection and examine the data; 

4) a telephone link to connect the additional computer(s) to the collection computer.
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Figure 2: Carnivore Hardware Architecture


One Way Tap


The connection from the filtering/collection computer to the ISP's network is a third-party one-way tap.  The device, called the Century Tap, is produced by Shomiti Systems.
  The one-way tap is placed between a link from a switch to a subnet, as illustrated in the figure above.


The configuration reported in the Illinois report only works for standard Ethernet.  Although the tap is capable of being used with full-duplex Ethernet, the researchers at the IITRI have determined that the presence of collisions could cause packet loss, or even the capture of wrong packets.  In full duplex mode, this problem is exacerbated by increased throughput.


Filtering/Collection Computer


The computer which resides at the ISP is a Pentium-class PC installed with a 2 GB Jaz Drive, a standard 10/100 Mbps Ethernet adapter, a modem, Windows NT, and the software package pcAnywhere
, produced by Symantec
.  It connects to the one-way tap through its Ethernet adapter.  It connects to an outside control/examination computer through a modem using a special telephone link.  According to the Illinois report, the computer is installed without a monitor or keyboard.


Control/Examination Computer


Any computer may act as a control/examination computer, so long as it has installed on it: pcAnywhere, the DragonWare package including CoolMiner and Packeteer, a modem, and the proper keys and passwords to access the Windows NT administrator account, pcAnywhere, and the telephone link.


Telephone link


The filtering/collection computer communicates with the control/examination computer through a telephone line, which is installed especially for its use.  The telephone line is protected by third-party devices from Computer Peripheral Systems, Inc; (CPSI)
 from their line of Challenger Security Products
 (CSP).  The protection devices come in pairs; a Lock is a device attached to the phone line on the end of the filtering/collection computer, and a Key is another device attached to the phone line on the end of the many control/examination computer being used.  

Software Architecture
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"Carnivore software is a component of a software suite called DragonWare written by the FBI. The other components of DragonWare are Packeteer and CoolMiner, two additional programs that reconstruct e-mail and other Internet traffic from the collected packets."
  The software will be examined in two ways, first its functionality, and second its architecture.

Functionality


Carnivore's functionality can be broken up into 3 areas: Filtering, Output, and Analysis.  


Filtering



The filtering system provided with the software is intended to take the large amounts of data passing through the tapped network stream and prevent the unwanted data from being stored.  The software provides the user many different options for filtering and the combination of filters:

	Fixed IP
	Can choose a range of IP addresses.

	Dynamic IP
	If not in fixed IP mode, one can choose to include packets from in either Radius or DHCP mode.

	Protocol Filtering
	One can choose to include packets from TCP, UDP, and/or ICMP in either Full mode, Pen mode, or none.

	Text Filtering
	One can include packets that contain arbitrary text.

	Port Filtering
	One can select particular ports to include (i.e. 25 (SMTP), 80 (HTTP), 110 (POP3)). 

	E-mail address Filtering
	One can select to include packets that contain a particular e-mail address in the to or from fields of an e-mail.



Output



The software produces three types of files when storing packets, files with extensions '.vor', '.output', and '.error'.  The actual data collected from the network is saved in a .vor file.  The '.output' file contains a human readable version of the settings used to collect the data in the corresponding '.vor' file.  Finally, the '.error' file keeps track of any system messages that may have been generated during collection.
  The software does not prevent files from being stored on the local hard drive, but they are typically stored on the 2GB Jaz Drive attached to the system.


Analysis



The DragonWare package provides two programs to analyze the information stored in the '.vor' file produced by Carnivore.



Packeteer




This program takes the collection of IP packets in .vor files, reconstructs the TCP session, and creates a series of files that can be viewed with CoolMiner.  



CoolMiner




This program can be set up to show only certain types of packets.

Architecture


The Carnivore software consists of four components: TapNDIS driver, TapAPI.dll, Carnivore.dll, and Carnivore.exe



TapNDIS (written in C) is a kernel-mode driver, which captures Ethernet packets as they are received, and applies some filtering.  The source is divided into 13 files, 9 of which are borrowed intact or with only minor changes, from WinDis 32 sample programs.  2 others were generated by Microsoft Developer Studio.  The remaining two files contain all the logic for driver-level filters and for writing data to a file.  The IITRI assumes this to be the core of the Carnivore implementation.



TapAPI.dll (written in C++) provides the API for accessing the TapNDIS driver functionality from other applications.  



Carnivore.dll (written in C++) provides functionality for controlling the intercept of raw data.  This is where pen mode truncation occurs.


Carnivore.exe (written in Visual Basic) is the GUI for Carnivore."

II. Concerns


In this section, discussion moves from the background surrounding Internet wiretapping and Carnivore, to describing some concerns.  Beginning with the legislative concerns, then proceeding to the concerns of the public at large, and finally presenting the technical concerns.

A. Concerns regarding the Current State of Legislation and Judicial Interpretation of Wiretapping


The government’s right to use electronic surveillance is limited and/or delineated strictly by Title III, FISA, and ECPA.  In addition, the courts have contributed to the interpretation of these laws further clarifying what is acceptable in the realm of wiretapping.  However, there are many concerns that remain to be addressed by legislation.  As a result of the uniquely invasive properties of wiretapping, extra care is needed to ensure that the privacy of Americans is adequately protected.  Electronic surveillance by its nature can be more invasive than traditional search methods.  For example, people often tell others secrets verbally under the assumption that whatever method they are using to communicate is more secure that keeping a written record of the information.  And electronic surveillance, unlike other more traditional forms of physical search and seizure, can easily be conducted without the knowledge of any party to the communication.  Congress has shown a clear understanding of this point as they have tried to include privacy protecting provisions in electronic surveillance legislation.  At the same time, they have had to balance privacy concerns with the concerns of law enforcement agencies.


CALEA was the first piece of legislation that was aimed specifically at increasing the access to electronic communications by law enforcement agencies.  Although, the act did try to include provisions for protecting privacy, these were a much smaller part of the goal of this act than they had been in previous pieces of legislation.  Consequently, this act has many privacy advocacy groups concerned, especially in light of the FBI’s development of Carnivore.  


As the US Telecom v FCC case has already shown, CALEA left many open ends that could potentially be exploited by the government to the detriment of privacy protection.  The ambiguity of the term “call-identifying information” used in CALEA must be clarified through further legislation.  Exactly what information is available to the government, under which kind of regulations, must also be clarified.  More explicit information regarding packet-mode data availability is also needed, as shown by the concern that the court expressed in US Telecom v FCC.


Another major set of concerns surrounds the use of pen register and trap and trace devices.  Currently the requirements for obtaining a court order for the acquisition of pen register information are quite lax.  The only requirement as enunciated in the ECPA, is that there be an assertion that the information likely to be obtained from the installation of one of these devices be relevant to an ongoing investigation.  The ease with which a law enforcement agency may obtain a court order for pen register information, and the increasing numbers of these orders each year, present obvious concerns that law enforcement agencies are overusing this technology.  


In addition, the exact definition of what information can be obtained with the pen register level court order is now presenting new concerns.  With the development of the Internet and the many new technologies that accompany it, the information obtained with a pen register order needs to be investigated thoroughly.  In the past, when telephone lines were the major channel through which electronic communications passed, pen register information was clearly limited to the numbers dialed.  This information was subsequently given a lower standard for the application of a court order because the information clearly did not contain any content.  Further, this information was regularly transmitted to the third party telephone carrier, instilling a lower expectation of privacy on this information from the point of view of the customer.  However, on the Internet it is difficult, if not impossible in some instances, to identify information that is strictly analogous to the numbers dialed when placing a telephone call or transmitting data over the telephone lines.  This issue must be carefully analyzed.  Regulations must be adopted which clearly limit the information that can be obtained through lower standards.  It must be limited to information that does not contain any content, and information for which the customer has a lower expectation of privacy.


This issue is especially important in light of the capabilities of Carnivore, as outlined earlier in this paper.  As discussed in the IITRI report, Table 3-1, depending on the protocol that Carnivore is set to intercept, varying amounts of information are collected under the pen mode designation, and in some cases the entire packet is collected.  And regardless of whether or not the entire packet is collected during pen mode, an examination of the type of data that can be included in the collected information has shown that some information that would traditionally be considered content information will be collected.  Assuming that these collection techniques cannot be further minimized, it is absolutely necessary that a careful review and definition of exactly what types of information may be collected under pen mode must be undertaken.


In addition to stricter definitions of what information may be collected under pen mode, further legislation is needed to strengthen the current requirements for obtaining pen mode court orders.  The privacy bills that were introduced during the 106th Congress are examples of a significant improvement in the privacy protection of information deemed to be pen mode information.  However, these bills still leave the bar for obtaining a court order for pen mode information quite low.  Current technologies have expanded the information that is included in the term “call-identifying information.”  Congress must recognize that new technologies will no doubt continue to further expand this information to include more personal details in the future.  In so doing, Congress must provide a more sophisticated level protection from law enforcement access in order to protect privacy.


The current legislation for electronic surveillance also lacks an exclusionary rule that includes electronic communication taps as evidence in court.  This is a glaring omission in the current state of the law.  In effect, the government could obtain electronic communications without a warrant and this information can then be used as evidence in a criminal trial, as there is no law prohibiting this.


In addition, current laws denote rather vague requirements that the electronic surveillance be minimized, however there are no formal rules for what qualifies as a proper level of minimization.  The Fourth Amendment requires that the court order for search and seizure describe the particulars of the search, and Title III requires that the electronic surveillance be minimized to include only those communications which are described in the warrant.  However, there are no requirements as to how this minimization is achieved or who minimizes the collection.  There are obvious concerns introduced if any officer directly involved in the investigation is responsible for the minimization, given the biases that such an individual might have.  The opportunity for judicial review of the minimization upon the conclusion of a court ordered electronic surveillance; it is not currently a requirement.  If this judicial review were to be mandated and detailed by law, the chance that the minimization was not conducted in the proper fashion should be significantly reduced.


Electronic surveillance, as permitted by FISA for foreign intelligence gathering and surveillance, encompasses further concerns for privacy and governmental oversight beyond those of traditional Title III intercepts.  One major concern that arises for FISA taps is that no notice is ever required unless the information obtained from the surveillance will be used in a criminal trial, regardless of whether or not United States citizens’ communications are intercepted.  For the same reasons that the government has deemed it necessary to notify the subject of a Title III wiretap after the investigation has been completed, it should be necessary to notify the subject of a FISA wiretap after the investigation has been completed, when that subject is a United States citizen.


Another major concern that arises from FISA regulations turns on the high level of confidentiality of surveillance conducted in the name of national security.  Because all electronic surveillance conducted under the FISA regulations is confidential there is almost no oversight or review of operating practices from Congress or special interest groups as there is with Title III taps.  Although there are minimal reporting requirements for FISA taps, these requirements could be expanded in such a manner that national security will not be compromised, while at the same time expanding the level of review to which this surveillance is subject.  In addition, if more information were reported about these taps, greater confidence in the approval process could be achieved, despite the fact that in the twenty-three year history of the act, an application for a FISA tap has never been rejected.


The level of protection afforded to stored electronic communications is also quite ambiguous currently.  Any communication that has been stored on the electronic communication service provider’s network for one year or less is currently not protected from governmental access without a warrant.  In addition, any electronic communication that has been accessed by a user but remains stored on the network of the electronic communications service provider may also be accessed by the government without a warrant under current federal wiretapping laws.

B. Public/Executive Concerns

This section addresses the concerns that public policy experts have about Carnivore.  They include both issues of public interest and issues that pertain to law enforcement.

Trust

The “trust factor” is perhaps the biggest hurdle facing the public acceptance of Carnivore at this time.  Carnivore creates a backdoor to the ISP, which enables the FBI to intercept Internet traffic without enabling the ISP to know exactly which traffic is intercepted.  According to Barry Steinhardt, Associate Director of the ACLU, “Carnivore is not a minimization tool.  Instead, Carnivore maximizes law enforcement access to the communications of non-targets.”

For telephone wiretaps, the FBI has to request a record of the individual’s calls from their telephone company.  The burden of providing this information rests with the telephone company.  In most cases the company gladly complies with this request,  and ensures that the search is minimized.  Instead of turning over all its records, the phone company only turns over those records relevant to the case.  The phone company has an inherent interest in protecting the privacy of those clients who are not under investigation, while at the same time complying with law enforcement.

By allowing the FBI to perform its own minimization, control of the information is removed from a third-party source.  The FBI has no clients to protect and thus has no inherent, extra legal reason to perform minimization.  The public simply has to trust the FBI to do its job correctly and ethically.  In fact, the IITRI independent review of Carnivore states that “the statutory suppression remedy available for illegal interception of other communications in Title III is not extended to electronic communications… the data gathered would not automatically be thrown out as evidence.”
  Therefore, if a Carnivore box were accidentally or purposefully misconfigured to record more information than was allowed in a particular wiretap warrant, the illegally obtained evidence might still be admissible in court.  Given courts’ reluctance in recent times to exclude evidence that was improperly obtained, the possibility that such evidence will be used to try a defendant is disturbing, yet quite real.

Ease of Access

The public as well as civil liberties organizations have many well-founded fears concerning the Carnivore system.  In his testimony to the House Judiciary Committee, Steinhardt stated that “Carnivore is roughly equivalent to a wiretap capable of accessing the contents of the conversations of all of the phone company's customers, with the ‘assurance’ that the FBI will record only conversations of the specified target.”
  While Carnivore is indeed a technologically advanced tool, the mere availability and convenience of such technology does not mean that its use by the federal government is legal or consistent with the Fourth Amendment.

Prior to the advent of the Internet as a popular means of public communication, government agents had to rely on less technologically advanced methods of surveillance.  When attempting to intercept voice communications, whether via the use of an electronic listening device or a telephone wiretap, government agents had to listen to and transcribe hours of conversation.  While such a task may be daunting in any investigation, it should be seen as a benefit to the general public.  The level of action needed on the part of the government to gain access to a person’s private conversations ensured that the government had to devote substantial resources to any electronic surveillance.  Wiretaps not considered essential to an investigation were not as likely to be undertaken, because other investigations would necessarily take precedence. 

Carnivore eliminates this ‘threshold of access’.  Federal agents need a warrant to intercept the content of electronic communications.  However, once the warrant has been issued, all the FBI must do is set the filtering options on the Carnivore system.  After Carnivore has been installed, the agents simply wait for the suspect’s email to be collected.  While this may present a great convenience to law enforcement, it is a major setback for Internet privacy.  The easier it is for technology to have unfettered access to private conversations, the easier it is for the government or an unauthorized party to abuse that access.

Phil Zimmermann, the inventor of the PGP privacy system and a Carnivore critic, feels that the ease of access threshold is an important deterrent to government agents that ensures that only the necessary communications are intercepted.  In an interview with the author on March 8, 2001, Zimmermann stated that “I would rather have the government crawl under barbed wire with a flashlight to install a listening device in my basement than to have them click a mouse in an office and gain access to my most private conversations.”

Besides the access threshold barriers to communications that have been curtailed by Carnivore, the system also poses other serious public policy risks.  By sitting on a segment of an ISP’s network and filtering through all the traffic that comes its way, Carnivore is not a minimization tool for electronic eavesdropping, as many in the FBI have claimed.  This would classify Carnivore among electronic snooping devices because it processes all the data that comes its way.

Carnivoice

To better understand Carnivore’s role in today’s high-tech world, it may be helpful to examine its role in an emerging technology of tomorrow.  With the introduction of voice recognition technology into the consumer marketplace, voice-activated devices are becoming more advanced.  Technology being developed at TellMe Networks in Mountain View, CA, already allows computers to have some capability to transcribe spoken words into electronic text.  If voice recognition technology were to become advanced enough to recognize a speaker by his “voiceprint”, the FBI could conceivably create a Carnivore-like system that would filter a large stream of sound and extract only the words spoken by a specific individual.  This “Carnivoice” system could be installed in public areas such as movie theaters, shopping malls and phone booths across America.  The FBI would then be able to monitor a suspect’s conversations.

“Carnivoice” monitoring would not be permitted because it would violate the average person’s expectation of privacy in their conversations.  In Katz v US the Court ruled that the Fourth Amendment protects people, not places.  While the Carnivoice system may obtain incriminating evidence in an investigation, by its very nature it would intercept the communications of many more people than just the suspect of an investigation.  It subjects everyone who comes within the range of the device to monitoring by the government, and to the warrantless surveillance that is explicitly prohibited by the Fourth Amendment.

The current Carnivore system is very similar to “Carnivoice” in its nature.  It “listens” to all traffic that goes by a particular area of the network, and purportedly filters only the information that it meets the court order’s specifications.  However, by standing in the middle of the information superhighway, rather than on the doorstep of a criminal suspect, Carnivore violates both the spirit and the letter of the Fourth Amendment.

Executive Procedures

Before the advent of the Internet, the government would have to approach a phone company to get any kind of access to its customers’ information.  Even today, large ISPs are free from the burdens of Carnivore because they have their own internal methods to track users’ email and other Internet activity.  The FBI simply needs to serve the ISP or telephone company the court order.  It is then the responsibility of the telephone company or ISP to filter out the relevant information and to transmit it to the government.

Carnivore is an unprecedented invasion of privacy by the FBI.  It is the electronic analogy to wiretapping every phone in the country and trusting the government to listen in only when it authorized to do so.  This is similar to the Clipper phone debacle, in which the government tried to mandate the use a phone constructed with an embedded chip, enabling automatic wiretapping.  Similar to the Clipper phone, Carnivore in its current form should be found unconstitutional because it creates an unreasonable intrusion into the communications of innocent people.  This is especially true in cases when there are other reliable alternatives available to access the same data.  Carnivore places responsibility for of interception on a government agency, not on a private ISP.  It therefore, unfairly penalizes all users of a small ISP by eliminating the level of indirection between the user and the FBI that is afforded to the user of a larger ISP.  As it stands today, FBI agents can configure the Carnivore box on any ISP to any setting by dialing up on a modem from the FBI central office.  Letting the government have such ability to snoop on users of an ISP, without notifying the ISP which communications were intercepted, is simply unacceptable. 

Despite what the FBI claims happens with the information that Carnivore collects, the fact is that, even by the FBI’s own admission, Carnivore sees all the information in the particular section of the network on which it is installed.  In fact, it has to see everything in order to decide which information to filter for long-term storage and what information is discarded.  In a traditional wiretap, the FBI agent would listen in briefly on a suspect’s conversation and then stop if he determined that the conversation was not material to the case.  In a Carnivore tap, since it is impossible for a machine to make such distinctions, every email to or from a suspect gets recorded.  The phrase “I’ve got something to tell you” may mean different things when coming from a suspect’s ten-year-old daughter than it does coming from his thirty-year-old friend.  Carnivore will record both emails.

Survey
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As part of our study on Carnivore, we conducted a public opinion survey.  A copy of the survey sheet, data values and explanations may be found in the appendix.  We received 117 responses from a heterogeneous audience.  The average age of a respondent was 32, and the average respondent spent 13 hours per week online.

Of the respondents, 79% have never heard of Carnivore.  As illustrated by Figure 4, those who have heard of Carnivore spent an average of 5 ½ hours more time online each week.  This indicates that those who spend more time online, and are thus more likely to be affected by Carnivore, are also more likely to have knowledge of the system.
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Of those respondents who had knowledge of Carnivore, 68% view the system as a threat to their online privacy.  These numbers indicate that an overwhelming majority of the savvy public is concerned with Carnivore’s effect on Internet privacy.  However, because only 21% of respondents have heard of the system, this means only 14% of the public is concerned about Carnivore.

The survey results also indicate that those who have heard of Carnivore are less suspicious of the FBI than those who have not heard of the system.  Figure 5 shows that those who have not heard of Carnivore are equally suspicious of FBI surveillance of email and the Internet as they suspect that the FBI will abuse their email monitoring rights.  However, those who have heard of Carnivore are less suspicious of the FBI in all three categories.
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Figure 6 shows that those who have heard of Carnivore are more likely to support government surveillance of an individual’s Internet activity, email and phone conversations.

In general, the survey results indicate that those people who know more about Carnivore are less likely to be suspicious of the government and are more likely to give the government greater access rights to suspects’ private information.

C. Technical Concerns


The study of engineering centers around the idea of creation in a planned, thought-out, and deliberate manner.  By concentrating on building things correctly, engineering increases efficiency and produces higher quality.  The underlying problems with the technical aspects of Carnivore could have been avoided by following an engineer's approach to building the system.  This idea will be elaborated by discussing the design of Carnivore, what it includes and what it leaves out, and the implementation of its design.  Discussion will conclude with a healthy dose of paranoia concerning hidden functionality embedded in the Carnivore system. 

Design


Proof of the notion that the development of Carnivore was less than ideal comes from one particular section of the Illinois report:

No formal development process was followed for the development of Carnivore through version 1.3.4. The Carnivore program was a quick-reaction capability program developed to meet the needs of the FBI for operational cases. None of the existing network sniffers (such as EtherPeek) could collect the proper amount of data (only what is allowed; nothing more, nothing less). This type of development is appropriate as a "proof of concept," but it is not appropriate for operational systems. Because of this lack of development methodology, important considerations, such as accountability and audit, were missed.

This determination was made after having talked with field agents, the developers from the FBI's Engineering Research Facility (ERF), and the deployment teams
  What it reveals is a set of design goals which are incongruous with the real-world requirements of such a system, when viewed from a societal perspective.  From this passage it can be infered that in the design stages of Carnivore, considerations of public trust and human error were not fully explored, if at all.  Instead, the goals were more focused around reducing the time of delivery, and creating a system which would be an improvement over then available commercial sniffers.  The large number of third-party devices used in the system (one-way tap, operating system, remote connection system, telephone link lock, borrowed/generated code) further supports this thesis.  


Are these design goals appropriate and/or complete?  This section argues that they are not.  When crafting a set of goals for any project, there must be a complete understanding of the problem at hand.  It appears as though the ERF failed to fully explore important truths about Internet wiretapping.  


The first major truth is that Internet wiretapping is unlike other kinds of wiretapping.  In Associate FBI Director Donald Kerr's testimony before the House committee on the Judiciary in the middle of 2000, he compares the transfer of e-mail to placing a phone call.
  Although the analogy holds from the perspective of interpersonal communication, it does not hold from the perspective of interception technology.  To tap a telephone, there is no need to filter through many conversations to discover a single conversation.  The telephone network is an isochronous network.  Data on the internet, however, is passed around on an asynchronous network.
  In order to intercept John's e-mail, Carnivore must root through John's neighbors' e-mail also.  Additionally, in order to intercept John's web traffic, Carnivore must root through John's neighbors' web traffic also.  This fundamental difference must be factored into any endeavor to implement wiretapping on the Internet.  It is this distinction that requires an Internet wiretapping device to be designed and constructed with higher standards than a telephone wiretapping device. 


The second important truth stems from the first.  Because it handles sensitive personal information, an Internet wiretapping device is a 'mission critical' device.  By mission critical, meaning that the consequences of a system failure are large, and that precautions to avoid system failure are mandatory.  An unintended configuration of the current Carnivore system, or a successful attack, or the actions of an unscrupulous FBI agent or ISP worker could result in the violation of the privacy of innocent individuals, or worse yet, the violation of the Fourth Amendment rights of innocent individuals.  On an Internet scale, the number of people infringed, by a single intercept, upon could be massive.  Because of this, Internet wiretapping devices must be considered as mission critical as the information infrastructure of the IRS, or the confidential computer systems of the military.  


The third important truth to consider is that Internet wiretapping devices are in a position to bear the brunt of public scrutiny.  In other words, the general public and the media will follow the issue closely because of their concern for privacy, and will be hypersensitive about any mistakes.


The final truth addresses the confidentiality of the system; Internet wiretaps are not automatically more confidential just because they are automated.  If the FBI proposed a manual form of Carnivore, where each packet sent through a network is printed out and sent to an agency which did the filtration work of Carnivore with real people, there would be little question that privacy was being invaded.  Proponents of Carnivore argue that having a computer do the filtration eliminates the violation of privacy for innocent people on the tapped network, because a computer cannot 'read'.  This was the idea set forth by the authorities involved in using Eyewatch, another government Internet surveillance device, to catch the Argentine hacker, 'el Griton', in 1996 at Harvard University.
  The issue is not so simple.  A key assumption being made is that the computer correctly eliminates all innocent messages.  Although the investigators at Harvard prided themselves on only intercepting two messages that did not come from the hacker, it is questionable whether even this level of precision is good enough.  Intercepting innocent messages is not covered by the court orders that authorize wiretaps; those court orders specify the information that is supposed to be captured.  Technically, one could say that the investigators accessed those innocent messages without a warrant.  The point is that the all-encompassing confidentiality promised by a computer filter does not come without considerable effort.


The overarching lesson to be learned from these truths is that the technical realities of Internet wiretapping strongly suggest that devices used for such purposes be engineered with extreme care, with special attention paid to potential failures.  This lesson, we feel, needs to be enforced among producers of such devices.


Two different problems with the Carnivore system will now be presented.  First, problems that stem from design goals inconsistent with the ones outlined above, and then those that stem from poor implementation of the developer's own goals.


First, let us re-examine the lack of a structured development process.  With the goals just presented in mind, it becomes clear why a structured development process is necessary.  Such a process requires more analysis of operational and "systems" issues, including interactions between Carnivore and the operating system and host environment.  Without it, there is no evidence of a systematic search for bugs, even common bugs such as string buffer overflows, URL or header parsing problems. Such problems could seriously affect security and/or collection.
  In fact, the IITRI discovered software bugs while conducting their tests, some of which the FBI corrected, and some of which were still under investigation when the report was published.
  To be plain, the software has not been quality-assured.  Although this may be an acceptable practice for a device intended to be developed in a quick-and-dirty fashion, this is unacceptable for a system as "mission critical" as an Internet wiretapping device.  Such negligence has created large disasters for very subtle reasons.


Another problem due to getting the goals associated with Internet wiretapping wrong is its inadequate recording of audit trails.
   "'Carnivore operators are anonymous to the system,' the report says. 'All users are logged in as 'administrator' and no audit trail of actions is maintained.'"
  In fact, the system automatically logs in as Administrator on reboot.
 The potential for misuse of the system as a result of this is enormous.  FBI agents can mistranslate a court order and no review process could ever conclusively show that there was an error.  Further, since pcAnywhere permits any files to be uploaded or changed, the few logs in the system could be altered.
  Were unauthorized personnel to gain access to the system either by tampering with the physical device, or through a remote attack, no review process could ever show that an attacker had been there.  Further it provides the FBI total deniability.
 


One of the goals of Internet wiretapping devices is to provide evidence usable in court against criminals.  In order to be admissible, evidence should be verified for authenticity.  One would hope, therefore, that evidence acquired from an Internet wiretapping device would provide assurances that the data, which arrives at the courthouse, is the same data that was taken off of the network cables.  Sadly, Carnivore has not been designed with any architectural assurance that this is true.  The data stored by the system is saved as plain-text on the Jaz disk, which collects the information.  Even more frightening than the prospect of an attacker seeing network traffic that he should not is the prospect that an attacker could easily and anonymously alter evidence as it sits on the computer before collection.  Although great pains are taken by FBI procedure to secure the physical Jaz disk after it has been retrieved
, so long as it is part of the system it remains vulnerable.  Trying to prove in court that such an attack occurred would be nearly impossible.  The potential for such interference seriously compromises Carnivore's ability to provide reliable data to a court of law.


The preceding items explained shortcomings of Carnivore with respect to the ideal design goals for Internet wiretapping.  Now the shortcomings of the Carnivore system with respect to its ability to perform wiretaps effectively will be considered.
Hidden functionality?

TapAPI provides 45 entry points callable from Carnivore.dll. In Carnivore version 1.3.4, only 22 are used to

· Connect to the driver for packet collection or terminate collection.

· Open or close an output file to which raw data will be written.

· Set packet filters.

· Retrieve packet data and write it to the output file.

· Stop and reset collection, including functions to halt collection when a dynamic 

IP address is no longer valid.

· Request status or retrieve error messages.

Appendix D provides complete descriptions of the API entry points."

In addition, there are four forms included in the program and nine associated classes that have all code commented out because a decision was made not to implement the features they were to provide (a scheduling capability for collections that were supposed to be limited to certain hours, some more sophisticated filters, and a real-time viewer for viewing data packets in the .vor file), but they have been left in the program. The source directory provided to IITRI also included five form files and two class files that are not used in compiling Carnivore. One of the forms appears to be for a feature (adding case tracking information) that was dropped from the design but may be implemented in the future.

III. Proposals

A. Legal Proposal

1. Exclusionary Rule:  A law should be enacted which extends to electronic communications surveillance the exclusionary rule for evidence used in trial that has been collected in a manner which is not in accordance with the provisions of federal wiretapping laws.

2. Minimization Requirements:  A law should be enacted which clarifies the minimization requirements for electronic surveillance.

A) This law should include a provision that requires review of the minimization techniques employed by the judge who issued the court order for the surveillance, after the completion of the surveillance.  In cases in which the judge deems the minimization inadequate, further minimization will be required before any of the evidence acquired can be admitted as evidence in trial.

B) This law should include a provision that requires that the minimization of any type of electronic surveillance be conducted by an officer of the government not directly involved with the investigation for which the surveillance was conducted.

C) This law should also include a provision that requires the judge explicitly delineate the minimization techniques to be employed in a supplemental section to the traditional court order.  

3. Judicial Review Requirements:  A law should be enacted which requires judicial review to ensure that the application and surveillance were conducted in a manner consistent with all applicable laws prior to the admittance in court of evidence gained from the surveillance.

4. Pen Mode Requirements:  A law should be enacted that tightens the regulations surrounding the issuance and use of pen register and trap and trace devices or any other devices which are designed to collect pen mode information.

A) This law should include a more strict definition of the type of information that may be collected pursuant to a court order issued in accordance with this law.  This definition must ensure that nothing that may be deemed content will legally be collected under this section, regardless of the medium of communication.

B) In all cases in which it is impossible to satisfy section A of this requirement, there can be no collection authorized.

C) All court orders issued authorizing the collection of pen mode information must require judicial assessment of probable cause under the same rules outlined by the full content authorizations contained in federal wiretapping law.

D) The reporting requirements for all pen mode taps should be increased to the same level as that required of full content taps under federal wiretapping law.

5. FISA Amendments:  A law should be enacted which would amend FISA.

A) This law should include a provision that increases the reporting requirements for all FISA authorized surveillance.  It should require that summary information on each tap be included in the annual report to the AO.  However, all names and specific reasons for the authorization may be suppressed.  All FISA authorized surveillance would be categorized in the broad categories of foreign intelligence gathering, counter-intelligence gathering, national security with only non-United States citizens as targets, and national security with United States citizens as targets in order to describe the general reason given to authorize the surveillance.

B) This law should also include a provision that any United States citizen whose communications are intercepted under FISA authorization must be notified of such surveillance in accordance with the notification rule in non-FISA federal wiretapping law.

6.  Stored communications:   A law should be enacted which would enhance the protection of stored communications.

A) This law should extend the need for a probable cause warrant to all electronic communications stored with the electronic communications service provider for one year or less.

B) This law should extend the need for a probable cause warrant to all electronic communications accessed by the user that remain in storage with the electronic communications service provider.

How This Proposal Addresses the Concerns Outlined Above


This proposal will address many of the concerns outlined in the previous section documenting concerns.  The exclusionary rule minimizes harm to the public from ‘mistakes’ by the law enforcement agencies, which could actually impact the outcome of a trial falsely.  The public would have a greater level of confidence that government surveillance that is either overbroad or unauthorized will be controlled for and thus will limit the possible devastating impact.  In addition, the higher level of judicial review required by this proposal would instill an even greater level of confidence in the system as a whole.


The proposal also will increase the privacy protections afforded to both those under investigation and those whose communications are intercepted in the course of an investigation of another party.  The increased regulation of the minimization requirement set out in Title III will achieve this by ensuring that fewer conversations that are not relevant to the investigation are intercepted.


The suggested changes to the pen mode regulations, which are currently in place, will also advance the protection of privacy.  The strict definition as to which information may be collected, as well as the exclusion rules, will limit the pen mode collection to only information which is not considered content, regardless of the type of communication being monitored.  This strict definition will also enable new technologies to develop without the possibility that the government will gain access to content based information under the rules which were written to regulate access to non-content information.  In addition, the requirement that a judge assess whether or not there is probable cause before issuing a court order for a pen mode collection will decrease the number of times that this technology is used when it is not absolutely necessary.  Increasing the reporting requirements for pen mode collection will also increase the confidence level that the public has in the government’s discretion in using this technology.


The increased regulations suggested for FISA authorized surveillance should increase the privacy protection provided to United States citizens whose communications are intercepted.  At the same time, the proposal strives to ensure that the legitimate concern for national security is not jeopardized by the amendments suggested.  The increased reporting requirements will allow the public access to more information about the type and number of taps being authorized, while at the same time enabling the government to keep key pieces of information confidential.  Requiring notification to United States citizens of the interception of their communications, regardless of the type of investigation with which they may be involved, should make the protection from government surveillance more consistent and equitable.

B. Public/Executive Proposals

We realize that the monitoring of Internet communications is an essential crime-fighting tool.  However, Carnivore does not meet the high standards that should be placed on freedom.  From the issues raised in the section covering Public/Executive Concerns, come the following proposals.  These proposals are intended to improve public confidence in the FBI as well as to provide the law enforcement organization with a tolerable yet effective method to monitor Internet communications.

Trust

The goal of making the public have more trust in the FBI and its surveillance methods is a daunting one.  However, in order for 68% of legitimate Internet users who know about Carnivore to not feel threatened by the system, the government has to take positive measures to tell the public about the reliability of the system and the FBI’s electronic surveillance methodology.

“The FBI is placing a black box inside the computer network of an ISP… not even the FBI knows what that gizmo is doing,”
 says James X. Dempsey, Senior Staff Counsel for the CDT.  Sentiments such as the one echoed by Dempsey serve little in the way of increasing public trust in the FBI.  Not only should the FBI show that it knows how Carnivore works, but Carnivore code should be open sourced.  It is the only way for others to understand what it is that the “black box” on their ISP is really doing.

Another way to bolster public trust in the FBI would be to create an independent oversight board that reviews how actual Carnivore cases are handled.  Code reviews alone will not help Carnivore if the public mistrusts the government agents who are entrusted with operating the system.  Especially in light of the recent FBI shortcomings in the cases of Blanton, Salvati and McVeigh, the agency cannot afford to lose more of the public’s trust.

ISP Control

The very best way to instill trust of Carnivore in the public is to require private ISPs manage and maintain any system like Carnivore on their networks.  One of the reasons Carnivore was built by the FBI is that no decent commercial electronic sniffer was available on the market.  However, by building the system internally and insisting on managing it internally, the FBI has broken down the third-party wall that existed between the user and the government.  The ISP can no longer provide filtered information to the FBI if the FBI gets it automatically, without notifying the company what information has been monitored.

Carnivore’s back door mechanism should not be used by the government if at all possible.  Public trust in government electronic surveillance will be greatly increased if the FBI were to place control of the Carnivore “black box” in the hands of an ISP.  While doing so might create an extra burden on very small ISPs, it would help ensure that all ISP users’ privacy would be free from unnecessary government surveillance.  Placing Carnivore under ISP control would not diminish the vital information that the FBI obtained during an investigation because the same Carnivore tool would be used.  However, such an action will greatly strengthen the practice of minimization and give the system more legitimacy as a commercial electronic tool rather than a government snooping device.

Public Awareness

According to our survey data, those people who know about Carnivore are less suspicious of the government than those who do not.  Therefore, it is essential to raise public awareness about the system.  People are less intimidated by things that they know more about.  It is time for Carnivore to shed its aura of secrecy and for the FBI to reveal the workings of the system to the general public.  Not only will Carnivore become a more robust tool, but public opinion will react positively to the straightforward actions on the part of the government.

These positive steps on the part of the government contribute to greater awareness of Carnivore and to greater trust of the government.  We hope that it will not be a negative event – a 21st century Carnigate – which awakens public sentiment towards Internet wiretapping.

C. Technical Proposals


The goal of the technical proposals outlined is to systematically eliminate the need to trust the competence of FBI agents.  The best way to do this for future surveillance devices is by designing laws that shape the creation of electronic surveillance systems to follow specific principles of design.  For currently implemented devices like Carnivore, a complete overhaul is probably more appropriate, it was designed with the wrong goals in mind.  

Get the goals right


In the technical concerns section, four truths were delineated that are important to consider when designing an Internet wiretapping device.  They were: 1) that Internet wiretapping is unlike other kinds of wiretapping, 2) that an Internet wiretapping device is a 'mission critical' device, 3) that Internet wiretapping devices are in a position to bear the brunt of public scrutiny, and 4) that Internet wiretaps are not automatically more confidential just because they are automated.  An Internet surveillance device should be designed as other mission critical systems are---with careful, meticulous engineering.


If all developers of Internet wiretap technologies realized the implications of the four truths as they pertain to them and their project, much of the work of balancing government interests versus public privacy could be simplified.  Designing around these ideas forces a developer to build constraints into a system that focus the freedoms a user has.  Additionally, constraining the code allowed in a system rather than the people operating a system reduces the necessity to trust people to follow rules.  Lessig suggests this idea of legislating design parameters as a new and effective way to navigate some of the complicated growing pains of the Internet age.


Getting the goals right translates into more effective, fault-tolerant, and easy-to-legislate surveillance devices.  The risk of getting them wrong encompasses violating people’s rights to privacy, or worse, exposing such a system to an attacker.

Open up the code

The idea that Internet wiretap devices tend to be highly scrutinized by the public should suggest to a designer that he create his system with a plan for dispelling the publics concerns regarding the device.  An excellent way is to publish the source code used in the system. 


Why is open source a good design practice?  Good system design philosophy praises systems with an open design process, for many reasons
  Some of the most widely used software in the world today was created in this manner.
  Some find it counter-intuitive that a system with an open design could be secure, but many examples around the world show that such systems can even be superior.
  The key distinction between open and closed systems is that open systems maintain security through the use of secret keys that only legitimate users have, while closed systems depend on secrecy surrounding the mechanisms of the system.  Such systems, when in wide distribution, can be reverse-engineered to discover the workings of the ‘secret’ mechanisms.  There are several high-profile examples of closed-design systems failing to secure precisely those things they were designed to protect.
 


Another reason that an open design model is a good idea, particularly for government systems, is that it forces the systems to be accountable to the public.  This notion is reminiscent of the political philosophy theory of operating by ‘consent of the governed’.  As the processes behind government become more mysterious, it becomes more difficult for the public to scrutinize them.  Open sourcing software such as these devices, therefore, may be thought of as justified along the same lines as the Freedom of Information Act.


Based on this, it appears appropriate on many levels to mandate that Internet surveillance technologies be open sourced.  In particular, such an idea ought to be applied to the Carnivore system.  Not only are all the philosophies consistent, but also several notable recommendations exist.
  In fact, a grass-roots project named Altivore
 has already made considerable progress on an open-sourced version of Carnivore.


Such a proposal, despite its intellectual soundness, is bound to meet with opposition.  We foresee the FBI raising two major concerns.  First, a likely concern involves the use of proprietary code integrated into Carnivore that if made public, would infringe on the intellectual property rights of the vendor.  Secondly, there is the argument of increased risk of attack, since the current incarnation of the system supposedly contains exploitable weakness.  Both of these concerns however, ought to be dealt with in the same way.  Carnivore was already implemented on a poor foundation; to try to improve its security as an afterthought will most likely be less effective than going back to the drawing board anyway. The system needs to be overhauled independent of the open source decision.  If the system is being revamped either way, however, it might as well be re-architectured and well engineered to omit proprietary code and function in an open-design model.  The Altivore project has already suggested that this is reasonable.  The third-party software may in itself be a liability because its inner workings are not clear to the development team.
Provide for secure remote configuration by a judge


Knowing how a surveillance system works does not tell you how it is used.  Current court orders may not provide enough specification to direct a Technically Trained Agent precisely.  Determining exactly what search is appropriate can be a difficult game of splitting hairs.


In the status quo, the public must rely on the discretion of an FBI agent to stay within the limits of a court order when a more comprehensive search may lie only a single click away.  The public must also rely on that agent’s ability to correctly configure Carnivore in the first place.


What we present in this section is a way to leverage the anchor set down by open sourcing these technologies in such a way as to provide for the kind of trust that cannot be won by the FBI by itself.  We have designed a possible scheme for transferring an electronic court order in an authenticatable manner on the Carnivore system.  An Internet surveillance device, programmed to operate only upon verifying such an electronic order, could eliminate the current fear of arbitrary searches.


System Design


The first important step in this design is the signing of a court order by a judge.  The judge or his staff will construct a configuration file that denotes one complete configuration.  The judge will sign this configuration file, and optionally seal it, with his private key, and then give the file to an FBI agent.

This system focuses heavily on the use of a public-key signing system in order to assure that an attacker cannot introduce a forged court order to a Carnivore box, even if he has gained the ability to send it messages.  Assume the existence of a trusted central server operated by the judiciary.  Each Carnivore box is brought to the judiciary before deployment.  A set of public keys that correspond to the private keys of the set of qualified judges is loaded onto the Carnivore box.  Each judge’s public key has been signed with a private key belonging to the judiciary as a whole.  The rationale for installing this signed set of public keys is simple.  The Carnivore box needs to have the public key of the judge who signs a court in order to verify its authenticity.  We choose not to depend on the locally stored public keys alone, because of the possibility that they have been tampered with by an attacker.  By signing the stored public keys with a central judiciary private key, we are assured that each public key that verifies a court order actually came from a judge.


When a remote user connects to a Carnivore box with a signed court order through the secure telephone link, it will store the court order and connect to the central server, also through the secure telephone link.  The Carnivore box will generate a new private key for itself, which it stores in memory only, and sends the public key associated with it to the central server, where it is stored.  The central server will then send the judiciary public key to the Carnivore box after a secure symmetric key exchange.  The judiciary public key is stored only in memory and is flushed after each court order is fulfilled.  The Carnivore box can now verify the public keys of the judges stored on its system.  Knowing that the central server approves of these keys, Carnivore will then use the appropriate key to verify the court order.


The rationale for flushing the judiciary public key after each court order is to prevent attackers from inserting their own signed ‘judge’ key into the Carnivore system, then by storing their own public key in place of the judiciary public key, to be able to conduct random searches.  With the system programmed to never store the judiciary public key, this chance is significantly reduced.

A possible alternative to this system was explored and rejected, based on the nature of the problem.  A standard certificate authority model was viewed as an inadequate scheme because it would require each Carnivore box to store a private key on its hard drive.  We felt a model that treated the Carnivore box as a fully trusted party, required to keep its key secret, was unrealistic because of its exposure during the time it is installed at an ISP.  Our system, since it generates a key for each court order, does not have this vulnerability.


If the FBI is committed to only conducting surveillance that is authorized by a judge, so long as the security scheme meets with approval, we could not determine any plausible philosophical or practical objections that could be presented.
Tamper-proof the local data


Without accounting for it in the system design, the data that a program stores while in operation its authenticity cannot be verified.  If the data stored by the device can be tampered with, unbeknownst to the users, a large potential for abuse is created.  It appears important to make sure that the same evidence arriving in court is the evidence that left the ISP.  Were we not assured of this, we might allow, in the worse case, individuals to be framed.  


How can we apply this idea to Carnivore?  The communication with a central server which is established by supplying Carnivore with a signed court order also provides the foundation for tamper-proofing the data.  Carnivore can take the raw data, seal it with the judiciary public key, and sign it with its generated private key.  In this way, the judiciary can be assured that the data was derived from the Carnivore box, which it heard from previously.

Automatically post logs to a website


Public concerns are alleviated as more uncertainty is removed.  This philosophy motivated FOIA.  Knowledge that the reporting requirement is fulfilled automatically by the system in a way that the users cannot prevent removes uncertainty about what kind of searches law enforcement is undertaking.  It further reduces concerns that agents might be abusing their privileges.


How can we apply this idea to Carnivore? Building further on the architecture proposed, we now have the tools to run an automatic reporting tool.  We now have a central server that stores the public keys of all the reported executions of a Carnivore search.  Further, we have the ability to include a ‘time till report’ field in the court order which could mandate how long a Carnivore box could go without revealing something about the search it conducted.


The system would place the ultimate responsibility on the web server receiving these reports as to whether or not it should post the info, and how much of it should be public.

Conclusions


This paper has provided a comprehensive overview of the current state of electronic surveillance, with an indepth review of the FBI’s Carnivore system.  In light of the many concerns that arise from the current state of electronic surveillance, especially with reference to the use of Carnivore for Internet wiretapping a detailed proposal has been developed.  This proposal is designed to address the three major areas of concern outlined in the paper, namely, legislative, public, and technical.  


The current state of federal wiretapping law provides reasonable protection against unjustified government surveillance.  However, especially in light of emerging technologies such as the Carnivore Internet wiretapping system, these laws must be updated.  The Fourth Amendment to the Constitution provides one of the most basic privacy rights that United States citizens enjoy, protection from unreasonable search and seizure by the government.  This right must continue to be protected in the future, and must adapt to new technologies.  While the justification for wiretapping by law enforcement agencies is not disputed here, this ability must not be made to the detriment of privacy rights.  

The legal proposal contained in this paper strives to fill in the most striking limitations of current federal wiretapping law.  It addresses concerns surrounding pen mode surveillance, by strengthening the requirements necessary to authorize such surveillance.  The proposal also addresses the current lack of specification surrounding the minimization of search requirement.  In addition to extending the exclusionary rule to include electronic communications.  It also mandates judicial review of all wiretapping activity.  The proposal aims to amend FISA to include a higher level of reporting and notification requirements, while still protecting the nation’s interest in national security.  The final provision of the legislative proposal extends court order requirements for when the government may access stored electronic communications.

The next major division in the paper outlines some proposals to address the public concerns regarding Internet wiretapping.  The most important proposal aimed at increasing the public awareness of and comfort level with Carnivore is to open source the code so that anyone who wishes to may examine the code.  In addition, it is proposed that the ISP be given control over the operation of Carnivore rather than relying on the FBI to remotely configure and transfer all collected data.  This would re-establish a level of indirection between the user and the law enforcement agency, giving further assurance that the proper level of minimization would occur before any law enforcement officer involved with the investigation would have access to the collected information.  Finally, positive steps on behalf of the FBI to clarify some of the ambiguity surrounding Carnivore and its functionality would be a large step in the right direction as far as increasing the public’s trust of the FBI is concerned.

The final major division in this paper discusses technical issues with Carnivore or Internet wiretapping systems in general.  First of all, the system must be designed with the correct goals in mind.  Again, the most important proposal in this section is to open source the code.  This would provide benefits to the FBI as well as the public, since the open review of the system would decrease the number of bugs in the system.   This section also proposes a signed electronic court order that contains the settings to be used in the search, and requires that the system be redesigned to ensure that the only way to start collection is to provide an authenticated electronic court order to the system.  To go side by side with this proposal, a scheme to tamper-proof the data as it is stored on the local system is described.  Finally, a mechanism to auto-post audit logs to a web site which would essentially fulfill the wiretap reporting requirements for the system was put forth.

The proposal presented in this paper addresses many of the issues that are currently apparent surrounding the use of Internet wiretapping, and more specifically Carnivore.  The proposal also strives to provide a more solid backbone of privacy protection for electronic surveillance to anticipate the emergence of new technologies.

 Appendix 1: Carnivore Survey
MIT/Carnivore Survey
1) Do you use email? (check all that apply)

        __ at work        __ at school        __ at home        __ other        __ not at all

2) How important to you is the privacy of your email?

        __ extremely important        __ very important        __ somewhat important

        __ not very important        __ not important at all

3) Do you think the FBI should have the right to listen to a person's phone conversations if that person is the legitimate target of a criminal investigation?

        __ Yes          __ No

4) Do you think the FBI should have the right to read a person's email if that person is the legitimate target of a criminal investigation?

        __ Yes          __ No

5) Do you think the FBI should have the right to monitor a person's Internet activity (such as web browsing and online purchases) if that person is the legitimate target of a criminal investigation?

        __ Yes          __ No

6) Do you think the FBI reads people's email?

        __ excessively        __ a lot        __ somewhat        __ a little        __ not at all        __ don't know

7) Do you think the FBI currently monitors people's Internet activity?

        __ excessively        __ a lot        __ somewhat        __ a little        __ not at all        __ don't know

8) If the FBI is given the right to monitor people's email based on probable cause, do you think that it will abuse that right?

        __ excessively        __ a lot        __ somewhat        __ a little        __ not at all        __ don't know

9) Do you think the FBI can access the contents of electronic information even though it has been encrypted?

        __ always        __ some of the time        __ rarely        __ never        __ don't know

10) Have you heard of the FBI computer system called Carnivore?

        __ Yes          __ No (skip to question 15)

11) Do you view Carnivore as a threat to your online privacy?

        __ Yes          __ No

12) How concerned are you that information collected by Carnivore will be accessed by unauthorized people?

        __ extremely concerned        __ very concerned        __ somewhat concerned

        __ not very concerned        __ not concerned at all

13) How concerned are you that the Carnivore system will be used by the FBI in an unauthorized way?

        __ extremely concerned        __ very concerned        __ somewhat concerned

        __ not very concerned        __ not concerned at all

14) How concerned are you that it will be too easy for the FBI to obtain authorization to use Carnivore for an investigation?

        __ extremely concerned        __ very concerned        __ somewhat concerned

        __ not very concerned        __ not concerned at all

15) Do you work for an internet service provider?

        __ Yes          __ No

16) Do you work for a law enforcement agency?

        __ Yes          __ No

17) What is your age range?

        __ Under 18        __ 18 - 25        __ 26 - 35        __ 36 - 45        __ 46 - 55        __ Over 55


18) Do you have any comments on Carnivore or internet privacy?

Appendix 2: MIT/Carnivore Survey data
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Appendix 3: Explanation of data values

Question 1

0: 1 or less

1: 1 - 5

2: 6 - 10

3: 10 - 15

4: 15 – 20

5: Over 20

Question 2

0: not important at all

1: not very important

2: somewhat important

3: very important

4: extremely important

Questions 3 – 5

0: No

1: Yes

Questions 6 – 8

0: don’t know

1: not at all

2: a little

3: somewhat

4: a lot

5: excessively

Question 9

0: don’t know

1: never

2: rarely

3: some of the time

4: always

Questions 10 – 11

0: No

1: Yes

Questions 12 – 14

0: not concerned at all

1: not very concerned

2: somewhat concerned

3: very concerned

4: extremely concerned

Questions 15 – 16

0: No

1: Yes

Question 17

0: Under 18

1: 18 – 25

2: 26 – 35

3: 36 – 45

4: 46 – 55

5: Over 55
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Appendix 4: Diagrams of Authentication Method (from 05/17/01 presentation for 6.805)
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		5		3		0		0		0		3		4		2		4		0										0		0		1		106

		4		3		1		1		1		4		5		4		4		0										0		0		1		107

		4		1		0		0		0		3		3		3		3		0										0		0		1		108

		2		3		0		0		0		0		0		3		2		0										0		0		1		109

		1		3		0		0		0		0		0		1		2		0										0		0		1		110

		3		3		1		1		1		3		3		4		3		0										0		0		1		111

		2		2		1		1		0		0		0		5		0		0										0		0		1		112

		5		2		1		1		1		3		3		3		3		0										0		0		1		113

		5		0		1		1		1		4		4		1		2		1		0		0		0		0		0		0		1		114

		5		3		0		0		1		4		4		3		3		0										0		0		1		115

		2		3		1		0		1		2		2		2		4		0										0		0		1		116

		4		4		1		1		1		3		3		3		3		0										0		0		0		117

		2.90		3.22		0.63		0.59		0.60		2.65		2.68		2.94		2.97		0.21		0.60		2.36		2.36		2.22		0.03		0.03		2.12





Modified

		Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q10		Q15		Q16		Q17		Q11		Q12		Q13		Q14		Survey#

		25		4		1		1		1		2		2		1		4		1		0		1		50.5		0		2.38		0		0		3

		8		2		1		1		0		3.2		2		4		2		1		0		0		50.5		0		2		3		3		17

		3		3		1		1		1		3		4		3		3		1		0		0		40.5		0		2		2		2		24

		8		3		1		1		1		3		2		2		1		1		0		0		21.5		0		2		2		2		48

		12.5		3		1		1		1		4		3		3		1		1		0		0		30.5		0		2		2		2		56

		3		4		0		0		1		3		3		1		3		1		0		0		40.5		0		1		1		1		92

		25		4		1		1		1		3.2		2		2		3		1		0		0		50.5		0		2		1		2		103

		25		0		1		1		1		4		4		1		2		1		0		0		21.5		0		0		0		0		114

		25		4		1		1		1		4		2		3		2.88		1		0		0		21.5		1		4		3		2		7

		25		3		0		0		0		5		5		5		3		1		0		0		21.5		1		4		4		4		12

		25		4		1		1		1		3.2		3		3		3		1		0		0		40.5		1		3		3		3		16

		12.5		4		1		1		1		3.2		2.96		3		3		1		0		0		30.5		1		3		2		2		37

		25		2		1		1		1		4		4		2		3		1		0		0		21.5		1		2		2		2		46

		25		4		1		1		0.67		3		3		3		3		1		0		0		21.5		1		3		3		2.21		49

		17.5		2		0		0		0		4		5		5		4		1		0		0		21.5		1		2		3		3		53

		12.5		4		0		0		0		3		4		3		4		1		0		0		50.5		1		3		3		3		59

		25		4		1		1		1		2		1		2		3		1		0		0		30.5		1		1		2		2		60

		8		4		1		1		1		4		4		2.75		3		1		0		0		40.5		1		2		2		2		62

		25		4		0		0		0		3		3		3		3		1		0		0		30.5		1		3		2		2		63

		25		4		1		1		0		3		2		3		3		1		0		0		30.5		1		2		3		3		67

		8		3		0		0		0		2		2		5		3		1		0		0		30.5		1		3		3		3		68

		25		4		0		0		0		3		3		3		3		1		1		0		21.5		1		4		4		4		75

		8		4		1		1		1		2		2		1		2		1		0		1		50.5		1		2		2		2		78

		12.5		3		1		1		1		3.2		2.96		2		4		1		0		0		40.5		1		3		3		2		87

		17.5		3		1		1		1		3		3		3		3		1		0		0		40.5		1		2		2		2		89

		17.24		3.32		0.72		0.72		0.67		3.20		2.96		2.75		2.88		1.00		0.04		0.08		34.02		0.68		2.38		2.28		2.21		Carnivore

		Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q10		Q15		Q16		Q17		Q11		Q12		Q13		Q14		Survey#

						0.11		0.17		0.08

		11.73		3.20		0.61		0.55		0.58		3.24		3.24		3.20		3.20		0.00		0.03		0.01		31.86										Non-Carnivore

		Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q10		Q15		Q16		Q17		Q11		Q12		Q13		Q14		Survey#

		17.5		1		0		0		0		2		2		2		2		0		0.03		0		40.5										94

		0.5		4		0		0		0		3		3		3		3		0		0		0		50.5										72

		3		2		1		0		0		3		3		4		3		0		0		0		40.5										38

		3		4		0		0		0		3		3		5		4		0		0		0		30.5										71

		3		4		0		0		0		3		3		2		3		0		0		0		40.5										95

		8		3		0		0		0		3		3		2		1		0		0		0		40.5										66

		8		4		0		0		0		3		3		3		3		0		0		0		21.5										14

		12.5		3		0		0		0		3		3		3		3		0		0		0		40.5										105

		12.5		4		0		0		0		3		3		5		3.2		0		0		0		21.5										10

		17.5		1		0		0		0		3		3		3		3		0		0		0		21.5										108

		17.5		3		0		0		0		3		3		3		3		0		0		0		65										91

		25		2		0		0		0		3		3		4		3		0		0		0		21.5										8

		25		3		0		0		0		3		3		4		3		0		0		0		65										104

		25		3		0		0		0		3		4		2		4		0		0		0		21.5										106

		25		4		0		0		0		3		3		3		3		0		0		0		50.5		0		2		3		3		20

		25		4		0		0		0		3		4		4		3		0		0		0		21.5										51

		25		4		0		0		0		3		3		4		3		0		0		0		30.5										65

		3		3		0		0		0		4		4		4		4		0		0		0		30.5										31

		3		4		0		0		0		4		5		3		4		0		0		0		30.5										74

		12.5		4		0		0		0		4		3		4		4		0		0		0		50.5										29

		3		4		0		0		0		5		1		5		3		0		0		0		21.5										54

		3		4		0		0		0		5		5		5		2		0		0		0		30.5										64

		12.5		3		0		0		0		5		5		5		4		0		0		1		40.5										36

		25		0		0		0		0		5		5		5		4		0		0		0		21.5										5

		25		4		0		0		0		5		4		5		3.2		0		0		0		21.5										99

		25		4		1		0		0		5		5		5		3		0		0		0		21.5										11

		3		3		0		0		0		3.24		3.24		1		2		0		0		0		21.5										110

		3		4		0		0		0		3.24		3.24		3		3		0		0		0		50.5										30

		3		4		0		0		0		3.24		3.24		3		4		0		0		0		40.5										35

		8		3		0		0		0		3.24		3.24		3		2		0		0		0		21.5										109

		12.5		4		0		0		0		3.24		3.24		2		3		0		0		0		21.5										9

		17.5		3		0		0		0		3.24		3.24		3		3.2		0		0		0		21.5										2

		17.5		4		0		0		0		3.24		3.24		3.2		3.2		0		0		0		40.5										15

		8		3		1		0		1		2		2		2		4		0		0		0		21.5										116

		0.5		4		0		0		1		3		3		3		3		0		0		0		50.5										81

		8		3		1		0		1		3		3		3		4		0		0		0		21.5										77

		17.5		4		0		0		1		3		4		2		4		0		0		0		50.5										4

		12.5		4		1		0		1		4		4		3		3		0		0		0		40.5										27

		25		3		0		0		1		4		4		3		3		0		0		0		21.5										115

		3		3		1		0		1		5		4		5		3		0		1		0		21.5		0		3		4		3		40

		8		2		0		0		1		5		5		5		3		0		0		0		21.5										58

		8		4		1		1		0		2		1		3		4		0		0		0		30.5										39

		0.5		3		1		1		0		3		3		3		4		0		0		0		30.5										93

		25		3		1		1		0		3		4		3		4		0		0		0		21.5										43

		25		4		1		1		0		3		3		3		4		0		1		0		30.5		0		3						82

		8		2		1		1		0		3.24		3.24		5		3.2		0		0		0		21.5										112

		8		4		1		1		1		1		2		1		1		0		0		0		40.5										32

		25		1		1		1		1		1		1		1		2		0		0		0		30.5										61

		3		2		1		1		1		2		2		4		3		0		0		0		21.5										73

		8		3		1		1		1		2		2		2		2		0		0		0		21.5										6

		8		3		1		1		1		2		2		2		3		0		0		0		21.5										83

		12.5		3		1		1		1		2		2		2		3		0		0		0		30.5										28

		12.5		4		1		1		1		2		2		4		3		0		0		0		21.5										98

		25		4		1		1		1		2		2		4		2		0		0		0		40.5										57

		3		1		0		1		1		3		3		2		4		0		0		0		40.5										79

		3		2		1		1		1		3		3		3		4		0		0		0		21.5										55

		3		3		1		1		1		3		3		5		4		0		0		0		30.5										25

		3		3		1		1		1		3		3		2		4		0		0		0		30.5										34

		3		3		1		1		1		3		3		3		3		0		0		0		30.5										85

		3		4		1		1		1		3		3		3		4		0		0		0		30.5										70

		3		4		1		1		1		3		3		2		3		0		0		0		40.5										102

		8		1		1		1		1		3		3		1		4		0		0		0		21.5										42

		8		1		1		1		1		3		3		2		3		0		0		0		21.5										52

		8		2		1		1		1		3		2		3		4		0		0		0		21.5										13

		8		3		1		1		1		3		4		3		4		0		0		0		21.5										50

		8		4		1		1		1		3		3		2		3		0		0		0		21.5										33

		8		4		1		1		1		3		3		3		4		0		0		0		50.5										69

		12.5		3		1		1		1		3		3		4		3		0		0		0		21.5										111

		12.5		4		1		1		1		3		3		3		4		0		1		0		40.5										84

		17.5		4		1		1		1		3		3		3		3		0		0		0		15										117

		25		2		1		1		1		3		3		3		3		0		0		0		21.5										113

		25		3		1		1		1		3		3		1		3		0		0		0		30.5		1		1		2		1		19

		25		4		1		1		1		3		3		3		4		0		0		0		30.5										22

		25		4		1		1		1		3		3		4		2		0		0		0		21.5										47

		0.5		4		1		1		1		4		4		4		3		0		0		0		50.5										23

		3		3		1		1		1		4		4		2		4		0		0		0		40.5										101

		3		4		1		1		1		4		4		4		4		0		0		0		30.5										86

		8		2		1		1		1		4		4		4		3.2		0		0		0		15										88

		12.5		3		1		1		1		4		4		3		3		0		0		0		30.5										100

		12.5		4		1		1		1		4		4		5		2		0		0		0		30.5										97

		17.5		3		1		1		1		4		5		4		4		0		0		0		21.5										107

		25		4		1		1		1		4		4		3		3		0		0		0		21.5										45

		8		3		1		1		1		5		5		2		3		0		0		0		30.5										26

		0.5		3		1		1		1		3.24		3.24		3		3		0		0		0		50.5										80

		3		4		1		1		1		3.24		3.24		3.2		3		0		0		0		30.5										18

		3		4		1		1		1		3.24		3.24		4		4		0		0		0		50.5										21

		3		4		1		1		1		3.24		3.24		3		4		0		0		0		30.5										90

		12.5		4		1		1		1		3.24		3.24		3		4		0		0		0		40.5										76

		17.5		4		1		1		1		3.24		3.24		3.2		3		0		0		0		21.5										1

		25		1		1		1		1		3.24		3.24		3.2		3		0		0		0		65										44

		25		3		1		1		1		3.24		3.24		3.2		1		0		0		0		21.5										41

		8		4		1		1		0.58		3		4		4		3		0		0		0		65		0								96

		12.94		3.22		0.63		0.59		0.60		3.23		3.18		3.10		3.13		0.22		0.03		0.03		32.33		0.60		2.36		2.35		2.22

				81%		63%		59%		60%		65%		64%		62%		78%		22%		3%		3%				60%		59%		59%		56%

		Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q10		Q15		Q16		Q17

		0.5		4		0		0		0		3		3		3		3		0		0		0		50.5

		3		2		1		0		0		3		3		4		3		0		0		0		40.5

		3		4		0		0		0		3		3		5		4		0		0		0		30.5

		3		4		0		0		0		3		3		2		3		0		0		0		40.5

		8		3		0		0		0		3		3		2		1		0		0		0		40.5

		8		4		0		0		0		3		3		3		3		0		0		0		21.5

		12.5		3		0		0		0		3		3		3		3		0		0		0		40.5

		17.5		1		0		0		0		3		3		3		3		0		0		0		21.5

		17.5		3		0		0		0		3		3		3		3		0		0		0		65

		25		2		0		0		0		3		3		4		3		0		0		0		21.5

		25		3		0		0		0		3		3		4		3		0		0		0		65

		25		3		0		0		0		3		4		2		4		0		0		0		21.5

		25		4		0		0		0		3		3		3		3		0		0		0		50.5

		25		4		0		0		0		3		4		4		3		0		0		0		21.5

		25		4		0		0		0		3		3		4		3		0		0		0		30.5

		3		3		0		0		0		4		4		4		4		0		0		0		30.5

		3		4		0		0		0		4		5		3		4		0		0		0		30.5

		12.5		4		0		0		0		4		3		4		4		0		0		0		50.5

		3		4		0		0		0		5		1		5		3		0		0		0		21.5

		3		4		0		0		0		5		5		5		2		0		0		0		30.5

		12.5		3		0		0		0		5		5		5		4		0		0		1		40.5

		25		0		0		0		0		5		5		5		4		0		0		0		21.5

		25		4		1		0		0		5		5		5		3		0		0		0		21.5

		8		3		1		0		1		2		2		2		4		0		0		0		21.5

		0.5		4		0		0		1		3		3		3		3		0		0		0		50.5

		8		3		1		0		1		3		3		3		4		0		0		0		21.5

		17.5		4		0		0		1		3		4		2		4		0		0		0		50.5

		12.5		4		1		0		1		4		4		3		3		0		0		0		40.5

		25		3		0		0		1		4		4		3		3		0		0		0		21.5

		3		3		1		0		1		5		4		5		3		0		1		0		21.5

		8		2		0		0		1		5		5		5		3		0		0		0		21.5

		8		4		1		1		0		2		1		3		4		0		0		0		30.5

		0.5		3		1		1		0		3		3		3		4		0		0		0		30.5

		25		3		1		1		0		3		4		3		4		0		0		0		21.5

		25		4		1		1		0		3		3		3		4		0		1		0		30.5

		8		4		1		1		1		1		2		1		1		0		0		0		40.5

		25		1		1		1		1		1		1		1		2		0		0		0		30.5

		3		2		1		1		1		2		2		4		3		0		0		0		21.5

		8		3		1		1		1		2		2		2		2		0		0		0		21.5

		8		3		1		1		1		2		2		2		3		0		0		0		21.5

		12.5		3		1		1		1		2		2		2		3		0		0		0		30.5

		12.5		4		1		1		1		2		2		4		3		0		0		0		21.5

		25		4		1		1		1		2		2		4		2		0		0		0		40.5

		3		1		0		1		1		3		3		2		4		0		0		0		40.5

		3		2		1		1		1		3		3		3		4		0		0		0		21.5

		3		3		1		1		1		3		3		5		4		0		0		0		30.5

		3		3		1		1		1		3		3		2		4		0		0		0		30.5

		3		3		1		1		1		3		3		3		3		0		0		0		30.5

		3		4		1		1		1		3		3		3		4		0		0		0		30.5

		3		4		1		1		1		3		3		2		3		0		0		0		40.5

		8		1		1		1		1		3		3		1		4		0		0		0		21.5

		8		1		1		1		1		3		3		2		3		0		0		0		21.5

		8		2		1		1		1		3		2		3		4		0		0		0		21.5

		8		3		1		1		1		3		4		3		4		0		0		0		21.5

		8		4		1		1		1		3		3		2		3		0		0		0		21.5

		8		4		1		1		1		3		3		3		4		0		0		0		50.5

		12.5		3		1		1		1		3		3		4		3		0		0		0		21.5

		12.5		4		1		1		1		3		3		3		4		0		1		0		40.5

		17.5		4		1		1		1		3		3		3		3		0		0		0		15

		25		2		1		1		1		3		3		3		3		0		0		0		21.5

		25		3		1		1		1		3		3		1		3		0		0		0		30.5

		25		4		1		1		1		3		3		3		4		0		0		0		30.5

		25		4		1		1		1		3		3		4		2		0		0		0		21.5

		0.5		4		1		1		1		4		4		4		3		0		0		0		50.5

		3		3		1		1		1		4		4		2		4		0		0		0		40.5

		3		4		1		1		1		4		4		4		4		0		0		0		30.5

		12.5		3		1		1		1		4		4		3		3		0		0		0		30.5

		12.5		4		1		1		1		4		4		5		2		0		0		0		30.5

		17.5		3		1		1		1		4		5		4		4		0		0		0		21.5

		25		4		1		1		1		4		4		3		3		0		0		0		21.5

		8		3		1		1		1		5		5		2		3		0		0		0		30.5





CorrData

		Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q10		Q11		Q12		Q13		Q14		Q15		Q16		Q17		Survey#

		25		4		1		1		1		2		2		1		4		1		0		2.38		0		0		0		1		50.5		3

		8		2		1		1		0		3.2		2		4		2		1		0		2		3		3		0		0		50.5		17

		3		3		1		1		1		3		4		3		3		1		0		2		2		2		0		0		40.5		24

		8		3		1		1		1		3		2		2		1		1		0		2		2		2		0		0		21.5		48

		12.5		3		1		1		1		4		3		3		1		1		0		2		2		2		0		0		30.5		56

		3		4		0		0		1		3		3		1		3		1		0		1		1		1		0		0		40.5		92

		25		4		1		1		1		3.2		2		2		3		1		0		2		1		2		0		0		50.5		103

		25		0		1		1		1		4		4		1		2		1		0		0		0		0		0		0		21.5		114

		25		4		1		1		1		4		2		3		2.88		1		1		4		3		2		0		0		21.5		7

		25		3		0		0		0		5		5		5		3		1		1		4		4		4		0		0		21.5		12

		25		4		1		1		1		3.2		3		3		3		1		1		3		3		3		0		0		40.5		16

		12.5		4		1		1		1		3.2		2.96		3		3		1		1		3		2		2		0		0		30.5		37

		25		2		1		1		1		4		4		2		3		1		1		2		2		2		0		0		21.5		46

		25		4		1		1		0.67		3		3		3		3		1		1		3		3		2.21		0		0		21.5		49

		17.5		2		0		0		0		4		5		5		4		1		1		2		3		3		0		0		21.5		53

		12.5		4		0		0		0		3		4		3		4		1		1		3		3		3		0		0		50.5		59

		25		4		1		1		1		2		1		2		3		1		1		1		2		2		0		0		30.5		60

		8		4		1		1		1		4		4		2.75		3		1		1		2		2		2		0		0		40.5		62

		25		4		0		0		0		3		3		3		3		1		1		3		2		2		0		0		30.5		63

		25		4		1		1		0		3		2		3		3		1		1		2		3		3		0		0		30.5		67

		8		3		0		0		0		2		2		5		3		1		1		3		3		3		0		0		30.5		68

		25		4		0		0		0		3		3		3		3		1		1		4		4		4		1		0		21.5		75

		8		4		1		1		1		2		2		1		2		1		1		2		2		2		0		1		50.5		78

		12.5		3		1		1		1		3.2		2.96		2		4		1		1		3		3		2		0		0		40.5		87

		17.5		3		1		1		1		3		3		3		3		1		1		2		2		2		0		0		40.5		89

		17.5		1		0		0		0		2		2		2		2		0		0		0		0		0		0.03		0		40.5		94

		0.5		4		0		0		0		3		3		3		3		0		0		0		0		0		0		0		50.5		72

		3		2		1		0		0		3		3		4		3		0		0		0		0		0		0		0		40.5		38

		3		4		0		0		0		3		3		5		4		0		0		0		0		0		0		0		30.5		71

		3		4		0		0		0		3		3		2		3		0		0		0		0		0		0		0		40.5		95

		8		3		0		0		0		3		3		2		1		0		0		0		0		0		0		0		40.5		66

		8		4		0		0		0		3		3		3		3		0		0		0		0		0		0		0		21.5		14

		12.5		3		0		0		0		3		3		3		3		0		0		0		0		0		0		0		40.5		105

		12.5		4		0		0		0		3		3		5		3.2		0		0		0		0		0		0		0		21.5		10

		17.5		1		0		0		0		3		3		3		3		0		0		0		0		0		0		0		21.5		108

		17.5		3		0		0		0		3		3		3		3		0		0		0		0		0		0		0		65		91

		25		2		0		0		0		3		3		4		3		0		0		0		0		0		0		0		21.5		8

		25		3		0		0		0		3		3		4		3		0		0		0		0		0		0		0		65		104

		25		3		0		0		0		3		4		2		4		0		0		0		0		0		0		0		21.5		106

		25		4		0		0		0		3		3		3		3		0		0		2		3		3		0		0		50.5		20

		25		4		0		0		0		3		4		4		3		0		0		0		0		0		0		0		21.5		51

		25		4		0		0		0		3		3		4		3		0		0		0		0		0		0		0		30.5		65

		3		3		0		0		0		4		4		4		4		0		0		0		0		0		0		0		30.5		31

		3		4		0		0		0		4		5		3		4		0		0		0		0		0		0		0		30.5		74

		12.5		4		0		0		0		4		3		4		4		0		0		0		0		0		0		0		50.5		29

		3		4		0		0		0		5		1		5		3		0		0		0		0		0		0		0		21.5		54

		3		4		0		0		0		5		5		5		2		0		0		0		0		0		0		0		30.5		64

		12.5		3		0		0		0		5		5		5		4		0		0		0		0		0		0		1		40.5		36

		25		0		0		0		0		5		5		5		4		0		0		0		0		0		0		0		21.5		5

		25		4		0		0		0		5		4		5		3.2		0		0		0		0		0		0		0		21.5		99

		25		4		1		0		0		5		5		5		3		0		0		0		0		0		0		0		21.5		11

		3		3		0		0		0		3.24		3.24		1		2		0		0		0		0		0		0		0		21.5		110

		3		4		0		0		0		3.24		3.24		3		3		0		0		0		0		0		0		0		50.5		30

		3		4		0		0		0		3.24		3.24		3		4		0		0		0		0		0		0		0		40.5		35

		8		3		0		0		0		3.24		3.24		3		2		0		0		0		0		0		0		0		21.5		109

		12.5		4		0		0		0		3.24		3.24		2		3		0		0		0		0		0		0		0		21.5		9

		17.5		3		0		0		0		3.24		3.24		3		3.2		0		0		0		0		0		0		0		21.5		2

		17.5		4		0		0		0		3.24		3.24		3.2		3.2		0		0		0		0		0		0		0		40.5		15

		8		3		1		0		1		2		2		2		4		0		0		0		0		0		0		0		21.5		116

		0.5		4		0		0		1		3		3		3		3		0		0		0		0		0		0		0		50.5		81

		8		3		1		0		1		3		3		3		4		0		0		0		0		0		0		0		21.5		77

		17.5		4		0		0		1		3		4		2		4		0		0		0		0		0		0		0		50.5		4

		12.5		4		1		0		1		4		4		3		3		0		0		0		0		0		0		0		40.5		27

		25		3		0		0		1		4		4		3		3		0		0		0		0		0		0		0		21.5		115

		3		3		1		0		1		5		4		5		3		0		0		3		4		3		1		0		21.5		40

		8		2		0		0		1		5		5		5		3		0		0		0		0		0		0		0		21.5		58

		8		4		1		1		0		2		1		3		4		0		0		0		0		0		0		0		30.5		39

		0.5		3		1		1		0		3		3		3		4		0		0		0		0		0		0		0		30.5		93

		25		3		1		1		0		3		4		3		4		0		0		0		0		0		0		0		21.5		43

		25		4		1		1		0		3		3		3		4		0		0		3		0		0		1		0		30.5		82

		8		2		1		1		0		3.24		3.24		5		3.2		0		0		0		0		0		0		0		21.5		112

		8		4		1		1		1		1		2		1		1		0		0		0		0		0		0		0		40.5		32

		25		1		1		1		1		1		1		1		2		0		0		0		0		0		0		0		30.5		61

		3		2		1		1		1		2		2		4		3		0		0		0		0		0		0		0		21.5		73

		8		3		1		1		1		2		2		2		2		0		0		0		0		0		0		0		21.5		6

		8		3		1		1		1		2		2		2		3		0		0		0		0		0		0		0		21.5		83

		12.5		3		1		1		1		2		2		2		3		0		0		0		0		0		0		0		30.5		28

		12.5		4		1		1		1		2		2		4		3		0		0		0		0		0		0		0		21.5		98

		25		4		1		1		1		2		2		4		2		0		0		0		0		0		0		0		40.5		57

		3		1		0		1		1		3		3		2		4		0		0		0		0		0		0		0		40.5		79

		3		2		1		1		1		3		3		3		4		0		0		0		0		0		0		0		21.5		55

		3		3		1		1		1		3		3		5		4		0		0		0		0		0		0		0		30.5		25

		3		3		1		1		1		3		3		2		4		0		0		0		0		0		0		0		30.5		34

		3		3		1		1		1		3		3		3		3		0		0		0		0		0		0		0		30.5		85

		3		4		1		1		1		3		3		3		4		0		0		0		0		0		0		0		30.5		70

		3		4		1		1		1		3		3		2		3		0		0		0		0		0		0		0		40.5		102

		8		1		1		1		1		3		3		1		4		0		0		0		0		0		0		0		21.5		42

		8		1		1		1		1		3		3		2		3		0		0		0		0		0		0		0		21.5		52

		8		2		1		1		1		3		2		3		4		0		0		0		0		0		0		0		21.5		13

		8		3		1		1		1		3		4		3		4		0		0		0		0		0		0		0		21.5		50

		8		4		1		1		1		3		3		2		3		0		0		0		0		0		0		0		21.5		33

		8		4		1		1		1		3		3		3		4		0		0		0		0		0		0		0		50.5		69

		12.5		3		1		1		1		3		3		4		3		0		0		0		0		0		0		0		21.5		111

		12.5		4		1		1		1		3		3		3		4		0		0		0		0		0		1		0		40.5		84

		17.5		4		1		1		1		3		3		3		3		0		0		0		0		0		0		0		15		117

		25		2		1		1		1		3		3		3		3		0		0		0		0		0		0		0		21.5		113

		25		3		1		1		1		3		3		1		3		0		1		1		2		1		0		0		30.5		19

		25		4		1		1		1		3		3		3		4		0		0		0		0		0		0		0		30.5		22

		25		4		1		1		1		3		3		4		2		0		0		0		0		0		0		0		21.5		47

		0.5		4		1		1		1		4		4		4		3		0		0		0		0		0		0		0		50.5		23

		3		3		1		1		1		4		4		2		4		0		0		0		0		0		0		0		40.5		101

		3		4		1		1		1		4		4		4		4		0		0		0		0		0		0		0		30.5		86

		8		2		1		1		1		4		4		4		3.2		0		0		0		0		0		0		0		15		88

		12.5		3		1		1		1		4		4		3		3		0		0		0		0		0		0		0		30.5		100

		12.5		4		1		1		1		4		4		5		2		0		0		0		0		0		0		0		30.5		97

		17.5		3		1		1		1		4		5		4		4		0		0		0		0		0		0		0		21.5		107

		25		4		1		1		1		4		4		3		3		0		0		0		0		0		0		0		21.5		45

		8		3		1		1		1		5		5		2		3		0		0		0		0		0		0		0		30.5		26

		0.5		3		1		1		1		3.24		3.24		3		3		0		0		0		0		0		0		0		50.5		80

		3		4		1		1		1		3.24		3.24		3.2		3		0		0		0		0		0		0		0		30.5		18

		3		4		1		1		1		3.24		3.24		4		4		0		0		0		0		0		0		0		50.5		21

		3		4		1		1		1		3.24		3.24		3		4		0		0		0		0		0		0		0		30.5		90

		12.5		4		1		1		1		3.24		3.24		3		4		0		0		0		0		0		0		0		40.5		76

		17.5		4		1		1		1		3.24		3.24		3.2		3		0		0		0		0		0		0		0		21.5		1

		25		1		1		1		1		3.24		3.24		3.2		3		0		0		0		0		0		0		0		65		44

		25		3		1		1		1		3.24		3.24		3.2		1		0		0		0		0		0		0		0		21.5		41

		8		4		1		1		0.58		3		4		4		3		0		0		0		0		0		0		0		65		96

																																		32.3205128205





Correlation_All

				Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q10		Q11		Q12		Q13		Q14		Q15		Q16		Q17

		Q1		1.00

		Q2		-0.06		1.00

		Q3		-0.03		-0.03		1.00

		Q4		-0.02		-0.06		0.88		1.00

		Q5		-0.11		-0.06		0.70		0.68		1.00

		Q6		0.06		-0.08		-0.13		-0.20		-0.06		1.00

		Q7		0.10		-0.10		-0.12		-0.17		-0.05		0.88		1.00

		Q8		-0.06		0.06		-0.23		-0.29		-0.35		0.43		0.39		1.00

		Q9		-0.16		0.03		0.06		0.04		0.08		0.13		0.22		0.05		1.00

		Q10		0.26		0.05		0.09		0.14		0.05		-0.03		0.01		-0.12		-0.09		1.00

		Q11		0.31		0.12		0.03		0.07		-0.03		0.00		0.01		-0.05		0.00		0.76		1.00

		Q12		0.27		0.14		0.04		0.03		-0.06		0.02		0.04		0.04		-0.07		0.81		0.79		1.00

		Q13		0.24		0.09		0.02		0.00		-0.06		0.04		0.06		0.05		-0.07		0.80		0.80		0.93		1.00

		Q14		0.22		0.08		-0.02		-0.02		-0.06		0.02		0.07		0.05		-0.06		0.80		0.74		0.89		0.95		1.00

		Q15		0.07		0.10		0.05		-0.03		-0.03		0.11		0.07		0.08		0.10		0.02		0.05		0.33		0.24		0.22		1.00

		Q16		0.04		0.07		0.01		0.03		0.03		0.04		0.04		-0.08		0.06		0.18		0.08		0.02		0.01		0.02		-0.03		1.00

		Q17		-0.14		0.21		-0.09		-0.03		-0.05		-0.21		-0.11		-0.14		0.16		0.07		-0.01		0.01		0.02		0.06		-0.06		0.20		1.00





Correlation_Carn

				Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q11		Q12		Q13		Q14		Q15		Q16		Q17

		Q1		1.00

		Q2		0.03		1.00

		Q3		0.05		-0.07		1.00

		Q4		0.05		-0.07		1.00		1.00

		Q5		-0.11		0.03		0.71		0.71		1.00

		Q6		0.19		-0.41		-0.07		-0.07		-0.06		1.00

		Q7		-0.03		-0.40		-0.38		-0.38		-0.20		0.71		1.00

		Q8		-0.01		-0.08		-0.45		-0.45		-0.69		0.33		0.33		1.00

		Q9		0.23		0.26		-0.33		-0.33		-0.23		-0.11		0.26		0.15		1.00

		Q11		0.30		0.32		-0.24		-0.24		-0.31		0.02		0.14		0.38		0.45		1.00

		Q12		0.21		0.46		-0.32		-0.32		-0.39		0.14		0.08		0.51		0.30		0.52		1.00

		Q13		0.05		0.20		-0.36		-0.36		-0.61		0.22		0.17		0.73		0.14		0.62		0.71		1.00

		Q14		0.04		0.20		-0.43		-0.43		-0.68		0.20		0.18		0.76		0.09		0.52		0.62		0.93		1.00

		Q15		0.20		0.14		-0.33		-0.33		-0.29		-0.06		0.01		0.04		0.03		0.14		0.36		0.35		0.39		1.00

		Q16		-0.03		0.21		0.18		0.18		0.21		-0.49		-0.28		-0.45		0.05		-0.11		-0.06		-0.38		-0.38		-0.06		1.00

		Q17		-0.38		0.30		0.18		0.18		0.15		-0.45		-0.27		-0.29		0.19		-0.27		-0.16		-0.29		-0.19		-0.24		0.45		1.00

				Data for those who have heard of Carnivore





Correlation_NonCarn

				Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q15		Q16		Q17

		Q1		1.00

		Q2		-0.10		1.00

		Q3		-0.09		-0.02		1.00

		Q4		-0.08		-0.07		0.85		1.00

		Q5		-0.13		-0.07		0.73		0.71		1.00

		Q6		-0.04		0.07		-0.22		-0.29		-0.16		1.00

		Q7		0.07		0.05		-0.16		-0.20		-0.08		0.77		1.00

		Q8		0.04		0.14		-0.13		-0.21		-0.23		0.54		0.35		1.00

		Q9		-0.17		0.01		0.07		0.07		0.02		0.19		0.19		0.12		1.00

		Q15		0.04		0.09		0.14		0.04		0.03		0.09		0.02		0.08		0.11		1.00

		Q16		0.01		-0.02		-0.13		-0.12		-0.12		0.23		0.22		0.18		0.11		-0.02		1.00

		Q17		-0.12		0.18		-0.16		-0.09		-0.09		-0.09		-0.02		-0.06		0.01		-0.01		0.07		1.00





Corr_NC_New

				Q1		Q2		Q3		Q4		Q5		Q6		Q7		Q8		Q9		Q15		Q16		Q17

		Q1		1.00

		Q2		-0.05		1.00

		Q3		-0.09		0.01		1.00

		Q4		-0.07		-0.05		0.80		1.00

		Q5		-0.15		-0.07		0.67		0.66		1.00

		Q6		-0.07		0.04		-0.27		-0.35		-0.19		1.00

		Q7		0.08		0.02		-0.22		-0.27		-0.12		0.77		1.00

		Q8		0.02		0.15		-0.23		-0.33		-0.31		0.56		0.34		1.00

		Q9		-0.14		-0.10		0.02		0.03		-0.05		0.19		0.20		0.07		1.00

		Q15		0.04		0.11		0.16		0.04		0.02		0.10		0.02		0.10		0.12		1.00

		Q16		0.01		-0.02		-0.16		-0.14		-0.15		0.24		0.22		0.20		0.12		-0.03		1.00

		Q17		-0.11		0.27		-0.31		-0.23		-0.20		-0.05		-0.02		-0.08		-0.06		-0.01		0.10		1.00
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Figure 1: Federal Title III Wiretaps
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