
1

6.898
Notions & Notations 
of the Semantic Web

Law, Rules & Reasoning
K. Krasnow Waterman

September 22, 2005



2

Law is like one of those strategy games.  
The rules are 60,000 pages long and 
anyone who’s willing to read them 

can play.

paraphrased from 
How Can You Defend Those People?

James Kunen
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Syllabus

• Overview of creation of law, regulation, policy & 
practice in the US

• Determine a simple proof
– Example 1
– Example 2

• Determine a complex proof
– Example 3
– Example 4

• Overview of simple legal logic structures
• Existing mechanisms that will help
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To Determine a Simple Proof:

Search, Retrieve, Match
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Example 1

• Simplest 
– Single process: one “rule”, one fact

• Deadbeat Dad is arrested
– Question: Had the debt existed long enough 

to qualify for arrest under a federal law?
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“Deadbeat Dad” Statute
§ 228. Failure to pay legal child support obligations

Release date: 2005-08-03

(a) Offense.— Any person who—

(1) willfully fails to pay a support obligation with respect to a child who resides in another State, if 
such obligation has remained unpaid for a period longer than 1 year, or is greater than $5,000; 

(2) travels in interstate or foreign commerce with the intent to evade a support obligation, if such 
obligation has remained unpaid for a period longer than 1 year, or is greater than $5,000; or 

(3) willfully fails to pay a support obligation with respect to a child who resides in another State, if 
such obligation has remained unpaid for a period longer than 2 years, or is greater than $10,000; 
shall be punished as provided in subsection (c). 

(b) Presumption.— The existence of a support obligation that was in effect for the time period 
charged in the indictment or information creates a rebuttable presumption that the obligor has the 
ability to pay the support obligation for that time period. 

(c) Punishment.— The punishment for an offense under this section is—

(1) in the case of a first offense under subsection (a)(1), a fine under this title, imprisonment for not 
more than 6 months, or both; and 

(2) in the case of an offense under paragraph (2) or (3) of subsection (a), or a second or subsequent 
offense under subsection (a)(1), a fine under this title, imprisonment for not more than 2 years, or 
both. 
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Using Logic:

• deadbeat dad is person who owes child support for more than 1 year

• John Doe owes child support for 4 years

• John Doe is a person

• John Doe is a deadbeat dad
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Example 2

• One rule (two subrules), two facts

• Deadbeat Dad is arrested
– Question: Had the debt existed long enough 

to qualify for arrest under a federal law?

– Question: Was the debt large enough to 
qualify for arrest under a federal law?
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Using Logic:

A Person owes child support for more than 1 year 

B Person owes more than $5,000

C Person is deadbeat dad

D John Doe is a person

E John Doe has owed child support for 4 years

F John Doe has owed $3,000

Does law say:

C if A and B?

C  if A or B?

It says:

C if A or B
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This law has more rules

• Child and deadbeat parent must live in 
different states, or

• Parent must travel out of state or country 
to evade the support payment

• Failure to pay must be “willful”

• Money must be owed pursuant to a court 
order or administrative process

• And so on…

There are probably no laws which are one rule, one fact
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Determine a Complex Proof:

Work Back up the Hierarchy
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Example 3

• A practice, a policy, a regulation, a law

• Transportation Security Administration (TSA) 
shares data about a possible terrorist with the 
Federal Bureau of Investigation (FBI)
– The data came from the testing of the “Secure Flight” 

program 
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Should we stop there?

Or, just keep going?



34

US Constitution

establishes

Legislative Executive Judiciary

Territories

States

enacts

Statutes

President

issues

Homeland
Security

Presidential
Directives

National 
Security

Presidential
Directives

Executive
Orders

Agencies

issue

Regulations

Resulting
in

Policies

Practices

issues

Decisions

Common
Law

“When we find a possible
terrorist in traveler data

we share it with the FBI ”

NO REGULATION FOUND

Routine Use:
“To the [FBI] when TSA becomes

aware of information that may be related
To an individual [involved in] 

terrorism  ”

?



35



36

(13) the term “Federal personnel” means officers and employees of the 
Government of the United States, members of the uniformed services (including 
members of the Reserve Components), individuals entitled to receive immediate 
or deferred retirement benefits under any retirement program of the Government 
of the United States (including survivor benefits). 
(b) Conditions of Disclosure.— No agency shall disclose any record which is 
contained in a system of records by any means of communication to any person, 
or to another agency, except pursuant to a written request by, or with the prior 
written consent of, the individual to whom the record pertains, unless disclosure of 
the record would be—
(1) to those officers and employees of the agency which maintains the record who 
have a need for the record in the performance of their duties; 
(2) required under section 552 of this title; 
(3) for a routine use as defined in subsection (a)(7) of this section and described 
under subsection (e)(4)(D) of this section; 
(4) to the Bureau of the Census for purposes of planning or carrying out a census 
or survey or related activity pursuant to the provisions of title 13; 
(5) to a recipient who has provided the agency with advance adequate written 
assurance that the record will be used solely as a statistical research or reporting 
record, and the record is to be transferred in a form that is not individually 
identifiable; 
(6) to the National Archives and Records Administration as a record which has 
sufficient historical or other value to warrant its continued preservation by the
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(a) Definitions.— For purposes of this section—
(1) the term “agency” means agency as defined in section 552 (e) [1] of this title; 
(2) the term “individual” means a citizen of the United States or an alien lawfully 
admitted for permanent residence; 
(3) the term “maintain” includes maintain, collect, use, or disseminate; 
(4) the term “record” means any item, collection, or grouping of information 
about an individual that is maintained by an agency, including, but not limited to, 
his education, financial transactions, medical history, and criminal or 
employment history and that contains his name, or the identifying number, 
symbol, or other identifying particular assigned to the individual, such as a finger 
or voice print or a photograph; 
(5) the term “system of records” means a group of any records under the control 
of any agency from which information is retrieved by the name of the individual 
or by some identifying number, symbol, or other identifying particular assigned 
to the individual; 
(6) the term “statistical record” means a record in a system of records 
maintained for statistical research or reporting purposes only and not used in 
whole or in part in making any determination about an identifiable individual, 
except as provided by section 8 of title 13; 
(7) the term “routine use” means, with respect to the disclosure of a record, the 
use of such record for a purpose which is compatible with the purpose for which 
it was collected; 
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(e) Agency Requirements.— Each agency that maintains a system of records 
shall—
(1) maintain in its records only such information about an individual as is 
relevant and necessary to accomplish a purpose of the agency required to be 
accomplished by statute or by executive order of the President; 
(2) collect information to the greatest extent practicable directly from the subject 
individual when the information may result in adverse determinations about an 
individual’s rights, benefits, and privileges under Federal programs; 
. . . 

(4) subject to the provisions of paragraph (11) of this subsection, publish in the 
Federal Register upon establishment or revision a notice of the existence and 
character of the system of records, which notice shall include—
(A) the name and location of the system; 
(B) the categories of individuals on whom records are maintained in the system; 
(C) the categories of records maintained in the system; 
(D) each routine use of the records contained in the system, including the 
categories of users and the purpose of such use; 
(E) the policies and practices of the agency regarding storage, retrievability, 
access controls, retention, and disposal of the records; 
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WHAT???
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To Recap:

• “No agency shall disclose any record … to 
another agency, …unless disclosure of the 
record would be— “

• “for a routine use as defined in subsection 
(a)(7) of this section”

• “and described under subsection (e)(4)(D) 
of this section”
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HUH???
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• “No agency shall disclose any record … to another 
agency, …unless disclosure of the record would be— “

• “for a routine use as defined in subsection (a)(7) of this 
section”
– “the term ‘routine use’ means . . . the use of such record for a

purpose which is compatible with the purpose for which it was 
collected;”

• “and described under subsection (e)(4)(D) of this 
section”
– “subject to the provisions of paragraph (11) of this subsection,

publish in the Federal Register upon establishment or revision a
notice of the existence and character of the system of records, 
which notice shall include— “

– “each routine use of the records contained in the system, 
including the categories of users and the purpose of such use;”

To Clarify:
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In English?
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Seriously…

• An agency shouldn’t give an electronic 
record to anyone

• Unless it’s for a reason consistent with 
why the information was collected

• And, it previously published notice that it 
would do so
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LOGIC?
• RULE:

1. Agency1 publishes “routine use” notice in Federal Register
2. The “Routine Use” notice identifies Agency2 as a recipient for information
3. The “Routine Use” notice identifies the circumstances under which information will be 

shared
4. The “Routine Use” may only authorize sharing that is for a purpose consistent with the 

original purpose for collecting the information
5. Agency1 may pass information to Agency 2
6. 1, 2, 3, and 4 must be true for 5 to be true

• FACTS:
1. TSA published a “routine use” notice for Secure Flight testing in Federal Register
2. The “Routine Use” notice identifies the FBI as a recipient for information
3. The “Routine Use” notice identifies the circumstances under which information will be 

shared are when TSA becomes aware of information that may be related To an individual 
[involved in] terrorism  ”

4. The “Routine Use” is authorizing sharing for a purpose consistent with the original 
purpose for collecting the information

1. TSA collected the information as part of an effort to identify people involved in terrorism
5. TSA may pass the information to the FBI
6. 1, 2, 3, and 4 are true, so 5 is true
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Some Good News!

• Most of the items have standard 
representations
– Laws are vv CCC § sss

• Read “vv” = volume number

• CCC = abbreviated name of publication

(i.e., “USC” = United States Code)

• § = section

• “sss” = section number

– “Deadbeat Dad” law is 18 USC § 228
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Read all about it!

• The “Bluebook”
– Collaboration of Harvard, Yale, Penn & 

Columbia

• Standard naming conventions for 
– Laws, Regulations, Case Decisions, etc.



49

Example 4

• Using “triples” concept to handle more 
complex or voluminous rules

• Following example addresses only the 
definition of the word “agency” in the 
Privacy Act
- Whether an entity is or is not an “agency” as 

defined here determines whether or not the 
entity has to follow the rules of the Privacy Act



50
Puerto RicoIsUS Territorial Government

5 USC § 551(1)(C) US territorial governmentIs not (excludes)Agency3

5 USC § 551(1)(B)US courtsIs not (excludes)Agency3

5 USC § 551(1)(A)CongressIs not (excludes)Agency3

Authority of US GovernmentIsAgency3

Agency3Defines 5 USC § 551(1)

Agency3IncludesFOIA: Agency

5 USC § 552(f)(1)5 USC § 551Definition alsoFOIA: Agency

5 USC § 552(f)(1)Independent Regulatory AgencyIncludes Executive Branch

5 USC § 552(f)(1)Government Controlled 
Corporation

Includes Executive Branch

5 USC § 552(f)(1)Government CorporationIncludes Executive Branch

Department of DefenseIsMilitary

5 USC § 552(f)(1)MilitaryIncludes Executive Branch

5 USC § 552(f)(1)Executive Department Includes Executive Branch

5 USC § 552(f)(1)Executive BranchIsFOIA: Agency

FOIA: AgencyIncludesPrivacy Act: Agency

FOIA: AgencyDefines5 USC § 552(f)(1)

FOIAAcronymFreedom of Information Act

Freedom of Information ActPopular Name5 USC § 552

5 USC § 552(e)[2]DefinitionPrivacy Act: Agency

Privacy Act: Agency[1]Regulates (applies to)5 USC § 552a 

Privacy ActPopular Name5 USC § 552a

StatuteIs a 5 USC § 552a

[1] “Agency” is used by other statutes with other definitions.
[2] This is an error.  5 USC  § 552(e) was moved to 5 USC  § 552(f) in 1999.
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Overview of Simple Legal Analysis

• Rule & fact can be matched with mathematic precision 
• A < # of days stated as time limit in B
• A = item included in a list in B

• Retrieve known external information to perform match
– Need to retrieve C, which contains a fact about A that makes it possible 

to  determine A = B
• C may be identified in A or B
• C may be so commonly used in this scenario that the “pull” can be pre-

coded

• Retrieve previously unknown external information to perform match
– Cannot determine “if A then B” through obvious paths

• Need ability to search across broad spectrum for possible facilitating 
information

• Recognize multiple possible matches and select best match
– Find 100 definitions of “A” 

• Need ability to make determination which is related to current activity 
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More Good News!

• Commercial vendors have already begun 
to parse laws and cases
– Already have hotlinks

– Already have some choices of content 
summarization

– Already have hierarchical structures for cases

• Open source equivalents have begun but 
are immature



53

Another day…

• More complex analysis
– Using case law

• Holding v. dicta

• “Four corners”

– Understanding meaning of undefined words

– Etc.


