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Abstract

One of the distinct features of modern Internet routers is that most performance-
critical tasks, such as the switching of packets, is currently done using Application
Speci¯c Integrated Circuits (ASICs) or custom-designedhardware. The only few
caseswhen o®-the-shelfgeneral-purposeprocessorsor specializednetwork processors
are used are route lookup, Quality of Service (QoS), fabric scheduling, and alike,
while existing general-purposearchitectures have failed to give a useful interface to
su±cient bandwidth to support high-bandwidth routing.

By using an architecture that is more general-purpose, routers can gain from
economiesof scaleand increased°exibilit y comparedto special-purposehardware.
The work presented in this thesis proposesthe useof the Raw general-purposepro-
cessoras both a network processorand switch fabric for multigigabit routing. The
Raw processor,through its tiled architecture and software-exposedon-chip network-
ing, hasenoughinternal and external bandwidth to deal with multigigabit routing.

This thesis has three main goals. First, it proposesa single-chip router design
on the Raw general-purposeprocessor. We demonstrate that a 4-port edgerouter
running on a 250MHz Raw processoris able to switch 3.3 million packets per second
at peak rate, which results in the throughput of 26.9 gigabits per secondfor 1,024-
byte packets. Second,it shows that it is possible to obtain an e±cient mapping
of a dynamic communications pattern, such as the connectionsof the switch fabric
of a router, to a compile-time static interconnect of the Raw processortiles, and
proposesa Rotating Crossbardesignthat achievese±cient routing on the Raw static
network. Third, it proposesthe incorporation of computation into the communication
interconnectof the switch fabric of a router.
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Chapter 1

In tro duction

The relentless growth of the Internet over the past few years has created a unique

information spaceand provided us with fast and cheap meansof communication.

The rapid increaseof available bandwidth wasmainly instigated by the innovation of

link technologies,especially the development of optical carriers, while as the routers

that power the Internet have becomea bottleneck in the rocketing useof the World

Wide Web. With the advent of gigabit networking [18], sophisticatednewdistributed

router designshave emergedto meet the resulting technical challengesin ways that

allow Internet ServiceProviders (ISPs) to quickly scaleup their networks and bring

new servicesto market. [3]

One of the distinct featuresof modern Internet routers is that most performance-

critical tasks, such as the switching of packets, is currently done using Application

Speci¯c Integrated Circuits (ASICs) or custom-designedhardware. The only few

caseswhen o®-the-shelfgeneral-purposeprocessorsor specializednetwork processors

are used are route lookup, Quality of Service (QoS), fabric scheduling, and alike,

while existing general-purposearchitectures have failed to give a useful interface to

su±cient bandwidth to support high-bandwidth routing.

By using an architecture that is more general-purpose, routers can gain from

economiesof scaleand increased°exibilit y comparedto special-purposehardware.

The work presented in this thesis proposesthe useof the Raw general-purposepro-

cessor[21] asboth a network processorand switch fabric for multigigabit routing. The
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Raw processor,through its tiled architecture and software-exposedon-chip network-

ing, hasenoughinternal and external bandwidth to deal with multigigabit routing.

1.1 Problem Statemen t

This thesishasthree main goals. First, it proposesa single-chip router designon the

Raw general-purposeprocessor.We demonstratethat a 4-port edgerouter running

on a 250MHz Raw processoris able to switch 3.3 million packets per second(Mpps)

at peak rate, which results in the throughput of 26.9gigabits per second(Gbps) for

1,024-byte packets. Second,it shows that it is possibleto obtain an e±cient mapping

of a dynamic communication pattern, such as the connectionsof the switch fabric

of a router, to a compile-time static interconnect of the Raw processortiles, and

proposesa Rotating Crossbardesignthat achievese±cient routing on the Raw static

network. Third, it proposesthe incorporation of computation into the communication

interconnectof the switch fabric of a router. The addition of computation is motivated

by two reasons:a growing needfor routers to operate on the data payload of packets

to provide extendedservices,such as encryption, and the fact that the addition of

computation to the switch fabric removes the di±cult y of bringing data near to a

computational resourcethat is able to computeon it.

The contributions of this thesis include:

² A router designon the Raw general-purposeprocessorthat achieves26.9Gbps

performance;

² A Rotating Crossbardesignasan e±cient mappingof a dynamiccommunication

pattern to a compile-time static interconnect;

² A distributed scheduling algorithm for the Rotating Crossbar;

² A minimization procedureon the con¯guration spaceof the Rotating Crossbar.
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1.2 Thesis Overview

The roadmap to the thesis looks as follows: Chapter 2 describes the foundations

of routing and examinestypical architectures of existing Internet routers. In this

chapter we will take a look at a casestudy of an MGR router from BBN, a Cisco

12000Gigabit Switch Router backplane, and a network processorcalled IXP1200

manufactured by Intel. Chapter 3 then describesthe Raw general-purposeprocessor

on which our router is built, including its Instruction SetArchitecture, communication

mechanisms,and performance.

The next chapters examinethe Raw Router architecture and a complete router

con¯guration. Chapter 4 presents the chosenpartitioning of the Raw processor,the

path that the packets take through the router, and other generalissues,such asbu®er

management. Chapter 5 movesfrom generaldescriptionsto speci¯cs, describingthe

designof the router's switch fabric and the Rotating Crossbaralgorithm. Several sec-

tions show the propertiesof this algorithm, including fairnessand absenceof possible

deadlocks.

Chapter 6 introducesa distributed schedulingalgorithm for the Rotating Crossbar,

andexplainshow the constraints on the memorysystemof the Raw processorin°uence

on the implementation, and show a minimization of the con¯guration spacemadein

order to ¯t the code in a tile's local instruction memory. This chapter alsodescribes

the timing of the algorithm at run-time, aswell as the programming techniquesused

on the CrossbarProcessors.

Chapter 7 describesthe resultsof our work { the peakand aggregateperformance

of the Raw Router comparedto the Click router, which is another router implemented

on a general-purposeprocessor. The chapter shows that we have achieved the goal

of building a multigigabit router on Raw. This chapter also studies the e±ciency of

the current implementation and explains the utilization of the Raw processoron a

per-tile basis. The analysisalsosuggestsa generalapproach to obtain the maximum

utilization of the router.

Chapter 8 decribes the future improvements that we are planning to add to the

12



existing router, including new designspursuing full utilization of the Raw processor,

the implementation of the IP route lookup on Raw, the issuesof scalability and

support of multicast tra±c in the switch fabric, °ow prioritization to deploy Quality

of Service,as well as the application of the current router layout for routing in low

earch orbit satellite systems.

Finally, Chapter 9 concludesthe thesis.
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Chapter 2

An Overview of the Arc hitecture

of In ternet Routers

This chapter describesthe foundationsof routing and examinestypical architectures

of existing Internet routers. In this chapter we will take a look at a casestudy of

an MGR router from BBN, a Cisco 12000Gigabit Switch Router backplane, and a

network processorcalled IXP1200 manufactured by Intel. The point that we would

like to make is that most performance-criticaltasks,such as the switching of packets

in the fabric connectingdi®erent network ports of a modern high-performancerouter

is currently done using ASICs or custom-designedhardware. The only few cases

when o®-the-shelfgeneral-purposeprocessorsor specializednetwork processorsare

usedare route lookup, Quality of Service(QoS), fabric scheduling, and alike, while

existinggeneral-purposearchitectureshavefailed to givea usefulinterfaceto su±cient

bandwidth to support multigigabit routing.

2.1 Router Basics

A high-performancerouter generallyconsistof four major components shown in Fig-

ure 2-1: a network processor,a set of forwarding engines,a set of interfaces,and a

switch fabric. [3]

The Net work Pro cessor is usedto calculate the best path from packet source
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to destination. The knowledgeabout best paths becomesavailable through sharing

information about network conditions with neighboring routers. In most casesroute

processingis centralized to reducesystemcomplexity, becausethe timing of routing

table updates is independent of packet forwarding. Common routing protocols that

network processorsimplement are Border Gateway Protocol (BGP), Open Shortest

Path First (OSPF), and Routing Information Protocol (RIP).

The next element is a set of Forw arding Engines . The forwarding enginesare

responsiblefor decidingto which output line card to forward each packet. To do that,

a forwarding engineconsultsa local copy of the routing table, which is a summaryof

all routing tables in the system. This databasecontains the mapping of destination

IP addressesto output interface numbers where the packets with thesedestinations

should be forwarded. The amount of route lookups is proportional to the aggregate

tra±c servicedby a router, which is why frequently forwarding enginesare designed

in a distributed manner. Traditional implementations of routing tables usea version

of Patricia trees [15] with modi¯cations for longestpre¯x matching.

The next component is a set of In terfaces with respective Memory Systems

typically located on interfaces. The memory systembu®ersincoming packets to ab-

sorbbursts and temporary congestion,both of which result from the useof the bursty

TransmissionControl Protocol (TCP). The bu®er spaceis neededas a temporary

waiting area where packets queueup for transmissionwhen there is contention for

output interfaces.The memory systemof an interfacemust be preparedto bu®erup

to bandwidth £ delay worth of data that is said to be \in °ight" in a pipe betweena

senderand a receiver. Thus, for each gigabit of bandwidth, assuminga cross-country

round-trip time of 100ms, an interfacerequires12.5megabytes of bu®erspace.

Finally, all of the components have a commonrendez-vous point, which is called

the Switc h Fabric . The function of the switch fabric is to allow the transmissionof

packets from incoming interfacesto outgoing interfaces,aswell asenableinterfacesto

query route information from forwarding enginesand permit the network processor

to update local copiesof the routing table on each of the forwardng engines.
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Figure 2-1: A typical router design.

2.2 Case Study

As we mentioned earlier, here we will examineand comparetypical architectures of

existing Internet routers: an MGR router made by BBN, the backplane of a Cisco

12000Gigabit Switch Router, and IXP1200 { a network processorfrom Intel. They

all exemplify successfulengineeringe®ortsin making high-performancerouters. The

MGR router was one earliest multigigabit routers built, and it was a research e®ort

basedon the Butter°y switching matrix, funded by ARPA, with Craig Partridge

was involved. MGR forwards up to 32 million packets per seconddepending on

con¯guration. The Cisco 12000Gigabit Switch Router is a crosspoint switch and

router available with 4, 8 and 12 slots. It supports IP over SONET as well as ATM

and connectsdirectly into ¯b er infrastructure with OC-3 or OC-12 speeds,later on

OC-48. During development it was known as the BFR (Big Fast Router). Finally,

IXP1200 and its successorCastine are the °agship network processorsof the Intel

Internet ExchangeArchitecture.
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Figure 2-2: An outline of the MGR router (Adapted from [17]).

2.2.1 Router Layout: An MGR Router from BBN

This sectiondescribesa router designedby BBN and called MGR [17]. This router

achieves up to 32 million packet per secondforwarding rates with 50 Gbps of full-

duplex backplane capacity.

An outline of the MGR router is shown in Figure 2-2. It consistsof multiple line

cards each supporting one or more network interfaces,and forwarding enginecards,

all pluggedinto a high speedswitch. When a packet arrivesat a line card, its header

is removed and passedthrough the switch to a forwarding engine. The remainder

of the packet remains on the inbound line card. The forwarding engine reads the

header to determine how to forward the packet and then updates the header and

sendsthe updated headerand its forwarding instructions back to the inbound line

card. The inbound line card integrates the new headerwith the rest of the packet,

and sendsthe entire packet to the outbound line card for transmission. Not shown in

Figure 2-2 but an important pieceof the router is a network processorthat provides

basic management functions such as link up/down management and generation of

forwarding enginerouting tables for the router.

The Forw arding Engines. When a line card receivesa newpacket, it sendsthe

17



packet headerto a forwarding engine. The forwarding enginethen determineshow

the packet should be routed. At the heart of each forwarding engineis a 415 MHz

Digital Equipment Corporation Alpha 21164processor,which is a 64-bit, 32-register,

super-scalarRISC processor.

The Switc h. The MGR usesa 15-port switch to move data between function

cards. The switch is a point-to-point switch. The major limitation to a point-to-point

switch is that it doesnot support the one-to-many transfersrequiredfor multicasting.

Multicast packetsin the MGR router arecopiedmultiple times,onceto each outbound

line card. The MGR switch is an input-queued switch in which each input keepsa

separateFIFO and bids separatelyfor each output. Keeping track of tra±c for each

output separatelymeansthe switch doesnot su®erHead-of-Lineblocking and it has

beenshown by simulation and more recently proven that such a switch can achieve

100% throughput. The key design choice in this style of switch is its allocation

algorithm { how onearbitrates amongthe various bids. The MGR arbitration seeks

to maximize throughput, at the expenseof predictable latency.

Line Card Design. A line card in the MGR canhave up to sixteeninterfaceson

it. However, the total bandwidth of all interfaceson a singlecard should not exceed

approximately 2.5 Gbps. The di®erencebetween the 2.5 Gbps and the 3.3 Gbps

switch rate is to provide enoughswitch bandwidth to transfer packet headersto and

from the forwarding engines.The 2.5 Gbps rate is su±cient to support one OC-48c

(2.4 Gbps) SONET interface, four OC-12c (622 Mbps) SONET interfacesor three

HIPPI (800 Mbps) interfaceson one card. It is also more than enoughto support

sixteen100Mbps Ethernet or FDDI interfaces.

The Net work Pro cessor. The network processoris a commercialPC mother-

board with a PCI interface. This motherboard usesa 21064Alpha processorclocked

at 233MHz. The Alpha processorwas chosenfor easeof compatibilit y with the for-

warding engines.The motherboard is attached to a PCI bridge which givesit access

to all function cardsand alsoto a set of registerson the switch allocator board. The

processorruns the 1.1 NetBSD releaseof UNIX, which is a freely available versionof

UNIX basedon the 4.4 BSD software release.
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Managing Routing and Forw arding Tables. Routing information in the

MGR is managedjointly by the network processorand the forwarding engines. All

routing protocolsare implemented on the network processor,which is responsiblefor

keeping complete routing information. From its routing information, the network

processorbuilds a forwarding table for each forwarding engine. These forwarding

tables may be all the same,or there may be di®erent forwarding tables for di®erent

forwarding engines.One advantage of having the network processorbuild the tables

is that while the network processorneedscompleterouting information such as hop

counts and who each route was learned from, the tables for the forwarding engines

need simply indicate the next hop. As a result, the forwarding tables for the for-

warding enginesare much smaller than the routing table maintained by the network

processor.

2.2.2 Switc h Fabric: Cisco 12000 GSR Backplane

In this sectionwe will focuson the switched backplane developed for the Cisco12000

SeriesGigabit Switch Routers (GSR) [12, 4, 3]. This router has a high-performance

switched backplane architecture capableof switching 16 ports simultaneously, each

with a line rate of 2.4 Gbps. The backplane usesa number of new technologiesthat

enable a parallel, compact design providing high throughput for both unicast and

multicast tra±c. Integrated support for priorities on the backplane allows the router

to provide distinguishedqualities of servicefor multimedia applications. Figure 2-3

shows the structure of a typical crossbarswitch.

Wh y Fixed Length Packets. Packets may be transferred acrossthe switched

backplane in small ¯xed sized units, or as variable length packets. There are sig-

ni¯cant disadvantages against using variable length packets, and so the highest-

performancerouters segment variable length packets into ¯xed sizedunits, or \cells",

before transferring them acrossthe backplane. The cells are reassembled back into

variable length packets at the output beforebeing transmitted on the outgoing line.

Let's examinethe choicebetweenusing ¯xed, and variable length packets, as shown

in [12].
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Figure 2-3: A four-way parallel crossbar switch, interconnecting multiple line cards. A
centralized scheduler connects to each line card, and determines the con¯guration of the
crossbarswitch for each time slot (Adapted from [12]).

There are no problemsif we use¯xed sizecells { the timing of the switch fabric

is just a sequenceof ¯xed size time slots. The scheduling algorithm allocatesall of

the resourcesof the switch fabric at the beginning of every time slot, and there is

no need to keep track of when each and every data transfer ends, which make the

hardware simple and faste. However, with variable length packets things are getting

much morecomplicated,especially for the scheduler{ it must do a lot of bookkeeping

to keeptrack of available and unavailable outputs. It often needsto decidewhether

to allocate an idle output or wait for a busy one to becomefree, in order to both

minimize starvation and maximize aggregatethroughput.

It is shown that using¯xed length packets(\cells") allowsup to 100%of the switch

bandwidth to be usedfor transferring cells. If variable lentgh packets are used, the

systemthroughput is limited to approximately 60%. [12]

Wh y Virtual Output Queueing. Even though a crossbarswitch is always

internally non-blocking, there are three other typesof blocking that can limit its per-

formance[12]. The ¯rst type of blocking is called head-of-line(HOL) blocking; the

other two are input-blocking and output-blocking. HOL-blocking cansigni¯cantly re-
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ducethe performanceof a crossbarswitch, wasting approximately 40%of the switch

bandwidth . Fortunately, there is a solution for this problem called virtual output

queueing,that eliminatesHOL-blocking entirely and makes100%of the switch band-

width available for transferring packets.

The other typesof blocking, input- and output-blocking, arepresent in all crossbar

switches. They arisebecauseof contention for accessto the crossbar:each input line

and each output line of a crossbarcan only transport one cell at a time. If multiple

cellswish to accessa line simultaneously, only onewill gain accesswhile the otherswill

be queued. Input- and output-blocking do not reducethe throughput of a crossbar

switch. Instead, they increasethe delay of individual packets through the system,

and perhapsmore importantly make the delay random and unpredictable.

There is a simple¯x to the HOL-blocking problemknown asvirtual output queue-

ing (VOQ), ¯rst proposedin [19]. At each input, a separateFIFO queueis maintained

for each output. After a forwarding decisionhasbeenmade,an arriving cell is placed

in the queuecorresponding to its outgoing port. At the beginning of each time slot,

a centralized scheduling algorithm examinesthe contents of all the input queues,and

¯nds a con°ict-free match betweeninputs and outputs.

It is shown that if VOQs are used,insteadof the conventional FIFO queues,then

HOL blocking can be eliminated entirely. This raisesthe system throughput from

60%to 100%. [12]

Crossbar Scheduling Algorithm. The Cisco 12000GSR Backplane usesthe

iSLIP scheduling algorithm [13],which attempts to quickly convergeon a con°ict-free

match in multiple iterations, whereeach iteration consistsof three steps. All inputs

and outputs are initially unmatched and only thoseinputs and outputs not matched

at the end of one iteration are eligible for matching in the next. The three steps

of each iteration operate in parallel on each output and input. The steps of each

iteration are:

1. Request. Each input sendsa requestto every output for which it hasa queued

cell.
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2. Gran t. If an output receivesany requests,it choosesthe onethat appearsnext

in a ¯xed, round-robin schedulestarting from the highestpriorit y element. The

output noti¯es each input whether or not its requestwas granted.

3. Accept. If an input receivesa grant, it acceptsthe one that appearsnext in

a ¯xed, roundrobin schedule starting from the highest priorit y element. The

pointer to the highest priorit y element of the round-robin schedule is incre-

mented (modulo N) to onelocation beyond the acceptedoutput. The pointer to

the highest priorit y element at the corresponding output is incremented (mod-

ulo N) to onelocation beyond the granted input. The pointers areonly updated

after the ¯rst iteration.

By consideringonly unmatched inputs and outputs, each iteration matchesinputs

and outputs that were not matched during earlier iterations. It is shown that if a

singlescheduler is usedto scheduleboth unicast and multicast tra±c, then: (a) the

scheduling decisionscan be made at greater speed, and (b) the relative priorit y of

unciast and multicast tra±c can be maintained, preventing either type of tra±c from

starving the other. Also, if multicast tra±c is queuedseparately, then the crossbar

may be used to replicate cells, rather than wasting preciousmemory bandwidth at

the input, and if the crossbarimplements fanout-splitting for multicast packets, then

the systemthroughput can be increasedby 40%. [12]

2.2.3 Net work Pro cessor: In tel IXP1200

In this section we will take a look at the current °agship network processorsof the

Intel Internet ExchangeArchitecture { IXP1200 and Castine 1 [1]. Intel IXP1200 is

shown in Figure 2-4. This processorruns at 232 MHz and forwards packets at the

rate of 3.5 Mpps. It has a 2K control store in each of the 6 microengines,each of

which is a RISC microprocessor.In order to keepthe microenginepipeline busy, the

microprocessorneedsto run in a multi-threading mode.
1The material of this section is taken from Matthew Adiletta's talk on Intel network processors

given at the MIT Laboratory for Computer Science,April 2002
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Figure 2-4: Intel IXP1200 network processor(Adapted from [1]).

Intel Castinewill be a 3rd GenerationNetwork Processorto comeout from Intel.

It will have 16 microengines,each running at 1.4 GHz (over 23,100Mips). It will

have an Integrated 700MHz XScaleControl PlaneProcessor,a 10+ Gbps full duplex

Media Interface, 50 Gbps packet memory bandwidth, 30 million packets per second

L4 forwarding, 60 million enqueue/dequeueoperations per second,and advanced

hardware support for queueing,tra±c shaping,SARing, and policing.

2.3 Wh y Not Use an ASIC?

The MGR usesan o®-the-shelfprocessorto make forwarding decisions,which is often

the casefor many contemporary Internet routers. One can ask whether there is any

reasonnot to usean ASIC for that purpose,and implement a forwarding engineand

a network processorin a more cost e®ective way. Indeed, the IPv4 speci¯cation has

beenaround for quite a while, and it is very stable. So what is a problem with an

ASIC?
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The answer to this question depends on the speci¯c location where the router

might be deployed. If a router is targeted at a corporate LAN, then an ASIC may be

a good solution. However, ISPsoften require their equipment to be °exible and easily

upgradable{ for instance,ready to work with IPv6 { which is why a programmable

non-ASIC approach in building IP routers wins.

2.4 Soft ware Routers on General-Purp ose Pro ces-

sors

Another approach was explored in the Click Router [14, 10]. The idea was to build

a software router running on a general-purposearchitecture that would be °exible,

con¯gurable, and cheap. Unfortunately, conventional general-purposeprocessorsdo

not provide enough of input/output bandwidth to carry out multigigabit routing,

which is why most fast routers nowadays work on special-purposeprocessors.
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Chapter 3

A Brief Description of the Raw

pro cessor

This chapter describes the Raw general-purpose processoron which our router is

built, including its Instruction Set Architecture, communication mechanisms, and

performance. The Raw processoris a general purpose processordesignedto take

advantage of Moore's Law { the availabilit y of large quantities of fast transistors.

3.1 Pro cessor Layout

The generalorganization of the Raw Processor(Figure 3-1) is as a chip multipro-

cessorwith multiple ¯ne grain, ¯rst class,register mapped communication networks.

The processorcontains 16 tiles in a 4£ 4 meshgrid. A tile consistsof a tile processor,

memory, two dynamic network routers, two static switch crossbarsand a static switch

processor.Tiles are connectedto each of their four nearestneighbors by two setsof

static network interconnectand two setsof dynamic network interconnect. The Raw

instruction set architecture works together with this parallel architecture by exposing

both the computational and communication resourcesup to the software. By expos-

ing the communication delays up to the software, compilers can do better jobs at

compiling becausethey are able to explicitly managewire delay and spatially map

computation appropriately. This is in sharp contrast to approachesof other instruc-
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Figure 3-1: The Raw Processorwith 16 tile processorsin a 4£ 4 grid.

tion sets,which e®ectively maskwire delay. Becausecommunication delay is exposed

up to the software, this allows for larger scalingof functional units whereconventional

superscalarprocessorswould break down becausethesewire delays would exist, but

would have no way to be managedby software. The Raw project is examining larger

con¯gurations and henceRaw Processorscanbeseamlesslyconnectedto build fabrics

of up to 1,024tiles.

3.2 Raw Instruction Set Arc hitecture

Each Raw chip has 16 tile processors,one in each tile. A tile processoris a 32-bit

8-stagepipelined MIPS-like processor.Each tile processorcontains a fully pipelined

two-stageintegermultiplier, and a pipelined four-stagesingleprecision°oating point

unit. The tile processor'sinstruction set is roughly equivalent to that of a R4000with

a few additions for communication applications,such asbit level extraction, masking

and population related operations. The tile processorusesstatic branch prediction

instead of delay slots. It has no branch penalty for properly predicted branchesand

a three-cyclepenalty for mispredicted branches. The tile processoris also tightly
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integrated with its corresponding communication resources.Each network is directly

mapped into the register space.Network registerscan be usedas both a sourceand

destination for instructions.

The Raw processorhas 2,048kilobytes of SRAM on-chip, with each tile having

8,192words (32-bit word) of local instruction memory, and 8,192words (64-bit word)

of switch memory. A tile has a 8,192 word (32-bit word), 2-way set-associative, 3

cycle latency data cache with 32-byte lines. The cache usesa two-element bypassing

write bu®erto deferstoresuntil after the tag hasbeenchecked. The memory can be

in two modes,cachedand uncached,and it cando 16 parallel accesses,oneaccessper

tile. There is no cache coherencesupport in the Raw processor.

3.3 Comm unication Mec hanisms

The main communication mechanism in the Raw Processoris the static switch net-

work. The code sequenceshown in Figure 3-2 takes¯v e cyclesto execute.In the ¯rst

cycle, tile 0 executesthe OR instruction, and the value arrivesat switch 0. On the

secondcycle, switch 0 transmits the value to switch 4. On the third cycle, switch 4

transmits the value to the processor.On the fourth cycle,the valueenters the decode

stageof the processor.On the ¯fth cycle,the AND instruction is executed.Sincetwo

of thosecycleswere spent performing useful computation, the send-to-uselatency is

three cycles.

The static network is controlled by a simple six-stage switch processorwhich

con¯guresa tile's static network crossbaron a per cyclebasis. The Raw static network

is °ow-controlled and stalls when data is not available. The static network relies

on compile time knowledgeso that it can be programmedwith appropriate control

instructions and routes. The namestatic network is somewhatof a misnomerbecause

it is very programmable. The static switch network has a completely independent

instruction streamand is able to take simplebranches. Thus, it is very well suited for

compile-timeknown communication patterns and is able to handle thesewithout the

needfor headers,which are found in dynamic networks. Each tile contains oneswitch
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Figure 3-2: The switch and tile code required for a tile-to-tile sendto the South from tile
0 to tile 4.

processorbut two switch networks. The oneswitch processorcancontrol the crossbar

on each of ¯v e directions (North, South, East, West, and into the tile processor)for

each switch network independently.

The dynamic networks on Raw are there to assistcommunication patterns that

cannot be determined easily at compile time. Examples of this are external asyn-

chronousinterrupts and cache misses.Each tile has two identical dynamic networks.

The dynamic network is a wormhole routed [5], two-stage pipelined, dimension-

ordered network. The dynamic network usesheader words to dynamically route

messageson a two-dimensionalmesh network. Messageson this network can vary

in length from only the headerup to 32 words including the header. Nearestneigh-

bor ALU-to-ALU communication on the dynamic network takesbetween15 and 30
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cycles.

3.4 Performance

The Raw ProcessorPrototype is fabricated on IBM's SA-27E, 6 layer metal copper

0:15¹ process.The Raw Processoris expected to operate at 250 MHz, and have 3.6

GOPS/GFLOPS of peak performance. It has 230 Gbps of bisection bandwidth and

201 Gbps of external chip bandwidth. Accessto this o®-chip bandwidth is provided

through the Raw Processor'snetworks. To connecto®-chip, the native internal net-

works are multiplexed through 1080signal input/output pins. More information on

the Raw microarchitecture can be found in the Raw ProcessorSpeci¯cation. [20]
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Chapter 4

An Overview of the Raw Router

Arc hitecture

This and the following chaptersexaminethe Raw Router architecture and a complete

router con¯guration. This chapter presents the chosenpartitioning of the Raw pro-

cessor,the path that the packets take through the router, and other generalissues,

such as bu®ermanagement.

4.1 Research Goals

The goalof this research wasto designa multigigabit single-chip router solution using

the Raw Processorand devisea switching algorithm for it. Someassumptionsand

practical considerationshave in°uencedthe designof this router. First of all, the goal

of this designwas to build an edgerouter or a scalableswitch fabric of a corerouter,

but not a completecore router. Many of the ideaspresented here can be leveraged

to build core routers, but considerations,such as limited internal bu®er spaceand

complexIP routing lookups require more analysis. Another designpoint is that this

designis for a 4-input and 4-output router, and larger con¯gurations are still to be

exploredin the future.
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Figure 4-1: Mapping router functional elements to Raw tiles. Each of the four ports is
comprisedof four elements: an IngressProcessor,a Lookup Processor,a CrossbarProcessor,
and an EgressProcessor.
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4.2 Partitioning of the Raw Pro cessor

The abilit y to carry out complex communication patterns quickly and e±ciently is

critical to implement a high-bandwidth router. The abilit y to statically orchestrate

the computation and communication on the Raw processor'ssoftware-exposedpar-

allel tiles and software-controlled static communication networks makesthis general-

purposeprocessorwell suited for such an implementation. Thus, the ¯rst task in

designinga router on Raw is to partition the router components and map them on

to the Raw tiles. This mapping shouldbalancethe computation load betweenthe 16

tile processorsof Raw. More importantly, the mapping has to e±ciently support the

communication patterns of the router.

Figure 4-1shows graphically the mapping that waschosen.Each of the four ports

usesfour tiles. An Ingress Pro cessor is usedto stream in and bu®erdata coming

from the line card, as well as to perform the necessaryprocessingof the IP header,

including the checksum computation and decrement of the \Time to Live" ¯eld. This

tile is alsousedfor fragmentation of IP packets if their sizeexceedsthe internal tile-

to-tile data transfer block on the Raw chip. A Lo okup Pro cessor is necessaryfor

accessingthe routing table in the o®-chip memory. Crossbar Pro cessors form a

Rotating Crossbar and they areutilized to transfer data betweenports. An Egress

Pro cessor is usedto perform the reassembly of large IP packets fragmented by the

IngressProcessor,babysit the output line, and stream data to the output line card.

The architecture of the Raw processorlends itself to straightforward replication of

the port four times resulting in a 4 £ 4 IP router.

4.3 Data Path Logistics

The path that data travels through this router is as follows. First data streamsin

on the static network from an o®-chip input line card. The IP header,but not the

data payload, of this packet is sent over the static network to the Lookup Processor

to do classi¯cation and route decisionmaking. While the routing decisionis being
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made,the rest of the data payload streamsinto the local data memory of the Ingress

Processor. After the routing decisionis made, the packet is sent into the Rotating

Crossbar,which is implemented over the static network of the Raw processor.This

data transfer may take multiple phaseson the crossbarand hencea packet may be

fragmented as it travels acrossthe Rotating Crossbar. After the Rotating Crossbar

hasbeentraversed,the EgressProcessorbu®ersthe packet in its internal data memory

until all of the fragments are available. Then it streamsthe completedIP packet to

its output port, which is connectedto an output line card.

4.4 Bu®er Managemen t

Practical designconsiderationsthat hinder and shape this designinclude the fact that

each tile's data cache only has one port. Thus accessinga tile's data cache requires

tile processorcycles,sincethere is no built-in Direct Memory Accessenginefrom the

networks into the data cache. For example,bu®eringdata on a tile's local memory

requires two processorcyclesper word. Also, code running throughout this design

is carefully unrolled, becauseeven though there is no branch penalty for predicted

branches,a branch still usesonecycle to executeon the tile processor.

This designis rather conservative with regardsto computational resources,and it

leavesroom to grow and hencepossibilitiesof using this samebasicdesignfor a core

router. One of the challengesof this designis the aggravation of problem of packet

queueingwhen doing core routing. This designassumesthat there is large amount

of bu®eringon the input and output external to the Raw Processor.This needsto

be donebecausethe maximum internal storageof the Raw Processorprototype is 2

megabytes. While this is a large amount for a singleprocessor,the bandwidth-delay

product for multigigabit °ows is two to three orders of magnitude larger. There-

fore in this designprototype, ¯rst-in-¯rst-out delivery is implemented, with dropping

assumedto be occurring externally to the Raw chip.
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Chapter 5

Switc h Fabric Design

This chapter movesfrom generaldescriptionsto speci¯cs, describingthe designof the

router's switch fabric and the Rotating Crossbaralgorithm. Several sectionsshow the

properties of this algorithm, including fairnessand absenceof possibledeadlocks.

5.1 Rotating Crossbar Algorithm

A part of the problem was to designan algorithm that would allow the use of the

fast static networks to do dynamic routing.

It hasbeenshown that Raw wassuitable for streamingand ILP applicationswith

patterns de¯ned at compile time [11, 8], but the approachesto building dynamic ap-

plications were still to be researched. Several techniqueswere createdand analyzed

[2, 22], but unfortunately most of them either led to underutilization of the Raw

processor,an unbalancedload distribution acrossthe tiles, or to complicated con-

¯guration analysis in order to determine and avoid possibledeadlocks of the static

networks.

The following is an explanation of the Rotating Crossbaralgorithm with global

knowledge,which is similar to a well-known Token Ring algorithm [7] that has been

widely usedin networking. In this case,however, it is nicely applied to the domain

of router microarchitecture. The Rotating Crossbaralgorithm allows to arbitrarily

connectfour IngressProcessorsto four EgressProcessors,provided there are no con-
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°icts for EgressProcessorsand Rotating Crossbarstatic networks, for the duration

of one quantum of routing time, which is measuredby the number of 32-bit words

to be routed around the Rotating Crossbar. Fortunately, this algorithm avoids the

aforementioned undesirablefeaturesand is very e±cient.

The algorithm is basedon the idea of a token, which denotesthe ultimate right

of a CrossbarProcessorto connectits respective IngressProcessorto any of the four

EgressProcessorsof the Raw chip. The token starts out on one of the Crossbar

Processors,called the master tile. However, there are no slave tiles, since, if the

master tile is not sendingits data, which can happen is caseits incoming queueis

empty, every downstream tile has an opportunit y to ¯ll in the existing slots in the

static network, though the probability to send data is decreasingwith every step

down the stream. By using a token, we can avoid starvation of IngressProcessors,

sinceit guaranteesthat each input will sendat least onceevery four routing cycles.

It is alsoimportant to notice herethat the token doesnot actually get passedaround

the crossbartiles. Instead, it is implemented as a synchronouscounter local to each

of the CrossbarProcessors.

5.2 Rotating Crossbar Illustrated

In the beginning of each routing phaseall four CrossbarProcessorsread their re-

spective packet headers,which contain output port numberspreparedby the Ingress

Processorsafter route lookup. In the next phasethe CrossbarProcessorsexchange

theseheaderswith each other. In the following phasethey streamtheir local data into

the Rotating Crossbardepending on current tile's privileges, which are determined

by a local copy of a global routing rule for a given combination of the master tile and

four packet headers. We pipeline the processby overlapping the processingof the

current headerwith the streaming of the previous packet's body into the crossbar.

After the routing of the current time quantum is over, the token is passedto the next

downstreamcrossbartile, and the sequencerepeats.

Figure 5-1 illustrates the idea of the Rotating Crossbaralgorithm. Imagine that
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IngressProcessorsof Ports 0, 1, 2, and 3 have packets destinedto Ports 2, 3, 0, and

1 respectively in their caches, and Port 0 has a token { shown is gray (seethe top

of Figure 5-1). There is a full-duplex tile-to-tile connectionon Raw static network

1 between neighboring Crossbar Processors,which allows to simulteneously route

data from all IngressProcessorsto all EgressProcessors,as shown in the botton of

Figure 5-1. Here, the light gray illustrates the clockwise transfer of data, and the

dark gray demonstratesthe counterclockwise one. Port 1 needsto route data in the

counterclockwise direction becausePort 0, which is situated upstream, has already

usedthe clockwiseconnectionbetweenCrossbarProcessor1 and CrossbarProcessor

2. The samesituation happenswith Port 3 { it needsto usecounterclockwiserotation

to transfer its data as well.

5.3 Su±ciency of a Single Raw Static Net work

It is important to notice that Figure 5-1 shows a best-casescenario,when all ports

are able to send. However, an interesting topological property of the systemis that

whenever there is no contention for output ports, a single full-duplex connectionbe-

tweenCrossbarProcessorsis su±cient to provide enoughof interconnectbandwidth,

and the useof the Raw secondstatic network doesnot improve the performanceof

the router.

5.4 Fairness

An obvious and immediate advantage of this algorithm is its natural fairness,which

eliminates the danger of starvation observed in other non-token-basedalgorithms.

When there is no global control over the transmissionof packets, upstream crossbar

tiles can °ood the static network and prevent downstream tiles from sendingdata.

Furthermore, there areadvantageoussidee®ectsof this approach. Oneof them is the

easeof augmenting the functionality of the IP router with such important features

as Quality of Service, °ow prioritization and tra±c shaping. These additions can
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Figure 5-1: Rotating Crossbar illustrated. In this con¯guration all of the four Ingress
Processorsare sendingdata to EgressProcessors.

be achieved by using a weighted round robin modi¯cation of the Rotating Crossbar

algorithm. This can be donesimply by allowing di®erent ports a weighted amount of

di®eringtime with the token.

5.5 Deadlo ck Av oidance

While starvation can be overcomeby using more complex macro-patternsproposed

in other algorithms, another far more dangerousproblem of deadlocking the static

network is solved with this algorithm. The deadlock can occur when the data-°ow

betweenthe CrossbarProcessorsforms a loop, and the static networks are not sched-

uled properly. However, the described algorithm cannot deadlock the static network,

becauseit only allows non-blocking crossbarschedulescarefully generatedat compile

time (seefurther on for more information).
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Chapter 6

A Distributed Scheduling

Algorithm for the Rotating

Crossbar

This chapter introducesa distributed schedulingalgorithm for the Rotating Crossbar,

andexplainshow the constraints on the memorysystemof the Raw processorin°uence

on the implementation, and show a minimization of the con¯guration spacemadein

order to ¯t the code in a tile's local instruction memory. This chapter alsodescribes

the timing of the algorithm at run-time, aswell as the programming techniquesused

on the CrossbarProcessors.

6.1 De¯ning Con¯guration Space

In the current router layout there are four input ports sendingto four output ports,

asshown in Figure 4-1. Therefore,assumingthat the input queuecan alsobe empty,

and letting the number of possibletoken positionsbe equalto the number of crossbar

tiles, the con¯guration spacecan be de¯ned as

SPACE = jH dr0j £ ::: £ jH dr3j £ jTokenj;

wherejH dr0j = ::: = jH dr3j = 5;

and jTokenj = 4;
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which givesus SPACE = 54 £ 4 = 2; 500

Thus, the necessarynumber of individual Crossbar Processorcon¯gurations is

equal to 2,500. However, each tile of the Raw processorhasonly 8,192words of local

instruction memory and 8,192 words of switch memory, and storing the Crossbar

Processorcode outside of the chip is too slow for a gigabit router. Therefore, there

are approximately 3.3 instructions left per each con¯guration, which is obviously not

enough.Hencethere needsto be an optimization applied to the con¯guration space,

which would allow us to implement the router.

6.2 Minimizing Con¯guration Space

As an optimization of the con¯guration spacewe propose the de¯nition given in

Table 6.1. Rather than de¯ning the spacethrough possiblecombinations of packet

headersand token owners,we changethe focus to enumerating clien ts, or potential

incoming occupants, of a CrossbarProcessor'sservers { static networks connecting

a CrossbarProcessorto its outgoing neighboring tiles, as shown in Figure 6-1.

The meaningof server namesis the following: "out" is connectionfrom a Cross-

bar Processorto an EgressProcessor,\cwnext" and \ccwnext" are the clockwise

and counterclockwise downstreamnetworks around the crossbarrespectively. Corre-

spondingly, the meaning of the client namesis: \in" is the network connectingan

IngressProcessorwith a CrossbarProcessor,\cwprev" and \ccwprev" are the incom-

ing networks to a CrossbarProcessorfrom clockwiseand counterclockwiseneighbors.

Fortunately, not all possiblecon¯gurations are usedby the compile-time sched-

uler, which allows to decreasethe number of distinct con¯gurations even more. The

aforementioned minimization cuts down the number of con¯gurations by 78times and

createsa self-su±cient subsetof 32 entries. Here, \out", \cwnext" and \ccwnext"

have the samemeaning,as in the previousparagraph. There alsois a speci¯c expan-

sion number of a particular combination of clients which is necessaryto keeptrack of

relativedistancesof data sourcesto a CrossbarProcessor(the assembly codeof switch

processorsof the crossbarneedsto be carefuly software-pipelined or loop-unrolled in
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Figure 6-1: Network connections of a crossbar tile. Each Crossbar Processorhas three
incoming (\clien t") and three outgoing (\server") connections.

servers out , cwnext, ccwnext
clients ; , in , cwprev, ccwprev

Table 6.1: Clients and servers of a CrossbarProcessor.

order to avoid the deadlock of Raw static networks), as well as a special boolean

value,which is set to TRUE in casean IngressProcessorcannot senddata in a given

con¯guration.

6.3 Phases of the Algorithm

The sequenceof events happeningin CrossbarProcessorsis shown in Figure 6-2. They

both are intendedto facilitate the understandingof the assembly codeexamplesgiven

in the following section.
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Figure 6-2: Phasesof the Rotating Crossbaralgorithm.

6.4 Designing an Automatic Compile-time Sched-

uler

In order to simplify code generationof the IP switch, we built a tool for automatic

compile-time scheduling of crossbarcon¯gurations. The idea of this scheduler is a

sequential walk starting from the master tile downstream acrossall crossbar tiles

and ¯lling in reservations for inter-crossbarand crossbar-to-output static network

connections. When the reservations are fully ¯lled with IDs of requestingcrossbar

tiles, there is another simpli¯caion passimplemented in accordancewith the afore-

mentioned spaceminimization. The resulting schedule is then converted to Raw

assembly by the third pass.
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6.5 Programming Tile Pro cessors of the Rotating

Crossbar

Each of the Raw tiles looksvery much like a MIPS R4000,and the instruction setsof

thesetwo processorsarealsosimilar. The tile processorcode is programmedwith the

useof softwarepipelining: the tile processorof the crossbartile computesthe address

into the jump table of con¯gurations while the switch processoris routing the body

of the previouspacket, then receivesa con¯rmation from the switch processorstating

that the routing is ¯nished, readsthe new set of headersand loadsthe addressof the

con¯guration into the program counter of the switch processorto immediately route

the current body.

The secondRaw static network, as well as the dynamic network, have not been

usedin the algorithm. As it was mentioned earlier, the addition of the secondstatic

network to the systemdoesnot improve the performanceof the router becauseof the

limiting factor of contention for output ports rather than insu±ciency of inter-tile

bandwidth.
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Chapter 7

Results and Analysis

This chapter describesthe results of our work { the peakand aggregateperformance

of the Raw Router comparedto the Click router, which is another router implemented

on a general-purposeprocessor. The chapter shows that we have achieved the goal

of building a multigigabit router on Raw. This chapter also studies the e±ciency of

the current implementation and explains the utilization of the Raw processoron a

per-tile basis. The analysisalsosuggestsa generalapproach to obtain the maximum

utilization of the router.

7.1 Gathering of Data

Due to the fact that the Raw processoris not physically available yet, we have im-

plemented the router and tested it on the Raw simulator.

7.2 Peak Performance

Figure 7-1 demonstratesthe peak performancecomparedto the Click Router. The

performanceof the router built on Raw general-purposeprocessoris two orders of

magnitude better than the results obtained on Intel general-purposeprocessorsmak-

ing Raw general-purposeprocessora viable candidate for networking applications.
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7.3 Av erage Performance

Figure 7-1 also shows the averageperformancecomparedto the Click Router. Note

that the averageperformanceis only about 69% of the peak performancedue to

the contention for output ports. It is also important to notice that theseresults are

observed under completefairnessof the tra±c.

7.4 E±ciency Study

There are several factors which contribute to the growth of performancewhen using

larger packet sizes, but the most important one of them is certainly the relative

amount of time that the static network is kept busy. In order to achieve better

performanceof the algorithm it is neededto decreasethe processingoverhead by

spending lessrelative time in the tile processorand more on streamingdata through

the Raw processornetworks. To seethat this is true, let us take a look at Figure 7-3,

which shows the utilization of the Raw processorwhen routing 64- and 1024-byte

packets (the mapping of functional elements of the router to Raw tile numbers is

given in Figure 7-2).

When routing 64-byte (the top of Figure 7-3) and 1024-byte (the bottom of the

¯gure) packets, gray on tiles 4, 7, 8, and 11 meansthat the input ports are blocked

by the crossbar.The top graph shows that Raw utilization is considerablylower for

smaller packet sizesthan for bigger packet sizes. It is possibleto get closeto Raw

static network bandwidth limit when routing larger packets.
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Figure 7-1: Router performancecomparedto the Click Router.
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Figure 7-2: Mapping router functional elements to Raw tile numbers.
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Figure 7-3: Utilization of the Raw processoron a per-tile basis. The top graph is for
64-byte packets, and the bottom graph is for 1,024-byte packets, both plotted for 800clock
cycles. The numberedhorizontal lines correspond to Raw tile processors.Gray color means
that a tile processoris blocked on transmit, receive, or cache miss.
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Chapter 8

Future Work

This chapter decribes the future improvements that we are planning to add to the

existing router, including new designspursuing full utilization of the Raw processor,

the implementation of the IP route lookup on Raw, the issuesof scalability and

support of multicast tra±c in the switch fabric, °ow prioritization to deploy Quality

of Service,as well as the application of the current router layout for routing in low

earch orbit satellite systems.

8.1 Pursuing Full Utilization of Raw

The resultsobtained sofar are quite promising, but the Raw processorcan do better,

and there are resourcesto attain this goal. First of all, there is anotherstatic network

waiting to be usedfor routing. Secondly, while the two static networks will be busy

streamingdata from inputs to outputs, the dynamicnetwork of Raw canprovide much

help for control messagingand recon¯guration to reach the optimal performance.

8.2 Implemen ting IP Route Lo okup

The previous sectionsdescribed the solution to the problem of switching, but there

still remains an issue of route lookup. We would like to look at various lookup

algorithms with the hope of beingable to support enoughroutesto competeasa core
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router, such as the one given in [6]. To be able to do this, one or several tiles per

input port will act as the route resolvingentities. While network processorsdeisgned

to do route resolutionaremulti-threaded, the Raw architecture is not multi-threaded,

but its exposedmemory systemallows for the sameadvantagesas a multi-threaded

architecture. This main advantage is the abilit y to get work donewhile the processor

is blocked on external memory accesses.On the Raw Processor,memory is simply

implemented in a messagepassingstyle over oneof the dynamic networks. Typically

when accessingRAM with loads and stores, the cache is backed in a write-back

manner by main memory, which is accessedby a small state machine that generates

and receives messageson the memory dynamic network. If the programmer wants

to use the system in a non-blocking nature, dynamic messagescan be created and

sent to the memory system without using the cache. Thus this provides the same

advantage of non-blocking readsthat a multi-threaded network processorprovides.

8.3 Adding Computation on Data

Another future implementation feature is the building of an infrastructure to provide

the abilit y to implement streamingbasedcomputations,such asencryption, insideof

the switch fabric as it wasdescribed earlier. This will take the form of special bits in

the headersthat are exchangedaround the routing ring. Thesebits describe to the

switch fabric what form of computation needsto be applied.

8.4 Building In telligen t Routers

Onemoreresearch direction that holdspromiseis the application of the computational

power of Raw to more intelligent routers, such as providing endpoint network users

more control over their communications. [25]
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8.5 Scalabilit y

The work presented heredescribesan architecture for a 4-input 4-output port router.

While this is a good starting point, one goal of this research is to also examine

larger con¯gurations. The Raw architecture itself was designedto be a scalable

computational fabric, and this is the route that will be neededto be followed to build

a scalablerouter. Building this larger fabric of processorsis as simple as gluelessly

connectingmultiple Raw chips in a two dimensionalmeshgrid. Onesolution is simply

to build a larger router out of multiple of thesesmall 4-port routers, or at least out

of multiple 4-port crossbars.

8.6 Supp orting Multicast Tra±c

It is becomingincreasingly important for a router to support multicast tra±c, and

we are planning to add this functionality to the existing Rotating Crossbaralgorithm

by allowing a single IngressProcessorto senddata to several EgressProcessorssi-

multaneously. This modi¯cation is trivial consideringthe easeof programmability of

the switch fabric.

8.7 Qualit y of Service

As mentioned earlier, wearealsogoingto implement the prioritization of packet °ows

from IngressProcessors. This is easily done by letting IngressProcessorsinclude

priorit y information into the local headersent to CrossbarProcessors,and adding

the arbitration code into the code running on the switch fabric.

8.8 Routing in Low Earth Orbit Satellite Net works

Several strategieshave beenproposedfor routing in a low earth orbit (LEO) satellite

system [9, 16, 23, 24]. Someof them are basedon the Internet Protocol (IP) and
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asynchronoustransfer mode (ATM) switching. However, issueslike memory require-

ments of the satellitesin the LEO network and the overheadsinvolved in transmitting

packets over the network have frequently beenignored. We are planning to look at

developing an e±cient solution to the routing issuein a LEO network using general-

purposeprocessorslike Raw.
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Chapter 9

Conclusion

The presented work shows that e±cient routing can be done on the programmable

static network of the Raw general-purposeprocessor.The resultsobtained in the sim-

ulation demonstratethat a 4-port edgerouter running on a 250MHz Raw processoris

ableto switch 3.3million packetsper secondat peakrate, which resultsin the through-

put of 26.9gigabits per secondfor 1,024-byte packets, suggestingthat it is possibleto

usethe Raw Processorasboth a network processorand switch fabric for multigigabit

routing. Mixing computation and communication in a switch fabric lends itself to

augmenting the functionality of the router with encryption, compression,intrusion

detection, multicast routing, and other valuable features. The presented Rotating

Crossbaralgorithm displays good properties, such as fairnessand scalability, and al-

lows for further improvement by taking advantageof the secondstatic network of the

Raw general-purposeprocessor. It is also naturally capableof accommodating the

implementation of Quality of Service.Therefore,we concludethat the Raw processor

will be further exploredin order to add more of thesefeatures.
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