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Abstract

Physical cash can be anonymously transfered. Transfityaisila desirable property because it
allows for flexible, private commerce where neither theeseibr the buyer must identify themselves to
the bank. In some cases, however, anonymity can be abusddahtb problems such as blackmail
and money laundering. In 1996, Camenisch, Piveteau, aniteBiatroduced the concept tdirnessfor
(non-transferable) ECash, where a trusted authority carkesthe anonymity of certain transactions as
needed.

To our knowledge, no current ECash system supports bothyamuums transfer and fairness. We have
designed and implemented such a system. Also, we formadigriies a set of desirable properties for
ECash systems and prove that our system meets all of thgzerfies under the Strong RSA assumption
and the Decisional Diffie-Hellman assumption in the randoactke model. Furthermore, we provide
extensions for our system that could allow it to deal withio#flpayments and micropayments.

Our system has been implemented in java. Tests have showit geforms and scales well, as
expected.
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1 Introduction

Electronic payment systems, also known as ECash systems jnduced by Chaum [4]. These systems
aim to allow users to engage in digital payment, while primgdanonymity. Unlike other digital payment
systems, such as credit cards, ECash allows a person tol&epérsonal commerce private — from how
much he spends on groceries to where he buys his gas. For mtaits dn ECash systems, refer to the
NSA's survey of payment systems [9]. Unconditional anortyntiowever, also has drawbacks. It is some-
times desirable that law enforcement agencies be able t&edire anonymity of certain transactions when
blackmail, money laundering, or other illegal activitige auspected. To handle this, Camenisch et al. [8]
proposedfair ECash, where a trusted authority can revoke the anonymityanfactions as needed, and
introduced a simple payment system with this property. InE&€ash systems, payments are anonymous
under normal circumstances; however, when a bank obsemgpi&c®us activity, it can ask for the help of
a trusted authority, colloquially called the judge, to wewothe cash owner. As a matter of checks and
balances, it should be noted that neither the judge nor thk ¢en trace any transaction on their own.

The notion oftransferability is fundamental to normal cash. That is, a recipient of a caim reuse
that coin to pay someone else. Transferability in an ECastesyalso increases flexibility in its use. For
example, “coin shops” can be opened to obtain electroniescand sell them to users without direct inter-
action with the bank. In addition to making the system easierse, this limits the amount of information
mining the bank can perform about users’ spending (or r@wpivhabits, improving privacy. Or, electronic
coins could be printed onto normal paper and used as castoperpr equipped real stores. This also
greatly improves ease of use in the system, for example trerakntioned “coin shops” could simply be
local software stores selling ECash cards that can be sdantweusers’ computers at home. However, as
with normal cash, the increased flexibility afforded by sfemability makes illegal activities like money
laundering easier. Thus, in a transferable payment sy$s@mess is even more important.

ECash systems are conventionally divided into those theabmline and those that areffline In an
online system, the bank must be contacted for each traoeactlthough the anonymity of at least the
payer remains protected (our system will also protect tlranamity of the payee). In an offline system,
a transaction can occur without contacting the bank. Offliystems offer a greater degree of flexibility,
while online systems better protect the bank by instantigaang double spending of coins. The only
online anonymous transfer system known to us was first pebby Burk and Pfitzmann [3], and later
rediscovered by Simon [18]. Unfortunately, neither the BBfitzmann system nor the Simon systems
provide any form of traceability, i.e., they are not fair pasnt schemes.

We have designed a system, which we will describe below,pgt@tides both fairness and anonymous
transfer in the online model by extending the Burk-Pfitzmaystem. To achieve this, we make use of the
group signature protocoMhich was introduced by Chaum [5] to allow any one of a grofiguthorities to
sign a value in a way that allows anyone to verify a signatmeeunthe group’s public key without revealing
the identity of the authority who signed it. Further, theigv@wner can uncover the identity as needed.

We also show how to extend our system to work in the offline maaled also to efficiently handle
large volumes of micropayments. We begin by fully articduigta formal set of desirable properties for
any electronic payment system, so as to have clearly defioald épr our extensions. These properties are
designed to describe both online and offline payment systems

1.1 Contributions

In this paper, we describe a number of contributions. Rivstintroduce and discuss tl$A F'T" properties,
a set of desirable properties we have constructed to eeakxsting payment systems. These properties



include definitions of different levels of security and apanity, two properties that describe the degree to
which money and identity are protected by the system. They défine the traits of transferability and

fairness, which describe abilities that are useful for aesygo provide. With this framework, we can more

cleanly compare and contrast existing payment systems.

This framework also serves to outline the goals théF,. T system, a new payment system we have
introduced that aims to completely satisfy all of thid F'T" properties. We have designed and implemented
this system, as well as proven that it meets each ofStHé'T' properties. We have also proposed two
extensions to this system which are not implemented: a pilitec payment protocol that allows the
system to be used for large volumes of micropayments wHéegiating computational and network load for
the bank, and an offline payment protocol that allows a nurob&ansactions to occur in sequence before
the bank must be contacted.

1.2 Roadmap

In section 2, we will layout and discuss ti#AF'T properties, which serve as a basis to evaluate other
payment systems described in the paper and as a set of gealsi¢we in our own payment system.

In section 3, we will discuss and evaluate several existaygrent systems, to give an idea of the current
states of payment systems, and to show howsthé™T" properties work. Our system will attempt to improve
upon these systems by satisfying all of thd F'T" properties.

In section 4, we will discuss some basic signature protoselsvill need to make use of in our system
and its extensions. We will describe what types of signatwe need and how they are used, and then we
will give an example of each type of signature that we will irseur system.

In section 5, we will describe o8 AF,. T payment system, which is the first payment system to satisfy
all of the SAF'T properties. We'll begin by showing the protocols which coisgthe system, then formally
prove how our system meets all of the properties.

In section 6, we describe possible extensions to our sysidrmase extensions take form as additional
protocols to the system, and aim to allow payments to be méitieeo or probabilistically with expected
value in increments less than the minimum coin size of theegys

Finally, in section 7, we will describe our implementatidrifee SAF,.T system in Java and show timing
results for all of the protocols and resulting coin sizes.

2 The SAFT properties in payment systems

This section defines a set of desirable properties for anysE@gstemP. First, we need to establish some
notation. LetP have security parametér For every discrete time periadthere are a set of usels and a
set of coingC;. For every coirc and timet, let O, ;) be the owner ot att. For every uset: and timet, let
Clu,) be the set of coins owned hyatt. The system” may have the following entities:

e Bank: The bank is responsible for keeping track of which coins avaenl by which users in the
system. Users exchange physical cash for electronic cainsthe bank.

e User: A user is any person participating in the payment systemthsrea buyer or a seller. User may
obtain electronic coins from the bank, trade the coins arsiingmselves, and deposit the coins with
the bank.

e Judge:The judge is a trusted authority who remains passive untibleed by the bank to help revoke
the anonymity of a suspicious transaction.



The systemP is also comprised of the following protocols, to be discdssedetail in section 5Setup,
Register, Purchase, Transfer, DeposmdTrace

2.1 Properties

Below are theSAFT(pronounced ‘safety’) properties that an ECash system roaggss:

e Security: A requirement of any payment system is to protect coin vaMe define two levels of
security: a strongly secure system protects coin valuduatady while a weakly secure system detects
entities that adversely affect coin value so they may beaately penalized.

1. Weak:Except with probability negligible i,

(a) No party or parties can generate a new coin or increaserantlcoin’s value without
identifying themselves.

(b) No party or parties except the owner of a coin, can transfestroy, or decrease a coin’s
value without identifying themselves.

2. Strong: Except with probability negligible ir;,

(a) No party or parties, except the bank, can generate a n@wocancrease a current coin’s
value.

(b) No party or parties, except the owner of a coin, can temsfestroy, or decrease a coin’s
value.

The first point of either level of security guarantees tha¢ntity can manipulate the system for profit,
and the second point guarantees that no entity can marephlatsystem to harm another. We shall
uses to denote a weakly secure system &hth denote a strongly secure system.

e Anonymity: We provide definitions of anonymity in terms of two stage adagal games, against
an adversaryd who knows the public parameters of the payment system aridfaiimation held
by some subsdl’ of corrupted users and the bank. Under these conditions eseriie three types
of anonymity, weak anonymity which describes a system thatepts privacy buallows linking of
payments originating from the same user, strong anonyniitiglwdescribes a system that protects
against such linking, but allows linking sequential paytsemith the same coin, and total anonymity
which prevents any kind of linking of payments.

1. Weak: In the first stage A requests a series of actions to be performed by the othdiesnti
without knowing the resultée.g., A may request that; transfer a coin ta:; without seeing
any information that would be held by users not in the coedptetl). The system is now
in some arbitrary, but adversarially-chosen state. Néwnust select userg, andu, not in U
such that each own a non-zero number of coins. tLet {0, 1} be randomly selected by the
experiment. In the second stage, chooses a coin and transfers it ta,. Now, v, and A run
thetransferprotocol, wherey, attempts to transferto A. Finally, A must guess the identity of
the user paying him, by outputtinig € {1,2}. The system isveakly anonymous b = b’ with
probability < 1/2 + negl(k).

2. Strong: In the first stageA requests a series of actions to be performed by the othdiesmatnd
is shown the resultsThe system is now in some arbitrary, but adversariallysehostate. Now,
A must select a usery not in U that owns a non-zero number of coins, and usgrandus not



inU. Letb € {1,2} be randomly selected by the experiment. In the second stggshows a
coin ¢ to A and transfers it ta,,. Now, u;, and A run thetransfer protocol, whereu; attempts

to transferc to A. Finally, A must guess the identity of the user paying him, by outputting
b’ € {1,2}. The system istrongly anonymous b = b/ with probability < 1/2 + negl (k).

3. Total: In the first stage A requests a series of actions to be performed by the othdresnti
and is shown the resultsThe system is now in some arbitrary, but adversariallyselnostate.
Now, A must select userg; andus not in U such that each own a non-zero number of coins.
Letb € {0,1} be randomly selected by the experiment. In the second stgged A run the
transferprotocol, wherey, attempts to transfer a cointo A. Finally, A must guess the identity
of the user paying him, by outputting € {0,1}. The system igotally anonymousf b = b’
with probability < 1/2 + negl(k).

We shall denote aveakly anonymousystem witha, a strongly anonymousne with A, and atotally
anonymou®ne with A*.

Note that only a transferable system can be strongly anoangnsince the definition of strong anonymity
contains a coin that is transferred twice. A non-transfleraipstem is either weakly anonymous or to-
tally anonymous. Strong anonymity is a type of anonymityahiprovides protection for users against
linking of their payments, but still allows coins to have aciable history of expenditures, similar to
the fashion in which real cash is stamped with serial numties below for further discussion.

Fairness:Fully anonymous systems can be abused for blackmail andyrauedering purposes. To
prevent this, anonymity breaking powers can be granted twlaboration of the bank and a trusted
authority known as the judge. There are two types of anoryybmgaking:

F.: Given any electronic coim, the bank and judge can cooperate to identify its owner witho
learning any information about the ownership of other coins

F,: Given any userm, the bank and judge can cooperate to identify the set of amivreed byu
without learning any information about the ownership ofestboins (aside from the knowledge
that they are not owned hy).

We note that no weakly anonymous system can posgebgscause if it is possible to guess that two
coinsc; andcy have the same owner with better than random chance, themation about one of
them can be inferred from the other.

Transferability: A system is transferable if the recipient of a coin can usestm®e coin to pay
another person without having to deposit and withdraw ihatliank. We usé&’ to denote a system
with transferability.

Thus, we can classify any payment system by analyzing to $e¢ subset of th& AF'T properties

that it possesses. We shall see next that currently knowmgiatysystems do not always possess all of the
SAFT properties.

2.2 Strong anonymity vs total anonymity

As was mentioned earlier, strong anonymity is a type of anmdtyythat applies only to transferable systems.
In a transferable system, there are potentially two wayshithvpayments could be linked. Either an adver-
sary could identify two payments which originated from tlaeng spender, or he could find two payments
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that were both sequential transfers of the same coin. Saoagymity prevents the first type of linking, but
not the second, whereas total anonymity prevents any kifidlahg of payments.

This type of linking allowed by strong anonymity is similarfashion to real cash having serial numbers.
Because real cash is stamped with these numbers, if a used pashop with a bill that had been given to
him by that same shop, or by some entity collaborating witit #hop, then the shop could identify him.
Thus, strong anonymity only protects a user so long as thty ¢ receives a coin from and the entity he
sends it to are not collaborating. However, this can be seesnly a minor weakness, one that the user
could easily work around by transferring each coin he r&seto himself before spending it elsewhere if he
so wished. Note that in this way, strong anonymity does impightly upon the serial numbers of real
cash, since a real person could not mask the serial numbéis odsh by giving it to himself. This method
allows a user to protect himself against two colluding otisars, but not against authorities asking the bank
to reveal the history of a coin’s transfers.

It can be argued that strong anonymity is actually desirgdeme ways over total anonymity, especially
in fair payment systems aiming to prevent blackmail and rmpdaendering. It allows suspicious funds to
be tagged and monitored, and gives a basis for tracing coiadair system. For example, if a kidnapper
demanded payment in blackmail case, coins given to him csitllbe linked back to the victim forced to
give payment. This would enable the judge to choose apigpdoins to trace to identify the criminal.
Thus, this kind of linkability helps authorities decide whicoins should be traced. This is functionally
similar to the manner in which authorities might record teea numbers of real cash to eventually track
down criminals it was paid to.

3 Related Work

This section presents four well-known ECash schemes andsiiss how they satisfy the SAFT properties.

3.1 Chaum’s blind signature ECash system

Protocol Payment

1. To obtain a coinlJ chooses a random numb&Trand blinding factor\/.

U sendgN|,, along with payment td3.

B accepts payment and sigi$], with skp.

U unblinds this signature with/ to obtain{/N },,.

U pays merchant” with {N},, .

V verifies this signature withk g before accepting payment.

V deposits{ N } ;,, with B, who also verifies witlpkp before returning cash.

Nooakrwbd

Figure 1:U payingV anonymously through Chaum'’s blind signature ECash system

Figure 1 shows Chaum’s ECash system implemented based d?SAeassumption. Here, all coins
have the same fixed denomination and cannot be destroyede Sty the bank, as owner efpz, can
generate coins, and only the possessof/¥t;,, can transfer it, this system is secure. Also, by the nature
of blind signatures, no entity can identify the owner of ancor trace a transaction. Furthermore, no two
transactions can be linked in any way. This system is thadlyochinonymous. However, the system does
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not provide transferability of ECash as each payment mughhbeith a withdrawal by the spender, and end
with a deposit by the receiver. In addition, this scheme dmggprovide fairness since there is no way to
trace the spender. So Chaum’s ECash system fsAnscheme.

3.2 Burk-Pfitzmann anonymous transfer system

Protocol PurchaseCoin

1. U generates random public/private key paig andskc.
2. U sendspk¢ to B with payment.

3. B addspk¢ to a public list of valid coins.

4. U confirms thaipke is now on the list.

Protocol TransferCoin

1. V generates random public/private key patr,, andskc,, .

V sendgkc, toU.

U selectgpkc,, andskc,, from amongst his coins.

U Sends{pk‘cU,kaV}sko to B via mixnet.

B confirms thapkc,, is on the list of valid coins and uses it to verify the signatur
B removegkc,, from the list and addgkc,, .

7. V confirms thapkc,, is on the list.

o0k wN

Protocol DepositCoin

1. V selectgpkc, andskc, from amongst his coins.

2.V sends{pkcy }skc,, 10 B.

3. B confirms thapkc,, is on the list of valid coins and uses it to verify the signatur
4. B removegkc, from the list and sends paymentito

Figure 2: Burk-Pfitzmann online anonymous transfer ECastegy

Figure 2 shows the Burk-Pfitzmann ECash protocol, which aatilt upon any signature system,
for example, the RSA signature. In this scheme, only the lmmkgenerate coins in tHeurchaseCoin
protocol. In addition, only a coin’s owner can transfer tendo another vialransferCoinor redeemed it
to real money vieDepositCoin Since coin cannot be destroyed or modified, this systemcisrse Also,
since no identities are stored by any entity, coins canndinked to owners. Separate coins also share no
information, so the bank cannot link them. This ensured tianymity. However, payments cannot be
traced, therefore, the system does not support fairnesthe3urk-Pfitzmann system is &*T scheme.

3.3 Camenisch, Piveteau, Stadler anonymous accounts syste

Figure 3 shows a payment system [8] proposed by Camenisahl®tsed on the discrete logarithm problem
and the RSA assumption. In this system, each user has a upéjsenal account but can also generate
multiple anonymous accountd-or each of these, the user can present a signature frorndge proving



Protocol OpenPersonalAccount

1. U generates public/private keygp,, andskp,, .
2. U sendgpkp, to B and identifies himself.
3. B storespkp, as a personal account bfand returngpkp,, } sk, -

Protocol OpenAnonymousAccount

1. U generates public/private key$ 4, andsk4,, .

2. U sends{pkp, }sk, andpka,, to J and identifies himself.

3. J verifies{pkp, } s, Storespk 4, andU, and returngpka,, } sk, -
4. U sends{pk ,, } s, anonymously to the bank.

Protocol DepositAnonymousAccount

1. U chooses a random numh&rand blinding factor/.
U sends{[N]as }skp,, andpkp, to B.

B verifies, debitd/, and signgN |, with skp.

U unblinds this signature with/ to obtain{/N },,.
U sends{N },, andpk 4, anonymously ta3.

6. B verifies this signature witpkp and creditpk 4,, .

a bk wnN

Protocol Pay

1. VendorV identifies himself to usel/ and requests payment.
2. U chooses a random accoutif; to pay vendoiV/.

3. U sends{pk,,,, V}SkAU to B

4. B debitsAy and credits/, recording this transaction

Protocol Trace

1. B chooses a transaction it needs to trace, having originabed A;; .
2. B sendsAy to J.
3. J looks upU who ownsAy;.

Figure 3: CPS anonymous accounts system

that the judge knows the identity of the account owner. Moisesnoved from the personal account to
the anonymous account via blind signature payment, and $pen there. Basic signatures are used to
ensure security of coins for the owner, and blind signataresised to ensure security of coins for the bank.
This system possesses propeftybecause the bank and the judge can identify users of singleyarous
account but no further. On the other hand, the bank is caprltilgking all payments made from any single
anonymous account allowing tracing that account to redeakpenditures made from it. This means that
the system is normally not strongly anonymous unless useatecan anonymous account for each coin, an
impractical solution. Thus, the CPS anonymous accountemsyis aSaF,, system.



3.4 Camenisch, Piveteau, Stadler fair blind signature sysm

Camenisch et al. also proposes a fair payment system basadconcept of fair blind signatures they
describe in [10], based on the strong RSA assumption. Wittbfimd signatures, a trusted third party can
reverse the blinding of a number by cooperating with theesigiThis has straightforward applications in
fair payment systems. By using fair blind signatures in @latblind signatures in any payment system, the
bank can cooperate with the judge to identify the sender pf@yment so long as they store the numbers
that are deposited and the blinded numbers that are witldréiis system is more convenient to use than
Camenisch anonymous accounts system. However, it cashatllbf the coins owned by a particular user.
This system is thus' A* F...

4 Basic signature protocols

This section briefly recalls a set of protocols used as bdsitkb in constructing various payment sys-
tems to be discussed later. As a notation for interactivéopads between entities U and V, we write
Protocol(U(x),V (y)) wherez is the input byU andy is the input byV. If the protocol returns some
valuez to U, we write that the protocol returri$(z). We need a basic signature scheme that is unforgeable
against adaptive chosen-message attacks [17]. This sohinaiow a userU to have a numbeN signed

by some authorityA.

Protocol BasicSignature

1. U sendsN to A.
2. A signsN with sk to generatg N}, and sends this value back&a
3. Anyone withpk 4 can verify that{ N } 5., was signed by an entity with accesssto;.

Protocol RSASetup(U(1%))

1. U generates two random primgs&ndg, p! = ¢ and computes = pg

2. U picks randome wherel < e < (p —1)(¢ — 1) andgced(e, (p — 1), (¢ — 1)) =
3. U computesi wherel <d < (p—1)(¢ —1)anded =1 mod (p —1)(¢ — 1)
4. U((n,e),d)

1

Protocol RSASign(U(m,d))

1. U computess = hash(m)? mod n
2. Return the signatur€(s).

Protocol RSAVerify(V (s, (n,e)))
1. ReturnV (T RUE) if hash(m) = s¢ mod n, otherwise retur’V (FALSE).

Figure 4: Basic and RSA signature schemes

Figure 4 describes the structure of a basic signature scheemdetwo implementations. The basic sig-
nature scheme allows a udérto prove to anyone that a numbar was signed by some authori# with
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knowledge ofsk 4 without revealingsk 4. The most widely used implementation of this scheme was pro-
posed by Rivest, Shamir, and Adleman [15] which is GMR seauader the strong RSA assumption in the
random oracle model. We use a hash function on the message &fning it to protect against malleability
attacks [1].

We will also need a blind signature scheme. These types ehses allow an authority to sign a value
without knowing what it is. In this scheme, a ugéican again have a numbaf signed by an authority,
without A ever seeing or able to computé

Protocol BlindSignature

1. U generates blinding factor M.

U blinds N with M to obtain[N]y,.

U sendgN],s to A.

A computes{ [Ny }sx, and sends it t@/.

U unblinds{[N]as } sk, With M to obtain{N } .

arwnN

Protocol ChaumBlindSetup (A(1F))

1. A chooses: = pq wherep andq are RSA primes.

2. Areleasegn, e) as a public key, whereis a prime less thafp — 1)(¢ — 1).
3. Akeeps(p, q,d) as a secret key, whete= e¢~! mod (p —1)(¢ — 1).

4. ReturnA((n,e), (p,q,d))

Protocol ChaumBlindSign(U(N), A(sk = (p,q,d)))

1. U picks a blinding factob mod n and uses it to blindV asmpg = b°hash(/N) mod n and sends it
to A.

2. Acomputesip = m% mod n and returns it tdJ.
3. Return the signatur€ (v = v,b~! mod n).

Protocol ChaumBlindVerify(V (N, v, pk = (n,e)))

1. ReturnV(TRUE) if v¢ = hash(N) mod n, otherwise retur’V (FALSE).

Figure 5: Basic and Chaum’s blind signature

Figure 5 shows the structure of a blind signature protoaad, @ne implementation by Chaum [4]. In
addition to signing, these protocols enable the authotitp sign a numberV without ever knowing its
value. The top part of the figure shows the basic blind sigeascheme. In our system, we will use the
scheme proposed by Chaum, which is secure under the stroh@&amption.

However, thus far, this scheme is only proven to be securmstgargeries up until an adversary has
obtained some numberof signatures, wheréis poly-logarithmically bounded on the security parameter
Pointcheval provides a method to extend existing blindatigres to provably protect against forgery attacks
wherel is bounded polynomially. However, it has the further reguient that there exist a neutral third
party to moderate the transaction between the authoritytladiser [13]. For payment systems, this can
be awkward. Thus, for our purposes, we assume that the bdinkseiChaum'’s system and simply change
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its public and private keys after having given out a set nunalbsignatures so as to protect itself against
forgeries.

Finally, we will need a group signature scheme that allowysraember of a group of users to generate a
signature for a value, and have their identity protected apened by a group owner. This scheme includes
a group owners andn group member$G,...G,, }.

Figure 6 shows the group signature protocol, first propose@hmum et al. [5], to allow a group of
authoritiesG' = {G;...G,}, of sizen, to produce signatures for the same public key. A singleipuay
pkc can be used to verify that some secret kéy:.. was used to sign the numbéf, but cannot be used
to identify which. A secret keyk can be used to identify the key that was used. In our systermysee
the group signature protocol by Ateniese, Camenisch, Joye,Tsudik [6]. This protocol is shown in the
lower part of the figure. It is secure under the Strong RSAragsion and the Decisional Diffie-Hellman
assumption in the random oracle model. The assumed separiyneters for this protocol are:> 1, the
tightness of the group signature, the size of the output of a hash functibash(x), andl,, the size of the
group signature modulus.

5 The SAF.T payment system

In this section, we show how to use group signatures to extem@urk-Pfitzmann system to provide both
online anonymous transfer and fairness. We will make use $A Rignatures and the group signature
scheme outlined in section 4, so our system is based on thagsRSA assumption. Users are required to
identify themselves to the judge, before sending and regei@nonymous cash. The judge uses a group
sighature scheme and grants a group secret key to eacHigtknser, keeping the master key for himself.
The judge is responsible for keeping the identity of eachr useelation to his secret key. Users use their
group secret keys to sign transactions with the bank. Whémgéegdransaction needs to be traced, the bank
can show the record of this transaction to the judge, whotises his master key to identify both the sender
and receiver. Note that no communication is necessary wtfutdge except when registering a new account
and tracing transactions. In addition, single transastizan be traced independently from others.

5.1 The basicSAF_.T protocols

Figure 7 shows the protocols in titeAF,. T system. We assume that coins are of fixed value although an
extension for multiple coin values is straightforward. Heforth, we will refer to two user§ andV, the
bank B, and the judge/. The judgeJ keeps a group signature secret kdy;, and a publically available
public keypk ;. The individual group signatures will be given out to user&eep, sd/ holds sk;;, which

is a group secret signature Jfs group. The bankB maintains a list of valid coins, and a history of all coin
transfers.

Note that such a history can become cumbersome over times batessary so the bank can prove that
users no longer own signed coins. Alternatively, coins @¢dad made to include a signed expiration date,
so that the bank would not be forced to keep a history of aixeiver made. This would not overly restrict
users, since they could easily transfer coins to themséivesnew the expiration dates.

Below are the protocols:

e Setup:The bank must setup a pair of keys for both RSA signatures taseetify coin transfers, and
Chaum blind signatures used to verify coin withdrawals. Jlitge sets up a group for ACJT group
signatures. Recall from section 4 that the Chaum blind sigea scheme only guarantees security if
it is used to generate a number of signatures bounded palylbmically in the security parameter.
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Protocol GroupSignature

1. G; signsN by computing{ N}, and sends it t&/.
2. U can now have{N}skGi validated bypk¢.
3. skg and{N}skGi are sufficient to computé€’;.

Protocol ACJTGroupSetup(G(1¥, ¢, 1'r))

1. G chooses lengths; > e¢(As + k) + 2, Ay > 41, 71 > €(y2 + k), andys > A\ + 2
LetV = (20 — 2%z 201 4 oh2) and T = (2m — 272 201 4 272),

G picksl,-bit primesp’, ¢’ such thap = 2p’ + 1 andg = 2¢’ + 1 are prime. Let = pq.
G chooses random elementsa, g, h from the group of quadratic residues modulo
G chooses: from the group of quadratic residues modylg'.

6. ReturnG(pk, sk) such thabk = (n,a,ag,g,h,y = ¢g* mod n) andsk = (p', ¢, x).

a bk wn

Protocol ACJTGroupJoin(U(), G(pk = (n,a,a0,9,h,y = ¢g* mod n)))

1. U chooses randomy from V', and computegy = ¢V mod n, wherey; is a quadratic residue of
n.

2. G computeg Ay, err) whereey; is a random prime frori” and Ay = (yyag)'/¢v mod n.
3. ReturnU (zy, Ay), G(er)

Protocol ACJTGroupSign(U(N, (xy, Av)))

1. U picks randomw of 2/, bits and computes:

Ty = Agy"™ mod n, T = ¢* mod n, andT; = g°UA"™ mod n.
2. U picks random numbers:

71 With 6(’)/2 + k‘) bits, ro with 6()\2 + k‘) bits,

r3 With e(v; + 21, + k + 1) bits, andr, with e(2(, + k) bits
3. U computes:

di =T/'/(a"™y"™) mod n,ds =T5"' /g™ mod n,

ds3 =¢"™ modn,dy =¢g"h™ mod n,and

¢ = hash(g|[h|yllao|la| [Ty ||T2|[Ts||d.||d2||ds||ds| V)
4. U computess; = 71 — c(ey = 2M), s9 = ro — c(xy = 2™M), s3 = r3 — cepw, andsy = r4 — cw
5. ReturnU(c, S1,82,83,84, 11,15, T3)

Protocol ACJTGroup Verify(V ((c, s1, s2, 3, S4,T1, T2, T3),pk = (n,a,a9,9,h,y = g* mod n)))

1. V computesy; = ag%”fl_cyl/(a”*dkly%) mod n, vy = T;l_’:yl/g‘g3 mod n, vy = T5g*
mod n, vy = T§¢" =" h* mod n, andc’ = hash(g||hllyllao|al|T1||T2||T5|vi][v2] [vs||val [ N)
2. ReturnV (TRUE) if ¢ = ¢, otherwise retur’V (FALSE).

Protocol ACJTGroupOpen(G((c, s1, S2, 83, $4, 11, T2, T3), sk = (p', ¢, x)))

1. ReturnG(Ay = 11/T§ mod n).

Figure 6: ACJT group signature
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Protocol Setup:

1. The judge] computespky, sky) = ACJTGroupSetup(1¥, e, 1)
2. The bankB computespkp, skp) = RSASetup(1¥)
3. B computespkY, sk%) = ChaumBlindSetup(1¥)

Protocol Register:
1. UserU andJ computesky = ACJTGroupJoin(U(), J(sky))
Protocol Purchase:

1. UserU computespkc, skc) = RSASetup(1¥)

U paysB and they compute ., (pkc) = ChaumBlindSign(U (pkc), B(sk%))
U computesry,, (pkc) = ACJT GroupSign(pkc, sku)

U sends;sk% (pkc) andogy,, (pkc) to B anonymously

B checks thaChaumBlindVerify(ask% (pkc), pk) = true

B checks thatd CJ T Group Verify(osk, (pkc), pky) = true

B now computesr, , (pkc) = RSASign(pkc, skg) and returns it td/

8. U keeps(osk,, (pkc), osk; (Pkc)) as a coin.

No o k~wbd

Protocol Transfer:

1. UserV computespkc,,, skc, ) = RSASetup(1¥)

V computesr g, (pkc, ) = ACJTGroupSign(pkc,, , sky) and sends it té/

U computesrsy,, (pkcy,pkcy, ) = RSASign((pkcy , pkoy ), skey )

V sendsogi., ((pkcy . pkcy ), osk, (Pkcy ) 10 B

B checks thai?S5A Verify(asko (pkcy, , Pkey ), pkcy, ) = true

B checks thatd CJT Group Verify(osk, (Pkc,, ), pky) = true

B keepSasko (pkcy, , Pk, ) as proof this coin has been relinquished

The bank now computes,, (pkc, ) = RSASign(pkc,, , skg) and returns it td”
9. V keeps(osk, (pkcy, ), sk (Pkcy ) @s a coin.

© No kWD

Protocol Deposit:

1. UserU chooses a coipkc and sends ., (pkc) = RSASign(pkc, skc) to the bank.
2. The bank checks thdSAVerify(osk,, (pkc), skc) = true
3. B keepsogy,, (pkc) as proof this coin has been relinquished and gays

Protocol Trace:
1. B wishes to have coifoy,, (pkcy, ), o5k (Pkcy, ) traced to identifyUU, the owner of the coin

2. B sendssgy,, (pkc) to J.
3. J computed) = ACJTGroupOpen (o, (pkc))

Figure 7: TheSAF, T payment system
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Thus, for safe usage, the bank must choose a new blind sigrsstaret key after using it to create this
many signatures. For the sake of simplicity, we write theqgmols assuming the bank is operating
within this number of signatures.

¢ Register:To register with the system, a ugérmust join the group managed by

e Purchase:When userV wishes to purchase a coin from the baBkU randomly generates a pub-
lic/private key pairpkc and skc. He holdsske as the coin representation while blindipg- and
sending it to the bank with payment to get a blind signhatir@nonymously sends this signature and
his pkc signed by his group private key back B B uses the group public key to verify thétis a
registered user, verifies his own blind signature, then aéiggo the valid coin list.B also signs this
coin and returns the signature &b In cases of disputes, the signature verifies thatill owns the
coin unless the bank can produce another signatugébyshwoing that this coin has been transferred
or deposited,

e Transfer:WhenU paysV a coin,V first randomly generates a public/private key paif;,, andskc,,
and holdsskc,, . He signspkc,, with his group secret key and transmits ittio U chooses a coin
Cy to pay V with. He signs and sends a transfer request identifyikg, andpkc,,, the sending
and receiving coins. This, along with the signatureldy secret group key are signed withc,, and
sent toB. B confirms that this request was authorized by a valid coin'sewviy verifying this with
pkc,, and checking thatkc,, is on the coin list.B also verifies that the recipient is a traceable user
by verifying the signature gfkc,, with the group public keyB then removegkc,, from the list and
addspkc,, . B also stores a record of this transaction and returis &osigned proof of coin creation
for dispute resolution.

¢ Deposit: WhenV” wishes to deposit a coin for cash, he sends both the coinstsmad public keys to
the bank.B checks that this is a valid coin, then removes the coin froaighh and creditd’’s bank
account.

e Trace: If B and.J wish to trace a suspicious transfer frgibc,, to pkc,, , B reveals taJ the record
of this transfer, along with the stored signatures whichenganerated with the secret group signature
keys held byty andV'. SinceJ holds the group master key, he can identify the user whosevisy
used to generate the coin.

5.2 Analysis
We will now show that thes AF,. T satisfies the&s AF,. T properties.

5.2.1 Assumptions

There are a number of well-known assumptions we will needakenin order to prove our system meets all
of the SAF,T properties. This need arises from the signature systemseceas building blocks.

e Strong RSA AssumptiofBiven integersV, e, andC s.t. N is the product of two primeg < e < N
is coprime tophi(N), and0 <= C' < N, itis intractible to find intege s.t. P° = C mod N. At
the time of this writing, there is no known way to solve thisiglem more efficiently than to factor
N, which is hard for largeV.
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e Decisional Diffie-Hellman AssumptioWithin a cyclic groupG of orderq, for a randomly chosen
generatoy and randon{a, b, ¢) such0 <=a < ¢,0 <=b < ¢, and0 <= ¢ < q, (g, 9%, ¢*, ¢**) and
(g,9%, ¢°, g¢) are computationally indistinguishable. This assumptselieved to be true as long as
taking discrete logs in G is hard.

These assumptions are further made withinRlamdom Oracle ModelThis is a model where we some
random oracle (typically a hash function) behaves in thieiohg way:

e If given a queryz that it has not seen before, it returns a random responseawitiiform probability
being anywhere within the output space.

e If given a queryz s.t. it has been given the querybefore and returneg, it returnsy.

5.2.2 Security

The SAF.T payment system provides security by protecting the bankuaads value with RSA signatures
in the same manner as in the Burk-Pfitzmann system.

Theorem 1 Under the strong RSA assumption in the random oracle modejraup of entities without the
bank can create a valid coin even if they have compromiseaasalls and all keys except for that of the bank
and may adaptively choose coins to observe.

Proof: Assume for contradiction that an adversarygiven the judge’s private keyk;, the bank’s
public keyspkp andpky, a set of all users’ private keysky,, ..., sk, ), and the ability to act within the
system as a complete set of corrupted users, can create @eidiwith the bank. We show that this enables
construction of an adversary/, that can break the security of RSA signatures with hashkighmare also
GMR secure [17] under the strong RSA assumption in the ranotacie model.

A’ is constructed as follows:

First, A’ will perfectly create a simulated world of ti#£4 F,.T' payment system. It runs the setup protocol
of the SAF,.T system choosing keys for the bapkg, skp, pk:j‘g, andsk%. It will also run the setup protocol
for some set of corrupted usdrs...U,.

A’ will now engage in the first stage of a challenge session yijtim which A will request that a series
of purchases, transfers, and deposits can occur betweerptaat users.

e Purchase:lf U, is to purchase a coipkc,, A" must producéo.y,, (pkc,), sk, (Pkc,)). SinceA’
knowssky,, and can ask for any signatures $y, it can do this.

e Transfer:If U, is to transfer a coipkc, into a coinpkc, owned byU,, A’ must produce
(askUy (Pkc,), osky (PEC, ), Oske, (PEC,, Pkc,)). Since A’ knows (sky,, skc, ), and can ask for any
signatures bykg, it can do this.

e Deposit: Trivial, since A’ needs not produce any new signatures.

A must now produce a valid coili, consisting of osx,,, (Pkx ), osk; (Pkx ). A’ will then returno g, , (pkx)
as a valid signature byk g, thus breaking the security of RSA.

Theorem 2 Under the strong RSA assumption in the random oracle modejraup of entities without the
owner of a coin can cause that coin to be invalidated evereif tave compromised all users and all keys
except for that of the coin (even including that of the ownand may adaptively choose other coins to
observe.
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Proof: Ownership of a coipkc in the theSAF.T system is defined to be given to the person who
knows skc. Assume for contradiction that an adversatygiven the judge’s private keyk, the bank’s
public and private keyépk g, skg) and(pk%, sk’), a set of all users’ private keysky,, ..., sku, ), and the
ability to act within the system as a set of corrupted usan, invalidate a coirpkc owned byU,, after
adaptively viewing any coins except for this coin. We shouat tiis enables construction of an adversary
A’, that can break the security of RSA signatures with hashbihvware also GMR secure [17] under the
strong RSA assumption in the random oracle model.

A’ is constructed as follows:

First, A’ will perfectly create a simulated world of ti#£4 F,.T' payment system. It runs the setup protocol
of the SAF,.T system choosing keys for the bapkg, skp, pk%, andsk%. It will also run the setup protocol
for some set of corrupted usdrs...U,,, and one honest uséf,

A’ will now engage in the first stage of a challenge session wijtim which A will request that a series
of purchases, transfers, and deposits can occur betweeptaat users.

e Purchase:lf U, is to purchase a coipkc,, A" must producéo.y,, (pkc,), sk, (Pkc,)). SinceA’
knowssky,, and can ask for any signatures $y, it can do this.

o Transfer:If U, is to transfer a coipkc, into a coinpkc, owned byU,, A’ must produce
(USkUy (Pkc,), osks (PkC, ), Oske, (PEC,, Pkc,)). SinceA” knows (sky,, skc, ), and can ask for any
signatures byk g, it can do this.

e Deposit: Trivial, since A’ needs not produce any new signatures.
A new coin will now be placed into the system in the ownersHip/pby one of the following methods:

e Purchase:U;, will purchase a coimkc, whereskq is the secret key given as input #5. A’ must
produce(osy, (pkc, ), osky (Phc,)). SinceA’ knowssky, andskg, it can do this.

e Transfer: A corrupted uset/,, will transfer a coinpkc, into a coinpkc owned byUy,, whereskc is
the secret key given as input 5. A’ must produceéaskUy (Pkc,), osky (PRC,)s Oske, (PEC,, PkC,))-
Since A’ knows(sky,, skc, , skp), it can do this.

Finally, A will now invalidate a coin in one of two ways:

e Deposit: A will computeo,, (pkc) to give to the bank to invalidate the caifc.

e Transfer: A will produceoy,, (pkc, pkcr) for somepke:.

In either case, this message will be outputtybreaking RSA security.

5.2.3 Anonymity

The SAF,.T payment system maintains the anonymous attribute of thi-Bfitzmann system due to the
nature of group signatures. To show this, we will use thefailhg result by Ateniese et al. [6]

Theorem 3 Under the strong RSA assumption and the DDH assumption iratigdom oracle model, the
group signature given by Ateniese, Camenisch, Joye, andik &iresistant to the following two-stage
game: In the first stage, an adversary is given access to aihlbees’ secret keys and an oracle that will
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reveal the authorship of any group signatures. It will ch@bso identities; andi;, a message: and some
state informationS. In the second stage, the adversary is given a group sigeatyrof m by ig or i1 with
equal probability. The adversary may continue to query thiars of any signatures besides. It cannot
guess the true identity with probability greater tharR + negl(k).

Proof: Proven by Ateniese et. al. [6].
Theorem 4 Under the strong RSA assumption, $é F,. T payment system is weakly anonymous.

Proof: Assume for contradiction that an adversarygiven the judge’s public keyk s, the bank’s
public and secret key@kg, skp) and (pk’, sk%), a set of all users’ public key®ky,, ..., pku, ), and a
set of some users’ secret kefyss, , ..., sky, ), can beat the game outlined for weak anonymity in section 2
with non-negligible advantage We show that this enables construction of an advergaryhich given
the group public keyk, and a set of all the users’ secret kgysy,, ..., sky, ) of an ACJT group signature
system can break the game in theorem 5.2.3 with advamtadfeis constructed as follows:

First, A’ will perfectly create a simulated world of ti#£4 F,.T' payment system. It runs the setup protocol
of the SAF,.T system choosing keys for the bapkg, skp, pk:j‘g, andsk:j‘g. The judge’s portion of the setup
protocol is left out, but it is assignegk; equal to the challenge keyk. Furthermore, for eackky, A’
receives, it mimics the register protocol, assigning eaer a secret key to match the challenge, .

A’ will now engage in the first stage of a challenge session wijtim which A will request that a series
of purchases, transfers, and deposits can occur.

e Purchase:lf U, is to purchase a coipkc,, A" must producéo.,, (pkc,),osks (Pkc,)). SinceA’
knows (sky,, skp), it can do this.

o Transfer:If U, is to transfer a coipkc, into a coinpkc, owned byU,, A’ must produce
(UskUy (Pkc,), osks (PEC, ), Oske, (PkC,» Phc,)). SinceA’ knows(sky, , skg, skc, ), it can do this.

e Deposit: Trivial, since A’ needs not produce any new signatures.

A’ will then engage in the second stage of a challenge sessithnAyiin which A will choose users
(ug, u1,uz) Whereuy possesses some ceind’ must randomly seleét€ {1, 2} wherec will be transferred
to u, to become’. It will then be transferred back td, becoming:”. A is then required to output a guess
b’ € {1,2} whered’ = b with probability greater tham/2 + €.

For the first transferA’ must produc€ oy, (pke ), osk, (Pke, pke)). It can do this, because it knows
(skp, skc). It must also produce,y,, (pk. ). To do this, it engages in its own challenge session where it
returns the message:. and requests that it be signed by eitheror u5. For the second transfer, it passes
Osk., (Pke) back toA, along withosy, (pk.~), produced withskp.

A'is now required to output', and A" will output the same. Sincd’ perfectly simulates a world fod,

A’ has the same advantage /s Therefore, sinced has non-negligible advantage, so too daéswhich
contradicts theorem 5.2.3.

5.24 SAF.T

Theorem 5 Under the strong RSA assumption and the DDH assumption iratigdom oracle model, the
SAF,T system satisfies theA F,. T properties.
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Proof: We know that the system has security and weak anownyroih theorems 1, 2, and 4. A system
is defined to have, fairness if it contains an entity called the judge which cdentify the owner of the
coin. The trace protocol of th§ AF. T system allows the judge to do this because he holds the master
private key for the ACJT group by which every coin is signedsy&tem is defined to have transferability if
a coin can be respent by its recipient without the need tosiefg@nd purchase another at the bank. This
follows from the completeness of ti@nsferprotocol.

6 SAF.T protocol extensions

6.1 Micropayments

Application of payments systems such as purchasing welesbotten generate a large volume of very small
payments called micropayments, pennies or even fractigpsrmies. In such a case, the computational and
network resources of the bank must be considered so thatdhe af handling these payments does not
outweigh the value of the payments themselves. A paymetermsysapable of efficiently dealing with small
payments is called a micropayment system.

Rivest [16] was first to propose the idea of using a probdigilscheme for micropayment as follows.
Assume that each coin is valuedcatollars and lep be a positive value much less than 1. Then to handle a
payment of valuevc dollars, the system allows a user to pay a merchant a coinpsatbability p. Thus, the
expected value of a paymentjig, but the bank is only involved in one out of everyp transactions on the
average, a significant load reduction. In fact, the bank lesnabout one transaction pedollars. Thus, by
adjustinge, the bank can adjust how much work it must do per value handles

6.1.1 MR1

Although there are many probabilistic payment systems, @gdra model that does not require repeated
transactions between the sender and receiver, and thahdb&sce either party to reveal information that
could potentially identify them. This is because our systems to allow a probabilistic transfer of a coin
between two anonymous users who may or may not engage irprautansfers.

We shall model our extension based on MR1, a recent probtbithicropayment system introduced by
Micali and Rivest [12]. Lepp < 1 be some probability value. MR1 makes use of a fixed publictfanc
F() that takes as input arbitrary bit strings and outputs a nandalue between 0 and 1. Then if a ugér
wishes to pay a usér, they agree on a string which contains information about their transaction. This i
signed byU and given tol/, who then signs that signature to genewai€o (T)). If F(oy(ov(T))) < p,
then the transaction is successful. Thus, the expected wéla payment in MR1 can be less than one coin.
Furthermore, the bank need only be involved in some smaliiquop of the total payments made.

MR1 relies on the use of a signature function that produggsasires indistinguishable from random bit
strings and is also deterministic. Micali and Rivest suggpbsising the RSA signature [15] which satisfies
these properties. A deterministic signature is definedtbtrby the signing key and message, with no
additionaly randomness. Because of thiscannot cheal” because it must commit its signature before
knowing what final value will result from’s signature. Likewise}” cannot cheat/ because it cannot
know whatU'’s signature will look like before commiting the messagegadtiption of the transacticf.

As a probabilistic micropayment protocol, MR1 is well sdit® theS AFT framework since, unlike
other non-probabilistic micropayment systems [7, 14],0iesl not require a user to obtain a large number
of "microcoins” that get collected into a macropaymentmgtiating the need to change the types of coins
in circulation. Another advantage of MR1 is that a singlensaction passes between a pair of users. This
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Protocol Microtransfer:

1. [ is a security parameter controlling the precision of prdligs of successful payment éhould be
chosen such thdt= O(log L) whereL is the length of the RSA public keys in use)
. p, the probability of successful payment, is agreed upotvtandV
. U chooses a coipk¢,, with which to pay and sends it 16
. UserV computespkc,,, skc, ) = RSASetup(1¥)
. V computesr g, (pkcy, , pkcy, ,p) = ACJTGroupSign(pkc,,, (pkc, ,p), skyv) and sends it td/
. U checks thatd CJT Verify(o sk, (Pkcy, , ke, ,p)) = true
. U computesry, (pkcy, , pkcy ,p) = RSASign((pkc,, , pkcy ,p), skcy,)
. V checks thaRSAVerify(asko (pkcy, , Pkcy ,p)) = true
. V computesyy, (0skc,, (Pkcy  pkey ,p),p) = RSASign((oskc,, (Pkey , pkey ,p), p), skcy ), letl
be the length of this signature
f F(asch (O'Sko (pkcy, , pkey ,p),p), 1) >= G(p,1) then the payment is rejectetl. informs U that
he may keep his coin, and the transfer ends.
11. Otherwise} informsU that the transfer was successful and se,rgqjgv (O'Sko (pkcy, , pkcy s p), D))
andasko ((kaU ) pk‘cwp)a Osky (kav )) to B.
12. B checks that F(oske,, (0skc, (Pkcy,Pkcy ,p),p).1) < G(p,l), and that
RSA Verify(askcv (Usk:cU (kaprka .p),p)) = true
13. B checks thalRSAVerify(asko (pkcy, , pkcy . p), ke, ) = true
14. B checks thatd CJTGroup Verify(os, (0kcy, ,p), pky) = true
15. B keepSJSch (asko (pkcy, , Pkey . p)s D) andasko (pkcy, , Pkcy, , p) as proof this coin has been re-
linquished
16. The bank now computesy,, (pkc, ) = RSASign(pkc,, , skp) and returns it td”
17. V keeps(osk, (Pkcy ), oskp (Pkcy ) @s acoin.

© 0N Ok Wb
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Figure 8:SAF.T Microtransfer Extension

is in contrast to some micropayment systems [14, 11] thatire@ history of payments between customer
and vendor which are eventually collected into a large m@yment. Finally, the MR1 protocol does not
require users to reveal their identities to each other, é&@neserving anonymity.

6.1.2 Protocol

Our protocol makes use of a public functiéiis, /) which takes as input any arbitrary bit strisgnd based
on the low-order bits of s returns an integer evenly distributed in the raf@e!]. It also uses a public
function G(p, 1) which takes as input an arbitrary valpen the rangg(0, 1) and return2'p rounded down
to the nearest integer.

Figure 8 shows the microtransfer protocol. This protocoitiended to be used in addition to the existing
SAF,T system, so the setup is the same. Whemakes a micropayment 3, they must first agree on
p, a probability that dictates the quantity of the paymefitthen chooses a coin with which to pay, and
sendspkc from that coin toV. V' randomly generates a public/private key paty, andskc, and holds
skc,, . He signs both the sending coin and his new receiving coih g group secret key and transmits it
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to U. This serves as proof both that the judge can identify hird,a@a commitment to use this coin for this
transaction in resolving later disputes.

U checks this signature, then signs and sends a transferstedestifyingpkc,, , pkc,, , andp, the send-
ing and receiving coins and probability of transfer. Thiswooits him to use this coin for this transaction.

V' now signs this quantity witlskc,, . This final signature is passed to the public functi(), and
compared to the result of passipgo the public functionG, both of which map to integers in the same
range. If the result is less, then the transfer succeedsthengrotocol continues. Otherwisdéthe transfer
fails, andV accepts the attempted transfer as paymé&npdssesses his group signature and can ask for
dispute resolution if he refuses to recognize this as pagmen

This final signature, along with a signature of the transachy skc,, are sent ta3. B confirms that
this request was authorized by a valid coin’s owner by vergfithis withpkc,, and checking thatkc,, is
on the coin list.B also verifies that the recipient is a traceable user by vagfthe signature gbkc,, with
the group public key. FinallyB verifies in the same manner tHatdid that the probabilistic transfer was a
success.B then removegkc,, from the list and addpkc,, . B also stores a record of this transaction and
returns toV" a signed proof of coin creation for dispute resolution.

6.1.3 Analysis

The first thing to note is that since the buyer must show a awitné seller regardless of whether or not
the transaction is successful, and that coin may be reusedifiat was not, there is some anonymity is
lost since the seller might link multiple failed transaagoto the same buyer. Because of this, this system
can only meet the weak anonymity property. However, a bugarpartially protect himself from this by
using different coins in multiple transactions with the saentity, and occasionally transferring his coins to
himself to refresh their keys.

In addition to the strict securities described in the ba&sid-'T" properties which protect coin ownership
and regulate the existing coins in the system, it is necgdbat neither the sender nor the receiver can
manipulate the probability of the success of the transaatiairly.

Theorem 6 Under the strong RSA assumption, relative to a randomly exngaiblic keypk of sizeL, the
last clog L bits of an RSA signature using are computationally indistinguishable from a string of dam
bits of the same size.

Proven by Alexi et al. [2].

Theorem 7 Under the strong RSA assumption, no input by the payer tdtheotransfer algorithm after
agreeing on the probability of success will alter that prbbidy.

Proof: The only inputd/, the payer, are given in the algorithm are the choice/af from among
his coins to pay with, and the signattwgkCU (pkcy, , pkcy,p). Itis clear that if the value of the input
asch(asko (pkcy, , Pkey ,p), p) to F() can be modelled as a random oracle from the point of view of
then the probability of transfer remains fair.

U must pick his inpupkc, which is the only portion of the signatune;ch (asko (pkcy, , Pkey,p)sp)
he can affect, without yet knowing the valugls:,, or skc,,. Sinceskc,, is unknown toU, by the security
of RSA the resulting signature is randomiicand thus the probability of transfer remains fair.

Theorem 8 Under the strong RSA assumption, no input by the payee tdftheviransfer algorithm after
agreeing on the probability of success will alter that probigy.
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Proof: Again, it is clear that ity , (asko (pkcy, s pkcy, ,p), p) can be modelled as a random oracle
from the point of view ofl/, the payee, then the probability of transfer remains feircan only possibly
influence this signature with his choiceafc,, , which influences the valuesko (pkcy, , Pkcy, , p) Which is
signed, and his choice ek¢,, which is used to compute the signature.

Sinceskc,, is unknown toV, the resulting signatur@sko (pkcy, , pkcy, . p) is random or the strong RSA
assumption is false. It is proven by Alexi et. al. [2] thatatele to a randomly chosen public ke¥ of size
L, the lastclog L bits of a signature usingk are computationally indistinguishable from a string ofdam
bits of the same size. Thus, sinbemust choose the key®kc,, , skc, ) before seeing the random input
Oskey, (pkcy, , pkey, , p), the final output of the signatunesch (O'Sko (pkcy, , pkcy . p), p) must be random
as well. Therefore, the probability of transfer remains. fai

6.2 Offline transfer

We would also like to extend our system to allow for transfgtsch do not involve contacting the bank.
This can be useful when transactions need to occur in low exdivity situations. For example, a user
might bring his coins on removable media with him to a realestbat is equipped to accept offline transfer
as payments.

However, it also potentially increases the risk of doublergfing, since there is no longer a central
authority in contact for each transaction to check if a cais hlready been used. We will propose an
extension to our system that keeps track of offline transfetis a list of signatures for each transaction.
Since the coin contains a list of sighatures, and the paysysteém is a fair system, the bank will eventually
be able to detect double spending once the coin is depoaiteidhe judge can identify the perpetrator.

6.2.1 Protocols

Our protocol is once again an extension of the b&sid . T system. The extension includes two protocols.
The first is anOffiine Transfer protocol, that is intended to allow a number of transfersdouo offline. It
removes either a regular online coin or an existing "offlimént from the payer and generates an offline
coin for the payee.

This offline coin can be passed to a fifdsolve protocol which resolves all of the offline transfers that
occured with the bank records and results in a normal coinctrabe used in normal online transfers.

Our approach is straightforward; we append to the coin afisignatures for each user that transfers
it to the next. In other words, a coifi has ahistory C}, which is a list that may be appended to. Once the
coin is finally deposited, the bank must verify each sigreatoiC’;,. In terms of computation, this does not
reduce work for the bank, but in terms of network commundgatmuch is saved.

Figure 9 shows the offline transfer protocol. As with the micansfer protocol, this is an extension to
the SAF,.T system to allow a number of transfers to occur without cdimgche bank.

To begin with,V must generate a new RSA signhature pair to represent his nearship of the coin.
He signs the public key with his group signature and trarsthis tol/. U chooses a coin with which to
payV, and if this coin is not already an offline coin, he makes it bpadding to it an empty "history”. He
transfers the coin td” by signingV’s new signature pair with the coins old one. This signatateag with
the group signature by are appended to the coin’s history which is given in fullto

To resolve this coin and return it to a normal coin withoutdng, a user transfers the coin’s entire history
to B. This history will contain a group signature by each ownerjclr can be uniformly verified with the
group public key. It will also contain a RSA signature by eaablic key that has been used to transfer the
coin. The current public key of the coin should be signed Iadst signature in the history, which will then
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Protocol OfflineTransfer:

1. UserV computespkc,, , skc, ) = RSASetup()

V computesr gy, (pkcy, ) = ACJTGroupSign(pkc,, , skv)

UserU chooses coiit’; with which to pay

. Cy is made into an offline coin: If it is an online coin (i.e. it hag historyCy;,), thenCy is trans-
formed by adding an empty histotyy;,. ThusCy = (osk,, (Pkcy ), Osky (Pkcy ) Cun)

EEANN

. U computesry,,, (pkcy, , pkcy, ) = RSASign((pkcy, , ke, ), skcy,)

.U sendSUSko (pkcy ,pkey, ), Cup, andogy,, (pkc, ) to V

. V checks thaRSAVerify(asko (pkcy, , Pkey ), pkey,)) = true

. V checks thatd CJT'Group Verify(osk, (pkc,, ), pky)) = true

. V setsCyy, = Cyy, and appendéo sy, (pkcy . pkey ), pkcy ), (0sk; (Pkcy ), pks))

10. V keeps as a coily = (o, (Pkcy ), 0sk (PEcy, ), Cvy) (note that the signature bykp remains
for the original coin, which can be traced back tdip;,)

© 00 N O O

Protocol Resolve:

1. U sends an offline coid’ = (o, (pkc), osky (Pkc, ), Ch) to B

2. Bverifies all signatures i@y, if a RSA signature is invalid, or the bank records show thatiginated
from a false coin, then the signer’s group signature is ttatfiethat signature is unavailable or false,
then the user who accepted it is traced and held responsiblpalying the final recipient. This
continues until a valid signature is found, or all of the sitymes including the final recipient’s are
invalid in which case the coin is valueless and ignored.

. B checks thatd CJT Group Verify(osk, (pkc), pky)) = true

. B now computes . (pkc) = RSASign(pkc, skp) and returns it td/

. B stores all signatures as if each transaction had been aredrdinsfer

.U keeps(askU (ka)7 Oskp (ka)) as a coin.

o O~ W

Figure 9: Offline Transfer

recursively be signed by each signature before it until ts¢ $ignature in the history which was produced
by either a normal transfer or purchase and thus will be helthé bank. Since these intervals contain each
public key, each RSA signature should be verifiable.

If the same coin is used more than once, or if a payment is mattieawake coin, the bank’s records
will show this in the same way it would detect it with onlinanisfers. If a coin is doublespent, then the first
time it is resolved, the transfer will be successful. At thant, the bank records will be updated to show
that the originating coin, and all subsequent coins in thie bistory, are no longer valid coins. Thus, when
the second coin is resolved, it will be handled in the sameasgag forged coin.

Since each user is required to obtain and verify a group gsigadrom the user paying him a coin, we
can always hold the owner of the earliest valid group sigeatesponsible for forgeries. It is necessary to
hold this person responsible, otherwise a user can alwagsti@ history of transactions leading to himself
and claim that he was the one who was cheated. If a user wiglpestect himself, he must always ensure
that the person he receives an offline transfer from has dirara valid group signature.
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Once all signatures have been verified, the bank gives itss@ymature, and the coin’s history is removed
and stored at the bank records, making the coin a valid onbire

6.2.2 Analysis

In terms of security, allowing offline transfers weakens eystem into aweaklysecure system, since
double spending will not be immediately prevented, butgattetected when a coin is eventually resolved
before depositing. We must show that improper behaviorsbheibventually detected.

Theorem 9 Under the strong RSA assumption, a group of users conspitteartsfer offline an invalid coin
to an honest user, one of them will be detected.

Proof: For a coinC, the coin historyC}, contains a list of group signatures of every owner the coia wa
transferred through since last it was a valid online coinprider. The initial coin contains a signature by
skp which is verified bypkp during theResolve protocol. Thus, if the transfer begins with an invalid coin,
the verification must fail and the bank will detect this or Hing RSA assumption is false. At this point,
the bank will possess a group signature by the initial trenest/;, who must be one of the conspiring users.
By the correctness of ACJT group signatures, this signatainebe opened to identify.

If the group signature is invalid, thdrh,, the user that the coin was next transferred to, would not¢ hav
accepted the coin, according to tBgflinetransfer protocol. If he did accept it, then by definition he too is
a conspiring malicious user, and his group signature wilhldg,, as well. Either his signature is correct and
he can be traced, or the person he transferred it to is alsaspitimg malicious user. This continues until
we have a valid signature of a malicious uggr or until the coin is transferred to the malicious uggr
who initiated theResolve protocol, orUy, an honest user. If we have the signaturé/pfby the correctness
of ACJT group signatures, this signature can be opened rttifgéd/;.

According to theOffiinetransfer protocol, as an honest usgy, will attempt to verify the signature of
Uy _1 the malicious user who sent it to him without providing a dadignature. By the security of ACJT
group signatures, this verification will fail and thlig will not accept the coin. It/,, as well did not provide
a valid group signature, then when the bank attempts topigris in theResolve protocol, by the security
of ACJT group signatures, the protocol will fail and the cuwiill not be converted into a valid online coin.
Thus, they cannot transfer this coin any further to an hounsst

7 Performance

7.1 Implementation

Our server, client, and judge for ti#A F'T" payment system are implemented in Java. We have chosen this
platform because it has a number of existing libraries fonynaf the basic signature systems we need to
use as building blocks for our payment system, and is easguelab in. Source code is available at
http://web.mit.edu/bdv/www/saft
The server and client are coded to run the online protocdiawit offline transfer and micropayment
extensions. It consists of three entities:

e Bank: A server application that acts as the bank. On startup, &g@eg in theSetup protocol. It then

maintains a list of valid coins in a hash table using theirligukeys as keys, and listens for requests
on a single port. Requests arrive flaggedRagister, Purchase, Transfer, and Deposit protocols. It
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runs with a Java GUI open that displays and logs all incom@ggiests. Users can also select items
from the log to have the Bank sendlaace request to the judge which will display a user ID in a
popup window.

e User: A client application that acts as a user. On startup, it mesgigen an IP and port address
for the judge, so that it may request that theige participate in theRegister protocol, and for the
bank. In this implementation, its ID is simply its own IP adsls and a port it uses to receiVeansfer
requests. It then maintain a list of coins owned by its ussibke in a GUI, and can request that the
Bank participate inPurchase and Deposit protocols. It can also make and listen for requests by or
of other users to engage in tif@ansfer protocol, for which it must also interact with thigank. To
do these actions it must be given the IP and port address &ahk or of another user (their ID).

¢ Judge:A server application that acts as the judge. On startup, #tingage in théetup protocol. It
then maintains a list of registered users, and listens fouasts by theBank to engage in thélrace
protocol, and requests by users to engage inRbgster protocol. In the current implementation,
it will respond to anyTrace requests. In a practical situation, it should contain soreelranism to
verify the identity of the authority making requests.

7.2 Results

All tests were run on a Pentium 4-m 1.2 GHz processor with BB2ZRAM running the Windows XP
Professional Operating System and the J2SE Runtime Emenn5.0 Update 2. All users and the bank
server were simulated on the same machine. As such, our desandt reflect network transfer times, which
in a practical situation would likely scale with coin siz€wr system was only capable of measuring timing
to a precision of 10ms. Times are listed in increments oftgrgarecision because each running time was
measured 5 times with an average taken. Results are shoa ialile below:

Table 1: Running time (ms) for SAFT protocols

Users| Bank Setup| Judge Setup Register| Purchase Transfer| Deposit| Trace
1 668 280 216 584 688 38 52
10 670 282 216 582 684 40 54
100 668 278 214 582 684 38 52
1000 672 280 216 582 686 40 52

As the Table 1 shows, the running times of the protocols didvagy much by the number of users.
Similarly, running times generally did not vary with numbadrcoins in the system, with coins of up to
1000. We did not have resources to test, but we speculatéhehdtace and register protocols might slow
down marginally once a number of users reaches an amounwthdt impact the performance of the
hashtables used to store them. Similarly, purchase, earaid deposit might slow down marginally with
extremely large numbers of coins.

The slowest running protocols were tRarchase and Transfer protocols, which required group signa-
ture and verification and also RSA key generation. Also, theetomeSetup protocol for the bank requires
the generation of signatures for both RSA and RSA blind sigea. Finally,Deposit and Trace, the only
protocols which did not involve any sort of key generatiorgayup signatures, were the fastest.

Coin size was static and did not vary with number of userslelalshows the space used by each entity
to store information about one coin.
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Table 2: Memory use (bytes) to store one coin in the SAFT gyste
User | Bank (active coin)| Bank (spent coin
1663 901 1191

8 Conclusion

We outlined theSAFT properties of security, anonymity, fairness, and trardfdity and discussed how
a number of current systems satisfied these properties. &epttesented a method for acheiving fair and
transferable ECash based on previously known group signatthemes and provided an implementation
and performance data for this method. This ECash systesfisatmore of th&S AF'T properties than any
other currently known system. This method was implemensea @ayment system in Java.

It allows for the flexibility and privacy fundamental to etesmic commerce, while providing an av-
enue for law enforcement to expose those users who abusgdteensfor illegal activities. Additionally,
extensions to this system were discussed to allow for pitsitpayment and offline payment.
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