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Chapter 1

Introduction

Secure distributed protocols have been an important and fruitful area of research for
modern cryptography. In this setting, there is a group of participants who wish to
perform some joint task, despite the fact that some of the participants in the protocol
may cheat in order to obtain additional information or corrupt the outcome. When
we approach distributed cryptography from the perspective of quantum computing,
a number of natural questions arise:

e Do existing classical protocols remain secure when the adversary has access to a
quantum computer?

e Can we use quantum computing and communication to find new, more secure or
faster protocols for classical tasks?

e What new, quantum cryptographic tasks can we perform?

This research is inspired by the last of these questions. We propose to investigate
a quantum version of an extensively studied classical problem, secure multi-party
computation (or secure function evaluation), first introduced by [GMWS8T7]. In this
scenario, there are n players in a network. Each player 7 has an input x;, and the
players want to run a protocol to collectively compute some joint function f(z1, ..., x,).
The challenge is that all players would like this function evaluation to be secure.
Informally, this means:

1. Soundness and Completeness: At the end of the protocol, all honest players should
learn the correct function value f(z1, ..., z,).

2. Priwacy: Cheating players should learn nothing at all beyond what they can deduce
from the function output and their own inputs.

Multi-party Quantum Computation For this thesis, we consider an extension of
this task to quantum computers. A multi-party quantum computing (MPQC) protocol
allows n participants P, P, ... , P, to compute an n-input quantum circuit in such a
way that each party P; is responsible for providing one (or more) of the input states.
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The output of the circuit is broken in n components H; ® ... ® H, such that P;
receives the output H;. Some components H; may be empty.

Note that the inputs to this protocol are arbitrary quantum states—the player
providing an input need only have it in his possession, he does not need to know
a classical description of it!. Moreover, unlike in the classical case, we cannot as-
sume without loss of generality that the result of the computation will be broadcast.
Instead, each player in the protocol receives some part of the output.

Informally, we require two security conditions as before. On one hand, no coalition
of ¢t or fewer cheaters should be able to affect the outcome of the protocol beyond
what influence they have by choosing their inputs. On the other hand, no coalition
of t or fewer cheaters should be able to learn anything beyond what they can deduce
from their initial knowledge of their input and from the systems H; to which they
have access. We formalize this notion in Section 1.2.

Verifiable Quantum Secret Sharing In order to construct MPQC protocols, we
consider a subtask which we call verifiable quantum secret sharing. In classical cryp-
tography, a verifiable secret sharing scheme [CGMAS85] is a two-phase protocol with
one player designated as the “dealer”. After the first phase (commitment), the dealer
shares a secret amongst the players. In the second phase (recovery), the players re-
construct the value publicly. When the dealer passes the first phase of the protocol,
then

e Soundness: There is a uniquely defined value s which will be reconstructed in the
second phase, regardless of any interventions by an adversary who can control no
more than ¢ players.

e Completeness: If the dealer is honest, then he always passes the commitment phase
and the value s recovered in the second phase is the secret he intended to share.

e Privacy: If the dealer is honest, no coalition of ¢ players can learn any information
about s.

The natural quantum version of this allows a dealer to share a state p (possibly
unknown to him but nonetheless in his possession). Because quantum information is
not clone-able, we cannot require that the state be reconstructed publicly; instead,
the recovery phase also has a designated player, the reconstructor R. We require
that, despite any malicious actions by a coalition of up to ¢ players:

e Soundness: As long as R is honest and the dealer passes the commitment phase
successfully, then there is a unique quantum state which can be recovered by R.

o (Completeness: When D is honest, then he always passes the commitment phase.
Moreover, when R is also honest, then the value recovered by R is exactly D’s
input p.

'For quantum information, merely having a state in one’s possession in not the same as knowing
a description of it, since one cannot completely measure an unknown quantum state
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e Privacy: When D is honest, the adversaries learn no information about his input
until the recovery phase.

Note that the privacy condition in this informal definition is redundant, by the
properties of quantum information: any information adversaries could obtain about
the shared state would imply some kind of disturbance (in general) of the shared
state, which would contradict the completeness requirement. A formal definition of
security is given in Section 1.2.

Contributions The results of this thesis are based on unpublished joint work with
Claude Crépeau and Daniel Gottesman [CGSO01]. In this thesis:

e We give a protocol for verifiable quantum secret sharing that tolerates any number
t < n/4 of cheaters.

e We show that this is optimal, by proving that vQss is impossible when ¢ > n/4.

e Based on techniques from fault-tolerant quantum computing, we use our vQss
protocol to construct a multi-party quantum computation protocol tolerating any
t < n/6 cheaters.

Our protocols run in time polynomial in both n, the number of players, and &, the
security parameter. The error of the protocols (to be defined later) is exponentially
small in k.

Beyond these specific results, there are a number of conceptual contributions of
this thesis to the theory of quantum cryptographic protocols.

e We provide a simple, general framework for defining and proving the security of
distributed quantum protocols in terms of equivalence to an ideal protocol involv-
ing a third party. This follows the definitions for classical multi-party protocols,
which have been the subject of considerable recent work [GL90, Bea91, MRO1,
Can00, DM00, CDD*01, PW00, Can01, vdG97].

e The analysis of our protocols leads us to consider various notions of local “neigh-
borhoods” of quantum states, and more generally of quantum codes. We discuss
three notions of a neighborhood. The notion most often used for the analysis
of quantum error-correction and fault-tolerance is insufficient for our needs, but
we show that a very natural generalization—specific to so-called “Ccss” codes, is
adequate for our purposes.

e Along the way, we provide modified versions of the classical sharing protocols
of [CCD88]. The key property these protocols have is that dealers do not need
to remember the randomness they use when constructing shares to distribute to
other players. This allows them to replace a random choice of coins with the
superposition over all such choices.
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Organization The thesis is organized as follows. Chapter 1 contains the material
necessary for understanding the protocols of this thesis as well as their context. Sec-
tion 1.1 describes the previous work on the topics in this thesis, with emphasis on
the works whose results we use directly. In Section 1.2, we present a framework for
defining security of a distributed quantum protocol which involves interaction with a
trusted third party. We use this framework to formally define both verifiable quan-
tum secret sharing and multi-party quantum computation. Section 1.3 contains the
mathematical background for understanding our protocols, as well as results we use
from the existing literature. In Section 1.4, we introduce three definitions of the local
“neighborhoods” of a quantum code, in order to help the reader understand exactly
what properties our protocols guarantee and what properties are needed in our se-
curity analyses. Some additional relations between these three notions are shown in
Appendix A.

The protocols which are the main focus of this thesis are presented in Chapter 2.
One of the main proof techniques we use is a “quantum-to-classical reduction” (ter-
minology due to [LC99]). In Section 2.1, we illustrate this technique with a simple
protocol which achieves vQss for a small number of cheaters (¢ < n/8), and whose
analysis will prove insightful for the sequel. Section 2.2 uses a similar technique, but
applied to a modified version of the classical “verifiable blob” protocol of [CCD88],
to construct a vQss protocol secure against ¢ < n/4 cheaters. In Section 2.3, we show
this is optimal by relating vQss protocols to error-correcting codes and applying the
quantum Singleton bound. Finally, we use our sharing scheme to contruct MPQC
protocol which tolerates any ¢ < n/6 cheaters.

We conclude with some open questions related to our results (Chapter 3).

1.1 Previous Work

Classical MPCc Most of the work on classical distributed protocols is based on secret
sharing, in which a message is encoded and shared amongst a group of players such
that no coalition of ¢ players gets any information at all about the encoded secret, but
any group of £ + 1 or more players can recover the secret exactly. The prototypical
and most commonly used solution to this is the polynomial sharing scheme due to
Shamir [Sha79]: choose a random polynomial p of degree at most ¢ over Z, (for some
prime p > n) subject to p(0) = s, where s is the secret being shared. The share
given to player i is value p(7), for i = 1,...,n. Note that for normal secret sharing we
assume that the shares are prepared honestly.

This assumption was removed in subsequent work: Multi-party computing, in
which no player may be assumed to be honest, was first treated explicitly by Gol-
dreich et al. [GMW8T7], although the subtask of verifiable secret sharing had been
investigated previously by Chor et al. [CGMAS85]. Goldreich et al. [GMW87| proved
that under computational assumptions, secure multi-party evaluation of any function
was possible tolerating any minority of cheating players, i.e. for any ¢ < 3.

Subsequently, Ben-Or et al. [BGW88] and Chaum et al. [CCD88] independently
proved that tolerating up to ¢ < 3 was possible without computational assumptions,
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provided that one assumed that every pair of participants was connected by a secure
channel. Moreover, this bound is tight due to the impossibility of even agreeing
on a single bit when ¢ > % (see Lynch [Lyn96], for example). The main difference
between the results of [CCD88] and those of [ BGW88] is that the former allow a small
probability of error (exponentially small in the complexity of the protocol).

The bound of % for information-theoretically secure MPC was broken by Rabin
and Ben-Or [RB89] and Beaver [Bea89], who showed that assuming the existence of

a secure broadcast channel, then one can in fact tolerate any minority (¢ < %) of

cheaters without computational assumptions. Their protocols introduce a small zrror
probability, which is provably unavoidable [RB89]. The results of [RB89, Bea89] were
extended to the model of adaptive adversaries by Cramer et al. [CDD*99].

All of these protocols rely on verifiable secret sharing. Our solution draws most
heavily on the techniques of [CCD88]. The essential idea behind their vss protocol
is to share the secret using a two-level version of the basic scheme of Shamir (above),
and then use a cut-and-choose zero-knowledge proof to allow the dealer to convince
all players that the shares he distributed were consistent with a single polynomial
p().

Beyond these basic protocols, a line of work has focused on coming up with proper
definitions of multi-party computing [GL90, Bea91, MR91, Can00, DM00, CDD*01,
PWO00, Can01]. Both [Can01] and [CDD*01] provide summaries of that literature.
Most of the research has focused on finding definitions which allow composability of
protocols, mainly focusing on multi-party computing (often referred to, more pre-
cisely, as secure function evaluation). In this work, we adopt a simple definition
(based on the initial definitions of Canetti). We do not prove any composition pro-
tocols, but simply ensure that the definition captures our intuition of security and is
provably achieved by our protocols. See Section 1.2 for further discussion.

Multi-party Quantum Protocols Relatively little work exists on multi-party
cryptographic protocols for quantum computers. Secret sharing with a quantum
secret was first studied by Cleve, Gottesman and Lo [CGL99]. They suggested a
generalization of the Shamir scheme, which is also used by Aharonov and Ben-Or
[AB99] as an error-correcting code. One of the contributions of [CGL99] was that to
point out the strong connection between secret sharing and error-correcting codes in
the quantum setting (see Section 1.3.2). Our vQss protocol is based on the [CGL99]
scheme, using a modification of the techniques of [CCD88]| to ensure the consistency
of distributed shares.

There were some additional works on distributed quantum protocols. Gottesman
[Got00] showed that quantum states could be used to share classical secrets more
efficiently than is possible in a classical scheme. Chau [Cha00] proposed a scheme
for speeding up classical multi-party computing using quantum techniques; [Cha00]
also mentions the problem of verifiable quantum secret sharing as an open question.
The dissertation of van de Graaf [vdG97] discusses defining the security of classical
distributed protocols with respect to a quantum adversaries, but contains no con-
structions.
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Fault-tolerant Quantum Computing In our proposed solution, we also use tech-
niques developed for fault-tolerant quantum computing (FTQC). The challenge of
FTQC is to tolerate non-malicious faults occurring within a single computer. One
assumes that at every stage in the computation, every qubit has some probability p
of suffering a random error, i.e. of becoming completely scrambled (this corresponds
to the classical notion of random bit flips occurring during a computation). More-
over, errors are assumed to occur independently of each other and of the data in the
computation.

One can view multi-party computation as fault-tolerant computing with a different
error model, one that is suited to distributed computing. On one hand, the MPQC
model is weaker in some respects since we assume that errors will always occur in the
same, limited number of positions, i.e. errors will only occur in the systems of the ¢
corrupted players.

On the other hand, the error model of MPQC is stronger in some respects: in
our setting errors may be maliciously coordinated. In particular, they will not be
independently placed, and they may in fact depend on the data of the computation—
the adversaries will use any partial information known about the other players’ data,
as well as information about their own data to attempt to corrupt the computation.
For example, several FTQC algorithms rely on the fact that at certain points in the
computation, at most one error is likely to occur. Such algorithms will fail in a model
of adversarially placed errors.

Techniques from FTQC are nonetheless useful for multi-party computing. Con-
siderable research has been done on FTQC. We rely mainly on the techniques of
Aharonov and Ben-Or [AB99], which were based on those of Shor [Sho96]. Using
“css” quantum error-correcting codes, Shor showed that fault-tolerance was possible
so long as the error rate in the computer decreased logarithmically with the size of the
computation being performed. Aharonov and Ben-Or showed that by using concate-
nated coding, one could in fact tolerate a constant error rate. They also introduced
generalized Css codes in which the individual pieces of a codeword are assumed to be
higher-dimensional systems, such as collections of several qubits (this corresponds to
using larger alphabets in classical coding theory).

Provably Secure (and Insecure) Quantum Protocols While quantum crypto-
graphic protocols have existed for some time, many of them have been proven secure
only recently. The first proofs of security appeared in the context of entanglement
purification protocols [BBP196, DEJ™96, LC99]. In a different line of work, Mayers
[May98] provided a notoriously difficult proof that the Bennett-Brassard key distri-
bution scheme was secure. Unifying these two lines of research, Shor and Preskill
[SP00] proved the correctness of the Bennett-Brassard [BB84| key distribution pro-
tocol, based on a previous proof of a purification-based protocol due to Lo and Chau
[LCY99]. The main insight of [LC99] was that in certain situations, proving the secu-
rity of a quantum protocol could be reduced to classical probability arguments, since
one could assume without loss of generality that the adversary followed one of a finite
number of classical cheating strategies (a so-called “quantum-to-classical reduction”).
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A similar technique is used in [BCG101] to prove the correctness of a scheme for au-
thenticating quantum transmission. This technique will also be useful for proving the
soundness of our protocol, as it will allow us deal with possible entanglement between
data and errors by “reducing” them to classical correlations.

Note that for protocols where the adversary is one of the participants in the
system and not an outside eavesdropper, much less is known. Some proofs were
also attempted for tasks such as bit commitment [BCJL93], but those proofs were
later discovered to be flawed, since bit commitment was proven impossible [May96,
LC97a, May97, LC96, LCI97b, BCMS98]. There have also been several works on
quanutm coin-tossing. Although arbitrarily small error is known to be impossible,
several works have focused on reducing the error as much as possible [LC96, MS99,
ATVY00, Amb01]. Yet another line of work has focused on how to achieve certain two-
party tasks using computional assumptions, i.e. assuming that there exist (quantum)
one-way permutations [DMS00, CLSO01].
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1.2 Definitions

This section describes a simple framework for proving the security of distributed
quantum cryptographic protocols. The defintions are based on the initial framework
of Canetti [Can00], as well as on discussions in the dissertation of van de Graaf
[vdG97]. We describe two models for protocols. The first one—the “real” model—
describes the environment we ultimately expect our protocols to run in. The second
model is idealized model in which players can interact with an incorruptable outside
party. We will prove our “real-model” protocols secure by showing that they are
equivalent to a simple protocol for the ideal model which captures our notion of what
security means for a given task.

We provide no general composition theorems in this work. Instead, we simply
prove the security of our composed protocols directly.

1.2.1 “Real” Model for Protocols

For the protocols in this paper, we assume that every pair of players is connected
by perfect (i.e. authenticated, secret) quantum and classical channels. Moreover, we
assume that there is a classical authenticated broadcast channel to which all players
have access. Because we will consider settings where ¢ < 7 < 3, we can also assume
that players can perform classical multi-party computations [BGW88, CCD88)?.

The adversary is an arbitrary quantum algorithm (or family of circuits) 4. We
make no assumptions about the computational power of the adversary; he is limited
only by the number of players ¢ that he can corrupt.

The initial configuration for the protocol is the joint state p of n + 2 quantum
systems: an input system Z; for each player in the protocol (i = 1,...,n), as well
as the adversary’s auxiliary input system Z,,, and an outside reference system Z,.;
(which will remain untouched throughout the protocol). Note that the input can be
an arbitrary quantum state, possibly entangling all these systems.

A run of a “real model” protocol begins with all players receiving their input
system Z; and the adversary receiving the state Z,,,. The adversary then chooses
a subset C of size at most t of players to corrupt. From then on, the adversary
has access to the state of the players in C' and controls what they send over the
channels. The adversary may cause the cheaters’ systems to interact arbitrarily. His
only restriction is that he has no access to the state of the honest players, and cannot
intercept their communication. The reference system Z,.s is untouched during this
process.

At the end of the protocol, all players produce an output (for honest players, this
is the output specified by the protocol). The system output by player i is denoted O;.
Moreover, the adversary outputs an additional system Og,,. The output configuration
for the run of the protocol is the joint state of Oy, ..., O,, the adversary’s state Ogyz
and the reference system Z,.;. This state depends on the adversary A and the initial

2In fact, even the assumption of a broadcast channel is unnecessary but (since ¢ < %) but is made
for simplicity.
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configuration p, and is denoted Real(A,p). Note that this configuration does not
include any ancillary states or workspace used by honest players, only the output
specified by the protocol (i.e. all other parts of the honest players’ systems are
“traced out”).

1.2.2 “Ideal” Model For Protocols

The main difference of the ideal model from the real model is that there is a trusted
third party (denoted 77 P) who helps the players in the execution of some protocol.
The communications model is the same as before, except that every player is con-
nected to 77T P via a perfect (i.e. authentic, secret) quantum channel. There is no
need to assume a broadcast channel since players can simply give a classical value to
TTP and ask that it be re-sent to all players.

As before, the initial configuration consists of n systems Z; containing the players’
inputs as well as the two systems Z,,, and Z,.;. The TTP gets no input. The
protocol proceeds as in the real model, except that players may interact with the
TTP, who may not be corrupted by the adversary. Finally, the output configuration
is the same as before. The final state of the 77P is not included in the output
configuration. The output configuration for adversary A and initial configuration p
is denoted Ideal(A, p).

1.2.3 Protocol Equivalence

Suppose we have a protocol 7 which is supposed to implement some ideal functionality
f, that is f is an ideal model protocol and 7 is an attempt to implement it in the
real model.

Informally, we say = implements f if the input/output behavior of = cannot be
distinguished from that of f. Formally:

Definition 1 (Perfect security). A protocol 7 is considered perfectly secure if for
all adversaries Ay, there exists an adversary Ay, running in time polynomial in that
of A1, such that for all input configurations p (possibly mized or entangled), we have:

Real(Ay, p) = Ideal(As, p)

The protocols we design do not in fact achieve this strong notion of security.
Instead, they take a security parameter k£ as input. All players receive the classical
string 1% as part of their input (in the ideal model, so does the 77P). Moreover, the
inputs may additionally depend on % (in particular, we allow the adversary’s auxiliary
input to depend on k). Since honest players should be polynomial-time quantum
circuits, the protocol will run in time polynomial in &, although the adversary need
not.

Definition 2 (Statistical security). A protocol 7 is considered statistically secure
if for all adversaries Ay, there exists an adversary As, running in time polynomial in
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that of Ay, such that for all sequences of input configurations {pr} (possibly mized
or entangled), we have:

F (Real(1*, Ay, p), Ideal(1*, Ay, pp)) >1—27F,

where F' denotes the fidelity of two quantum density matrices.

Simulators Our definition asks us to construct a new adversary A, for every real
adversary A;. To do so, we will follow the standard cryptographic paradigm of
constructing a simulator S who uses A; as a black box. Thus we can write Ay = S*1.
We can view § as an “interface” between the real-world adversary and the ideal-model
protocol [vdG97]: § exchanges messages with A;, but must also control the corrupted
parties in the ideal-model protocol.

When A, is constructed in this way, then the definition above can be restated:
Suppose that at the end of the protocol the adversary gains access to the outputs of
the honest players. There should not exist a real-world adversary A; that can tell
the difference between (a) a run of the real protocol and (b) a run of the ideal-model
protocol with S as an interface. We will construct simulators for our protocols in
Section 2.2.6 and Section 2.4.2.

1.2.4 Static versus Adaptive Adversaries

In this thesis, we consider only static adversaries, who choose the parties they will
corrupt before the beginning of the protocol and remain with that choice. On the
other hand, an adaptive adversary chooses which players to corrupt as the protocol is
progressing. The set of corrupted parties is still monotone—we do not allow a player
to become honest again once he has been corrupted®—but the adversary can base his
decision on the message he is seeing in the protocol. For example, if the players were
to elect a small group of participants to make some decision amongst themselves, an
adaptive adversary could wait until the selection had been made and then corrupt the
members of that small group. Proving protocols secure against adaptive adversaries
has been problematic even in the classical setting [CFGN96, CDD*99].

Choosing to handle only static adversaries simplifies the definitions and proofs
considerably, and offers no real loss of intuition. Nonetheless, we believe that the
protocols we describe here are secure against adaptive adversaries, assuming that the
environment in which the protocol is running somehow records which parties were
corrupted and in what order (it is unclear what adaptivity even means without such
an assumption). In Section 2.1.2, we discuss briefly how some of the proofs could be
extended to handle adaptivity (see Remark 4, p. 38).

3An adversary who corrupts players dynamically is called a mobile adversary, and protocols for
handling such adversaries are called pro-active.
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1.2.5 Multi-party Quantum Computation

We define multi-party quantum computation by giving an ideal-model protocol for
that task. Simply put, all players hand their inputs to the trusted party, who runs the
desired circuit and hands back the outputs. Note that the only kind of cheating which
is possible is that cheaters may choose their own input. In particular, cheaters cannot
force the abortion of the protocol. One possible extension of this work is to consider
protocols where cheaters may not compromise the correctness of the computation but
might force the protocol to stop before completion (see Open Questions, Chapter 3).

Protocol 1 (Multi-party Quantum Computation—Ideal Model).

Pre: All players agree on a quantum circuit U with n inputs and n outputs(for simplicity,
assume that the i** input and output correspond to player 7).

Input: Each player gets an input system S; (of known dimension, say p).

1. (Input Sharing) For each 4, player i sends S; to T77TP. If TTP does not receive
anything, then he broadcasts “Player ¢ is cheating” to all players. Otherwise, 77T P
broadcasts “Player 7 is OK.”

2. (Computation) 77 P evaluates the circuit U on the inputs S;. For all i who cheated,
TTP creates S; in a known state (say |0)).

3. (Output)

(a) TTP sends i’" output to player i.
(b) Player i outputs the system he receives from 77 P.

Figure 1-1: Protocol 1 (Multi-party Quantum Computation—Ideal Model)

1.2.6 Verifiable Quantum Secret Sharing

Providing a definition verifiable quantum secret sharing is trickier than it is for multi-
party computing. The idea of the ideal protocol is simple. In the sharing phase, the
dealer gives his secret system to the trusted party. In the reconstruction phase, the
T TP sends the secret system to the reconstructor R.

However, a problem arises because vQss is a two phase task, and the formalism we
established in the preceding sections only describes one-phase protocols, which have
a simpler input/output behaviour. For example, if all we required of vQss is that
the reconstructor’s output be the same as the dealer’s input, we could simply have
D send his secret system to R without violating the definition—a clear indication
that such a definition would be insufficient. For the purposes of this thesis, we adopt
a simple modification of the definition of the preceding sections which allows us to
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describe vQss: instead of giving all inputs to the parties at the beginning of the run
of the protocol, some inputs are not given to the parties until the beginning of the
reconstruction phase.

Specifically, two of the inputs are delayed. First, players learn the identity of the
reconstructor R only at the beginning of the reconstruction phase (note that this
doesn’t stop the adversary from knowing R since the definition requires security for
all adversaries and input sequences). Second, the adversary also receives a second
auxiliary input 73, at the beginning of the reconstruction. This allows us to capture
any side information gained by the adversary during interactions which occur between
the end of the sharing phase and the beginning of the reconstruction phase.

The ideal-model protocol we obtain is given in Figure 1-2. The definition of
security we will use for this two-phase model is essentially the same as for the one-
phase model. An input configuration p consists of player identities D and R, a
secret system S and the two auxiliary inputs Z,,, and 7). We require that for
all adversaries A, there exists an adversary A, such that for all sequences of input
configurations {py },.y, the fidelity of the output of the real protocol to the output of
the ideal protocol is exponentially close to 1.

Protocol 2 (Verifiable Quantum Secret Sharing—Ideal Model).
e Sharing Phase:

1. Inputs: All players get D’s identity. Dealer D gets a qupit S (i.e. a p-dimensional
system, where p is a publicly agreed-upon integer).
(Adversary also gets his auxiliary input Zy;-)

2. D sends the p-dimensional system S to 77 P. If D fails to send S, then TTP
broadcasts “D is cheating” to all players. Otherwise, 77 P broadcasts “OK”.

e Reconstruction Phase:

1. Inputs: All players get R’s identity.
(Adversary also gets his second auxiliary input I((Li)z)
2. If D did not cheat in the sharing phase, TTP sends S to the receiver R.

Figure 1-2: Protocol 2 (Verifiable Quantum Secret Sharing—Ideal Model)
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1.3 Mathematical Preliminaries

We assume that the reader is familiar with the basic notation and formalism of quan-
tum computing. For an introduction, the reader should refer to a textbook such as
Nielsen and Chuang [NCO00].

For most of this paper, we will work with “qupits”, that is p-dimensional quantum
systems, for some prime p. It is natural to view the elements of the field F' = Z, as
a basis for the state space of a qupit.

In our settings, it will be useful to choose p so that n < p. We need not choose p
very big for this, since there is always a prime between n and 2n. However, all of our
protocols will remain polynomial time even when p is exponential in n. That is, the
complexity of the protocols will be polynomial in log |F'| = log p.

Just as for the case of qubits, there are a few natural operators on qupits which
we will use extensively in this paper.

The shift and phase operators for qupits (sometimes denoted o,,0,) are defined
analogously to the case of qubits:

Xla) = ja+1 modp) and Zla)+— w?a),

where w = €?>™/P. These two operators generate the Pauli group. Since they have a
simple commutation relation (X7 = wZX), any element of the group is proportional
to some product X?Z* for x,z € {0,...,p — 1}. As for qubits, the p® operators X*Z*
form a basis for the space of p x p complex matrices, and so any unitary operator on
qupits can be written as a linear combination of Pauli matrices. In particular, this
is useful since means that correcting Pauli errors in a quantum code is sufficient for
correcting arbitrary errors. In the context of errors, X is called a shift error and Z
is a phase error.

For registers of qupits, the Pauli matrices are tensor products of Pauli matrices
acting on individual qupits. If x = (z1,...,2,) and y = (y1, ..., yn) are vectors in
Zy,, then X*Z* denotes X" Z* ® --- ® X*»Z*". These form a basis for the space of
operators on the register. The set of positions on which a Pauli matrix does not act
as the identity is called its support, and is equal to the union of the supports of x and
z. The number of such positions is called the weight of the operator.

Fourier Rotations Another transformation which arises often is the Fourier trans-
form on qupits, which generalizes the Hadamard rotation on qubits.

Flay = Y wb)

bEZy

This is called a Fourier rotation since its effect on the p-dimensional vector of coeffi-
cients of the state of a qupit is exactly that of the Fourier transform over the group
Z,. Consequently, phase changes become shifts in this new basis, and conversely:

FX=ZF and FZ=X'F
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A useful property of the Fourier transform is that linear transformations remain
linear after the change of basis. Specifically, let V' be an invertible n X n matrix over
%p. Let V' denote the corresponding unitary operator on a register of n qupits, i.e
V|x) = |Vx). Then in the Fourier basis, thiil(_)gks like a different linear map, given
by the matrix (V=1)7. That is FVF = (V-1)T).

The main feature we will use is simply that the transformation remains a linear
permutation of the basis vectors. There is one very useful special case. For controlled
addition (denoted ¢-X), which maps |a,b) — |a,a + b), conjugating by a Fourier
rotation yields another controlled-addition, applied in the opposite direction and with
a scaling factor of —1 (i.e. |a,b) — |a — b, b)).

1.3.1 Quantum Error-Correction

A quantum error-correcting code is a way of encoding redundancy into quantum
information to allow correction of errors which occur during transmission or storage.
An [[n, k, d]] quantum code encodes k qubits into n qubits (for n > k) and corrects any
(arbitrary) error which affects less than ¢ positions in the code. The most resilient
quantum codes actually work over higher-dimensional subspaces, i.e. each “position”
in the code consists of a qupit. Recall that we work with qupits of dimension p, where
p is some prime greater than n.

Css Codes An important family of quantum codes are the css codes (due to
Calderbank-Shor [CS96] and Steane [Ste96]). A css code over n qupits is defined
by two classical linear codes V' and W over Z,, both of length n. They are chosen
such that V+ C W, where V+ is the dual of V with respect to the standard dot prod-
uct v-w = 2?21 v;w;. Note that we automatically also have W+ C V. The quantum
code C is then the set of states [1)) which would yield a codeword of V' if they were
measured in the computational basis ({|0),|1),...,|p — 1)}), and yield a codeword of
W if they were measured in the Fourier basis ({F]0),..., Flp— 1)}).

Now for any given system of n qupits and any linear subspace W < F™, we define

W@ = span{|w): we W}.

If we denote by F®" the parallel application of F to all qubits of an n-qubit register,
then we have:
C=VvVDnrw@

The dimension of C as a code, i.e. number of qupits it can encode, is simply
dim(V/W+) = dimV — dimW+. For convenience, we will denote V5 = W+ and
Wy = V+, and so the formula for the number of qupits encoded becomes dimV —
dimVy = dim W — dim W,.

Minimum Distance To correct an arbitrary error on a subset A of positions (A4 C
{1,...,n}), it turns out that it is sufficient (and necessary) to be able to correct Pauli
errors, i.e. compositions of shift and phase errors applied to the qupits in A. Thus,
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to correct errors on any ¢ positions it suffices to correct all Pauli errors of weight at
most ¢t. A sufficient condition is that the spaces { EC} be mutually orthogonal, where
E ranges over all Pauli operators of weight at most ¢. In such a case, one can correct
any of these errors F on a codeword |1) by performing a measurement that identifies
which of these subspaces contains the corrupted codeword E|¢), and then applying
the correction E~. This can be rephrased: for all Pauli operators of weight at most
2t, EC and C should be orthogonal spaces. The minimum distance of a quantum code
C is thus the weight of the smallest Pauli operator for which this is not true.

Definition 3. The minimum distance of a quantum code C is the weight of the small-
est Pauli operator such that C and EC are not orthogonal.

By the previous discussion, a code with distance d can correct arbitrary errors
on any |(d —1)/2| positions. For css codes, there is a simple way to calculate the
minimum distance:

Fact 1.1. Let V,W be classical codes with minimum distances d; and dy such that
V+ C W. Then the quantum css code C = V@O N FW D has minimum distance at
least min(dy, dy). *

Syndromes and Error Correction Given a classical linear code V' of dimension
k, the syndrome for V' is a linear function from n bits to n — k bits that indicates
which coset of V' contains its argument. If V' has distance at least 2¢ + 1 and a
codeword v € V is altered in t or fewer positions, then the syndrome of the corrupted
word v + e allows one to compute the correction vector —e. We will let V-syndrome
denote the syndrome with respect to V. Note that computing the V-syndrome is
easy. Fix a basis {vy,...,v,_x} of the dual code V1. The V-syndrome of w is the
vector (Vy « W, ...,V g - W).

This is the basis for the error correction procedure for css codes. Suppose that
E = X*Z* and both x and z have support on at most ¢ positions. Let |¢)) € C. Since
9} lies in V@ measuring the V-syndrome of E|t) (in the computational basis) allows
one to compute the vector x, and apply the correction X *. Similarly, measuring
the W-syndrome in the Fourier basis allows one to compute z and apply Z~%, thus
recovering [¢)). The two measurements commute, so in fact it does not really matter
which one is applied first.

The pair of measurement results used, namely the V-syndrome in the computa-
tional basis and the W-syndrome in the Fourier basis, are referred to together as the
quantum syndrome. If the syndromes are s; and s, pits long respectively, then there
are p*11%2 possible quantum syndromes. This divides the whole space C%» into p*1t%2
orthogonal subspaces indexed by the set of equivalence classes of Pauli operators.
That is, two Pauli operators E, E' are deemed equivalent if EC = E'C; and the space

CZ» can be written as the direct sum of the orthogonal spaces {E;C},c,» where J is

4In fact, the minimum distance of C is the minimum of the weights of the lightest vectors in
V —Vo and W — Wy. These are bounded below by the minimum distances di,ds, and the bound is
tight for the codes used in this paper.
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a set of indices which contains exactly one element from each equivalence class. For
a 0ss code, two Pauli operators X*Z% and X* Z# will be equivalent if and only if x
and x’ are in the same coset of V', and z and z’ are in the same coset of W.

Note that the dimension of the code can also be written as n — s; — Sg.

Quantum Reed-Solomon Codes In this work we will use a family of ¢SS codes
known as “quantum polynomial codes” or “quantum Reed-Solomon codes”. These
were introduced by Aharonov and Ben-Or [AB99], and generalize classical Reed-
Solomon codes.

In this paper, we will specify a quantum RS code by a single parameter § <
(n — 1)/2, which represents the degree of the polynomials used in the code. The
corresponding code C will encode a single qupit and correct ¢ = LgJ errors. For
simplicity, choose § = 2¢t. We will always choose the number n of players to be either
204+ 1or 36+ 1.

If n is the number of players, choose any p such that p > n (°). We will work
over the field F' = Z,. The classical Reed-Solomon code V? is obtained by taking the
vectors

a=(q¢(1),¢(2),...,q(n))

for all univariate polynomials q of degree at most 6. The related code V{ is the subset
of V¢ corresponding to polynomials which interpolate to 0 at the point 0. That is:

VP = {a: g€ Fla]: deg(q) <6}
Ve = {a: deg(q) <4 andq(0)=0}CV?
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