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Towards a Practical Public-key Cryptosystem
by

Loren M Kohnfelder
Absiract.

One of the central requirements for traditional cryptographic communication, the secure.
transmission of a key between communicanls, has recenlly been shown unnccessary. The
resulling cryplosystems in which keys are transmitted via public communication channels are
called public-key cryptosystems. This paper briefly describes the methods that have been
presented for achieving public-key communication but is mainly concerned with the method
recently published by Rivest, Shamir, and Adleman (RSA).

The trap door permutation which underlies the RSA algorithm is presenled and ils
computability and difficulty to invert discussed. The method itself is derived together with
parameter construction techniques to insure security. The problems of signalures and key
representatibn are discussed.

The concept of certificates is presaniec; to reduce the aclive role of a public authority
administering the public keys. A specification is given forra possible implementation of the
method in a large communication system. Evaluation of the method indicates that it is presently
of practical interest, although specialized hardware is probably necessary to achieve high speed
transmission rates. Convincing evidence for the security of the system exisls although further

research is in order {0 increase confidence in the method.

Thesis Advisor: Len Adleman, Assistant Professor.
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Introduction. This thesis is concerned with the problem of actually achieving a practical
communication system using public-key cryptography. The public-key paradigm seems suiled
- for communications applications requiring security. The differences between tradilional and
public-key techniques are often quite subtle; this paper endeavors to 'shed some light on this
islsue. Also a summary and comparison of published public-key cryptographic methods seemed
lacking in the literature and is presented herein.

An attempt is made to present the RSA method in sufficient detail so as to allow its
successful implementation. Where the original paper is conceptually complete, this paper
presents a "cookbook™ approach, while at the same time clearly explaining the motivation behind
the various peculiar details of the method. The ‘ideas on signature reblocking, key
representation, and message alteralion are the author’s.

The concepl of certificales was developed by the author as an aid in simplifying the
communication problems encounlered when implementing the method. The suggested RSA
implementation is intend2d to give an example of the many details to be considered in system
design. The proposed implementation is a viable one and as confidence in the method grows, a

system such as the one described could be put into use.
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I. Overview of Public-key Cryptosystems.

A. Mativation for Public-key Cryptosystems.

Traditional methods. Information has long been regarded as a valuable resource, and its
dissemination sometimes must be controlled. When 'people communicate over any indirect
medium (by courier, telephone, etc.) they may wish fo send messages which can only be
understood by the authorized individuals. The goal of any cryplosystem is to provide such a
secure method for communication,

Cryptosystems are based on general algorithms which are applied to particular randomly
chosen parameters known as %eys. The so-called traditional methods are those whose security
is jeopardized by the knowledge of the keys in use by anyone other than the authorized
communicants. Public-key methods remain secure even when an enemy learns the key. Of
course there must be some necessarily secret information in a public-key cryptosystem but it
must be known by only one communicant.

Any traditionally encrypted communication must be prefaced by the secure lransmission of a
key. The key must be sent from one communicant to the other without the anemy either
knowing the key or sending spurious keys via the same channel. Then to send a message, one
communicant uses the key and a commonly known algorithm to encrypt the message. The
encrypted message is then transmitted over an insecure channel. Should the enemy learn the
ﬁonlents of this transmission it would be meaningless withaul also knowing the key. When the -
authorized communicant receives the transmission, using the key and the inverse algorithm to
that used by the sender, the criginal message is easily recovered.

Weaknesses of traditional methods. The very quality that distinguishes tradilional from
public-key methods, the need to maintain keys secrelly, is a major weak point of traditional
systems. When secure communication over insecure channels must take place, the task of safely
transmitting a key is not an easy one. Keys are sent through the necessarily high-security

channels when reasons of time or economy prohibit sending the messages by these channels.
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But gelting a key to its intended user is only part of the problem. The key must be
constantly kept secure lest the security of all transmissions, future and past, be violated.
Numerous practical problems arise in maintaining key securily. Keys no longer in use must be
destroyed by an individual with sufficient authority to do so reliably. ' The whereabouts of all
copies of keys in use must always be known by some high Jallllhori'ly. If the security of a key is
jeopardized there may be great expense and delay In contructing a new key and securely
sending it to the authorized communicants.

There is another problem that arises from the private key restriction of traditional methods.
Consider a large group of communicants within which pairwise secure communication must occur
(such as the members of a large electronic mail system). Since the transmission belween any
pair of individuals is secure from all others in the system, each. pair of individuals must use a
unique key. If the group consists of N communicants, there must be N-1 distinct keys known by
each communicant (one for every other communicant in the system). Then there must have
been the total transmission of {NZ-N);'E keys through secure channels from every communicant
to every other. Since public-key cryptosystem keys need not be secrel, one key will serve for
all communication with a certain communicant, Hence in a large group within which pairwise
security is needed, only N keys need exist and furthermore need not be transmitted via secure
~ channels.

Traditional methods redeemed. Despite the drawbacks to traditional methods, in many
real world situations they are quite adequate. Since traditional methods have been used for so
long compared to the recent arrival of public-key methods just a few years ago, they are much
better understood and much experience about them has been gained. So far no proofs of the
unbreakability of any public-key cryptosystem have been given. In this sense traditional
methods are more reliable since there exist much more exact estimates of their difficully to
break.

If any code is impbssible to break it is a tradilional one, the one-lime pad system. Using

this system each word or phrase is translated inlo some random expression found in a large
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codebook. However, each new instance of a message word is encoded inlo a new code woid.
Since a code word once used is never repeated, there is no pattern to the encoded message.
When it is possible to send securely such a large codebook and rely on its subsequent security,
this is a very desirable method.

Good traditional encryption techniques exist which are highly efficient in both data
compactness and speed. Also, traditional methods are oftep quite simple computationally and
therefore more convenient to implement. When the need for security is only moderate, such a
traditional approach is useful, |

It has been suggested [1] that a public-key method be used to bootsirap into a traditional
encryption method. In such a system a key Is randomly generated for each conversation by
one of the communicants. Using puhlic-'hey methods, this key is securely sent to the other
communicant over an insecure channel otherwise not suited for the transmission of a traditional
key. That key is used from there on with a traditional method to continue secure communication

in a faster and more efficient way.
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B. Conceptual Basis of Public-key Cryptosystems.

The public-key criterion. The glieal weakness of lraf:iiltonal encryplion methods is thal
they require the cnmm;.lnicalion of a key between communicants over a- secure channel. Merkle
5] shows this requirement of secure key transmission to be an element of the basic paradigm
upon which cryptography has long been based. Public-key cryptography is therefore achieved
by removing this requirement from the paradigm. Thus there is a single condition on the key
channel for public-key cryptosystems,

The enemy may not transmit messages over the key channel without detection.
Furthermore any modification of messages lransmitted over the key
channel is also delectable by the authorized communicants,

Implicit in this condition is that the enemy can have complete knowledge of the transmissions
over the key channel and that such eavesdropping may be undetectable by the authorized
users of the channel. This eavesdropping ability of the enemy’s was explicitly forbidden in the
traditional paradigm, and the deletion of this clause is the fundamental distinction between
traditional and public-key cryptography.

How public-key communication can work. A general schema for public-key cryplographic
algorithms has been developed by Diffie and Hellman [1] based on their concept of trap door
one-way functions. The traditional notion of a key and an algorithm is conceptually replaced by
‘a function. To clarify the concept and to demonstrate how public-key methods differ from
traditional, consider the traditional encryption scheme.

A given pair of individuals wish to communicate securely. They have secretly communicated
a key between them. This key allows each of them to compute effectively two functions, say E
and D, the encryption and decryption functions. E maps messages into code space; D maps
from code space into messages. Since D decodes messages enc;'yplad with E it is required that

(VM messages)[D{E(M)) = M]

The key must be keplt secret from the enemy since both D and E can be computed from it.






