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Towards a Practical Public-key Cryptosystem
by

Loren M Kohnfelder
Absiract.

One of the central requirements for traditional cryptographic communication, the secure.
transmission of a key between communicanls, has recenlly been shown unnccessary. The
resulling cryplosystems in which keys are transmitted via public communication channels are
called public-key cryptosystems. This paper briefly describes the methods that have been
presented for achieving public-key communication but is mainly concerned with the method
recently published by Rivest, Shamir, and Adleman (RSA).

The trap door permutation which underlies the RSA algorithm is presenled and ils
computability and difficulty to invert discussed. The method itself is derived together with
parameter construction techniques to insure security. The problems of signalures and key
representatibn are discussed.

The concept of certificates is presaniec; to reduce the aclive role of a public authority
administering the public keys. A specification is given forra possible implementation of the
method in a large communication system. Evaluation of the method indicates that it is presently
of practical interest, although specialized hardware is probably necessary to achieve high speed
transmission rates. Convincing evidence for the security of the system exisls although further

research is in order {0 increase confidence in the method.

Thesis Advisor: Len Adleman, Assistant Professor.
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Introduction. This thesis is concerned with the problem of actually achieving a practical
communication system using public-key cryptography. The public-key paradigm seems suiled
- for communications applications requiring security. The differences between tradilional and
public-key techniques are often quite subtle; this paper endeavors to 'shed some light on this
islsue. Also a summary and comparison of published public-key cryptographic methods seemed
lacking in the literature and is presented herein.

An attempt is made to present the RSA method in sufficient detail so as to allow its
successful implementation. Where the original paper is conceptually complete, this paper
presents a "cookbook™ approach, while at the same time clearly explaining the motivation behind
the various peculiar details of the method. The ‘ideas on signature reblocking, key
representation, and message alteralion are the author’s.

The concepl of certificales was developed by the author as an aid in simplifying the
communication problems encounlered when implementing the method. The suggested RSA
implementation is intend2d to give an example of the many details to be considered in system
design. The proposed implementation is a viable one and as confidence in the method grows, a

system such as the one described could be put into use.






