
•

Towards a Practical Public-key Cryptosystem

by

Loren M Kohnfelder

Submitted in Partial Fulfillment

of the Requirements for the

Dr^ree of Bachelor QI Science

at the

Massachusetts Institute of Technology

May, 1978

Signature of Author

Certified by

Accepted by

t oi El/ctrlcpl Engineering! May 10, 1978

Thesis Supervisor

Chairman, Departmental Committee on

ARCHIVES

25 1978)



Table of Contents

Abstract
Intro duct ion.

7
3

2
I. Overview of F\jbfic-key Crypfosys terns.

A. Motivation for PubHc-key Cryptosystems, 3
Traditional methods. 3
Weaknesses of traditional methods. 3
Traditional methods redeemed. 4

BL Conceptual Basis of Public-hey Cryptosys terns. G
The public-hey criterion. 6
How public-key communication cart work, &
Trap door one-way functions,
Attacks on public -key cryptosyst&ms.

C Public-key Algorithms. 1 1

Merkle-Hellman. 12
Rivest, Sham^ and Adlemam 13

U Weaknesses in PuWic-key Cryptosyslems, IS
Remaining probfems+ IS
The Public File, 15

H, The RSA Method ^
A. The Trap door function. 17

Preliminary number theory, 17
The Euler>-Fermal Theorem. 1?
Derivation of the fund Jon. 18
Difficulty of inverting, 20

a The Method 22
The encryption process. 22
Prime constructron. 25
Parameter selection, 28
Tests lor the constructed parameters. 2$

C. Details of the Method 32
Signatures, . 32
RSA signatures. 33
Key representation, 35
Message alteration, 36
A complete communication protocol 37

I I I . Implementing the RSA Method 39
A. Certificates. 39

Motivation. 39
Certificates, "0
The Method, 40
The new role of the Public File, 41
Lost decryption functions* 42
Evaluation.



B. A Suggested RSA I rm pie mentation.
System Overview*
The Terminal.
The Card.
Message format*
Communication protocols.
The Public File.
Evaluation,

C. Future work with the RSA method.
Unbreakability proofs.
Hardware implementations of the RSA method.
Construction of a communication system using the RSA method

Acknowle dgemp nl s.
References,

44
44
44
44
45
45
AS
47
46
48
43
49

SO
51

List of Figures

Figure 1, Summary of the RSA Algorithm. 20
Figure 2, Arithmetic functions needed for the RSA method 25
Figure 3. Effort required to factor n. 26
Figure 4, Summary of Tests. 31
Figure 5. General Key Representaiion 36

List o l Algorithms

Algorithm L To determine F'^C) given F (the function) and C (the code word), 9
Algorithm 2, To compute a"\ 23
Algorithm 3, To reduce a^&L (mod n). 25
Algorithm 4, To test if p is prime, ZS
Algorithm 5. To compute J(a,b). 23
Algorithm 6- To compute gcd(d,f}, d"1 {mod fK 29



PAGE 1

Towards a Practical PUblic-key CryptosystGm

by

Loren M

Abstract,

One of the central requirements for traditional cryptographic communication, the secure

transmission of a key between communicants, has recently been shown unnecessary. The
•

resulting cryptosystems in which Keys are transmitted via public communication channels are

called public-boy cryptosysterns. This paper briefly describes the methods that have been

presented for achieving public-Key communication but is mainly concerned wilh the method

recently published by Rivest, Shamir, and Adleman {RSA),

The trap door permutation which underlies the RSA algorithm is presented and its

computability and difficulty to invert discussed. The method itself is derived together with

parameter construction techniques to Insure security. The problems of signatures and Key

representation are discussed.
F

The concept of ctrtifitatet is presented lo reduce the active role of a public authority

administering the public keys. A specification is given for a possible implementation of the

method in a large communication system. Evaluation of the method indicates that it is presently

of practical interest, although specialized hardware is probably necessary to achieve high speed

transmission rates. Convincing evidence for the security of the system exists although further

research is in order to increase confidence in the method.

Thesis Advisor: Len Adleman, Assistant Professor.
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Introduction. This thesis PB concerned with the problem of actually achieving a practical
\

communication system using public-Key cryptography* The public-key paradigm seems suiled
h •

for communications applications requiring security, Tho differences between traditional and

public-key techniques are often quite subtlej Into paper endeavors to shed some light on this

issue. Also a summary and comparison of published public-koy cryptographic methods seemed

lacking rn the literature and is presented herein.

An attempt is made to present the RSA method in sufficient detail so as to allow its

successful implementation. Where the original paper is conceptually complete, this paper

presents a "cookbook" approach, while at the same timo clearly explaining tho motivation behind

tho various peculiar details of the method. The ideas on signature reblocktng, key

representation, and message alteration are the author's. , .

The concept of certificates was developed by the author as an aid in simplifying the

communication problems encountered when implementing the method, The suggested RSA

implementation is intended to give an example of the many details to be considered fn system

design. The proposed implementation is a viable one and as confidence in the method grows,, a

system such as the one described could be put into use.
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I, Overview of Piiblic-key Cryptoayetams*

A. Motivation far Public-key Cryplasyatoms.

Traditional methods. Information has long been regarded as a valuable resource, and 11 s

dissemination sometimes must be controlled. When people communicate over any indirect

medium (by courier, telephone, etc.) Ihey may wish 1o send messages which can only be

understood by (he authorized Individuals, The goal of any cryptosystem is to provide such a

secure method for communication.

Cryptosys terns are based on general algorithms which are applied to particular randomly

chosen parameters known as keys. The so-called traditional methods are those whose security

is jeopardized by the knowledge of Ihe keys in use by anyone olher than the authorized

communicants. Public-key methods remain secure even when an enemy learns the key. Of

course there must be some necessarily secret information in a public-key cryptosystem but it

must be known by only one communicant.

Any traditionally encrypted communication must be prefaced by the secure transmission of a

key. The key must be sent from one communicant to the other without the enemy either

knowing the key or sending spurious keys via the same channel. Then to send a message, one-

communicant uses the key and a commonly known atgorithm to encrypt the message. The

encrypted message 1$ then transmitted over an insecure channel. Should the enemy learn the

contents of this transmission it woutd be meaningless without also knowing the key. When the

authorized communicant receives the transmission, using the key and the inverse algorithm to

that used by the sender, the original message is easily recovered.

Weaknesses of traditional methodo. The very quality that distinguishes traditional from

public-key methods, the need to maintain keys secretly, (s a major weak point of traditional

systems. When secure communication over insecure channels must take place, the task of safely

transmitting a key is not an easy one. Keys are sent through the necessarily high-security
j

channels when reasons of time or economy prohibit sending the messages by these channels.
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But gelling a hey to its intended user is only par! of Iho problem, The key must be

constantly Kept secure lest the security of all transmissions, future and past, be violated.

Numerous practical problems arise in maintaining key security. Keys no longer in use must be

destroyed by an individual with sufficient authority to do so reliably. The whereabouts of all

copies of Keys in use must always be kno*n by some high authority. If the security of a key is

jeopardized there may be great expense ami delay In contracting a new key and securely

sending it to the authorized communicants.

There is another problem that arises from the private key restriction of traditional methods.

Consider a large group of communicants within which pairwise secure communication tnusl occur

(such as the members of a large electronic mail system). Since the transmission between any

pair of individuals is secure from all others in the system, each pair of individuals must use a

unique key. If the group consists of M communicants, there must be N-l distinct keys known by

each communicant (one for every other communicant in the system), Then there must have

been the total transmission of (N -ND/2 keys through secure channels from every communicant

to every other Since public-key cryptosystem keys need not be secret, one key will serve for

all communication with a certain communicant. Hence in a large group within which pair wise

security is needed, only W keys need exist and furthermore need not be transmitted via secure

channels.

Traditional methods redeemed Despite the drawbacks to t radii tonal methods, in many

real world situations they are quite adequate. Since traditional methods have been used for so

long compared to the recent arrival of public-key methods just a few years ago, they are much

better understood and much experience about them has been gamed. So far no proofs of the

unbreakability of any public-Key cryptosystem have been given. En this sense traditional

methods are more reliable since there exist much more exact estimates of their difficulty to

break.

If any code is impossible to break it Is a traditional one, the one-lime pad system. Using

this system each word or phrase is translated into some random expression found in a large
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code book. However, each new instance of a, message word is encoded into a new code word.

Since a code word once used is never repeated, I here is no pattern to the encoded message.

When it is possible to send securely such a Urge codebook and rely or* its subsequent security,

this is a very desirable method.

Good traditional encryption techniques exist which ate highly efficient in both data

compactness and speed* Also, traditional melhods are often quite simple computationally and

therefore more convenient to implement. When the need for security is only moderate, such e

traditional approach is useful.

It has been suggested [1] that a public-key method be used to bootstrap into a traditional

encryption method. In such a system a key is randomly generated for each conversation by

one of the communicants. Using public-Key methods, this key is securely sent to the other

communicant over an insecure channel otherwise not suited for the transmission of a traditional

key. That key is used from there on with a traditional method to continue secure communication

In a faster and more efficient way.
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B, Conceptual Baeia df Public-key Cryptosysteme.

The public-key criterion. The great weakness of traditional encryption methods is that

they require the communication of a key between communicants over a secure channel. Merkle

15] shows this requirement of secure key transmission to be an element of the basic paradigm

upon which cryptography has long been based. Public-key cryptography is therefore achieved

by removing this requirement from the paradigm. Thus there is a single condition on the key

channel for public-key cryptosystems.

The enemy may not transmit messages over the Key channel without detection.

Furthermore any modification of messages transmitted over the key

channel is also detectable by the authorized communicants.

Implicit in this condition is thai the enemy can have complete knowledge of the transmissions

over the key channel and that such eavesdropping may be undelectable by the authorized

users of the channel. This eavesdropping ability of Ihe enemy's was explicitly forbidden in the

traditional paradigm, and the deletion of this clause is the fundamental distinct ton between

traditional and public-Key cryptography.

Haw public-key communication can work. A general schema for public-key cryptographic

algorithms has been developed by Oiffie and Hell roan [1] based on their concept of trap door

one-way functions. The traditional notion of a Key and an algorithm is conceptually replaced by

a function. To clarify the concept and to demonstrate how public-key methods differ from

traditional, consider the traditional encryption scheme,

A given pair of individuals wish to communicate securely. They have secretly communicated

a key between them. This key allows each of them to compute effectively two functions, say E

and D, the encryption and decryption functions. E maps messages into code space; D maps

from code space into messages. Since D decodes messages encrypted with E it is required that

(VM messages)[D(EM) - M]

The hey must bo kept secret from the enemy since both D and E can be computed from it.
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Diffie and Hellman suggest that two keys be used, a different one for sending messages to

each communicant. Now it may be possible to construct Keys that only allow E to be computed

easily from them. Such a key rs generated by the communicant who already knows the

decoding function, 7he decoding function need never be given to the other communicant; Only

a way of computing the encryption function needs to be sent. Therefore when the enemy

knows the Key that only gives him the ability to send messages! Returning from the concept of

keys to functions, the bask scheme is described.

Trap door one-way functions. The concept of. revealing the encryption function without

giving away any practical method of computing the decryption function is essential to

public-key methods and is a condition to the definition of a trap door one-way function.

Formally these functions are characterized by three conditions. F is a trap door one-way

function with inverse F if and only if:

(i> Both F and F"* are easy to compute.

(ii> (VM messagesttrtRlvm - M],

(iii) Revealing how to compute F does hot also reveal any

reasonable way of computing F -

Condition (ii) gives the property necessary for the use of F as an encryption function, le. that

coded messages can in fact be decoded. Condition <i) is necessary to insure that it is practical

to do the encoding and decoding computations. Condition (Mi) also relies on (i) to give the

correct sense to the trap door properties these functions exhibit. It would be possible to

satisfy (iii) alone with a function whose inverse is not effectively computable. That is, if there

exists no reasonable way of computing the inverse, then certainly revealing how to compute the

function reveals no such way. With (i) also satisfied it is implied that the drfffculty in computing

F"1 with only knowledge of F is due to the difficulty In determining an algorithm for F , not in

actually performing the computation.

Further restrictions must be placed on trap door one-way functions for them to be useful in


