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Abstract. Private information retrieval (PIR) schemesenable usersto obtain in-
formation from databases while keeping their queries secret from the database
managers. We propose a new model for PIR, utilizing auxiliary random servers
to provide privacy servicesfor database access. In thismodel, prior to any on-line
communicationwhere usersrequest queries, the databaseengagesin aninitial pre-
processing setup stage with the random servers. Using this model we achievethe
first PIR information theoretic solutionin which the database doesnot needto give
away its data to be replicated, and with minimal on-line computation cost for the
database. This solves privacy and efficiency problems inherent to all previous so-
lutions.

In particular, al previous information theoretic PIR schemes required multiple
replications of the databaseinto separate entitieswhich are not allowed to commu-
nicate with each other; and in al previous schemes (including ones which do not
achieveinformation theoretic security), the amount of computation performed by
the database on-line for every query is at least linear in the size of the database.
In contrast, in our solutions the database does not give away its contents to any
other entity; and after the initial setup stage which costs at most O(nlog n) in
computation, the database needs to perform only O(1) amount of computation to
answer questionsof userson-line. All the extraon-line computationis doneby the
auxiliary random servers.

1 Introduction

Private Information Retrieval (PIR) schemes provide a user with information from a
database in a private manner. In this model, the database is viewed as an n-bit string
z out of which the user retrievesthe i-th bit «;, while giving the database no informa-
tion aout his query . The notion of PIR was introduced in [10], where it was shown
that if thereisonly one copy of the database availablethen £2(n) bitsof communication
are needed (for information theoretic user privacy). However, if thereare k& > 2 non-
communicating copies of the database, then there are solutions with much better (sub-
linear) communication complexity. Symmetrically Private | nformation Retrieval (SPIR)
[11] addresses the database’s privacy as well by adding the requirement that the user, on
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the other hand, cannot obtainany information about thedatabase in asingle query except
for asingle physical vaue.

Two magjor problems arise with all existing solutions: firstly, in order to achieve in-
formation theoretic privacy al previous solutions call for replicating the database into
several non-communicating copies, which constitutesa serious privacy problem (asdis-
cussed below); and secondly, even though the communication complexity is sublinear,
theamount of computation that the database engagesinislinear inthesize of thedatabase
for every query of theuser. It seems unreasonabl eto expect acommercial databasetodis-
tribute copies of itsdatato non-communicating entitiesand to perform linear amount of
computation per single query solely for the purpose of the user’s privacy.

Inthispaper, weintroduceanew model for PIR (or SPIR), which allowsustoachieve
significant improvements both in terms of security (circumventing the replication prob-
lem) and in terms of computational complexity.

Thefirst enhancement tothe PIR model istheuse of auxiliaryrandomservers, whose
contents are independent of the contents of the database. This separates the task of in-
formation retrieval from the task of providing privacy. We use only asingle copy of the
origind data (the database owner itself), who does not engage in any complex privacy
protocols, while dl the privacy requirements are achieved utilizing the random servers,
who do the work instead of the database. The random servers do not gain any informa-
tion about the database or the user in the process (thisisin contrast to the old model,
where a database who wants to hire an agent to do all the privacy work for it must give
away dl itsinformation to that agent).

The second enhancement to the mode, is that we divide the PIR computation into
two stages: the setup stage, which takes place ahead of query time and does not involve
the user, and the on-line stage, during which the user performs his various queries. The
purposeof thissplit of computationisto allow much of the computation to be done once
ahead of time, so that during the on-line stage the database is required to engage in min-
imal computation and communication.

Using this model, we construct straightforward and efficient protocols for solving
the two problems described above. We achieve information theoretic privacy without
datareplication, and we minimize the on-line computation required from the database.

Below we describe these problems and their solutionsin more detail .

1.1 ProblemsWith The Previous PIR M odd

Protocols for PIR and SPIR schemes, guaranteeing information theoretic privacy, ap-
pearedin[10, 3, 15, 11]. These solutionsare based on theideaof using multiplecopies of
thedatabase that are not all owed to communi cate with each other. Thisalowstheuser to
ask different questionsfrom different copi es of the database and combinetheir responses
to get theanswer to hisquery, without revealing hisoriginal query to any single database
(or a codition). The recent PIR scheme of [14] uses a single database, but guarantees
only computational privacy under the assumption that distinguishing quadratic residues
from non-residuesmodul o compositesisintractable. Infact, it was shownin[10] that us-
ing asingle database makes it impossible to achieve information theoretic privacy with
sublinear communication complexity.

Unfortunately, the common paradigm behind &l the solutions that guarantee infor-
mation theoretic privacy — the replication of the database in multiple separated loca
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tions— introduces a serious privacy problem to the database, the data replication prob-
lem. Namely, the database owner isrequired to distributeitsdataamong multipleforeign
entities, each of which could be broken into, or could use the data and sdll it to users
behind the legitimate owner’s back. This is particularly problematic since the database
cannot communicate with any of the other copies. Since thisreplication is used to pro-
tect the user’sinterest, it is doubtful that real world commercial databases would agree
todistributetheir datato completely separated holders which they cannot communicate
with. Viewed from the user’s standpoint, it may be doubtful that usersinterested in pri-
vacy of their queries would trust copies of the same database not to communicate with
each other.

Secondly, the paradigm used in dl existing PIR schemes requires the database to
actively participate in a complex protocol in order to achieve privacy. The protocol is
complex both in terms of the computation necessary for the database to perform in or-
der to answer every question of the user, and in the less quantifiable lack of simplicity,
compared to the classical |ookup-the-query-and-answer approach.

In particular, in all of the existing solutions (whether using a multiple number of
databases or asingleone), each database performsacomputationwhichisat least linear
inthe size of the database in order to compute the necessary answer for each question of
theuser. Thisisin contrast to the user’s computation and the communi cation compl ex-
ity, which are at most sublinear per query. Inthe singledatabase case (computationa pri-
vacy) the complexity of the database computation isafunction of both the size n of the
database and the size of the security parameter underlying the cryptographi c assumption
made to ensure privacy. Specifically, in the single database solution of [14], the compu-
tation takes a linear number of multiplicationsin a group whose size depends on the
security parameter chosen for the quadratic residuosity problem.’ Again, the overhead
in computational complexity and lack of simplicity of existing schemes makeit unlikely
to be embraced as a solution by databases in practice.

1.2 New Approach: The Random Server Mode for PIR

Weintroduceanew model for PIR, which dlowsfor informationtheoretic privacy while
eliminatingtheproblemsdiscussed above. Sinceitisnot possibleto useasingledatabase
and achieve sublinear communication complexity information theoretic results ([10]),
we must still use a multiple database model. The crucid difference is that the multiple
databases are not copies of the origind database. Rather, they hold auxiliary random
stringsprovided by, say, WWW serversfor thispurpose. These auxiliary servers contain
strings each of which cannot be used on its own? to obtain any information about the
original data. Thus, an auxiliary server cannot obtain information about the data, sell it
to others, or use it in any other way. Instead, they may be viewed as servers who are
selling security servicesto ordinary current day databases.

The database owner, after engaging the services of some servers for the purpose of
offering private and secure access to users, performs an initia setup computation with

! For example, to achieve communication complexity O(r*) the security parameter is of size

O(n") and the number of multiplicationsis O(Ln).
2or in extended solutions, in coalition with others (the number if which is a parameter deter-
mined by the database)
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theauxiliary servers. The serversare then ready to assist usersin retrieving information
from the database owner efficiently and privately during the on-line stage. Periodic re-
initialization (setup stage) may be required in some frequency specified by the protocol.
Typicaly thisfrequency will be once in alarge number of queries (e.g. sublinear), or, if
no periodic re-setup isrequired, then only when the database needs to be updated.?

We differentiate between two kinds of random servers: universal and tailored. Uni-
versal random servers are servers whose contents may be determined in advance, even
beforethe setup stage, without any connection to aparticul ar database. Tailored random
serversare those who store some random string specific to the database they are serving,
namely those whose content is determined during the setup stage.

One of the parameters of a PIR scheme is how many servers of each kind are re-
quired. Clearly, universal servers are preferable, since they can be prepared in advance
and therefore are more efficient and more secure. Moreover, since they do not need to
store any data specific to the database they are serving, they could potentialy be used
for multiple databases at the same time. Indeed, our strongest definition of privacy (tota
independence, below) requiresthat all serversinvolved are universal.

Wedefinetwo new kindsof privacy for thedatabaseinthissetting (formal definitions
arein the next section), independence, and total independence.

Independence informally means that no server can get any information about the
origind dataof thedatabase owner. Thus, theredl dataisdistributedamongal theservers
in aprivate way, so that no single one gets any information about it (this can be gener-
alized to ¢-independence, for any coalition of upto¢ servers).

Total independence informally means that even all the auxiliary servers jointly do
not contain any information about the original data (namely all servers are universal).

Clearly, total independence impliesindependence. Indeed the solutionswe propose
to address the latter are simpler than the ones to address the former.

1.3 Our Resaults

We provide general reductions, starting from any PIR scheme, to schemes that achieve
independence or total independence and low database computation complexity, while
mai htai ning the other privacy propertiesof the underlying starting scheme (namely user
privacy and database privacy). The database computation complexity on-lineisreduced
toasimple O(1) look-up-the-query computation, or for some of our schemes to no com-
putation at all. Instead, the servers assume responsibility for all computations required
for privacy inthestarting scheme. The user computation complexity staysthesame asin
the starting scheme, and (using existing solutions) it is aready bounded by the commu-
nication complexity (sublinear). Therefore, we concentrate on reducing the database’s
computation, which in al previous schemes has been at least linear.

Let us describe our results.

Let S be aPIR scheme which requires k copies of the database,* and has commu-
nication complexity of C's. We provide two sets of schemes (all terms used below are
defined in section 2).

?Note that also in the old replication model, reinitialization is required when the database
changes.

*Note that creating k copies of the database may be viewed as a setup stage of complexity
O(n).
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Schemes Achieving Independence We state the result both for the interesting specida
caseof t = 1 (i.e. independence), and the most general case for any ¢.

— A scheme achieving independence and maintaining the other privacy properties of
S. The scheme uses £ tailored and & universal servers, with communication com-
plexity O(C's), and no database participation in the on-line stage (i.e. no computa
tion).

— A scheme achieving ¢-independence (for any ¢ > 1) and maintaining the other pri-
vacy propertiesof S. Thescheme uses k tailored and ¢k universal servers, with com-
munication complexity (t+1)C's, and no database participationintheon-linestage.

Setup stage: The complexity of the setup stage is O(rn). The number of tailored
servers, who need to obtain some string during setup stage, is k (thesame asin the start-
ing scheme S).

Schemes Achieving Total Independence There are two variants here.

— A (basic) scheme achieving total independence and database privacy, and maintain-
ing user privacy uptoequality between repeated queries.” The scheme uses max(k, 2)
universal serversand the database owner, with at most O(C's log ) communication
complexity, and O(1) database computation compl exity.

— A scheme achieving tota independence and maintaining the other privacy proper-
tiesof S (in particular complete user privacy). The scheme usesmax(, 2) universal
servers and the database owner, with at most O((m + Cs) log n) communication
complexity, where the servers and the database need to engage in a re-setup after
every m queries. The database computationis O(1).

Setup stage: The complexity of the setup stageis O(n log n). Notethat al servers
are universal, namely they could be prepared ahead of time, and do not change during
setup stage.

Tradeoff between the two versions: In the basic version the database can detect
repeated queries, but cannot gain any other information about the user’squeries. Thisis
dedt withinthefinal scheme, wheretotal independenceisachieved preserving complete
user privacy. The price for eliminating detection of repeated queriesisthat re-setup has
to be performed every m queries. The value of m, the frequency of reinitiaization,isa
parameter chosen to optimally trade off thefrequency and the communication compl ex-
ity. A suitable choice for existing schemesisto choose m = Cs = n® thesize of the
communi cation complexity for asingle query, so that the over al communication com-
plexity doesnot increase by morethan alogarithmicfactor, and yet asublinear number of
queries can be made before reinitialization. Choosing between the two versions should
depend on the specific application: preventing the database from detecting equa ques-
tions, or avoiding reinitiaization. Note also that the first version adds database privacy
even if the underlying S was not database private.

Main Idea: Note that totd independence guarantees that all the auxiliary servers
jointly do not contain any information about the data. So how can they assi st thedatabase

®namely, the only information that the database can compute is whether this query has been
made before.



A Random Server Model for Private Information Retrieval 205

a al?Theideaisthat duringthe setup stage, a setup protocol isrun amongst the database
and the universal random servers, at the end of which the database is the one which
changes appropriately to ensure the privacy and correctness properties for the on-line
stage. Duringtheon-linestage, asbefore, the user communi cates withtherandom servers
and with the database to privately extract the answer to his query.

1.4 Reated Work

PIR was originally introduced by [10], who were only concerned with protecting the
user’s (information theoretic) privacy. In particular, for aconstant number % of database
copies, [10] with further improvement in [3] (for the case k£ > 2), achieve information
theoretic user security with communication complexity of n 71, where n isthe length
of the data (in bits).

Recently, [11] extended PIR to SPIR (Symmetrically privateinformationretrieval),
where the privacy of the data (with respect to the user) is considered as well. They use
amode where the multiple databases may use some shared randomness, to achieve re-
ductionsfrom PIR to SPIR, paying amultiplicativel ogarithmicfactor in communication
complexity.

Thework in[9] considerscomputationa privacy for theuser, and achieves a2 database
scheme with communication complexity of n¢ for any ¢ > 0, based on the existence
of one way functions. As mentioned earlier [14] relies on a stronger computationa as-
sumption—the quadratic residuosity problem—to achieve a 1-database PIR scheme with
computationd privacy and communication complexity of n¢ for any € > 0.

Thework in [15] generalizes PIR for private information storage, where a user can
privately read and write into the database. This model differs from ours, since in our
mode users do not have write access into the database. Still, some connection between
the two models can be made, since one might consider a storage model where the first
n operations are restricted to be private write (performed by the database owner), and
al operations thereafter are restricted to be private reads (by users). Thisresultsin a
model compatible to our model of independence (although this approach cannot lead
to total independence). We note that [15] independently® use a basic scheme which is
essentidly the same as our basic RDB scheme of section 3.1. However, they use the
scheme in their modified model (where users have write access), and with a different
goal inmind, namely that of allowing usersto privately read and writeinto the databases.

None of the above PIR and SPIR works consider the data replication problem.

Recently, independently from our work, [ 7] had suggested the commodity based model
for cryptographic applications, which relies on servers to provide security, but not to
beinvolvedin the client computations. Although thismodel isrelated to ours we stress
here some important differences. First, their model engages the servers only in the task
of sending one message (commodity) to each client, without any interaction. In con-
trast, our model stresses theinteraction of the servers with the clientsfor the purpose of
reducing the computational complexity. Second, our model, unlike theirs, is designed
specificaly for PIR, and solves problems which were not previously addressed.

®our results of section 3 were actually done previously to the publication of [15]
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Organization Section 2 introduces the relevant definitions and notation used. In sec-
tion 3 wedescribe schemes achievingindependence, and i n section 4 we describe schemes
achieving total independence.

2 Notation and Definitions

Thelnformation Retrieval Model: Thedatastringisastring of » bitsdenoted by = =
z1,...,2,. Theusar'squeryisanindex: € {1, ..., n}, whichisthelocation of the bit
the user istrying to retrieve. The database (also referred to as the original database, or
the database owner) is denoted by D.

Aninformationretrieval scheme isaprotocol consisting of asetup stage and an on-
linestage. During the setup stage, the auxiliary random servers are chosen, and possibly
some other setup computation is performed. During the on-line stage, a user interacts
withthe servers and possibly a so with the origina databasein order to obtain hisquery.
At theend of the interaction, the user should have thebit z;. In @l our schemes, the on-
line stage consists of asingle round.

TheRandom Servers: Therearetwo kindsof auxiliary servers: Universal and Tail ored.
Theuniversal servers contain completely random datathat can be prepared ahead of time
independently of the particul ar database in mind. The tailored servers on the other hand
are each independent of the database, but their content should be prepared for a partic-
ular database (during the setup stage), since the combination of al servers together is
dependent on the specific database. One of the parameters for an information retrieval
schemeis how many servers of each kind are required.

Werequirethat al serversare separate, in the sense that they are not alowed to com-
municate with each other. We al so addressthe case where upto ¢ of the serversarefaulty
and do communi cate with each other.

Notions of Privacy: We define the following privacy propertiesfor an information re-
trieval scheme.
User privacy [10]: No single database (or server) can get any information about the
user’'s query i from the on-line stage. That is, al the communication seen by asingle
database is identicaly distributed for every possible query. This definition can be ex-
tendedtouser I-privacy, wherea |l communication seen by any coalitionof up to! databases
(servers) isidenticdly distributed for every possible query.
Database privacy [11]: The user cannot get any information about the data string other
thanitsvalueinasinglelocation. That is, all the communication seen by the user in the
on-line stage is dependent on asingle physica bit x; (so it isidentically distributed for
any string ' st. z; = xf).
Independence: No auxiliary server has any information about the data string . That is,
the content of the auxiliary server isidentically distributed for any data string . This
definition can be extended to ¢-independence, where no coalition of up to ¢ servers has
any information about = (thus, independenceisthe special case of 1-independence).
Total independence: All theauxiliary serversjointly have no information about the data
string z, or equivaently al the serversare universa. That is, they are completely inde-
pendent of the origina data, and thus may all be chosen in advance.

In all the above definitions, information theoretic privacy may be relaxed to compu-
tational privacy, requiring indistinguishablity instead of identical distribution.
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Protocols: A privateinformationretrieval (PIR) scheme isone that achieves user
privacy, and a symmetrically private information retrieval (SPIR) scheme is one that
achieves user privacy and database privacy. These two protocols were defined in [10,
11], respectively. In this paper we will show how to incorporate the independence or
total independence propertiesinto PIR and SPIR schemes.

Complexity: We define the communication complexity of an information retrieval
protocol to bethetotal number of bitssent between theuser, thedatabase, and the servers.
The computation complexity (of a user/database/server during setup/on-linestage) isthe
amount of computation that needs to be performed by the appropriate party before the
required communication can be sent. Note that we count sending bitsfrom a specific lo-
cation towards communication complexity, rather than computation complexity. Com-
muni cation and computation compl exity during the on-linestage refer to the compl exity
per each (single) query.

3 Achieving Independence: The RDB Scheme

In this section we describe a simple and efficient scheme, which takes advantage of the
random server model to achieve ¢-independence and no database participationin the on-
line stage. Specifically, we prove the following theorem.

Theorem 1. Given any information retrieval scheme .S which requires k copies of the
database and communication complexity C's, and for every ¢ > 1, there exists an in-
formation retrieval scheme achieving ¢-independence and maintaining the other pri-
vacy properties (user privacy and dataprivacy) of S. Thet-independent schemerequires
(t+ 1)C's communication complexity and (¢ 4 1)k servers, out of which only k are tai-
lored. The setup complexity is O(n) and the database is not required to participatein
the on-line stage.

An immediate useful corollary follows, settingt = 1:

Corollary 1. Given any informationretrieval scheme S which requires k copies of the
database, thereexistsaninformationretrieval scheme achieving independenceand main-
tainingthe other privacy properties of .S, which requires a factor of 2in communication
complexity, and uses & tailored servers and & universal ones. The setup complexity is
O(n) and the databaseis not required to participatein the on-line stage.

The basic version of our reduction (the RDB scheme) isdescribed in section 3.1. In
section 3.2 we present another version, possessing some appealing extra properties for
security and simplicity. We note however, that the starting point for the second reduction
isany information retrieval scheme which has a linear reconstruction function. Thisis
usudly the case in existing PIR schemes (cf. [10, 3]). Findly, in section 3.3 we prove
that the RDB construction setisfies theorem 1.

Another benefit of our schemeisthat it doesnot requirethe partici pation of the database
owner D after the setup stage. Instead, the servers deal with al the on-line queries and
computations. Even though D is not there for the on-line stage, he is guaranteed that
none of the serverswho are talking to users on his behalf has any information about his
datax.
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3.1 TheBasic RDB Scheme

Inthebasic RDB (random database) scheme, instead of replicating the original database
as in the underlying scheme, every copy is replaced by ¢t + 1 random servers whose
contents xor to the contents of the database. The idea behind this replacement is that
if these t 4+ 1 databases are chosen uniformly at random with this property, then any
codlitionof ¢ of them are simply arandom string, independent of theactud original data
string. Therefore, ¢-independence is achieved . We proceed with the details of the basic
reduction. The communication complexity and privacy properties of this schemewill be
proved in section 3.3.

Let the underlying scheme S be a PIR scheme with £ copies of the database.

Setup Sage The database owner D chooses uniformly at random¢ + 1 random servers
Ry,...,Ryy1in{0,1}", suchthat forevery 1 < j < n, Ri(j) & ... ® Rey1(j) =
D(j) = x; i.e, thexor of all the serversisthe original data string . Thisis done by
choosing & universal servers, and computing the content of another tailored server inan
appropriate way. A protocol to do that is described in the appendix.
Each of these serversisthen replicated k times, for atotal of k(¢ + 1) servers.
Thus, at the end of the setup stage, the random servers are

1 k 1 k
RY,...RE, ... Rl ... RE,

where R} = R? = ... = R¥ forevery s, andwhere Rf & R} & ... & Ry, = x for
every r.

On-Line Sage Duringtheon-linestage, the user executestheunderlyingscheme S ¢+ 1
times, each time with a different set of & databases. The first execution is with the &
copies of Ry, which results in the user obtaining R (¢). The second execution is with
the k copies of R, resulting in theretrieval of R»(7), and so on. Finally, the user xors
al thet + 1 valuesheretrieved, R1(¢) & ... & Ri41(7) = D(i) = x; inorder to obtain
hisdesired value z;.

Notethat theuser can performall theset+1 executionsof S inparalle. Also, theuser
may either performall theseparallel executionsindependently, or simply use exactly the
same questionsin all of them. Our proofs will cover both these variants, but we prefer
thelatter sinceit simplifiesthe protocol of user-privacy against codlitions. However, in
the most generd case, if S isamulti round scheme with adaptive questions, we must
usethefirst strategy of independent executions.

Remarks Notethat out of the k(¢ + 1) servers, al but % are universal serverswhich can
be prepared ahead of time, whereas the other & (copiesof R;,) aretailored.
Another thingto noteisthefact that our scheme usesreplication of therandom servers.

At first glance, thismay seem to contradict our goal of solvingthe datareplication prob-
lem. However, in contrast to replicating theorigina database, replicating random servers
does not pose any threst to the origina data string which we are trying to protect. Thus,
we manage to separate the user privacy, which requires replication, from the database
privacy, which requires not to replicate the data. Still, in the next section we describe
aversion in which thereis no replication, not even of the auxiliary servers, and which
subsequently providesa higher leve of privacy, as discussed below.
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3.2 TheRDB Scheme: Improved Variant

While the basic scheme does achieve t-independence (as no coalition of ¢ servers has
any information about x), some of the servers there are replications of each other.

Here, we propose an improvement to the basic scheme, in which a higher level of
independence among the random servers is achieved, alowing for more flexibility in
choosingtherandom serversfrom different providers. Specifically, weachieve-independence
among the servers, namely every combination of ¢ servers areindependent of each other
(in particular, there is no replication of the servers).” Another benefit of this scheme
over thebasic oneisthat, whilet is still the maximal size of coalition that the database
is secure againgt, it is aso secure against many other specific combinations of larger
codlitions. This protocol works provided that the underlying PIR scheme has alinear re-
construction function (see 3.3), aquite general requirement that is satisfied by currently
known PIR schemes.

Setup Stage Recall that inthebasic version, wecreated ¢ + 1 servers and replicated each
of them & times, thereby creating ¢ 4 1 sets, each of which consist of % identical servers.
Inthisprotocol, the & serversin every set will be independent random strings, instead of
replications. Specifically, the database owner D chooses uniformly at random k(¢ + 1)
servers Ry, ..., Riy,..., RY,... RF , withtheproperty that RT & ... & R}, =«
forevery 1 <r < k.

As in the basic scheme, &t of these servers are universa, and k are tailored. The
contentsof thetailored serversis computed by D using the same protocol asinthebasic
scheme (see appendix).

On-Line Stage During the on-line stage, the user sends his queries (according to the
underlying 5) to each of the servers, where { 7, . . ., R}, , } correspond to the r-th copy
of the database in the underlying scheme S. After receiving the answers from all the
k(t + 1) servers, the user xors the answers of 17, ..., R}, for each r to obtain the
answer of the r-th copy in S, and combines these answers asin S to obtain his fina
vaue z;.

The difference between this version and the basic version, is the following. In the
basic scheme, the user first runs.S to completion with each of the¢ + 1 sets of servers
(for example one set is 1, ... RY) giving the user ¢ + 1 values that enable him to xor
them all together and obtain the value of the primary database. In contrast, herethe user
first combines answers by xoring values hereceived (for examplefrom R, ... R{,,)in
the middle of the S protocol, which gives the user the intended answer of each copy of
the database, and only then combines the answers as needed in S.

Thus, to succeed in this version, the underlying S must have the following close-
ness property under xor: If f,(x, ¢) isthe function used by the r-th copy of the database
in .S to answer the user’s query ¢ with the data string =, and given y1, . . ., y, then
v, O)®. .. & fr (Ym, @) = (1 ®. .. D ym, ¢). Thismay be generalized to any un-
derlying scheme with alinear reconstruction function. Thisrequirement isvery general,

"Moreover, if we assumethat the original data = is randomly distributed, then the serversare
2t + 1 independent.
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and isusualy satisfied by existing PIR protocols (for example, protocol s based on xor-
ing subsets of locationsin the data string, such as[10, 3], the best PIR schemes known
to date).

3.3 Analysisof the RDB Scheme: Proof of Theorem 1

We now analyze the RDB scheme in terms of complexity, correctness, and privacy, to
show that it satisfies the bounds given in theorem 1.

The RDB scheme requires amultiplicativefactor of (¢ + 1) in communication com-
plexity over the underlying scheme S, since S issimply executed ¢ + 1 times. Typically,
tisaconstantt > 1, which means the communication complexity of RDB is O(C's),
where C's is the communication complexity of S. The number of tailored servers re-
quiredisthesame asthenumber of databasesrequiredin S, sincedl thetuples 24, . . ., Ry
can be prepared in advance, and then they can be xored with the original datato produce
Ri41. Thus, onetail ored server is needed per one copy of thedatabase in the underlying
S.

Itisnot hard to check that the scheme givesthe user the correct value «;, because of
the way the servers were chosen, and from the correctness of S.

User privacy properties carry from .S, namely if .S was user-/-private (i.e. user pri-
vate against coalitions of up to [ databases), then so isthe corresponding RDB scheme
(where user privacy is protected from any coalition of [ servers). Thisisclear for coali-
tionsinvolving serversfromthesame set R!, ..., R* for some s, since the user smply
runs S with the set. Thisargument immediately extendsto arbitrary coalitionsif the user
sends exactly the same questionsin all sets (i.e. in every execution of S).8 In the case of
paralld independent executionsand amulti round adaptive S, alittlemore careisneeded
to show that the view of any coalitionisindependent of ¢, using the (-user-privacy of .S
inside sets, and the independence of the executions across sets.

Database privacy of .S dsoimpliesdatabase privacy of the corresponding RDB scheme,
asfollows. If S isdatabase private (SPIR), then in the r-th parale execution of S the
user getsat most one bit, and altogether the user getsat most (¢ + 1) bits. Sincethese are
chosen uniformly at random among all stringsthat xor to z, it followsthat if the (¢ + 1)
bits are from the same location ¢ in all servers, they are distributed uniformly over al
(t 4+ 1)-tuples that xor to x;, and otherwise the (¢ + 1) bits are distributed randomly
among dl possibletuples. In any case, the user’sview depends on at most one physical
bit of «, and database privacy is maintained.

Finally, the RDB scheme achievest-independence sinceany coalition of uptot servers
containsonly ¢ or lessof theserversin R7, . . ., R}, ;, and thus(from the way the auxil-
iary databases were defined), the coalition consists of astring uniformly distributed over
al strings of appropriate length, independent of .

4 Achieving Total Independence: The Oblivious Data Scheme

In this section we present a scheme for total independence PIR (or total independence
SPIR), where all auxiliary serversare universal, i.e. jointly independent of the database.
This scheme also achieves O(1) computation complexity for the database.

®This strategy is always possible unless S isamulti round adaptive scheme.
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Overview of Results We first describe a basic version of our scheme, which achieves
total independence, as well as database privacy, but maintainsthe user privacy with one
exception: in repeated executions of the basic scheme, the database can tell whether the
questions in different executions correspond to the same index or not. We prove that
no other information about the content of the queries or the relations among themisre-
vededtothedatabase. Wecall thisuser privacy up to equality between repeated queries.
Thus, we prove the following theorem.

Theorem 2. Given any PIR scheme S which requires & copies of the databaseand con+
muni cation complexity C's, there exists a total independence SPIR scheme, private for
the database and private for the user up to equality between repeated queries, which
uses max(k, 2) universal servers, and requires communication complexity of at most
O(Cs log n). Thesetup complexityis O(n log n), and theon-linecomputati on complex-
ity of the databaseis O(1).

The scheme is described in section 4.1, and in section 4.2 we prove that it satisfies
the theorem.

Since the information of whether users are asking the same question or not may in
some applicationsbe an important information that viol atesthe user privacy, we present
ageneralized version of our scheme in section 4.3, which completely hidesal informa-
tion about the user queries, even after multiple executions. This scheme maintains the
privacy properties of the underlying scheme, namely it transforms a PIR scheme into
atotal independence PIR scheme, and a SPIR scheme into atotal independence SPIR
scheme. The price we pay for eliminating the equality leakage, is that the setup stage
needs to be repeated every m queries, and an additive factor of m log n is added to the
communi cation complexity, where m is a parameter to the scheme (see 4.3 for how to
choose m). Thus, we prove the foll owing theorem.

Theorem 3. Given any information retrieval scheme .S which requires k copies of the
database and communication complexity C'g, there exists a total independence infor-
mationretrieval scheme, maintainingthe privacy properties (user privacy and database
privacy) of S, whichusesmax(, 2) universal servers, and requires communication conm-
plexity of at most O((m + C's) log n), where m isthe number of queries allowed before
the system needs to bereinitialized. The setup complexity is O(n log n), and the on-line
computation complexity of the databaseis O(1).

The following corollary is obtained by setting m = n° in the above theorem, where
n¢ is some polynomia egual to the communication complexity of the underlying PIR
scheme (it is conjectured in [10] that al information theoretic PIR schemes must have
communication complexity of at least £2(n) for some ¢).

Corollary 2. Given any informationretrieval scheme S which requires k copies of the
database and has communication complexity O(n¢), there exists a total independence
informationretrieval scheme, maintainingtheprivacy propertiesof S, whichusesmax(k, 2)
universal servers, requires communicationcomplexity of O(n¢ log n), and hastobereini-
tialized after every O(n¢) number of queries.

It is not clear which of the two schemes — the one achieving privacy up to equality
(plus database privacy), or the one achieving full privacy but with periodic setups—is
better. This depends on the particul ar needs of the application.
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The Main Idea: Oblivious Data Recdl that in order to achieve information theoretic
PIR anumber of multiple serversis required. On the other hand in order to achieve to-
tal independence PIR, al auxiliary servers must be (jointly) independent of the data. To
accommodate these two seemingly conflicting requirements we use the following idea.
During the setup stage, the database and the auxiliary servers create anew “oblivious’
string y which depends on the content of all of them. This string must be held by the
database D (since al others cannot hold any data dependent on «). Thus, we let the
database change during the setup stage, rather than the servers. Later, duringthe on-line
stage, the user interactswith the serversto obtain information about therel ation between
y and z. Knowing thisinformation the user can simply ask D for thevalueof y inan ap-
propriatelocation, whose relation to « he knows from communication with the servers,
which enables him to compute z;. We call y an oblivious data string, since it should be
related to the data string «, yet in away which is obliviousto its holder D, so that D
cannot relate the user’squery in y to any query in «, and therefore learns nothing about
the user’sinterestsfromtheuser’'squery in y. Notethat dl the database’ swork isin the
setup stage (which amountsto only alogarithmic factor over the work that needs to be
donetoreplicateitsalf inthe old model). During the on-linestage, however, all D needs
todoisto reply with abit from the oblivious string which requires no computation.

4.1 Basic Scheme
Let the underlying scheme S be a PIR scheme with £ copies of the database.

Setup Stage The (universal) auxiliary servers are k servers each containing a random

stringr € {0, 1}", andarandom permutation : [1..n] — [1..n] (represented by n log n

bitsinthe natura way). D and two of theservers R, R, engagein aspecific multi party

computation, described below, at the end of which D obtains the oblivious data string
y=m(x dr)

but no other information about r, 7. Each server does not obtain any new information

about z.

Naturally, by the general multi-party theorems of [6, 8], such setup stage protocol
exist, but are very expensive. Instead, we design a specia purpose one-round efficient
protocol for this purpose.

Themulti party computationisdoneasfollows: /) chooses uniformly a random two
strings ! and 22 such that z* @ 22 = z. Similarly, R, chooses uniformly at random
r1 2 such that r* & r? = r. R, chooses uniformly at random 7!, 7% such that =! o
72 = 7, where o isthe composition operator (that is, 7 (7! (-)) = «(-)). The following
informationis then sent between the parties on secure channels:

Ry — Ry : 7t Ry — Ry : 12 Ry — D:v=nsl(r gzl
D—R:z! D — Ry: 2? Ry — D :pi? u=n(r? & 2?)

D cannow computey = 7%(v) Bu=w(rt @ zl)d 7(r? ® 2?) = 7(r & z) (“the
obliviousstring”). R, and R discard all communication sent to them during the setup
stage, and need to maintain only their original independent content.

At the end of the setup stage the database D has two strings: = which isthe original
datastring, and aso y whichistheobliviousdata. The auxiliary servers contain the same
strings as before the setup stage, and do not change or add to their content.



A Random Server Model for Private Information Retrieval 213

On-Line Stage In the on-line stage the user first runs .S (the underlying PIR scheme)
with the servers to retrieve theblock (j := #(¢), r;), as specified below (recall that r;
is the random bit with which the user’s desired data bit was masked, and that j is the
location of the masked bit in the oblivious data string). Then the user queries D for the
value a the j-th location y;. Thisis done by simply sending j to D on the clear, and
receiving thecorresponding bit y; back. To reconstruct hisdesired bit, the user computes
yy@dri=[medr);dr=(2&r);r =z,

Since S isaPIR schemefor retrieving asinglebit, we need to specify how toretrieve
therequired block. Themost naiveway isto apply S log n+1 times, each timeretrieving
asinglebit out of the n(log n+ 1) bits. However thisway does not necessarily maintain
database privacy, and is not the best in terms of communication complexity. This can
be improved by noticing that each of thelogn + 1 bitsrequired belongs to a different
set of n bits. Thus, the online stage can be performed by log n + 1 parallel applications
of S for one bit out of n. Further improvements are possible when methods for block
retrieval which are more efficient than bit by bit are available (cf. [10]).

Note that the computation complexity for the database here is minimal — O(1). In
fact, the only thing required from D isto send to the user a single bit from the specified
location.

Remarks Two questions may arise from our setup stage. First, can the setup stage be
achieved using only a single server and the database? This would change the required
number of serversintheschemeto & instead of max (&, 2). Second, and moreimportant,
note that during our setup stage if R, and R collude, together they can find out the
data. So, to guarantee total independence, they should discard the communication sent
tothem during the setup stage.® Can we construct adifferent protocol for the setup stage
which avoidsthis problem? The following lemma hel ps us answer the above questions,
by showing that it isimpossibleto achieve our setup stage with only two parties.

Before stating the lemma, et usinformally describe what it means for a 2-argument
functionto be privately computable, in theinformation theoretic model, and with honest
players(for formal definitionsand trestment see[17, 6, 8, 13]). A function f([x1], [¢2]) =
([11], [y=]) isprivately computableif thereexist aprotocol for two players Py, P-, asfol-
lows. At the beginning of the protocol P, holdsxz; and P, holds z+. during the protocol
the playersmay flip coinsand dternately send messages to each other. At the end of the
protocol, each player P; (¢ = 1,2) can use the communication and hisinput z; to re-
construct hisoutput y; (correctness), but cannot obtain any other information about the
other party’sinput, that does not follow from his own input and output (privacy).

Lemmal. Thetwo-argument function f([x, r], [z]) = ([0], [x(z @ r)]) isnot privately
computabl e (in the information theoretic model).

Proof. See appendix. O

From the lemma, it is clear that our setup stage cannot be achieved with a single
server and the database, since a multi-party computation is needed (rather than a two-
party computation). Thisisnot area problemthough, sinceif wewant informationtheo-
reticprivecy, wemust have k > 2 inthePIR schemeto beginwith, and thusmax (&, 2) =

?Note that if the servers do not discard the communication, the privacy and independenceare
not compromised, but the total independenceis replaced by simple independence (and may be
extended to ¢-independence).
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k isoptimal number of servers. If however we arewillingto settlefor computational pri-
vacy, then we can achieve the setup stage with asingle server.

Asfor the second question, notethat the lemmaimpliesthat there cannot exist apro-
tocol (even with arbitrary number of servers), such that the database obtains = (r & )
and the serversjointly obtain no information about «. Thisisbecause if we consider the
information obtained by a coalition of all servers, thisisreduced to atwo party proto-
cc()I . Thuja our setup stage cannot beimproved in thissense, with respect to our function
mrdr).

4.2 Analysisof the Basic Oblivious Scheme: Proof of Theorem 2

We nhow analyze the oblivious scheme in terms of compl exity, privacy, and correctness,
to show that it satisfies the bounds given in theorem 2.

Itisnot hard to verify that the setup stage computationiscorrect, namely that indeed
y = m(x & r). Now the correctness of the scheme follows from the correctness of the
underlying S: sincetheuser uses S'toobtainr; and j = = (¢), itfollowsthaty; = z; ®r;
andthusz; = y; @ r;.

The communication complexity of the scheme is at most (logn + 1)Cs(1,n) +
logn + 1, where C's(!, n) isthe communication complexity that the underlying scheme
S requiresto retrieve ablock of [ bitsout of » bits. Thisexpression is based on abit by
bit retrieval, as discussed above. Alternatively, any other method for retrieving blocks
can be used, yielding communication complexity C's(logn +1, n(logn+1)) +logn +
1, which may be lower than the genera expression. The computatlon complexity of
the database is O(1) during the on-line stage because it needs to send only one bit of
informationto the user. During thesetup stagethe computation of the database involves
linear computation complexity which issimilar to the amount of work it needsto doin
order to replicate itself in the origina PIR model. The communication complexity of
the setup stage is O(n logn), which is afactor of logn over the O(n) of existing PIR
algorithms, where the database has to be replicated.

Total independence is clearly achieved, since the auxiliary servers may al be pre-
determined in advance, and do not change their content after setup stage.

Database Privacy isdso guaranteed by our scheme, evenif theunderlying S isnot
database private. Thisis because, no matter what information the user obtains about =
and r, thisinformation is completely independent of the data «. The user gets only a
singlebit of information which isrelated to «, and thisisthebit y; at a certain location
j of theuser’schoice. Notethat sincey = #(x & r), thebit y; dependsonly onasingle
physical bit of z.

User Privacy with respect to the servers follows directly from the user privacy of
the underlying scheme, and user privacy with respect to D ismaintained in asingle ex-
ecution of the scheme, and in multiple executions up to equality between queries, aswe
prove below. However, if in multiple executions two users are interested in the same
query i, the database will receive the same query j = (¢), and will thusknow that the
two queries are the same. Thiswill be dealt with in section 4.3. We proceed in proving
user privacy up to equality with respect to the database D.

Consider an arbitrary sequence (i1, . . ., i, ) Of query indiceswhich are all distinct.
Wewill prove that the distribution of D’sview after the Setup stage and m execution of
the on-line stage with these indicesisindependent of thevauesiy, . . ., i,,.

Lemma2. Let Vicrup betheview of D after performing the setup stage. For every per-
mutation 7 : [1..n] — [1..n], Prob[m =7 | Vserup] = 7 Where probabilityis taken over
all the random setup choices 7, 7', », . In particular, D does not get any infor mation
about the permutation = from the setup stage.
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Proof. D'sview consistsof Vierup = (2!, 2%, 7%, v = 7l (r! @ &t),u = n(r? & 2?)].
Given this view, every choice for a permutation 7 fixes the choices of 7', », »!. That
is, every 7 correspondsto asinglechoice (7, 7t, 7, #!) which generates the given view.
Sinceall these random choi ces of the setup stage are done uniformly and independently
of ?ach other, each such choiceisequally likely. Thus, the probability of a particular =
is 5. O

Lemma3. (User Privacy) Let(iy,...,i,) beatupleof distinctindicesin[1..n]. Let
Vietup betheview of D after the setup stage, and V (i1, . . ., i, ) betheview of D for m
executionsof theon-linestagewithqueriesiy, . . ., i,,. Thenfor every tuple (i, . . ., jm)
of distinct indices, and for every setup view Viciup,

. . . . n —m)!
PrOb[V(Zla"'alm) = (jla"'a.]m)|‘/setup] — g

n!

where probabilityistaken over all therandomchoices 7, 7', =, r!. Inparticular, theview
isindependent of the user queries.

Proof. Since after the setup stage D did not get any information about =, as proved in
proposition2, every wisequaly likely, and thusthegiventuple(ji, . . ., j» ) may corre-
spondto any origind queriestuple(iy, . . zm) with equal probability. A formal deriva-
tionfollows. DenotebyH ={r |71, im) =1, - Jm)}-
Prob[V(ir,...,im) =01, -, Jm) | Vsetup] =), Prob[m| Vierup) Prob[V (i1, ..., in)=
(jla . ~a.7m) | Vsetup, ] = Z?TEH PrOb[7T|Vsetup] = Z?TEH r}' = n-m) O
We proved that any two tuples of distinct queries (i1, .. ., i) and (z’l, i) in-
duce the same distribution over the communication (j1, .. ., jm) sent to D. Therefore,
the basic scheme is user private up to equdity.

4.3 Eliminating Detection of Repeated Queries: Proof of Theorem 3

In order for the oblivious database scheme to be complete we need to generalize the
basic scheme so that it guarantees user privacy completely and not only up to equality
between repeated executions. To extend it to full privacy we need to ensure that no two
executionswill ever ask for thesame location j. To achievethis, we use abuffer of some
sizem, inwhich all (question,answer) pairs (j, y; ) that have been queried are recorded.
Theon-linestageischanged asfollows: the user who isinterested inindex i first obtains
the corresponding r;, j from the servers similarly to the basic version. He does that by
running S to obta nthe bit r;, and (in parallel) using the most efficient way availableto
obtain the block ; (again, apossbleway todoitisby running S(1, n) log n times).*°
Then the user scans the buffer. If the pair (j, y;) isnot there, the user asks D for y; (as
inthe basic scheme). If the desired pair isthere, the user asks D for y; in some random
location j not appearing inthe buffer so far. Inany case, thepair (j, y; ) whichwas asked
from D is added to the buffer.

Clearly, abuffer size m resultsinan additivefactor of m log n inthe communication
complexity over the basic scheme. On the other hand, after i executions the buffer is
full, and the system hasto bereinitiaized (i.e. the setup stageisrepeated, with new r; ).
Thus, we want to choose m as big as possible without increasing the communication
complexity much. A suitable choice for existing schemes will thereforebe m = n¢ the

1950 far we are doing the same as in the basic scheme, except we insist that r; is retrieved sep-

arately from 3. This is done in order to maintain database privacy in case the underlying S is
database private, as proved below, and it does not change the communication complexity.
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same as the communication complexity of the underlying S. This only increases com-
muni cation complexity by a constant factor, and still allowsfor polynomia number of
executions before reinitidization is needed. We note that in many practical situations,
reinitiaizationafter m stepsislikely to be needed anyway, asthe database itself changes
and needs to be updated.

Thedatabase privacy inthiscase dependsontheunderlying scheme S: If S isdatabase
private (a SPIR scheme), then so isour scheme. Thisis because, when running S, the
user gets only asingle physical bit »; out of ». Now, no matter how much information
the user obtains about 7 or y (either from direct queries or from scanning the buffer),
the data = is masked by » (namely y = #(« & r)), and thus the user may only obtain
information depending on asingle physical bit of z.

The other privacy and correctness properties can be verified similarly to the basic
scheme proofs of section 4.2.
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A Setup Stageof RDB

For the basic RDB scheme, the database owner D chooses uniformly at random ¢ + 1
randomservers Ry, ..., Ry11in{0,1}", suchthatforevery 1 < j <n, Ri(j)® ... ®
Ri11(j) = D(j) = z; i.e, thexor of al the serversisthe origina datastring «. This
is done by first choosing R4, . .., R; containing completely random strings (universal
servers), and then using thefollowing protocol which alows D to prepare an appropriate
content for thetailored server R;1. Sincewe do not alow the serversto gain any infor-
mation about each other, the result of this computation should only go to the database.
One possibleway would be to let the database read the content of al universal servers,
but this would give the database much more information than it needs, which may be



A Random Server Model for Private Information Retrieval 217

asource for future security problems.!! Thus, we use a simple multi-party protocol for
computing the xor, a theend of which D learns R; 11 but no other information, and the
servers do not learn any new information.

ComputingRiy1 = R1 & ... @ R @xz: Eachofthesarvers R, (1 < s <t)
first sharesits content among all othersand D, by choosing uniformly at random ¢ + 1
sharesa,, . . ., as¢, a, that xor to R,. Each a,; issent to R;, and «/, issent to D. Next,
every server xors al shares sent to it from al other servers, and sends the result to D,
who now xors &l the messages and =, to obtain the desired content for £, .

For theRDB scheme of section 3.2, the same summing protocol isperformed & times
(computing i}, , forevery 1 < r < k).

B Proof of Lemma 1

Assume towards contradiction that there is aprotocol that privately computes the func-
tion f([x, 7], [z]) = ([0], [x(= @ r)]). That is, beforethe protocol starts, player P; holds
(m,r) and player P, holds z. During the protocol P, P> may flip sequences of random
coins, denoted ¢4, ¢, respectively. Denote the communication exchanged between the
playersby comm = comm(w,r, 1, %, c2). At the end of the protocol, P; gets no infor-
mation about z; P, may apply areconstruction function g(comm, , c2) = #(r & z) to
obtain his output; and no other information about (, ) isrevealed to P.. Now, when
r ischosen uniformly (z, #(r & «)) gives no information about 7, and thus P, obtains
no information about . In particul ar, thismeans that given Py’sview (z, ¢z, comm), any
permutation could have generated the given communication comm, or more formally,

Va,co,Ver, rymya’, 3¢’ ¢ comm(m, v, 1, x, ¢a) = comm(w’, 7, ¢}, z,e0) (D)

We will show that thisimpliesthat 7, can obtain information about = from the com-
muni cation, which contradictsthe privacy of the protocol. Let P» conduct the following
mental experiment onhisview (, r, ¢1, comm). P, sets#’ to betheidentity permutation,
andfinds+’, ¢} that yield the same communication comm(such +/, ¢} exist by (1)). Now,
sincew(r @ x) = g(comm(w,r, ¢y, z,¢2), &, c2) = g(comm(w',r' ¢, x,e2),2,¢2) =
o' (r' & x) = (v @ z), P2 can find out that = satisfies the equation

r=7r dn(rd ). 2

Since( 2) cannot hold for al x (unlessn = 1), we have shown that P, obtains some
information about «, which concludes the proof. O

eg. in a setting where the same universal random servers may be used by multiple
applications.



