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Abstract

Transaction-level modeling(TLM) allowsa designerto
savefunctional veri�cation effort during the modular re-
�nementof anSoCbyreusingtheprior implementationof a
moduleasa goldenmodelfor stateinconsistencydetection.
Oneproblemin simulation-basedveri�cation is theperfor-
manceandbandwidthoverheadof statedumpandcompar-
isonbetweentwo models.In this paper, weproposean ef�-
cient�ne-grain stateinconsistencydetectiontechniquethat
checkstheconsistencyof twostatesof arbitrary sizeat sub-
transaction(tick) granularity usingincrementalhashes. At
each tick, thehashgeneratesa signatureof theentire state,
which canbeef�ciently updatedandcompared. We evalu-
ate the proposedsignature schemewith a FIR �lter and a
Vorbis decoderandshowthat very �ne-grain stateconsis-
tencychecking is feasible. Thehashsignature checking in-
creasesexecutiontimeof BluespecRTLsimulationby1.2%
for theFIR �lter andby2.2% for theVorbisdecoderwhile
correctlydetectinganyinjectedstateinconsistency.

1 Intr oduction

Transaction-level modeling(TLM) is a promisingstrat-
egy for designingcomplex systems-on-a-chip(SoCs)[10].
Systemdesignersseparatecommunication(channels)from
computation(unitsor modules)so that they canincremen-
tally re�ne eachmoduletoward synthesizableRTL, while
maintainingthe sameinterfacesto neighboringmodules.
TLM alsohelpshardwareandsoftwaredevelopersinteract
with eachotherin theveryearlyphasesof design,reducing

total systemdevelopmenttime.
During themodularre�nementprocessin TLM, design-

ers can save effort for functional veri�cation of a unit in
at least two ways. First, they can reusethe veri�cation
environmentsurroundingthe prior implementationof the
unit [3]. The differencein the level of abstractionbe-
tween two implementationsof a unit is cleanly isolated
by transaction-basedinterfaces.Hence,designerscanver-
ify thetransaction-level behavior without writing new test-
benchesfor the implementationunder test. In addition,
mixed-level transactionalco-simulationcan reducesimu-
lation time. Second,designerscan usethe more abstract
implementationasa “golden” modelto checkinternalstate
consistency betweenthere�ned unit andthegoldenmodel
at varioussub-transactioncheckpointsasthey bothexecute
a transaction.Oncea commonalityof datastructuresbe-
tweenthe two implementationsis identi�ed, designerscan
simply install monitor points to dumpout internaldataof
interestfor consistency checking[8].

A transactionconsistsof a seriesof smalleroperations,
or ticks in our terminology. Pinpointinga tick that puts
the candidatedesigninto an inconsistentstateagainstthe
goldenmodelis invaluablefor debugging,asotherwisede-
signersmay have to manually trace back through many
ticks to determinethe root causeof a bug. A simple
dump-and-diff techniquedoesnot work well for such�ne-
grainstateinconsistency detectionbecausetheperformance
and/orbandwidthoverheadis proportionalto the size of
thecheckedstate.Lessfrequent(coarse-grain)checkingor
checkingonly certaincritical blocksreducesoverheadbut
degradestemporalprecisionor coverage.

In this paper, we presentanef�cient �ne-grain statein-
consistency detectiontechnique,which cancheckthecon-
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Figure 1. A taxonom y of TLM functional veri�cation appr oaches. Our proposed appr oach is high-
lighted in boldface .

sistency of two statesof arbitrary size at frequentcheck-
points with reasonablesimulation slowdown. Our tech-
nique minimizesthe bandwidthoverheadby having each
implementationsendout a hashsignatureas a compact
summaryof its entirestate. We rely on incrementalhash
functions[5] to reduceperformanceoverhead,sinceonly a
fractionof stateelementsaremodi�ed at eachtick in most
cases.

2 RelatedWork

Figure1 showsataxonomyof approachesfor TLM func-
tional veri�cation, with our proposedapproachhighlighted
in boldface.

The�rst criterionis thecoverageof theveri�cation tech-
nique.Formalveri�cation aimsto prove thecorrectnessof
a model, providing an exhaustive checkfor bugs. There
arereview papersthat cover recentadvancesandresearch
challengesin formal veri�cation from the TLM perspec-
tive [4, 10, 13]. Formal veri�cation methodsare further
dividedinto two classesaccordingto how thegoldenrefer-
enceis generatedagainstwhichthedesignundertest(DUT)
is veri�ed. In modelchecking,the designeris responsible
for writing assertionsto describepropertiesto be veri�ed.
In sequentialequivalencechecking,the goldenmodel is a
model at a higher level of abstraction. Thereare multi-
ple notionsof equivalencesuchas combinationalequiva-
lence,cycle-accurateequivalence,transactionequivalence,
pipelinedequivalenceand stream-basedequivalence[13].
However, formal veri�cation approachesdo not scalevery
well in general,so that they are not always applicablein
practice.

Simulation-basedapproachesaregenerallynot exhaus-
tive, but can be appliedto large designs. In many cases,
bothdirectedandconstrainedrandomtestsaredeployedto
meetcoveragegoals. Wen et al. [7] discussa systematic
wayto justify testpatternsgeneratedautomatically. To ease
RTL debugging,Hsuet al. [17] extracta behavioral model

outof anRTL descriptioncombinedwith asimulationtrace
andprovide an interfaceto query, traceandassigna value
to anarbitrarynode.

Simulation-basedapproachesaredividedinto blackbox
andwhite box models,dependingon what the veri�cation
processcan observe. In the black box model, as in [3],
only I/O behaviors (transactions)of the DUT can be ob-
servedoutside. In thewhite box model,asin [8], peeking
insidetheDUT is alsoallowedto verify theconsistency of
internal statesbetweenmodels. Dependingon how often
consistency is checked, the white box model can be fur-
ther divided into �ne-grain and coarse-grainstatecheck-
ing. Finally, thereare two methodsto comparethe inter-
nal states[10]: simulation-parallel comparison,wheretwo
modelsrun in parallel as the goldenmodel generatesthe
goldenstatesequence(online), scenario-embeddedcom-
parison,where the goldenstatesequenceis generatedin
advanceandembeddedin thetestinputa priori (of�ine).

Brier etal. [8] describeaveri�cation methodologywhere
they dumpoutall theintermediatevaluesin two versions(C
andVerilog) of a resizemodulefor �ne-grain stateconsis-
tency checking,but this hashigh overheadsin both band-
width andstoragespace.We proposea techniquefor low-
overheadstateconsistency checkingwithoutcompromising
thecoverageor precisionof inconsistency detection.

3 Fine-grain StateInconsistencyDetection

In this section,we �rst introducecommonterms and
concepts, then describea proposedfunctional veri�ca-
tion framework, and �nally comparethreealternative ap-
proachesfor statecomparison.

3.1 Background

In comparingtheinternalstatesof two implementations
of a modulehaving thesametransactionalbehavior, we as-
sumea commonspeci�cationof themoduledescribingthe
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Figure 2. Transactional view of FIR �lter module .

setof stateelementsthat an outsideblock canobserve or
mutate. We call this externally-visiblestatethe architec-
tural state(AS). Eachimplementationmay have a unique
setof stateelementsnotvisible from outside,whichconsti-
tute the implementation's microarchitectural state(� AS).
In therestof thepaper, we focusonly onveri�cation of the
architecturalstate(AS).

Ghenassiaand Clouard de�ne a transactionin TLM
as“data transferor synchronizationbetweentwo modules
at an instantdeterminedby the hardware/softwaresystem
speci�cation” [10]. A module�ring off a transactionusu-
ally stepsthrough one or more unit operations,or ticks,
which possiblyput the moduleinto an intermediatearchi-
tecturalstate.

Figure 2 illustratesa transactionalview of an FIR �l-
ter modulewhich is similar to part of the resizermodule
in [8]. This module takes an input frame (in[][] ) of
num cols(x) by num rows(y) pixels,�lters it andout-
puts the result througha channel. Two implementations
are presentedto illustrate different granularitiesof ticks.
The implementationwith coarse-grainticks (e.g. C func-
tional model)processesonerow per tick while the imple-
mentationwith �ne-grain ticks(e.g.VerilogRTL) processes
onepixel per tick. The commonarchitecturalstatein this
caseis the input buffer (in[][] ) and the output buffer
(out[][] ), whoseintermediatestatesare shadowed by
buf[][] . Notethatfor �ne-grain transactions(or coarse-
grainticks)a tick might beequivalentto a transaction.

The�gure alsoshowscheckpointswherethetwo imple-
mentationsare supposedto be in the same(intermediate)
architecturalstate. Our techniqueis capableof detecting

a stateinconsistency at a checkpoint,which usuallyoccur
muchmorefrequentlythantransactions.

Although we discussour techniquein the context of
TLM, it canbeappliedto any pair of modelsfor which we
canidentify commoninternalstateandcheckpoints.

3.2 Prop osed Veri�cation Framew ork

Procedure 1 Stateconsistency checking(at n-th check-
point)
Require: ASA [0] = ASB [0]

1: StateInfoA [n] = dumpstateinfo(ASA [n])
2: StateInfoB [n] = dumpstateinfo(ASB [n])
3: if StateInfoA [n] == StateInfoB [n] then
4: return STATE CONSISTENT
5: else// inconsistentstateinfo
6: if ASA [n] 6= ASB [n] then
7: return STATE INCONSISTENTERROR
8: else
9: return STATE INFO ERROR

10: end if
11: end if

Procedure1 describesthestateconsistency checkingfor
two implementationsof a module,A andB, performedat
everycheckpoint.Thetwo implementationsdo not have to
executeat the sametime. A streamof goldenstateinfor-
mationgeneratedandstoredof�ine canbereusedfor future
implementationsof a module.

Require: We assumethat thereexist a �nite aligning se-
quencefor eachimplementationthatputsboth imple-



mentationsinto thesameinitial architecturalstate[14].
We alsoassumethatnon-determinismin simulationis
tightly controlled. Each instanceof executionmust
preservetheorderof checkpointsandthearchitectural
statemustberegeneratedidentically.

Lines 1-2: Bothimplementationsdumpoutinformationon
theircurrentarchitecturalstate.Thisinformationcould
be the full architecturalstate(AS), a descriptionof
changessincethepreviouscheckpoint(� AS), or asig-
nature(SIG) for thestateor its changes.

Lines 6-9: If state information mismatches,the checker
performsa full-statechecking.If thefull statesdo not
match, it returnsSTATE INCONSISTENTERROR.
Otherwise, it returns STATE INFO ERROR, which
meansthat thestateinformationwasdifferentfor two
identicalarchitecturalstates.

The precisionof stateinconsistency detectionpossible
in this framework is limited in temporalgranularityby the
modelwith thecoarser-granularitytick, andlimited in cov-
erageto thecommonexposedarchitecturalstate.

Procedure 2 An example two-passdebugging procedure
usingtwo implementationsof a unit, A andB

1: for all (test; input) in a testsuitedo
2: START:
3: OUT A = executeA(test; input)
4: OUT B = executeB(test; input)
5: if OUT A 6= OUT B then
6: repeat// pass1
7: coarsegrain check(A; B ; test; input)
8: until STATE INCONSISTENCYdetected
9: rollback to previouscheckpoint()

10: repeat// pass2
11: �ne grain check(A; B ; test; input)
12: until STATE INCONSISTENCYdetected
13: �x bugs(A; B )
14: gotoSTART
15: end if
16: end for
17: return PASSEDALL TESTS

Procedure2 illustratesanexampledebuggingprocedure
usingour proposedveri�cation framework for a given test
suite. To minimize the performanceoverheadcausedby
hashcalculation,thisexampleperformstwo passes:coarse-
graincheckingfollowedby �ne-grain checking.

3.3 Approac hes for State Comparison

We consider three options for state information
(StateInfo[n] in Procedure1) asshown in Figure3:
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ASA [n]
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B
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Figure 3. Three possib le implementations of
state consistenc y checking. At n-th check-
point, each implementation dumps out the
entire architectural state (AS[n]) for Option 1,
the chang es in the architectural state (� AS[n])
since the previous checkpoint for Option 2
and a signature (Sig[n]) for Option 3, respec-
tivel y. The checker can detect a state incon-
sistenc y by comparing these dumped out-
puts.

3.3.1 Full StateChecking (Option 1)

Fine-grainfull-statecheckingis only feasiblewhenthesize
of the architecturalstateis small. Both the bandwidthre-
quirementfor dumpingstateinformationandthecomputa-
tion requirementfor comparingit is O(sizeof(AS[n])) .

Onemightarguefor checkingcritical wordsonly instead
of checkingthe full architecturalstate. However, we ad-
vocatefull coverageof architecturalstatebecauseit is not
alwayspossibleto identify critical words. For example,in
the FIR �lter in Figure2 all pixels have the samecritical-
ity. This is alsotrue for large memorystructures,suchas
caches.

3.3.2 Delta Checking (Option 2)

Deltachecking,which usesthechangessincetheprevious
checkpoint,is bettersuitedto �ne-grain checking.For ex-
ample,eachmodulecoulddumpout a list of (block id ,
new data ) pairs for stateelementsbeingmodi�ed. The
bandwidthandcomputationoverheadis O(sizeof(� AS[n]))
which is muchsmallerthanO(sizeof(AS[n])) in general.

However, we point out two issueswith simple delta
checking. First, it is possiblybandwidthinef�cient (and
storageinef�cient if usedof�ine) if thenumberof changes
betweencheckpointsis large. Second,it is not clearhow
to implementthisschemeef�ciently in ahardwareplatform



(e.g.FPGA).It musteitherhaveaqueueto log thechanges
sincethe previous checkpoint,or have a dirty bit associ-
atedwith eachblock andwalk throughthe touchedblocks
to sendout themodi�ed data.

To addresstheseissues,weintroduceathirdoption:hash
signaturechecking.

3.3.3 HashSignatureChecking (Option 3)

The hashsignaturereducesthe bandwidthoverheadto a
�x ed constantcost, at the cost of additionalcomputation
to recalculatethehash.We proposetheuseof incremental
hashesto generatesignaturesof theentirestateto minimize
performanceoverhead[5]. An incrementalhashis designed
suchthat if a changebetweentwo statesis small, it is pos-
sible to quickly updatethe hashof the new statefrom the
hashof thepreviousstateratherthanrecomputingthenew
hashfrom scratch.Incrementalhasheshave beenusedfor
variousapplicationsincludingvirusprotection,memoryin-
tegrity checking,andbroadcastnetworks [15]. To thebest
of the authors'knowledge,this paperis the �rst work that
appliesincrementalhashingfor ef�cient stateconsistency
checkingfor functionalveri�cation.

4 Implementation Issues

In thissection,weaddressseveralimplementationissues
of theincrementalhash-basedfunctionalveri�cation.

4.1 Incremen tal Hash Function Design

The simple incrementalhashwe useto summarizethe
architecturalstateis asfollows:

h = 
 n
i =1 f (block id i ; datai )

wheren is thetotal numberof blocks,
 is XOR operator,
andf is a block hashfunction. A pseudorandomfunction
wasusedfor f in theoriginal literature[5] but we replace
it with a simplerhashfunction(e.g.,multiplicativehash)to
reduceperformanceoverhead.Becausewe arenot coping
with asecurityapplicationandanactiveadversarywhocan
modify thehashbasedon knowledgeaboutthesystem,we
leave out datarandomization,pair block chaining,andran-
dompermutation[5].

With this hash,we can readily calculatethe new hash
(h0) from the old hash(h) after replacingold datai with
new datai :

h0 = h 
 f (block idi ; old datai ) 
 f (block idi ; new datai )

Eachsignatureupdatecoststwo 
 andtwo f operations.
Onemight arguefor analternative hashupdatescheme(ĥ)
which recalculatesthe new hashwith new datai only, but

1

1

2

1

2

3

1

1 2

2 2

3

checkpoint
#1

checkpoint
#2

checkpoint
#3

Time

x

y

x

y

Golden
sequence

unintended 
write

Erroneous
sequence
by “unintended”
write

Error!

@ checkpoint 
#1

@ checkpoint 
#2

@ checkpoint 
#3

)1,()1,( yfxf �…

)1,()1,( yfxf �…

)1,()1,( yfxf �…

)1,()1,( yfxf �…

)2,()1,( xfyf �…

)2,()1,( xfyf �…

)2,(

)1,()1,(

xf

yfxf �…�…

)2,(

)1,()1,(

xf

yfxf �…�…

)3,()2,( yfxf �…

)3,()2,(

)2,()1,(

yfyf

xfyf

�…

�…�…

)3,()2,(

)1,()1,(

yfxf

yfxf

�…

�…�…

)3,()2,(

)1,()1,(

yfxf

yfxf

�…

�…�…

goldenh'

errorh'

goldenĥ
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Figure 4. Example of error caused by unin-
tended write with a module having two bloc ks
(x and y). This error is detected by hashing
both old and new values of a bloc k (h0) but
not by hashing just new values (ĥ).

not with old datai , to save one 
 and one f operations.
This schemewasusedin [12] for dynamicdetectionof a
processor's soft errorsby CRChashingthestreamof com-
mittedvaluesto register�le.

However, thealternative hashfunction ĥ hasweaker er-
ror detectioncapability than h0 and cannotdetecterrors
causedby so-called“unintended”writes. Someerrorsare
causedby “intended” writes wherea designerupdatesthe
hashsignaturecorrectlybut haswritten a wrong value to
theactualstorageof data.Othersarecausedby unintended
writeswhereadesignerhaswrittenavalueto astoragethat
he is not supposedto write, so that the hashfails to keep
trackof all write operationsactuallyhappened.

Figure 4 illustrateshow a designercandetectan error
causedby anunintendedwrite usingh0 while hefails to de-
tect it usingĥ. This kind of errorsarecommonlyobserved
in the addressdecoderof a memoryblock. Therearetwo
memoryelements,denotedby x andy, in themodule.Then
we caneasily�nd that ĥgolden = ĥer r or (i.e., error detec-
tion failure)at Checkpoint#3 while h0

golden 6= h0
er r or (i.e.,

error detectionsuccess).Note that at Checkpoint#2 nei-
therof thehashsignatures(h0

er r or andĥer r or ) cancapture
theactualstateof memory(i.e., x = y = 2) correctlybe-
causethe integratedhashlogic updatesits signaturebased
on(addr, data) pairavailableat theinputof theaddressde-
coder. h0detectsthiserroratthenext write to theerrorneous
memoryblock (i.e.,y).



Block hashdesign(f ) is anotherimplementationissue
and crucial to minimize performanceoverheadand false
negatives(i.e., undetectedinconsistencies).In choosinga
block hashfunction,a usercanexploit ef�cient implemen-
tationsavailableon thesimulationplatform. For example,
modernFPGAshave ef�cient hashimplementationsavail-
ableasIPssuchasMD5, SHA-1 [11]. On theotherhand,
we canusesimplemultiplicative hasheson softwareplat-
forms.

For evaluationin Section5, we usethefollowing simple
multiplicativehashto hashblock i :

f (block idi ; datai ) =
(( 
 m

j =1 wordj ) 
 block idi ) � GOLDENRATIO

wherem is thenumberof wordsin datai , GOLDENRATIO
is thegoldenratio (0.61803399...)minimizingcollisionsin
amultiplicativehash[9]. Weneedto XOR block id because
wewouldnotbeableto differentiatetwo writesof thesame
valueto differentblocksotherwise.

Choosingblock granularityis anotherdesigndecision,
wherea block is the unit of hashcalculation. Finer-grain
blocksallow a singleblock hash(f (block idi ; datai )) to be
calculatedmorequicklybutupdatesmorehashespertick. A
ruleof thumbis to usetheamountof datatypicallymodi�ed
in a singletick astheblocksize.

4.2 Hash In tegration to DUT

In this paper, our evaluationis all performedon a soft-
waresimulationplatformwith C/C++referencemodelsand
RTL modelswritten in the BluespecHDL [1]. Hashin-
tegrationis donemanuallyby insertingsig update and
sig check function calls written in C at every function
andrule that updatesthe architecturalstate. Bluespecal-
lows designersto import functionswritten in C for simula-
tion.

Ideally, weenvisionthis integrationto behighly stylized
andautomaticallyperformedby a CAD tool chainusinga
user-providedspeci�cation becausemanualcodetransfor-
mation is an error-proneprocess.The speci�cation could
contain the list of architecturalstateelementsof interest
with block size and ID, hashfunction to be used,check-
point granularity, andso on. In hardwareemulationplat-
forms(e.g.,FPGAs),it makessenseto synthesizethehash
logic alongwith the DUT andexposean interfacefor the
designerto accessthesignaturevalueandcontrolsignature
generation.

4.3 Extracting Arc hitectural States

Althoughwe con�ne ourselvesto detectinganinconsis-
tency betweencommonarchitecturalstate,extracting this
is not always trivial. For example, to verify a pipelined

processorusingits functionalmodel,Burchet al. [6] intro-
ducea �ush operationto put thepipelinedprocessorinto a
statethatcanbecomparedagainstthestateof thefunctional
model. In somecases,a designermaynot beableto stati-
cally extract thearchitecturalstate.For example,a proces-
sormodelhaving a renamedphysicalregister�le hasto ex-
tract thearchitecturalstateof the register�le dynamically.
Here,ausermighthaveto provideacustompost-processing
functionto performtheextractionalongwith otherparame-
ters.Thiswill imposeadditionalperformanceoverheadand
addto veri�cation complexity. Therefore,in theTLM ap-
proach,maintainingcorrespondencebetweeninternalstates
is a desirablepracticefor veri�cation purpose[8, 10].

5 Evaluation

We evaluatethe error detectioncapability and perfor-
manceoverheadof the incrementalhashtechniqueusing
both a FIR �lter anda Vorbis decoder. For both designs,
the referencemodel is written in C and the RTL is writ-
tenin BluespecHDL [1]. We have implementeda portable
C library for signaturegenerationandcheckingusing the
incrementalhashdiscussedpreviously. Functionalcorrect-
nessof the library hasbeenveri�ed by injectinga random
mismatchbetweenthegoldenstateandthestateundertest.
This library is linked with C referencemodelsas well as
BluespecRTL models. We useBluesim,a cycle-accurate
simulatorfor Bluespec[1], to measuretheperformanceof
RTL simulation. We have not detectedany hashcollision
with thedefault 32-bit hash,but the library supports64-bit
hashto beusedwhenhashcollision (i.e., falsenegativesor
undetectedinconsistencies)is a concern.

5.1 FIR Filter

Although simple,the FIR �lter shown in Figure2 pro-
videsaninterestingevaluationexample.TheFIR �lter hasa
setof parameterknobswecanexploit to evaluatetheperfor-
manceoverheadof our proposedhashscheme.By chang-
ing tap size , we can easily changethe payloadversus
hashcalculationratio. As tap size increases,theFIR �l-
ter doesmoreFIR computationperhash,therebyreducing
therelative overheadof hashcalculation.By changingthe
framesize,we canobtainan arbitrarysizeof architectural
state. In addition,we caneasilybreakdown a transaction
into multiple ticks at variousgranularities.

Simulationslowdown is a primary concernin adopting
continualhashingandwe considertwo cases:online and
of�ine signaturegeneration.In theonlinecase,thegolden
model and the designunder test generatesignaturesdy-
namically as both modelsexecutein parallel (the golden
modelslightly runsaheadof the designundertestto gen-
erategoldensignatures).In theof�ine case,we executethe
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modelundertestonly andusethegeneratedsignaturesof-
�ine from thegoldenmodel. Becauseof the �le I/O over-
head(readingin andwriting out goldensignatures)we ex-
pecttheonlineschemeto performbetter. Notethatweonly
measurethesimulationspeedof theRTL but not thatof the
high-level referencemodel. This givesusanoptimistic re-
sult when running two modelsin parallel, but we believe
this is acceptablebecausethe total simulationtime is usu-
ally limited by theslowersimulator.

Figure5 (a) and (b) show the slowdown of simulation
speedfor both the C and the RTL models as we vary
tap size in FIR �lter . In a typical usecase,we gen-
eratea goldensignaturesequenceusinga fastC model to
verify anRTL implementationof thesameunit. In this use
case,Figure5 (a) measuresthe signaturegenerationcost,
andFigure 5 (b) measuresthe signaturecheckingcost of
theDUT. For signature generation, therangeof slowdown
is � 1.46-� 5.47for of�ine and� 1.13-� 2.42for online as
we changetap size from 4 through128. Theincremen-
tal hashachieves a dramaticimprovement(about2000�
faster)in signaturegenerationcomparedto recalculatinga
hashfor the architecturalstatefrom scratchat every tick.
We alsoobserve thatthemostof performanceoverheadfor
the of�ine schemeis dueto �le I/O, which underlinesthe
importanceof bandwidth(storage)ef�ciency of thesigna-
tures.

On theotherhand,thereis only negligible performance
overheadfor signature checking with the RTL model as
shown in Figure 5 (b). The maximum observed slow-
down is 1.2 % for the of�ine schemewhen tap size
is 16. The differencein simulationslowdown betweenC
andRTL modelsis attributedto the differencein the level
of abstraction.The hashcalculationoverheadis relatively
much smallerin detailedRTL simulationthan in abstract
C simulation.Thenon-monotonicsimulationslowdown, as
tap size increases,is likely to becausedby anartifactof
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VQ table RAM

residue decoder

channel de-coupler
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windowing
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Figure 6. Functional modules of Vorbis de-
coder . Memor y and computation modules
are colored diff erentl y.

cachingbehavior.
Finally, Figure5 (c) illustratesthattheperformanceover-

headdoesnotdependonthesizeof theentirestate.In other
words, our proposedschemeis scalableto the statesize
in termsof performanceoverhead.We usethreedifferent
frameswhosesizesare128K,1M and4M samples,respec-
tively. Theseframesroughlycorrespondto YUV framesof
CIF, 720pHDTV and1080pHDTV in termsof their size.

5.2 Vorbis Deco der

For morerealisticevaluationof theproposedscheme,we
usethebackendof a Vorbisdecoderimplementation.Vor-
bis is anopen-source,patent-freelossyaudiocodecthat is
generallycomparableto MP3. At a high level, the Vorbis



decodingprocesscanbedivided into threesectionsshown
in Figure6. Among the threesections,the backendis the
most computation-intensive. Within the backend, we are
particularlyinterestedin theInverseModi�ed DiscreteCo-
sineTransform(IMDCT) block,whichdominatestheback-
endin termsof hardwarecomplexity andcomputationre-
quirement.For the restof this section,we assumethat the
DUT is theIMDCT block.

The golden referencemodel (Tremor) is written in C
and available in [2]. The RTL implementsthe algorithm
describedin [16] wherethe kernel takes 8 stepsto com-
plete the IMDCT operationof an audio frame. There is
a 4-KB sharedmemoryblock wherethe intermediateval-
uesafter eachsteparestored. In our experiment,we ver-
ify the consistency of the sharedmemoryblock, which is
the biggeststateelementwithin the DUT, at three sub-
transactioncheckpointsafterStep3, 4 and8 in [16]. Note
thatwe useanof�ine scheme–asequenceof goldensigna-
turesis generatedin advanceandreadin by �le I/O for sig-
naturechecking. Given that the referencemodelexecutes
about64� fasterthantheRTL implementation,it is likely
thattheonlinescheme(i.e.,parallelsimulationof two mod-
els)will addonly a small fractionof executiontime to the
RTL simulation.

According to our simulations,hashsignaturechecking
increasesexecutiontime of RTL simulationby only 2.2%
while correctlydetectingany injectedstateinconsistency.

6 Conclusion

In this paper, we proposedcontinualhashingto allow a
designerto detectstateinconsistency betweentwo models
at a �ne-grain tick granularity. We presentedan incremen-
tal hashbasedonasimplemultiplicativeblockhashto min-
imize the performanceoverhead. Our evaluationshowed
that deploying �ne-grain state inconsistency checking is
feasible.Total bug detectiontime canbereducedevenfur-
therby multi-passconsistency checking,i.e., usingcoarse-
grainsweepingfollowedby �ne-grain sweeping.

The hashsignatureis a compactsummaryof not only
the architecturalstatebut also the statepath taken at any
point in time, andcanbe usedfor otherapplications.For
example,a streamof hashsignaturescanbeusedto replay
a bug to con�rm thatthesamesequenceof statetransitions
is followed.
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