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Abstract

Transaction-l#el modeling(TLM) allows a designerto
savefunctional veri cation effort during the modular re-
nementof an SoCby reusingthe prior implementatiorof a
moduleasa goldenmodelfor stateinconsistencyletection.
Oneproblemin simulation-basederi cation is the perfor
manceandbandwidthoverheadof statedumpandcompar
isonbetweertwo models.In this paper we proposean ef -
cient ne-grain stateinconsistencyletectiontechniquethat
chedstheconsistencyf two statesof arbitrary sizeat sub-
transaction(tick) granularity usingincrementahashes At
ead tick, the hashgenetesa signatue of the entire state
which can be ef ciently updatedand compaed. We evalu-
ate the proposedsighatue schemewith a FIR Iter anda
\orbis decoderand showthat very ne-grain stateconsis-
tencycheding is feasible Thehashsignatue chedkingin-
creasesxecutiontimeof Bluesped®TLsimulationby 1.2%
for theFIR Iter andby 2.2% for theVorbis decodemwhile

correctlydetectinganyinjectedstateinconsistency

1 Intr oduction

Transaction-leel modeling(TLM) is a promisingstrat-
egy for designingcomplex systems-on-a-chif5oCs)[10].
Systemdesignerseparateommunicatior(channelsfrom
computation(units or modules)sothatthey canincremen-
tally re ne eachmoduletoward synthesizabldTL, while
maintainingthe sameinterfacesto neighboringmodules.
TLM alsohelpshardwareandsoftwaredevelopersinteract
with eachotherin thevery earlyphase®f design reducing

total systemdevelopmentime.

During themodularre nementprocessn TLM, design-
ers can save effort for functional veri cation of a unit in
at leasttwo ways. First, they can reusethe veri cation
ervironmentsurroundingthe prior implementationof the
unit [3]. The differencein the level of abstractionbe-
tweentwo implementationsof a unit is cleanly isolated
by transaction-baseititerfaces.Hence,designersanver
ify thetransaction-leel behavior without writing new test-
benchesfor the implementationundertest. In addition,
mixed-level transactionako-simulationcan reducesimu-
lation time. Second,designerscan usethe more abstract
implementatiorasa “golden” modelto checkinternalstate
consisteng betweenthere ned unit andthe goldenmodel
atvarioussub-transactiocheckpointsasthey both execute
a transaction. Oncea commonalityof datastructuresbe-
tweenthe two implementationss identi ed, designersan
simply install monitor pointsto dump out internal dataof
interestfor consisteng checking[8].

A transactiorconsistsof a seriesof smalleroperations,
or ticks in our terminology Pinpointinga tick that puts
the candidatedesigninto an inconsistenttateagainstthe
goldenmodelis invaluablefor dehugging,asotherwisede-
signersmay have to manually trace back through mary
ticks to determinethe root causeof a bug. A simple
dump-and-dif techniquedoesnot work well for such ne-
grainstateinconsisteng detectiorbecaus¢heperformance
and/or bandwidthoverheadis proportionalto the size of
thechecledstate.Lessfrequent(coarse-graingheckingor
checkingonly certaincritical blocks reducesoverheadbut
degradegemporalprecisionor coverage.

In this paper we presentanef cient ne-grain statein-
consisteng detectiontechniquewhich cancheckthe con-
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Figure 1. A taxonom y of TLM functional veri cation

lighted in boldface .

sisteny of two statesof arbitrary size at frequentcheck-
points with reasonablesimulation slowdown. Our tech-
nigue minimizesthe bandwidthoverheadby having each
implementationsend out a hash signatureas a compact
summaryof its entire state. We rely on incrementalhash
functions[5] to reduceperformanceverheadsinceonly a
fraction of stateelementsaremodi ed at eachtick in most
cases.

2 RelatedWork

Figurel shavsataxonomyof approachefor TLM func-
tional veri cation, with our proposedapproachighlighted
in boldface.

The rst criterionis thecoverage of theveri cation tech-
nigue. Formalveri cation aimsto prove the correctnessf
a model, providing an exhaustve checkfor bugs. There
arereview papersthat cover recentadvancesandresearch
challengesn formal veri cation from the TLM perspec-
tive [4, 10, 13]. Formal veri cation methodsare further
dividedinto two classesccordingto how the goldenrefer
ences generatedgainstvhichthedesignundertest(DUT)
is veri ed. In modelchecking,the designeiis responsible
for writing assertiongo describepropertiesto be veri ed.
In sequentiakquivalencechecking,the goldenmodelis a
model at a higher level of abstraction. There are multi-
ple notionsof equivalencesuchas combinationalequia-
lence,cycle-accurateequivalence transactiorequivalence,
pipelinedequialenceand stream-baseéquialence[13].
However, formal veri cation approacheslo not scalevery
well in general,so that they are not always applicablein
practice.

Simulation-base@pproachesre generallynot exhaus-
tive, but can be appliedto large designs. In mary cases,
bothdirectedandconstrainedandomtestsaredeployedto
meetcoveragegoals. Wen et al. [7] discussa systematic
way to justify testpatterngeneratedutomatically To ease
RTL delugging,Hsuetal. [17] extracta behaioral model

observables (lower)

checking granularity method

approaches. Our proposed approach is high-

outof anRTL descriptioncombinedwith a simulationtrace
andprovide aninterfaceto query traceandassigna value
to anarbitrarynode.

Simulation-basedpproachearedividedinto blackbox
andwhite box models,dependingon whatthe veri cation
processcan obsere. In the black box model, asin [3],
only /0 behaiors (transactionspf the DUT can be ob-
senedoutside. In the white box model,asin [8], peeking
insidethe DUT is alsoallowedto verify the consisteng of
internal statesbetweenmodels. Dependingon how often
consisteng is checled, the white box model can be fur-
ther divided into ne-grain and coarse-grairstatecheck-
ing. Finally, therearetwo methodsto comparethe inter-
nal stateg10]: simulation-paallel comparisonwheretwo
modelsrun in parallel as the goldenmodel generateghe
golden statesequencgonline), scenario-embeddedom-
parison,wherethe golden statesequences generatedn
adwanceandembeddedh thetestinputa priori (of ine).

Brier etal.[8] describeaveri cation methodologywhere
they dumpoutall theintermediatevaluesin two versiongC
andVerilog) of aresizemodulefor ne-grain stateconsis-
teng/ checking,but this hashigh overheadsn both band-
width andstoragespace.We proposea techniquefor low-
overheadstateconsisteng checkingwithout compromising
the coverageor precisionof inconsisteng detection.

3 Fine-grain StatelnconsistencyDetection

In this section,we rst introducecommontermsand
concepts,then describea proposedfunctional veri ca-
tion framework, and nally comparethreealternatve ap-
proachedor statecomparison.

3.1 Background

In comparingtheinternalstatesof two implementations
of amodulehaving the sametransactionabehaior, we as-
sumea commonspeci cationof the moduledescribingthe
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setof stateelementghat an outsideblock canobsenre or
mutate. We call this externally-visible statethe architec-
tural state(AS). Eachimplementatiormay have a unique
setof stateelementsotvisible from outside which consti-
tute the implementatiors microarchitectural state( AS).
In therestof the paperwe focusonly on veri cation of the
architecturaktate(AS.

Ghenassiaand Clouard de ne a transactionin TLM
as‘“datatransferor synchronizatiorbetweentwo modules
at an instantdeterminedby the hardware/softvare system
speci cation” [10]. A module ring off atransactiorusu-
ally stepsthroughone or more unit operations,or ticks
which possiblyput the moduleinto an intermediatearchi-
tecturalstate.

Figure 2 illustratesa transactionalview of an FIR I-
ter modulewhich is similar to part of the resizermodule
in [8]. This moduletakes an input frame (in[][] ) of
numcols(x) bynumrows(y) pixels, Iters it andout-
puts the result througha channel. Two implementations
are presentedo illustrate different granularitiesof ticks.
The implementationwith coarse-grairticks (e.g. C func-
tional model) processesnerow pertick while the imple-
mentationwith ne-grain ticks (e.g.VerilogRTL) processes
one pixel pertick. The commonarchitecturaktatein this
caseis the input buffer (in[][] ) and the output buffer
(out[][] ), whoseintermediatestatesare shadeved by
buf[] . Notethatfor ne-grain transactiongor coarse-
grainticks) atick mightbe equialentto atransaction.

The gure alsoshaws chedkpointswherethe two imple-
mentationsare supposedo be in the same(intermediate)
architecturalstate. Our techniqueis capableof detecting

a stateinconsistenyg at a checkpoint,which usually occur
muchmorefrequentlythantransactions.

Although we discussour techniquein the contet of
TLM, it canbeappliedto any pair of modelsfor which we
canidentify commoninternalstateandcheckpoints.

3.2 Prop osed Verication Framew ork

Procedure 1 Stateconsisteng checking (at n-th check-
point)
Require: AS\[0]= A [0]
1: Statelnfo, [n] = dumpstateinfo(AS [n])
2: Statelnfog [n] = dumpstateinfo(ASs [n])
3: if Statelnfo, [n] Statelnfog [n] then
4: return STATE.CONSISTENT
5: else// inconsistenstateinfo
6: if ASa[n] 6 ASg[n]then
7
8
9

return STATELINCONSISTENIERROR
else

return STATEJINFO_ERFOR
10: endif
11: endif

Procedurdl describeshe stateconsisteng checkingfor
two implementation®f a module,A andB, performedat
every checkpoint.Thetwo implementationslo not have to
executeat the sametime. A streamof goldenstateinfor-
mationgenerate@dndstoredof ine canbereusedor future
implementation®f amodule.

Require: We assumethat thereexist a nite aligning se-
guencefor eachimplementatiorthat putsbothimple-



mentationsnto thesamanitial architecturaktate]14].
We alsoassumehatnon-determinisnin simulationis
tightly controlled. Eachinstanceof executionmust
preseretheorderof checkpointsandthearchitectural
statemustberegenerateddentically.

Lines 1-2: Bothimplementationslumpoutinformationon
theircurrentarchitecturaktate. Thisinformationcould
be the full architecturalstate (A, a descriptionof
changesincethepreviouscheckpoinf{ AS), orasig-
nature(SIG) for the stateor its changes.

Lines 6-9: If stateinformation mismatchesthe checler
performsa full-statechecking.If the full statesdo not
match, it returnsSTATE_LINCONSISTENT.ERROR.
Otherwise, it returns STATE_LINFO_ERROR, which
meanghatthe stateinformationwasdifferentfor two
identicalarchitecturaktates.

The precisionof stateinconsisteng detectionpossible
in this framework is limited in temporalgranularityby the
modelwith the coarsergranularitytick, andlimited in cov-
erageto thecommonexposedarchitecturaktate.

Procedure 2 An example two-passdehugging procedure
usingtwo implementation®f aunit, A andB

1: for all (testinput) in atestsuitedo

2:  START:

3. OUT.A = executeA(test input)

4: OUT.B = executeB(test input)

5. if OUT_A6 OUT.Bthen

6: repeat// passl

7 coarsegrain_ched(A; B ;test inpuf)

8: until STATE_INCONSISTENCYdetected
9: rollback_to_previous chedkpoini)

10: repeat// pas2

11: ne _grain_chek(A; B; test inpuf)

12: until STATE_INCONSISTENCYdetected
13: x _bugqA; B)

14 goto START

15.  endif

16: end for

17: return PASSEDALL_TESTS

Procedure illustratesan exampledehuggingprocedure
usingour proposedveri cation framework for a giventest
suite. To minimize the performanceoverheadcausedby
hashcalculationthis exampleperformstwo passescoarse-
graincheckingfollowedby ne-grain checking.

3.3 Approac hes for State Comparison

We consider three options for state information
(Statelnfo[n] in Procedurdl) asshowvnin Figure3:
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Figure 3. Three possib le implementations of
state consistenc y checking. At n-th check-
point, each implementation dumps out the
entire architectural state (Agn]) for Option 1,
the chang es in the architectural state ( Agn])
since the previous checkpoint for Option 2
and a signature (Sign]) for Option 3, respec-
tively. The checker can detect a state incon-
sistenc y by comparing these dumped out-
puts.

3.3.1 Full StateChecking (Option 1)

Fine-grainfull-statecheckingis only feasiblewhenthe size
of the architecturalstateis small. Both the bandwidthre-
quirementfor dumpingstateinformationandthe computa-
tion requiremenfor comparingt is O(sizeofAgn))).

Onemightarguefor checkingeritical wordsonly instead
of checkingthe full architecturalstate. However, we ad-
vocatefull coverageof architecturaktatebecauset is not
alwayspossibleto identify critical words. For example,in
the FIR lter in Figure?2 all pixels have the samecritical-
ity. Thisis alsotrue for large memorystructuressuchas
caches.

3.3.2 Delta Checking (Option 2)

Deltachecking,which usesthe changesincethe previous
checkpointjs bettersuitedto ne-grain checking. For ex-
ample,eachmodulecould dumpout alist of (block _d ,
new_data ) pairsfor stateelementsbeingmodi ed. The
bandwidthandcomputatioroverheads O(sizeof Adgn]))
whichis muchsmallerthanO(sizeofAg9n])) in general.
However, we point out two issueswith simple delta
checking. First, it is possibly bandwidthinef cient (and
storageinef cient if usedofine) if the numberof changes
betweencheckpointss large. Second,it is not clearhow
to implementthis schemeef ciently in ahardwareplatform



(e.g.FPGA).It musteitherhave a queueto log thechanges
sincethe previous checkpoint,or have a dirty bit associ-
atedwith eachblock andwalk throughthe touchedblocks
to sendoutthemodi ed data.

To addresshesdssuesweintroduceathird option: hash
signaturechecking.

3.3.3 Hash Signature Checking (Option 3)

The hashsignaturereducesthe bandwidthoverheadto a
x ed constantcost, at the cost of additionalcomputation
to recalculatehe hash.We proposethe useof incremental
hasheso generatesignature®f theentirestateto minimize
performanceverhead5]. Anincrementahashis designed
suchthatif achangebetweertwo statess small, it is pos-
sible to quickly updatethe hashof the new statefrom the
hashof the previous stateratherthanrecomputinghe new
hashfrom scratch.Incrementahasheshave beenusedfor
variousapplicationsncludingvirus protection,memoryin-
tegrity checking,andbroadcashetworks[15]. To the best
of the authors'knowledge,this paperis the rst work that
appliesincrementalhashingfor ef cient stateconsisteng
checkingfor functionalveri cation.

4 Implementation Issues

In this sectionwe addresseveralimplementatiorissues
of theincrementahash-basetlinctionalveri cation.

4.1 Incremen tal Hash Function Design

The simple incrementalhashwe useto summarizethe
architecturabtateis asfollows:

h= I, f(blockid;;data)

wheren is thetotal numberof blocks, is XOR operator
andf is ablock hashfunction. A pseudorandorfunction
wasusedfor f in the original literature[5] but we replace
it with a simplerhashfunction(e.g.,multiplicative hash)to
reduceperformanceoverhead.Becausewne arenot coping
with asecurityapplicationandanactive adwersarywho can
modify the hashbasedon knowledgeaboutthe systemwe
leave out datarandomizationpair block chaining,andran-
dompermutatior5].

With this hash,we can readily calculatethe nev hash
(h9 from the old hash(h) after replacingold_datg with
new_data :
h°= h

f (block.id;; old_data) f (blodid;;new_data)

Eachsignatureupdatecoststwo andtwof operations.
Onemightarguefor analternatie hashupdateschemefi)
which recalculateghe new hashwith newv_data only, but
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Figure 4. Example of error caused by unin-
tended write with a module having two blocks
(x and y). This error is detected by hashing
both old and new values of a block (h% but
not by hashing just new values (R).

not with old_datg, to save one andonef operations.
This schemewas usedin [12] for dynamicdetectionof a
processos soft errorsby CRC hashingthe streamof com-
mittedvaluesto register le.

However, the alternatie hashfunctionfi haswealer er-
ror detectioncapability than h® and cannotdetecterrors
causedy so-called“unintended”writes. Someerrorsare
causedy “intended” writes wherea designerupdateshe
hashsignaturecorrectly but haswritten a wrong valueto
theactualstorageof data.Othersarecausedy unintended
writeswherea designehaswritten a valueto a storagethat
he is not supposedo write, so that the hashfails to keep
trackof all write operationsactuallyhappened.

Figure 4 illustrateshow a designercan detectan error
causedy anunintendedwvrite usingh®while hefailsto de-
tectit usingfi. Thiskind of errorsarecommonlyobsened
in the addresslecoderof a memoryblock. Therearetwo
memoryelementsdenotedy x andy, in themodule.Then
we caneasily nd thatﬁgmden = ﬁerror (i.e., error detec-
tion failure) at Checkpoint#3 while hg .., 6 hd,q (i€,
error detectionsuccess).Note that at Checkpoint#2 nei-
ther of the hashsignatureghd,, ., andﬁerror) cancapture
the actualstateof memory(i.e.,x = y = 2) correctlybe-
causethe integratedhashlogic updatests signaturebased
on (addr, datg) pairavailableattheinput of theaddressle-
coder h®detectshiserroratthenext write to theerrorneous
memoryblock (i.e.,y).



Block hashdesign(f ) is anotherimplementationssue
and crucial to minimize performanceoverheadand false
negatives (i.e., undetectednconsistencies)ln choosinga
block hashfunction,a usercanexploit ef cient implemen-
tationsavailable on the simulationplatform. For example,
modernFPGAshave ef cient hashimplementationsvail-
ableasIPssuchasMD5, SHA-1[11]. Onthe otherhand,
we canusesimple multiplicative hasheson software plat-
forms.

For evaluationin Section5, we usethefollowing simple
multiplicative hashto hashblocki:

f (block id;; datg) =
(( j'“:l word;) blodcid;) GOLDENRATIO

wherem is thenumberof wordsin datg , GOLDEN.RATIO
is thegoldenratio (0.61803399...Jminimizing collisionsin
amultiplicativehash[9]. We needto XOR blodk_id because
we would notbeableto differentiatewo writesof thesame
valueto differentblocksotherwise.

Choosingblock granularityis anotherdesigndecision,
wherea block is the unit of hashcalculation. Finergrain
blocksallow a singleblock hash(f (block_id; ; data)) to be
calculatednorequickly butupdatesnorehashegpertick. A
rule of thumbis to usetheamountof datatypically modi ed
in asingletick astheblock size.

4.2 Hash Integration to DUT

In this paper our evaluationis all performedon a soft-
waresimulationplatformwith C/C++referencenodelsand
RTL modelswritten in the BluespecHDL [1]. Hashin-
tegrationis donemanuallyby insertingsig _update and
sig _check function calls written in C at every function
andrule that updatesthe architecturalstate. Bluespecal-
lows designergo import functionswritten in C for simula-
tion.

Ideally, we ervisionthisintegrationto be highly stylized
andautomaticallyperformedby a CAD tool chainusinga
userprovided speci cation becausananualcodetransfor
mationis an errorproneprocess. The speci cation could
containthe list of architecturalstateelementsof interest
with block size and ID, hashfunctionto be used,check-
point granularity andso on. In hardware emulationplat-
forms(e.g.,FPGAs),it makessensdo synthesizaghe hash
logic alongwith the DUT and exposean interfacefor the
designeto accesshe signaturevalueandcontrolsignature
generation.

4.3 Extracting Arc hitectural States

Althoughwe con ne ourselesto detectinganinconsis-
tengy betweencommonarchitecturalstate,extracting this
is not always trivial. For example,to verify a pipelined

processousingits functionalmodel,Burchetal. [6] intro-
ducea ush operationto put the pipelinedprocessointo a
statethatcanbe comparedgainsthestateof thefunctional
model. In somecasesa designemay not be ableto stati-
cally extractthe architecturaktate.For example,a proces-
sormodelhaving arenamedhysicalregister le hasto ex-
tractthe architecturaktateof theregister le dynamically
Here, ausemighthaveto provideacustompost-processing
functionto performthe extractionalongwith otherparame-
ters. Thiswill imposeadditionalperformanceverheadand
addto veri cation compleity. Therefore,in the TLM ap-
proachmaintainingcorrespondendeetweerinternalstates
is adesirablepracticefor veri cation purposg8, 10].

5 Evaluation

We evaluatethe error detectioncapability and perfor
manceoverheadof the incrementalhashtechniqueusing
botha FIR Iter anda Vorbis decoder For both designs,
the referencemodelis written in C andthe RTL is writ-
tenin BluespedDL [1]. We have implementeda portable
C library for signaturegenerationand checkingusing the
incrementahashdiscussegreviously. Functionalcorrect-
nessof thelibrary hasbeenveri ed by injectingarandom
mismatchbetweerthe goldenstateandthe stateundertest.
This library is linked with C referencemodelsaswell as
BluespecRTL models. We useBluesim, a cycle-accurate
simulatorfor Bluesped1], to measurehe performanceof
RTL simulation. We have not detectedany hashcollision
with the default 32-bit hash,but the library supports4-bit
hashto be usedwhenhashcollision (i.e., falsenegativesor
undetectedhconsistencies} a concern.

5.1 FIR Filter

Although simple,the FIR Iter shown in Figure?2 pro-
videsaninterestingevaluationexample.TheFIR Iter hasa
setof parameteknobswe canexploit to evaluatethe perfor
manceoverheadof our proposechashscheme.By chang-
ing tap _size , we caneasily changethe payloadversus
hashcalculationratio. Astap _size increasesheFIR I-
ter doesmoreFIR computatiorper hash,therebyreducing
therelative overheadof hashcalculation.By changingthe
framesize,we canobtainan arbitrary size of architectural
state. In addition,we caneasilybreakdown a transaction
into multiple ticks at variousgranularities.

Simulationslowdown is a primary concernin adopting
continualhashingand we considertwo cases:online and
of ine signaturegeneration.In the online case the golden
model and the designundertest generatesignaturesdy-
namically as both modelsexecutein parallel (the golden
modelslightly runsaheadof the designundertestto gen-
erategoldensignatures)in theof ine casewe executethe
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shows the performance overhead caused by hash calculation and state inconsistenc y checking for
reference C model and (b) for Bluespec RTL model. (c) shows that the performance overhead does

not depend on the total state size as expected. For (c) tap _size

modelundertestonly andusethe generateagignatureof-
ine from the goldenmodel. Becauseof the le 1/0O over
head(readingin andwriting out goldensignaturesve ex-
pectthe online schemeo performbetter Notethatwe only
measurghe simulationspeedf the RTL but notthatof the
high-level referencenodel. This givesus an optimisticre-
sult when runningtwo modelsin parallel, but we believe
this is acceptabldecausehe total simulationtime is usu-
ally limited by the slower simulator

Figure5 (a) and (b) shav the slovdown of simulation
speedfor both the C and the RTL models as we vary
tap _size in FIR Iter. In a typical usecase,we gen-
eratea goldensignaturesequenceaisinga fastC modelto
verify anRTL implementatiorof the sameunit. In thisuse
case,Figure5 (a) measureshe signaturegenerationcost,
and Figure 5 (b) measureghe signaturecheckingcost of
the DUT. For signatue geneation, the rangeof slovdown
is 1.46- 5.47for ofine and 1.13- 2.42for onlineas
we changetap _size from 4 through128. Theincremen-
tal hashachieves a dramaticimprovement(about 2000
faster)in signaturegeneratiorcomparedo recalculatinga
hashfor the architecturalstatefrom scratchat every tick.
We alsoobsene thatthe mostof performanceverheador
the of ine schemes dueto le 1/O, which underlinesthe
importanceof bandwidth(storage)ef ciency of the signa-
tures.

On the otherhand,thereis only negligible performance
overheadfor signatue chedking with the RTL model as
shavn in Figure 5 (b). The maximum obsened slow-
down is 1.2 % for the ofine schemewhentap _size
is 16. The differencein simulationslovdown betweenC
andRTL modelsis attributedto the differencein the level
of abstraction.The hashcalculationoverheads relatively
much smallerin detailedRTL simulationthanin abstract
C simulation.The non-monotonisimulationslovdown, as
tap _size increasess likelyto becausedy anartifactof

is 32 and the online scheme is used.
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Figure 6. Functional modules of Vorbis de-

coder. Memory and computation modules
are colored diff erently.

frame size table

cachingbehavior.

Finally, Figure5 (c) illustratesthattheperformancever-
headdoesnotdependnthesizeof theentirestate.ln other
words, our proposedschemeis scalableto the statesize
in termsof performanceoverhead.We usethreedifferent
frameswhosesizesare128K, 1M and4M samplesrespec-
tively. Theseframesroughly correspondo YUV framesof
CIF, 720pHDTV and1080pHDTYV in termsof their size.

5.2 Vorbis Decoder

For morerealisticevaluationof the proposedchemewe
usethe baclendof a Vorbis decodelimplementation.Vor-
bis is an open-sourcepatent-fredossyaudiocodecthatis
generallycomparabldgo MP3. At a high level, the Vorbis



decodingprocessanbe dividedinto threesectionsshovn
in Figure6. Amongthe threesectionsthe baclendis the
most computation-intense. Within the baclend, we are
particularlyinterestedn the InverseModi ed DiscreteCo-
sineTransform(IMDCT) block, whichdominategheback-
endin termsof hardware compleity and computationre-
guirement.For the restof this section,we assumehatthe
DUT istheIMDCT block.

The goldenreferencemodel (Tremor) is written in C
and availablein [2]. The RTL implementsthe algorithm
describedin [16] wherethe kerneltakes 8 stepsto com-
plete the IMDCT operationof an audio frame. Thereis
a 4-KB sharedmemoryblock wherethe intermediateval-
uesafter eachsteparestored. In our experiment,we ver
ify the consisteng of the sharedmemaoryblock, which is
the biggeststate elementwithin the DUT, at three sub-
transactiorcheckpointsafter Step3, 4 and8 in [16]. Note
thatwe useanof ine scheme—-a&equenc®f goldensigna-
turesis generatedn advanceandreadin by le 1/O for sig-
naturechecking. Given that the referencemodel executes
about64 fasterthanthe RTL implementationit is likely
thattheonlineschemdi.e., parallelsimulationof two mod-
els)will addonly a smallfraction of executiontime to the
RTL simulation.

Accordingto our simulations,hashsignaturechecking
increasegxecutiontime of RTL simulationby only 2.2%
while correctlydetectingary injectedstateinconsisteny.

6 Conclusion

In this paper we proposedcontinualhashingto allow a
designetto detectstateinconsisteng betweentwo models
ata ne-grain tick granularity We presentednincremen-
tal hashbasedn asimplemultiplicative block hashto min-
imize the performanceoverhead. Our evaluationshoved
that deploying ne-grain stateinconsisteng checkingis
feasible.Total bug detectiontime canbe reducedavenfur-
ther by multi-passconsisteng checking,i.e., usingcoarse-
grainsweepindollowedby ne-grain sweeping.

The hashsignatureis a compactsummaryof not only
the architecturalstatebut alsothe statepath taken at ary
point in time, and canbe usedfor otherapplications. For
example,a streamof hashsignaturecanbe usedto replay
abugto con rm thatthe samesequencef statetransitions
is followed.
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