An API for Dynamic Partial Evaluation under
DynamoRIO
by
ChristopherLeger

Submitted to the Departmert of Electrical Engineeringand Computer
Science
in partial ful llmen t of the requiremens for the degreesof

Bacdhelor of Sciencein Computer Scienceand Engineering
and
Master of Engineeringin Electrical Engineeringand Computer Science
at the
MASSACHUSETTS INSTITUTE OF TECHNOLOGY
June 2004
¢ Massadbwusetts Institute of Tedinology 2004. All rights resened.

Author

Departmernt of Electrical Engineeringand Computer Science

May 20, 2004
Certied by

Gregory T. Sullivan
Researt Scierist

Thesis Supervisor
Certied Dy.....ooo e
SamanAmarasinghe
Assciate Professor
Thesis Supervisor
Acceptedby

Arthur C. Smith
Chairman, Departmert Committee on Graduate Studerts






An APl for Dynamic Partial Evaluation under DynamoRIO

by
Christopher Leger

Submitted to the Departmert of Electrical Engineeringand Computer Science
on May 20, 2004,in partial ful llment of the
requiremens for the degreesof
Bachelor of Sciencein Computer Scienceand Engineering
and
Master of Engineeringin Electrical Engineeringand Computer Science

Abstract

Dynamic optimization systemshave available runtime (dynamic) data and can cross
more boundariesthan traditional static optimization systemsin the pursuit of pro-
gram transformations. Howewer, dynamic optimization systemsare limited by the
fact that any time spert in analysisor transformation is includedin the running time
of the program; thus any transformations must not only improve the performanceof
the program, but alsomake up for the time spert in analysis.

Interpreters in generalconfound current heuristics for dynamic optimization. In
previouswork, the dynamic optimization systemDynamoRI@asextendedwith Dynamo-
RIO-with-Log-PC to addressthis issueby maintaining extra state; this thesisgener-
alizesthe additions madeby DynamoRIO-with-Log-PCGand dewelopsa useful API for
a wider range of programsrunning under the DynamoRI®ystem.

Thesis Supervisor: Gregory T. Sullivan
Title: Researb Sciertist

Thesis Supervisor: SamanAmarasinghe
Title: Assciate Professor






Acknowledgments

| would like to thank my thesis supervisor, Greg Sullivan, for his constart support,
encouragemety and availability. Gregwasalways helping through discussionspoint-
ing to related work that could help, focusing on the details when | was thinking
abstractly, and looking at the big picture when| wasmired in minutiae. Greghelped
to hashout the goalsof this work and issuesthat crept up. He also encouragedme
to write down my thoughts and plan everything out step by step, a di cult thing for
me.

| am alsograteful to ProfessorSamanAmarasinghe for making this thesispossible.
His thoughtful commerns and suggestionshave improved both my work and this
thesis.

| would also liked to thank the ertire DynamoRI@roup. Although it is sud a
low-level, complex system, DynamoRI®as beendesignedwell with ample commerts
and cleandivision betweenmodules. It was a pleasureworking with DynamoRI(and
| canonly hope that my modi cations were asclearand well-explainedasthe original
system.

The work in this thesiswould not have beenpossiblewithout the loving support
of my ancee Michelle Duvall. | would like to thank her profusely Shehas helped
me in every way and this work and my life are much better for her in uence.

And nally, | would like to thank my family. My parerns, Wayne and Loretta,
have always done anything they canfor me, and have always beensupportive. They
have taught methe value of hard work, persistenceand achieving goals. | would also
like to thank my siblings, Art and Steph, Cisco,Aja, and Carlos. | have learneda lot
from ead of them in their own way, and | look forward to being able to spend more

time with them in the future.






Contents

1 Intro duction

2 Related Work
2.1 Partial Evaluation/Specialization . . . . ... ... ... .......
2.2 Dynamic CodeGeneration. . . . . . ... .. ... ... ...
2.2.1 Imperative Code Generation. . . . . .. ... ... ......
2.2.2 Declarative Code Generation. . . . . ... ... ........
2.2.3 Automatic Code Generation . . . . . .. .. ... .......
2.3 Binary Translation . . ... .. ... ... .. ... ... .. ...,
2.3.1 Just-In-Time (JIT) compilation . . ... ... .........
2.3.2 Architectural Compatibility . . . .. .. .. ... ... ....
2.3.3 Dynamic Optimization . . . . .. ... ... ... .......

3 DynamoRI@nd DynamoRIO-with-Log-PC
3.1 DynamoRI@nplemertation . . . . . . ... .. ... ... ..
3.2 DynamoRIJediniques . . . . . . . . ...
3.3 DynamoRIO-with-Log-PAmplemertation . . . . . . .. ... .....

4 Motiv ation for extending DynamoRIO
4.1 A Microscopiclanguageand Virtual Machine( VM) . . .. ... ..
4.2 Recursie Implemertation . . . ... .. ... o oL
4.2.1 Recursie VM underDynamoRIO. .. ... .. .......
4.2.2 Recursie VM under DynamoRIO-with-Log-PC . . . . . ..

7

17

19
19
21
21
22
25
25
26
26
27

29
29
30
31



4.3 lterative Implemertation . . . . . .. ... ... L
4.3.1 Ilterative VM underDynamoRIO. . .. ... .. ... ....
4.3.2 lterative VM under DynamoRIO-with-Log-PC. . . . . . ..

4.4 Summaryof Motivation . . .. ... .. ... ... ... .. .. ...

Prop osed extensions to DynamoRIO

5.1 GeneralizedDynamoRI@ith DynamoRIO-PE. . . . . .. .. ... ..

5.2 Examplel: Recursive VM . . ... ... .. ... ... ... ...,

5.3 Example2: Iterative VM . . . . .. ... ... ... 0
5.3.1 HandlingLoops. . .. ... ... ... .. ... . . ......

5.4 Alternativesto DynamoRIO-PE . . . . . . .. ... ... .......

Implemen tation

6.1 InternalChanges . . . . . . . . . .. .. . . .. ... .. .
6.1.1 AddedModules . . . .. ... ... ... ... ... L.
6.1.2 Modied Execution. . .. . ... ... ... ...

6.2 TraceChanges. . . . . . . . . . . . . e
6.2.1 TraceHeaderand Original Code. . . . .. .. ... ......
6.2.2 OptimizedTrace . .. ... ... .. ...,

Analysis

7.1 Capabilitiesof DynamoRIO-PE . . . . . .. .. ... ... ......
7.2 Performanceof TinyVM under DynamoRIO-PE . . . . . ... .. ..
7.3 Applicability to LargerSystems . . . . . . ... ... .. ...

Conclusion and Future Work
8.1 Future Work . . . . . . . .

8.2 Conclusion. . . . . . . . . e

Internal DynamoRIGtructure
A.1 DynamoRI@tructures. . . . . . . . . .. e

A.2 Emulation of an Application . . . . . ... ... ... .. .. .....

49
49
51
54
54
56

59
59
59
60
64
64
67

73
73
74
75

79
79
81



B Generated Trace File

89



10



List of Figures

2-1

2-2

2-3

4-1

Specializationof a programto computex". Notice how the conditional
code hasbeenresohed, recursiwe callsto f have beenremoved, and we

are left with a single straightforward expression.. . . . . . ... ... 20

"C code to specialize multiplication of a matrix by an integer. The
value returned is a dynamic code speci cation which will needto be
compiled beforebeing used. Notice that the $ indicates data that is

consideredstatic. . . . . . . . . . ... 22

A graph fragmert showing the exibilit y of DyC in the ow of dynamic
regions. The code on the right could have generatedthe di erent dy-

namic regionsshovn ontheleft. . . . .. .. ... ... ... ..... 24

An example program written in the micro language. Every even-
numbered byte is an operation byte (either c(ortinue) or e(nd)), and
ewvery odd-numbered byte is an argumert byte. The full program text
is an array of bytes labelled instrs . Execution of the program shavn

herewill resultin the value9 (2+3+4). . . . . ... .. .. ... ... 36

The commonstructure around the di erent implemertations of VM .
The annotation establishinginstrs asanimmutable regionis removed

when not compiling under DynamoRIO-with-Log-PC. . . . . . .. .. 38
Examplecode for arecursive implemertation of VM 's eval (R function. 38

The generated Basic Block fragmerts for eval R when run under

DynamoRIO . . . . . . . . . . 38



4-5

4-6

4-9

Example code for a recursive implemertation of VM 's eval function,

annotated in the style usedin DynamoRIO-with-Log-PC . . . . . . . 40

Example of traces created under DynamoRIO-with-Log-PCon source
code showvn in Figure 4-5. The legend notes corvertion we follow

through our gures: underlined text has beenspecialized,italic text

represets C codethat hasbeenmangled,bold text represets Dynamo-
RIGinserted cortrol ow. Trace assumptionsthat DynamoRIO-with-
-Log-PC makesare represeted in the box above the trace code, where
ip represets the architecture nativeinstruction pointer (register%eip),

and pc represets the abstract logical program courter. . . . . . . . . 40

Example code for a recursive implemenation of VM 's eval function,

annotatedin the style usedin DynamoRIO-with-Log-P(econd attempt). 43

Exampleof tracescreatedunder DynamoRIO-with-Log-P®n re-annotated
sourcecode shavn in Figure 4-8. We usethe sameconvertion asin

Previous gUIeS. . . . . . v v e i e e e e e e e e e 43

Example code for a iterative implemertation of VM 's eval function. 44

4-10 Examplecodefor an iterativeimplemertation of VM 'seval function,

5-1

5-2

annotated in the style usedin DynamoRIO-with-Log-PC . . . . . .. 45

Example code for a recursive implemertation of VM , annotated in

the style suggestedor usein DynamoRIO-PE . . . . .. ... .. .. 52

Example of tracescreatedunder DynamoRIO-P&n sourcecode shavn
in Figure 5-1. Trace assumptionsthat DynamoRIO-Pmakes are rep-
resetted in the box above the trace code, where ip represets the
architecture native instruction pointer, and any other parameterswere
provided through annotation at a Pol. Variableswith a [n] imply
that the variable is de ned in a scope n framesaway from the current

one. Solid lines represen direct links from onetrace to another. . . . 52

12



5-3

6-1

6-2

Figure detailing di erent run-time tracesgeneratedfor code that con-
tains a loop. The rst generatedtrace cortains the prologue (part

betweenthe call to Pol and the loop head), and the rst n iterations
of the loop (wheren is the run-time parameterfor number of times to
unroll aloop). The secondgeneratedrace corntains a singleiteration of
the loop specializedagainstthe sameoptimization corntext. The third

generatedtrace is also a singleiteration of the loop, but is specialized
againsta more generaloptimization cortext. The OC hasbeengener-
alized enoughthat the end of the trace is ableto jump bad to its own
head. The nal trace cortains the epilogueand is specializedagainst

a more detailed optimization cortext propagatedfrom the rst trace.

This gure presens the headerand original code section of a trace
from DynamoRIO-PEtrace output le. This particular trace is the
rst presened in Figure 5-2 (page52). The headerpreseits somegen-
eral information, while the original code sectioninterspersesthe origi-
nating C code with the producedasserbly (also noting the boundary
of DynamoRI®asic blocks). Ead line of C code is prefacedwith the
cortaining function, le, and line number. Eacd line of asserbly con-
tains the address(as the application seest), the actual represetation
in memory (organizedinto bytes represeted as 2 hexadecimaldigits),
and an operation followed by the sourceand target operands. Due to
instruction reorderingand the complexnature of C statemerts, the lay-
out of generatedasserbly is not ertirely syndronizedwith the original
Ccode. . . . . . e
This gure preseints the cortents of a generatedtrace. It includes
a full dissassefled listing of all pre xes, the main body, and the
collectionof exit stubs. Each exit stub is marked with its correspnding

optimization cortext (if oneexists). . . . . . ... ... ... ...

13

54



14



List of Tables

5.1 A table of translations from annotations in DynamoRIO-with-Log-PC
to annotationsin DynamoRIO-PHhe left column presens the original
annotations in DynamoRIO-with-Log-PC while the right shovs how
to represen the sameinformation in DynamoRIO-PEotice that the
number of total annotationsis reducedto a singleannotation declaring

all Lols. . . . . . s

7.1 Timing information comparingthe performanceof TinyVM interpret-
ing 5 applications natively, and under DynamoRICDynamoRIO-with-
-Log-PC, and DynamoRIO-PE . . . . . . ... .. .. ... ......

7.2 Breakdowvn of the number of lines of code addedto three interpretersto
e ect ead module of executionunder DynamoRIO-PHhe row relating
lines in interpreter source le only courts the number of lines in the
main interpreter le (generally interp.c or eval.c ). The last line
presens the number of lines necessaryfor annotating the interpreter
for use under DynamoRIO-with-Log-PCas a comparisonto lines for
DynamoRIO-PE. . . . . . . . . . . .

7.3 Sometiming information for running OCaml on various applications,
under various systems. The di erent systemspreserned here are: na-
tive execution,under DynamoRIQinder DynamoRIO-with-Log-PCand

under DynamoRIO-PE . . . . . . . . . . .. ...



7.4 Sometiming information for running Ruby on various applications,
under various systems. The di erent systemspreseited here are: na-
tive execution,under DynamoRIQnder DynamoRIO-with-Log-PCand
under DynamoRIO-PE . . . . . . . . .. ... ... ... ...

16



Chapter 1

Intro duction

Static analysisat its bestis limited to optimizations performed on static data; the

cortent of dynamic data cannot be usedin analysis. Furthermore, with the increased
usageof run-time binding paraphernalia(e.g. dynamic libraries, etc.) static analysis
of programsis becomingmore limited in the transformations it can do to improve
performance.Oneway to obtain better performanceis through dynamic optimization.

This allows optimizations to crossthe boundary of dynamically linked code, as well

as allowing optimizations to be performed concerningthe dynamic (run-time) input

to the program.

One particular classof programsrelying heavily on runtime data is interpreters.
Interpreters have two forms of runtime data: the programto be interpreted, and any
input to the program. Interpretersalsohave moreto gain from dynamic optimization;
interpretersinherertly have aninterpretive overheadin producingthe desiredoutput.
Thus, previouse orts in dynamic optimization through partial evaluation (Dynamo-
RIO-with-Log-PC) have focusedon improving the performanceof interpreters. This
thesisfollows in that vein, but provides a more generalAPI to guide dynamic opti-
mization for a broaderrange of applications.

Our work builds on top of an existing dynamic optimization system for Intel's
x86 [20] architecture, DynamoRIODynamoRIMas previously been modi ed to ap-
ply the techniques of partial evaluation for the declarative dynamic partial evalua-

tor DynamoRIO-with-Log-PCIn this thesis, we preserh an alternative expansionof
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DynamoRIQaiming for a more generally applicable system than DynamoRIO-with-
-Log-PC.

This thesis presens an API for assistinga dynamic native translator in optimiz-
ing execution through native partial evaluation. In the rst chapter we introduce
the thesis and provide an outline. The secondchapter preseis somerelated work
and alternative bases. The third chapter descrikes DynamoRICand the Logical PC
extensionsmade to e ect DynamoRIO-with-Log-PC The fourth chapter analyzesa
classof situations in which DynamoRI@an perform more optimizations, while the
fth chapter demonstratesthe changesnecessaryto e ect better optimization. The
sixth chapter descritesthe internal details of the modi cations necessaryto improve
optimization. The sewerth chapter describes the current state of DynamoRIO-RE
describing current medanismsand preseiiing somehigh-lewvel results. Finally, the

eighth chapter concludesand touchesupon future work.
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Chapter 2

Related W ork

Our work inherits from three main, interrelated areas: partial evaluation, dynamic
code generation,and binary translation. This sectionintroducesconceptsand related

work from ead category

2.1 Partial Evaluation/Specialization

The authoritative sourceon partial ewaluation is that of Jones, Gomard and Ses-
to [21]. This work introducesthe notion of partial evaluation and preselits a partial
ewvaluator, MIX.

The idea of program specialization is to provide a specializedversion of a more
generalprogram by consideringsomeinput as xed, or static (in functional languages
this is related to currying, or binding of variables). For instance,considera program
P with two input typesS and D, returning a result oftypeR (P : Sx D! R). For
ead input s2 S, thereis alsoa derivable program P requiring one pieceof input d,
sud that for all valuesd 2 D: Pg(d) = P(s,d). Furthermore, any code conditionedon
the value of scanberesohedin Ps. Figure 2-1 (adaptedfrom [21]) preserts a general
function (f) for raising a number (x) to an integer exponert(n) and a specialized
version(f 5) specializedto n = 5.

In the example,n is de ned as static, sinceits value is known at specialization

time, while x is dynamic, sinceits value is unknowvn. One note of interest is that
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f(n,x) : ifn=0thenl
A two-input program p = elseif even(n) then f(n/2, x) "2
elsex f(n-1,x)
Program p, specializedto static input n = 5:
ps = |fs(x) = x  ((x"2)"2)

Figure 2-1: Specialization of a program to compute x". Notice how the conditional
code has beenresoled, recursiwe callsto f have beenremoved, and we are left with
a single straightforward expression.

using n as static greatly simpli es the computation, whereasausing x as static would
not have resulted in any noticeableimprovemen. We will say that f is specialized
against(or specialized with respect to n) whenn is static.

Partial evaluation (PE) is the processthat automatesprogram specialization. A
partial evaluator takesas input a program and a set of static data; the program is
then partially evaluated by performing calculationsdependingonly on the static data.
The output of partial ewvaluation is another program that requiresthe dynamic data
asinput and producesthe expectedresult.

There are, traditionally,, two main classesof partial evaluation: on-line and o -
line. An on-line partial ewvaluator takesas input the sourceof a program P and the
static valuesof a subsetof the program input, S. Through synbolic computation on
the available data the evaluator producesthe sourcefor a specializedprogramPs. An
o -line partial evaluator divides the work into two steps. In the rst step, binding-
time analysisis provided with which input is to be static and propagatesinformation
about other constructionsthat will be static basedon the provided classi cation. The
secondphaseis subsequetty provided with the actual value of the static data and
producesspecializedcode. Note that the terms online and o ine refer to the time
at which specialization is done with respect to the static values;online systemscan
perform partial evaluation at compile-time (statically) or at run-time (dynamically),
ascanoine systems.

This sectionintroducedthe notion of program specializationthrough partial eval-
uation and provided an example. The next section descrikes the related eld of

dynamic code generation, providing details for someo -line partial evaluators that
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generatecode dynamically.

2.2 Dynamic Code Generation

We de ne the term dynamic code geneation as the act of producing madine code
at runtime. Most partial evaluators have the ability to produce specializedcode at
runtime; howewer, sud systemsgenerallyrequire guidanceon what and whento spe-
cialize,aswell aswhich state to make static and which dynamic. Amongdynamic code
generatingpartial evaluators, there are three broad categories:imperative, declara-
tive, and automatic. The imperative approad requiresthe userto write programs
that explicitly generateand manipulate the dynamic constructs at run-time. The
declarative approad, on the other hand, only requiresthe userto provide annota-
tions to guide dynamic code generation. Finally, the automatic approad determines

how to specializewithout userintervertion.

2.2.1 Imp erativ e Code Generation

This subsectionpresens a few examplesystemsusing an imperative approad to dy-
namic code generationand descritessomeof the trade-o s. The imperative approat
requiresthe userto explicity manipulate program fragmerts at runtime.

One example of a systemtaking the imperative approad is dcg [17]. The API
presetted by dcgallowsthe programmerto generatedynamic code through constructs
represeting the intermediate represetation (IR) of the LCC compiler, one method
at a time. Through the abstraction of the LCC IR, dcg is able to easily provide
portabilit y; client code doesnot require alteration whenlinked with dcgroutineson a
newtarget madine. Oncethe client is readyto compileits generatedmethod, it calls
the dcg.gen method and is provided a pointer to the generatedcode. The dcg_gen
method translates the IR tree into madine instructions for the targetted machine;
reportedly at the rate of onemadine instruction producedfor every 350instructions.

"C (Tick C) [16, 25] is a further project loosely basedon DCG. 'C itself is a

languagede nition for dynamic code generation; the "C languageis a superset of
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void cspec mkscaldint m, int n, int s) f
return f
int i,;
for(i=0; i < $n;i++) f = Loop can be dynamically unrolled =
int v = ($m)][i];
for(j = 0;j < $n; j++)
v[jl = v[jl $s;= Multiplication can be strength-reduced
gg

Figure 2-2: "C code to specializemultiplication of a matrix by an integer. The value
returned is a dynamic code speci cation which will needto be compile d beforebeing
used. Notice that the $ indicates data that is consideredstatic.

ANSI C. "C allows the programmerto generatecode speci ¢ ations in ANSI C, which
are static descriptionsof dynamically generatedcode. Thesecode speci cations can
be composedat run time to build larger speci cations. These speci cations can
then be dynamically compiled, at which time the program obtains a pointer to the
generatedcode. SeeFigure 2-2 (takenfrom [16]) for an exampleshaving the dynamic
creation of code designedto multiply a matrix by a integer scalar.

Tcc is an implemertation of a compiler for the "C language,basedon Icc. It uses
VCODE [15] asone of the possibleruntime code generators.VCODE is a template-
basedsystemfor dynamic code generation,providing a similar interfaceto that of an
ideal RISC architecture.

The imperative approad to dynamic code generationallows the userto have al-
most completecortrol over the generatedcode. This is, of course,both an advantage
and a disadvantage. Although it o ers great exibilit y and cortrol, it requiressignif-
icant programmere ort andis di cult to debug. The next subsectiondescritesan

alternative, the declarative approad.

2.2.2 Declarativ e Code Generation

The declarative approad to dynamic code generationrequiresthe userto provide an-
notations guiding the partial evaluator in choosinghow to performits specializations,

but the systemthen performsthe actual specializations.

22
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DyC [18]providesfunctionality for dynamic code generationwith two calls: makestatic

and makedynamic. At the most basiclevel, thesecalls simply denoteregionsaround

which to classify variables as either static or dynamic. When a variable is marked

as static, DyC generatesa generating extension (GE) to produce code specialized

against the runtime value of said variable until a correspnding makedynamic call

(or the variable exits scope). The region of code betweena makestatic annotation

for a variable and the correspnding makedynamic is called a dynamic specialization

region, or dynamic region for short.

One major di erence betweenDyC and other dynamic code generatingsystems

is its exibilit y in dynamic regions allowed. Speci cally, it allows both polyvari-

ant specialization and polyvariant division. Polyvariant specialization allows multiple

compiled versionsto be produced, ead specializedfor di erent valuesof the static

variables. Polyvariant division allows the sameprogram point to be analyzed for

di erent conbinations of variables being treated as static. Additionally, dynamic

regionsfor di erent variables can overlap, be cortained in, or interact in any way

with dynamic regionsof other variables. SeeFigure 2-3 (expandedfrom [18]) for an

exampleof its exibilit y. As is commonthroughout o -line partial evaluators, DyC

runs a binding-time analysisto generatethe necessaryGEs which are then run at

runtime to produce code specializedagainstthe valuesof static data.

In addition to the basicfunctionality presered above for DyC, at eaty makestatic

call site, eat variable can be augmerned with a list of policy choicesto guide DyC

in specialization. For instance, one policy choicerepreseis how likely it is for a dy-

namic regionto occur with the samestatic values;if only a singlestatic value will be

presem, moretime and e ort canbe spert in optimizing for that value (asit will be

usedfrequertly and cost can be amortized). At the other extreme, if a static value

will only occur a singletime, there's no point trying to optimize highly or test to see

if the value has already generatedcode.

Tempo [10, 11] is another declarative partial evaluator for the C programming

language,driven by the goal of improving the performanceof actual systemslevel

applications. Tempo de nes a declarative languagefor the deweloper to descrike
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int x,y;
if (condition) {
x =10;
make_static(x);

}else {
x = getch();
make_static(x);

}
y=X-2;
make_static(y);

if (condition) {
make_dynamic(y);
y = getch();
}else {
make_dynamic(x);
x = get_time_of_day();
}

Figure 2-3: A graph fragmert shawing the exibilit y of DyC in the ow of dynamic
regions. The code on the right could have generatedthe di erent dynamic regions
showvn on the left.

specialization opportunities. The deweloper usesthis languageto construct special-
ization scenariomodulesthat identify functions, global variables, or data structures
that can be specialized,as well as classi cation of componerts as static or dynamic.
Thesemodules are compiledto produce declarationsto guide Tempo's binding-time
analysis. Tempo then performs a seriesof preprocessingtransformationsto produce
specializable code. This specializable code can then be provided with the value of
static data and processedo produce specializedcode. Tempo can perform the pro-
cessingeither at compile-time or run-time. In addition to compile-time or run-time

program specialization, Tempo provides the ability for data specialization.

Tempo and DyC are two examplesof declarative partial evaluators that rely on
user-pravided annotationsto guide partial evaluation. Comparedwith the imperative
approad, declaration provides easierand safer partial evaluation, sinceannotations
do not alter the behaviour of the program. The next subsectionbrie y talks about a

third approad to dynamic code generation.

24



2.2.3 Automatic Code Generation

At the other extremefrom imperative partial evaluation is automatic partial evalua-
tion wherethe partial evaluator is not provided with any guidancefrom a user. These
systemso er lesscortrol eventhan declarative systems,but also require lessfrom a
user.

Calpa [24] usesa combination of injected pro ling and cost-bene t analysisto
automatically insert DyC annotations. Calpa requires somepro led executionsto
run and be analysedbefore creating the annotations and is designedmore to be
run before execution than concurrerily at runtime. Empirically, Calpa generated
annotations performedas well as hand-crafted onestuned over a number of weeks.

A recen project in automatic partial evaluation canbe foundin [28]. This system
canusesemaric constrairts in Java code for usein static vs. dynamic classi cation;
for instance,the final keyword speci es that valueswill beinitialized onceand never
againmodi ed. Additionaly, for data that cannot be guararteedto be static, special-
ization canoccur protected by run-time guardsto invalidate specializationsupon any
changes. The systemperforms analysison the byte-code to try and determinea key
variable that can specializemarny instructions. A specialization scope is then de ned
(similar to a dynamic region in DyC) and di erent versionsare created optimized
against di erent values of the key. This system performs analysis and specializes
code automatically at the time of program execution.

This sectionpresened three alternative approadiesfor dynamic code generation:
imperative, declarative, and automatic. The next section introducesthe notion of

binary translation and discussese\eral di erent goalsand systems.

2.3 Binary Translation

The term binary translation genericallyrefersto translation from one binary format
to another (possibly the same) binary format. There are many di erent usesfor
binary translation: one notable useis Just-In-Time (JIT) compilation of interpreted

languagesanother is architectural compatability; a third useis for optimization; and
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afourth is introspection (see[1] for a morethorough survey of binary translation goals
and systems). The next subsectionsaddresseat of theseuses,with optimization and

introspection combined into a single subsection.

2.3.1 Just-In-Time (JIT) compilation

A JIT compiler translates an intermediate byte-code represetation to architecture
dependert macdiine code at run-time. The purposeof a JIT is to improve perfor-
manceby reducinginterpretive overhead(see[26] for a comparisonof techniquesfor
increasingperformanceof executing Java programs).

JIT compilershave recerlly becomeextremely popular for Java Virtual Machines
(JVMs). SinceJava is widely used,any improvemernt in performancehasdrastic ram-
i cations in the software industry. Furthermore, the conceptualdesignof a JVM has
inherert performancepenalties when run on any modern architecture; speci cally,
the JVM is a stak-basedmadine, but modern chips are register based. JITs suth
as Jalapeno [2] and LaTTe [32] can improve performancegreatly by performing reg-
ister allocation for sequencesf Java bytecode, thus reducingthe number of memory
accessesAlso the translation of bytecodescan be caded, thus reducingthe dynamic
overheadfor commonly executedsequences.

A similar approad is takenby Psyco[27]to partially evaluate Python code. Psyco
introducesa notion of representations and calls itself a just-in-time represetation-
based specializer for the Python language. Psyco includes a run-time dispatder,
and a specializerto iterativ ely generatemacine code basedon Python bytecodesas

needed.

2.3.2 Arc hitectural Compatibilit vy

The goal of binary translation for architectural compatibility is to dynamically retar-
get machine code from onearchitecture to another, thus enulating the original archi-
tecture. Sud enulation canbe usedto expandthe baseof usableapplications for a

di erent architecture or for taking advantage of hardware support not available when
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the madine code was produced. IBM's DAISY [14] was createdto support applica-
tions deweloped for the PowerPC RISC architecture on a VLIW madine. Similarly,
Transmeta'sCrusoe [22] was createdto emulate Intel's x86 architecture on a VLIW.
In a somewhatsimilary vein, DISCO [7], preselts a single-praessoruniform-memory
abstraction to commality guestoperating systemson a multi-pro cessoNUMA ma-
chine.

2.3.3 Dynamic Optimization

Dynamic optimization systemsare usedto improve the performanceof madine code,
while introspection systemsare usedto examineand inspect running programs. No-
tice that thesetwo usesare highly related and can be performedby a single system;
this thesis will focus on the optimization aspect. The rest of this section descrikes
somebene ts of dynamic optimization and preserts a situation that de es common
heuristics.

Dynamic optimization systemshave more data available to them (at run-time)
than static (compile-time) optimization systems,and thusare better suited for certain
optimizations. For instance, a static optimization system cannot crossany bound-
aries for dynamically loaded modules, while a dynamic system may examine (and
optimize) any code executed. Also, a dynamic optimization systemhasknowledgeof
the particular processoron which the application is being executedand may apply
architecture speci ¢ optimizations. For instance,the Intel Pertium 3 processorcan
executeinc and dec instructions faster than add or sub while the Pertium 4 can
executethe add or sub faster. A static compiler would have to chooseone, sloving
the runtime on the other, while a dynamic systemcan translate at runtime from one
to the other, allowing optimal running time on both.

The DynamoRIQystem [6, 5] (explained in more detail in the next chapter) is
a runtime optimization and introspection system. Its goal is to provide a view on
running processesallowing an external cortrol to see(and possibly modify) every
instruction before it is executedby the processor. Although DynamoRI@erforms

reasonablywell on most classe®f programs,interpretersin generaldefy the heuristics
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it uses. DynamoRIO-with-Log-PC[30, 4] is an extension of DynamoRI@reated to
improve the performanceof interpreters; towards this goal, DynamoRIO-with-Log-PC
hasdewloped an API for interpreter writers to transmit information for the purpose
of optimization. Our work, DynamoRIO-PRrovides an extensionto DynamoRI@hat
subsumeghe changesfor DynamoRIO-with-Log-PCagainwith a goal of performance
improvemens. The next chapter goesinto more detail about DynamoRI@s the base

for our work, and DynamoRIO-with-Log-PCas an alternative design.
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Chapter 3

DynamoRI@nd
DynamoRIO-with-Log-PC

This chapter provides an overview of the operation of DynamoRI@nd DynamoRIO-
-with-Log-PC and introduces some terminology and conceptsthat will be used
throughout this thesis. We rst beginwith an overview of DynamoRI® operationsin
emulating the execution of a client application, and someoptimizations DynamoRIO
performsto compensatefor its overhead. We then discussthe modi cations made by

DynamoRIO-with-Log-PC

3.1 DynamoRI@mplementation

The DynamoRIGystemcortains two main componerts: emulation and optimization.
This section rst presens the enulation componert and then briey describes the
optimization componert.

DynamoRI@akesa commonapproad to emnulating a program: rather than sim-
ulating the processorrunning the program, DynamoRIQ@ranslates a basic block of
madine code on demandand then lets that block run natively. A DynamoRI®asic
block is de ned as a sequetial block of code with one ertry point and endswith
the rst conditional or indirect jump instruction. Call instructions are walked into,

replacing the call with pushing the return addressand continuing translation at the
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destintation. Any jump instruction that would normally exit a basicblock is replaced
with a jump to an exit stub This exit stub is then responsible for returning cortrol
to DynamoRIOIro maintain program transparency DynamoRI@onitors basic blocks
to detect if code is self-malifying sincesud blocks must be handled specially.
Beyond the basictranslation necessaryfor correctness,DynamoRI@an also per-
form optimizations on the translated blocks. Someoptimizations performedby Dynamo-
RIO include copy propagation, dead code elimination, and peepholeoptimizations.
Sincesud optimizations are not guararteedto improve performance(the time spert
in optimization itself hasto be compensatedfor), DynamoRI®@efersto ernvironment
variables specifying which optimizations are to be performed, and how aggresiely.
The next sectiondescritessomeDynamoRHKSpeci ¢ techniquesfor reducingoverhead

and improving performance.

3.2 DynamoRITechniques

A major goal of DynamoRI@s to reducethe overheadadded by enmulation. Three
main techniquesare usedto adiewe this goal: cading, linking, and trace generation.
Thesetechniquesare descrilked further in the rest of this section.

To avoid translating the samebasic blocks repeatedly translations are cachel in
a code cathe. When the enmulated program is about to erter a new basic block,
DynamoRI@heds to seeif the target is in the cade before translating again. This
reducesoverheadgreatly, but emulation acrossbasic blocks must still return to the
translator beforecortinuing (essetially a cortext switch, to save and restoremadine
state).

To reducethe number of cortext switches,basicblocks are linked together in the
code cathe. That is, if a basicblock endswith a direct jump to a basicblock already
in the code cadhe, DynamoRI@serts a direct jump to the addressof the target block
in the code cade. Indirect jumps, howewer, cannot be changedas easily sincethe
actual target is unknown. Instead, indirect jumps can be replacedwith a test for

the most commonbrancdh target; if the test succeedsthen a cortext switch can be
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avoided by performing a direct jump to the expected block within the code cade.
Otherwise, cortrol must return to the translator.

Finally, to achieve better code layout DynamoRIQerformstrace geneation. Dynamo-
RIO marks certain blocks as candidate trace heads, candidate trace headsare either
1) the target of an exit from a trace, or 2) the target of a direct badkward jump.
Trace headsare monitored to record how frequertly they are targets. If a trace head
is executedmore times than a run-time evironmen-de ned threshold, then Dynamo-
RIO starts recording a trace. Trace recording follows the currert path of execution,
stitching togetherbasicblocks asit goes. If a conditional jump is taken, the condition
is reversedand the non-taken jump target is changedto an exit stub. If anindirect
jump is encourtered, a comparisonis enbeddedinto the trace againstthe target at
trace creation time. If during somelater trace execution the indirect jump target
doesnot match, executionwill exit the trace and return to DynamoRI® translator.
Trace recording stops when any of the following conditions is met: 1) encourtering
another target that is marked as a trace head, 2) encourering a target that cannot
be a trace head (such as self-malifying code), 3) if there is not room in the cade to
expandthe trace farther, or 4) the trace hasreaded a provided maximum number
of basicblocks. Notice that trace generationis only helpful if the tracesare executed
frequertly and for the length of the full trace; enmulation of the trace must stop any
time conditional cheds or indirect targets di er from when the trace was recorded.
We collectively refer to basicblocks and traces as fragments

This section has descrited sometechniquesthat DynamoRI@Qsesto improve per-
formanceof executedcode and compensatefor overheadin translations. Building on
top of the structure described, DynamoRIO-with-Log-PCadds the ability for partial

evaluation and functional memoization.

3.3 DynamoRIO-with-Log-PCImplementation

DynamoRIO-with-Log-PGwas deweloped as a way to improve the performanceof in-

terpreters under DynamoRICDynamoRI@ essencéries to improve the performance
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of an interpreter at the lowest level; if the focusinstead is on improving the perfor-
manceof an input programto an interperter then better performancecanbe achieved.
Generally interpreters follow a similar designsdieme: instruction fetch and dispatc
within aloop. In sud a system,DynamoRI@ill notice that the head of the loop is a
frequert target and attempt to record a trace starting there. Howewer, ead di erent
operation will be dispatched di erently, and thus the trace will frequertlly not be
fully executed. DynamoRIO-with-Log-PGwas designedto addressthis shortcoming,
focusingon two main featurespresen in many interpreters. The rst is animmutable
input program, and the seconda mutable index into the program acting as a logical
program courter for interpretation. The interpreter writer providesannotations that

make run-time callsinto DynamoRIO-with-Log-PQo guide optimization.

To accomdatethe rst feature, an immutable input program, DynamoRIO-with-
-Log-PC providesthe annotation dynamorio_set _region _immutable(start , end).
This annotation marksthe regionof memorybetweenstart and end asunchangingfor
the life of the program. Any xed referenceof memoryin that regioncanequivalertly

be replacedwith a constart.

To accomalate the mutable logical program courter, DynamoRIO-with-Log-PC
provides the notion of a Logical PC that can be changedwith the provided anno-
tation dynamorio_set _logical _pc(log _pc). Notice that the logical pc does not
actually have to be represeted in memory, or correspnd to any concretedata in the
program; instead it is usedas an abstract key into the run-time state of the inter-
preter. Whene\er a logical jump occurs(for instance,in interpreting a logical CALLor
logical RETURDBperation), a parallel call to either dynamorio_logical _direct _jump
or dynamorio_logical _indirect _jump should take place. Internally, DynamoRIO-
-with-Log-PC usesthe logical jump annotationsto determinecandidatetrace heads.
It does, howewer, usethe sameconsiderationsfor whento stop recording a trace as
does DynamoRIDynamoRIO-with-Log-PCadditionally tags ead trace with a value
for the logical pc. So for instance, the sameprogram point can mark the state of
multiple trace heads,ead with a di erent value of the logical pc. If the logical pc

correspndsto the executionpath from that point then thesedi erent traceswill be
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executedfully, in general.

When execution reates the point of a logical jump, DynamoRIO-with-Log-PC
needsto perform a lookup to seeif a trace already exists for the program point and
the currert value of the logical pc. If a trace does exist, then execution should be
dispatched to the correcttrace. If not, then the number of times the point hasbeen
readhed with the current value of logical pc should be incremened and if it passesa
threshold a trace should be recorded.

In addition to the annotationsdescriled earlier, there are annotationsfor marking
variablesaseither trace constarts (that is, the valueis purely dependart on the value
of the logical pc), or asunaliased. There is alsoan annotation for functions that have
no side e ects and can be safely memoized(see[23] for a more in-depth description
of memoization).

This chapter descriked an overview of DynamoRI@nd the modi cations made for
DynamoRIO-with-Log-PC The next chapter presens somemotivating examplesfor

how partial evaluation under DynamoRI©@an be better performed.
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Chapter 4

Motiv ation for extending DynamoRIO

This chapter preselts two motivating examplesdetailing placesin which both Dynamo-
RIOand DynamoRIO-with-Log-PCcan be improved. The examplesare two di erent
implemertations of the sameminimal virtual madine, VM , onerecursiwe and the
other iterative. We begin this chapter with a de nition and description of the -
language,and an exampleprogram in the -language. We then analyzea recursive
and an iterative implementation of a VM : For ead implemenation, we presen
example code for the eval function in the interpreter. We then walk through the
traces generatedby DynamoRI®@n the exampleinput program. We then presen an
annotated interpreter for usewith DynamoRIO-with-Log-PC and walk through the

tracesgeneratedby DynamoRIO-with-Log-PC

4.1 A Microscopic language and Virtual Machine
( VM)

The languagetargetted hereis a primitiv e accunulator language;there is an accu-
mulation register and a program courter register. A program consistsof a sequence
of instructions, whereead instruction cortains two bytes: an operation byte, and an
argumern byte. There are two di erent kinds of operations: continue and end. The

continue instruction requeststhat the argumert byte be addedto the accurnulator,
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0112|3145
instrsffc|2|c|3|el4d

Figure 4-1: An exampleprogramwritten in the micro language.Every even-rumbered
byte is an operation byte (either c(ontinue) or e(nd)), and every odd-numbered byte
is an argumert byte. The full program text is an array of bytes labelled instrs .
Execution of the program shavn herewill result in the value 9 (2+3+4).

and executioncortinue with the next instruction. The end instruction requeststhat
the argumen byte be addedto the accunulator and that executioncease.The ar-
gumert byte is an integer value that is addedto the accunulator. SeeFigure 4-1 for
an exampleprogram in this language.

An interpreter for the -languagedescriked here has two intuitiv e implemena-
tions: recursiwe and iterative. The recursive implemertation recursiwely evaluates
the next instruction for a continue instruction, and then returns the sum of the
current argumert and the value returned. The iterative implemertation cortains a
single sum variable, and loops through the input program adding eat argumert to
the sum. Although these examplesare conceptually simplistic, they illustrate how
partial evaluation can help performanceunder DynamoRIO

The next sectionspresen concreteimplemertations of the di erent kinds of in-
terpreters. Eadh interpreter's executionis simulated, and its performanceanalyzed

under basicDynamoRI@nd with annotations provided for DynamoRIO-with-Log-PC

4.2 Recursive Implementation

This sectionpreseits a concreterecursive implemertation of VM written in the C
programming language. We then shov how the interpreter could be annotated for
useby DynamoRIO-with-Log-PCand evaluate the performance.

For brevity in later examples, Figure 4-2 preseins the structure for all VM
interpreters we examine. The only di erence will be in the implemenation of the
eval function. Notice the annotation declaringthe instrs array asimmutable; this
annotation is only used when considering execution under DynamoRIO-with-Log-

-PC We frequertly refer to sourcecode statemerts by correspnding line numbers.
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When we do so,we usethe notation function :line _number, wherethe line number
is taken from the gure presening the sourcecode; when referring to a particular
implemertation of the eval function we disambiguate by appendinga su x of either
i (iterative)orr (recursiwe) followed by either R (DynamoRIor L (DynamoRIO-with-
-Log-PC) (e.g.,eval ;R:5 for line 5 of eval in the recursive implemenation executed
under DynamoRIO In gures, we also reduce both call instructions and return

instructions into their componert instructions. Thus, a subroutine call is replaced
with pushing a return addressfollowed by a direct jumps (that can be inlined into
a DynamoRI®lock), whereasa return statemert is replacedwith popping the return
addressfollowed by an indirect jump to that location. (When preseiting gures, we
depict indirect jumps as jumping to the addressRIOINDIRECIDISPATCldnd shawv

a dotted line to the run-time target.)

4.2.1 Recursive VM under DynamoRIO

Figure 4-3 shows a straightforward recursive implemertation of a VM . The ewal-
uation function consistsof four DynamoRI®asic blocks: fetching and dispatcing
the next instruction, executingan END_OP, and two blocks for executinga CON-
TINUE _OP, one performing a recursiwe call to eval, and the other performing the
sumand returning. Theseare shavn in Figure 4-4. In portraying the basicblocks we
have included the starting application instruction pointer value.

The executionof VM de es DynamoRI®trace heuristicsand furthermore Dynamo-
RIOdoesnot perform partial evaluation. DynamoRI@ttempts to amortize the cost of
building traces using the heuristic that a trace will be followed completely through;
here,the headof the eval function will be recognizedasa greattrace headbut execu-
tion will di er for the interpretation of eat operation typet. Even moreimportantly,
DynamoRI@oesnot take advantage of the fact that instrs is animmutable region of

memory Within atrace, it is possibleto dereferenceghe memorylookup and replace

IThis isn't actually a big concernhere, sinceead program is de ned to have only one END _OP,
and thus most operations will be CONTINUE _OPs. However, a slight modi cation of VM (e.g.
the addition of a subtract operation) will e ect the described results.
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byte instrs; = array of program instructions =
int ewval(int pc); = prototype for eval function =

int main(int argc, char argv[]) f
int length;
length = read_instructions(&instrs, argc, argv);
DECLARE _IMMUT ABLE _REGION (instrs, length sizeof(byte));
return eval(0); = return value is obtained by evaluating start of program =

g

© 0 N o o~ W NP

Figure 4-2: The common structure around the di erent implemertations of VM .
The annotation establishinginstrs as an immutable region is removed when not
compiling under DynamoRIO-with-Log-PC

int eval(int pc) f = returns sum of args, starting at pc = 1
int op; 2
op = instrs[pc]; 3

4

if (op == END_OP) f = return with value of next arg = 5
return instrs[pc+1]; 6
g else if (op == CONTINUE _OP) f = add value of this arg to rest = 7
int result; 8
9

result = eval(pc+2); = recursive call on next instruction =
return instrs[pc+1] + result;

g
g

B R e
N B O

Figure 4-3: Example code for a recursive implemertation of VM 's eval ;R function.

M

Figure 4-4: The generatedBasicBlock fragmerts for eval , R whenrun under Dynamo-
RIQ
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it with a constart, then perform constart propagation/folding.

4.2.2 Recursive VM under DynamoRIO-wih-Log-PC

DynamoRIO-with-Log-PCsolwes both of the issuesdiscussedregarding DynamoRIO
Ead time the headof the eval function is readedthe logical pc determinesthe code
executedin the body. DynamoRIQ@eneratesat most a singletrace starting at the head
of the eval function containing only a single execution of the body; thus, the only
time the trace will be bene cial is when cortrol o w follows the samepath as that
at the time of trace creation (i.e. only when the interpreted operation is the same).
DynamoRIO-with-Log-PCaugmerts this with a trace for ead value of pc, improving
the chancethat the entire trace will be executed. Additionally, by specializingtraces
against the value of pc, DynamoRIO-with-Log-PCs able to fold constart references

and remove someconditional jumps within a trace.

Example Traces Generated under DynamoRIO-with-Log-PC

To further explain someof the limitations of DynamoRIO-with-Log-PGwve now work
through the examplecode (Figure 4-5) on the exampleinput in Figure 4-1.

Figure 4-5preseits a rst attempt at annotating the recursive VM with Dynamo-
RIO-with-Log-PC annotations, and Figure 4-6 preselts the correspnding tracesgen-
eratedwhenrunning on the examplein Figure 4-1 (assumingeither a hot _threshold
of 1, or that the main programisin aloop). The rst trace beginswith the rst exe-
cution of eval(0) . In DynamoRIO-with-Log-PCtracesmay only begin after a logical
jump, herethe DIRECTJUMPN line eval (L:4 of the code fragmert. The rst trace
then is annotated specifying that wheneer the logical pc value is 0, and the native
pc valueis eval .L:5, the value of the variable pc will always be the sameasit is on
this trace (namely, the constart O sincepc is the concreterealization of the logical
pc). Theseassumptionsallow the memory addresscalculationin line eval ,L:6 to be
held xed asa constart aswell. Sincethe memory addressis xed and the memory

regionis immutable, the ertire statemert is replacedby moving a constart value into
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int eval(int pc) f = returns sum of args, starting at pc =
int op;
SET_LOGICAL _PC(po);
DIRECT _JUMP ();
TRA CE_CONSTANT _STACK (pc);
op = instrs[pc];

if (op == END_OP) f = return with value of next arg =
return instrs[pc+1];

g else if (op == CONTINUE _OP) f = add value of this arg to rest =
int result;
result = eval(pc+2);
return instrs[pc+l] + result;

g

g

Figure 4-5: Example code for a recursive implemertation of VM 's eval function,
annotated in the style usedin DynamoRIO-with-Log-PC

© 0 N O o b~ W NP
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Figure 4-6: Example of tracescreatedunder DynamoRIO-with-Log-P@n sourcecode
showvn in Figure 4-5. The legend notes corvertion we follow through our gures:
underlined text has been specialized, italic text represets C code that has been
mangled,bold text represets DynamoRHKhserted cortrol ow. Trace assumptions
that DynamoRIO-with-Log-PGnakesare represeted in the box above the trace code,
whereip represets the architecture native instruction pointer (register %eip), and
pc represets the abstract logical program courter.
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op (op = CONTINUE_QPNow that opis a constart aswell, the conditional ched at
line eval ,L:8 canberesoledto false , and the whole block can be removed. Addi-
tionally, the ched at line eval ,L:10 canbe resolhed to true and the code executed
without the ched. Execution now followsto line eval ,L:11 and then the evaluation
of the next instruction at instrs[2] . DynamoRI@anglesthe recursiwe call to eval
into pushingthe argumeris on the stad, followed by pushingthe return addressand
executionof the code at the target (eval ;L:0). The rst instruction in the recursivwe
call setsthe logical pc and the next performsa direct logicaljump. (Thus, Tracel can
be directly linked to Trace2). The next trace, Trace 2, hasthe sameconsiderations

and is treated similarly.

The third trace (and third interpreted instruction) cortains the basecaseto exit
the recursion,and is thus di erent from the rst two. Here, the current op is found
to be an END_OP and thus the conditional ched at line eval ,L:8 resolesto true
now. Thus, the return statement on line eval,L:9 is to be executed. DynamoRIO
has mangled this call into storing the return value in the return register (%eay,
followed by an inlined runtime ched against the return addressrecordedat trace
creationtime. If the ched fails, then the trace is exited and executionmakesits way
to RIO_INDIRECT_ DISPATCHkherwise, execution cortinuesin the trace. Here the
return value is the trace constart instrs[pc+1] which is 4. Following the return
instruction are the latter parts of the rst two calls to eval, including subsequen

runtime guardson the return addresses.

A careful study of the traces generatedrevealsthat the rst eval executionis
interrupted midway through to start another trace correspnding to the secondexe-
cution of eval . The seconds likewiseinterrupted with the third execution. Howeer,
the third trace actually cortains not only the ertire third executionof eval, but also

the latter half of the rst and secondexecutions. Having the third trace cortain

thesesectionsof code is courterintuitiv e and runs cortrary to many goalsof Dynamo
RIO-with-Log-PC; the likelihood of execution staying in the trace diminishes, and
optimizations on the cortained code are impossiblesincethey are classi ed under the

wrong logical pc.
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Second Attempt at Recursive VM under DynamoRIO-with-Log-PC

After analyzingthe tracesand encourtering the di culties mertioned, onecould add
annotationsfollowing the return instruction to start a newtrace. The modi ed anno-
tations are shavn in Figure 4-7 and correspnding tracesare presetted in Figure 4-8.
Somesaliert traits are that the expected traces are generatedand optimized as we
had wanted. One interesting note is that the conditional executionin Figure 4-6
hasbeenreplacedwith both conditional executionand indirect jumps in Figure 4-8.
Notice that theseindirect jumps are much more costly than the conditional execu-
tion inlined in the earlier traces. Also notice the amourt of annotation necessary
for better optimization; not only is the annotation cumbersomefor the user, but
ead annotation adds at least a function call overheaduntil the call is removed in
a trace. This meansthat if a trace is not created, then this overheadis paid on
ewvery execution; it also adds more initial overheadthat must be compensatedfor.
More importantly, the secondround of annotation requirestoo much expertise and
knowledgeof DynamoRIO-with-Log-PG inner workings.

Theseare someissuesin DynamoRIO-with-Log-PCstemming just from the min-
imal recursive VM . The next section discussesan iterativ e version, detailing the
problemsfound there. After more problemsare related in the iterativ e case,the next
chapter presers a modi ed DynamoRI®ystemand shavs how it solvesthe problems

mertioned in this chapter.

4.3 Iterative Implementation

This sectionprovidesan iterative implemertation ofa VM interpreter and analyses
its performancenatively under DynamoRICand with annotations under DynamoRIO-
-with-Log-PC .

The purposeof analysingthe iterative implemertation is to shov how loops are
handled in DynamoRI@nd DynamoRIO-with-Log-PC There is a tradeo between
code blowup and the possibilities for specialization: loop unrolling is nice becauset

allows ead iteration to be specialized,and reducesthe number of jumps; howeer,
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int eval(int pc) f = returns sum of args, starting at pc =
int op;
SET_LOGICAL _PC(pc);
DIRECT _JUMP ();
TRA CE_CONSTANT _STACK (po);
op = instrs[pc];

if (op == END_OP) f = return with value of next arg =
return instrs[pc+1];
g else if (op == CONTINUE _OP) f = add value of this arg to rest =
int result;
result = eval(pc+2);
SET_LOGICAL _PC(pc);
INDIRECT _JUMP ();
TRA CE_CONSTANT _STACK (pc);
TRA CE_CONSTANT _STACK (result);
return instrs[pc+1] + result;

Figure 4-7: Example code for a recursive implemertation of VM 's eval function,
annotated in the style usedin DynamoRIO-with-Log-PGecond attempt).
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Figure 4-8: Example of traces created under DynamoRIO-with-Log-PCon re-
annotated sourcecode shovn in Figure 4-8. We usethe samecorvertion asin previous
gures.
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int eval(int pc) f = returns sum of args, starting at pc = 1
int sum; = Accumulation register = 2
int op; 3
sum = 0; 4
while (END_OP != op) f 5

op = instrs[pc]; 6
switch (op) f = dispatch on op-code = 7
case CONTINUE _OP: 8

sum += instrs[pc+1]; 9

break; 10
g 11
pc+t=2; = updatepc = 12

g
sum += instrs[pc+1];

return sum;

g

I e
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Figure 4-9: Example code for a iterative implemenation of VM 's eval function.

if loops are unrolled without limit then a single loop can expandto Il the cade.
Additionally, DynamoRI@eneratesa substartial amourt of code for loop unrolling:
ead possibleexit from the loop requiresits own trace exit stub. We addressa parallel

remark concerningrecursionat the end of this chapter.

Ead systemusesits own extremepolicy for handling loops,and thus both perform
suboptimally. In basic DynamoRI@ops are newer unrolled in traces. This conseres
room in the cade, at the cost of not allowing tracesto cortain any loops (traces
are de ned assingleertrance, multiple exit, and soa jump cannot be performedinto
the middle of a trace). Alternativ ely, DynamoRIO-with-Log-PGinrolls however many
times the loop is executedwhen that trace is generated. This allows DynamoRIO-
-with-Log-PC to optimize what it can during theseloop iterations, but also bloats
the code.

2Actually, one can limit the maximum size of a trace. In DynamoRI0O-with-Log-PC then, when a
loop is unrolled enoughto expandthe trace sizeto the upper bound, the trace will end and unrolling
will stop. In this case,no optimizations are performed after the trace ends, until the next time a
logical jump occurs.
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int eval(int pc) f = returns sum of args, starting at pc =
int sum; = Accumulation register =
int op;
SET_LOCAL _PC(pc);
DIRECT _JUMP ();
TRA CE_CONSTANT _STACK(pc);
sum = 0;
while (END_OP != op) f
op = instrs[pc];
switch (op) f = dispatch on op-code =
case CONTINUE _OP:
sum += instrs[pc+1];
break;
9
pc+t=2; = updatepc =
g
sum += instrs[pc+1];
return sum,

g

Figure 4-10: Example code for an iterative implemertation of VM 's eval function,
annotated in the style usedin DynamoRIO-with-Log-PC

4.3.1 lterativ e VM under DynamoRIO

Figure 4-9 preselts the code for the interpreter to be run under DynamoRIynamo-
RIOwill createa trace starting at the head of the while loop at line eval {R:4. This
trace will only cortain oneiteration of the loop (and the subsequendirect jump badk
to the loop-head). As mertioned in the previoussection,only one path through the
loop will be recorded(that for a CONTINUE _OP). Also, again, no partial evaluation

is performedunder DynamoRIO

4.3.2 lterativ e VM under DynamoRIO-withLog-PC

We next presem annotated code for the iterative VM in Figure 4-10. Notice that
we had a choicein whetherto placethe annotationsbeforethe loop (at eval iR:3), or
inside (at eval jR:7). Wediscussa few considerationsabout placemen later. Placing
the logical jump annotation beforethe loop causeshe recordedtrace to completely

unroll the loop (until reading the trace-sizelimit). In the example shown, this is
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actually bene cial, as all dispatch in the loop can be removed, all conditional exits
before the nal iteration can be removed and all that remainsis a list of sum+=
const instructions. If any more instructions were dynamic, the trace size would
grow quickly - especially if the exit condition were not statically computable.

Placing the annotations inside the loop would result in two reasonsfor worse
performance: one obvious, the other not so much. First, many more traces would
be created, one for ead iteration. Asymptotically this just results in executing a
hardware jump for ead iteration (oncethe tracesare all directly linked); aswell as
a lot of lengthy exit stubs and bookkeepingoverheadfor DynamoRIO-with-Log-PC
Second,however, is the fact that at the asserbly level, the compiler has probably
loadeda register with the value of the baseaddressfor the instrs array; if so,then
DynamoRIO-with-Log-POmay not be able to recognizethe opportunity for constan
folding.

4.4 Summary of Motivation

We now summarizeissuesne intro ducedacrossthe variousimplemertations of VM
under DynamoRIO-with-Log-PC sincethe main issuewith DynamoRIGs its lack of

partial evaluation.

Cum bersome Annotations Requiremen ts Notice the cumbersomeannotations
required for correctnessand optimization. The secondattempt de nition of
eval L is twice the size of eval \R. Furthermore, the annotations for better
optimization required extensive knowledge of internal DynamoRIO-with-Log-

-PC structure.

Issues with Linking In the secondde nition of eval L, the nal two tracesarenot
able to be linked directly. Indirect links force re-ertrance into the DynamoRIO
subsystemfor dispatch at extensiwe cost. One s forcedto choosebetweenlack

of optimizations in the rst versionagainstindirect jumps in the second.

Extreme Choices for Code Growth The underlying DynamoRI®ystemperforms
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no loop unrolling in its traces, while DynamoRIO-with-Log-PChasno ability to
stop. Furthermore, if one were able to stop DynamoRIO-with-Log-PCfrom
unrolling loops, there is no way to reestablishall the trace invariants discovered
beforestopping loop unrolling (one can provide annotations for namedmemory
locations, but not for derived or temporary locations). This issueis addressed

next.

Propagating Information During the courseof optimizing a trace, DynamoRIO-
-with-Log-PC is able to infer the values of somevariables basedon the in-
coming assumptionsand the TRACE_CONSTANT annotations (sud asop in
eval,L:6). Howewer, unlessthe interpreter writer annotatesit, this information
islost if a newtrace shouldbeginexecution. For an exampleof this, examinethe
newtrace headdeclaredat the secondde nition of eval ,L:14. Whenreturning
from the recursive call to eval L at line eval ,L:12, the value of op is the same
as beforethe call; howewer, the new trace doesnot take advantage of this fact.
Not only doesthis imposean addedburden on the annotator, temporary values
or other valuesnot easily referencedcannot be annotated and are thus lost. If
the information is propagatedto the new trace, then better optimizations can

be performed.

Limited to a Single Dispatc h Variable Although the examplesshovn did not
exhibit any needfor it, a more generalsystemcould handle polyvariant division.
This would allow the sameexecution point to be specializedagainst the value

of more than a single variable to exploit more static knowledge.

Abundance of Specialized Traces As alludedto in the iterativ e section,a single
static program point annotatedasa logicaljump may be specializedagainstany
number of valuesfor logical pc. If there aretoo many the code growth could be
substartial, adversely a ecting performance. A logical jump at the head of a
loop, or the head of a resursiwe function, sut aseval L, are likely candidates

for causingsud behaviour.
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This chapter presered the -languageand analysedthe performanceof both a
recursive and iterativ e version, ead under DynamoRI@nd DynamoRIO-with-Log-PC
The next chapter presens the features and characteristics of a partial evaluation

systemdesignedto addresstheserestrictions.
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Chapter 5

Prop osed extensions to DynamoRIO

This chapter proposesan alternative extensionto DynamoRI@an DynamoRIO-with-
-Log-PC, DynamoRIO-PBNe then shav how the extensionis able to better handle
both the recursive and iterative VM implemertations introducedin the preceding

chapter. Finally, we presen a few alternative designsand reasonsto not usethem.

5.1 Generalized DynamoRIGvith DynamoRIO-PE

This section descriles the features and annotations necessaryto correct the short-
comingssummarizedin the previoussection. We begin by describingthe annotation
di erences and the translation from DynamoRIO-with-Log-PQo the new annotation
style, known as DynamoRIO-RPE

We maintain the annotations of immutable memoryregionsintro ducedin Dynamo-
RIO-with-Log-PC. Howeer, instead of singling out one value to specializea trace
against (the logical pc), we let annotators specify any number and type of Locations
of Interest (Lol). An Lol, is simply a memory location (either absolute addressor
stak-basedo set) that the annotator has determined useful to specialize against:
this includeslocationsthat a ect cortrol ow, locationsthat assumeonly a xed set
of values, etc. TheseLols are treated as static when optimizing a recordedtrace.

The annotator speci esrelevant Lols at a Point of Interest (Pol). A Pol isaplace

in executionwhere a new set of Lols take e ect. A Pol is similar to the beginning
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DynamoRIO-with-LogPC POI/LOI notation

SET_LOGICAL _PC(val) logpc = val
LOGICAL DIRECT _JUMP() POINT _OF_INTEREST(LOI)

TRACE_CONSTANT(&addr, val) LOI = (LOI . <addr>)

!
!
!
LOGICAL INDIRECT JUMP() !  POINT .OF_INTEREST(LOI)
| =
UNALIASED MEMORY(&addr) ! LOI = (LOI . <addr>)

Table 5.1: A table of translations from annotations in DynamoRIO-with-Log-PCto
annotations in DynamoRIO-PHhe left column preseis the original annotations in
DynamoRIO-with-Log-PCwhile the right shavs how to represemh the sameinforma-
tion in DynamoRIO-RPHEotice that the number of total annotations is reducedto a
single annotation declaringall Lols.

of a scope, or a dynamic region; a Pol alsomarks the end of the previously executed
Pol. This commandsubsumedoth the SET_LOG _PC call and the subsequenLOG-
ICAL _DIRECT _JUMP or LOGICAL _INDIRECT _JUMP call. It also incorporates
SET_TRACE_CONSTANT calls through either direct inclusionin the list of Lols or
through discaorering more Lols asthe Lols are propagated. For a full translation of
annotations provided by DynamoRIO-with-Log-PCseeTable 5.1. The signature for

Pol is:
void POINT _OF_INTEREST( int stadk_court, int *stadk_addry, ...,

int *stadk_addrsiack_count 1, INt globalcount,

int *globaladdry, ..., int *globaladdrgepai_count);
We call a collection of Lols an optimization template and the mapping of all

Lols to valuesan optimization context (OC). Every program point in a trace hasan
assaiated OC, de ned asfollows. The head of the trace hasan OC determined by
the optimization template presened at the Pol call point. A subsequeninstruction
instr 's OC is basedon the OC of the previousinstruction, modi ed by the results
of instr . The resultsof an instruction could: add a new Lol if all instruction sources
are Lol and the destination is not; modify an Lol if all instruction sourcesand the
destination are Lols; or remove an Lol if the instruction destination was considered
an Lol, but the sourcesare not.

Although DynamoRIO-with-Log-Pds able to intuitiv ely de ne the notions of di-
rect or indirect logical jumps, DynamoRIO-PEasto more carefully extendthe notions

to multiple Lols. We sa that a transition from one Pol to anotheris direct if the
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OC at the destination Pol's start is cortained in the OC of the instruction making
the transition; otherwisethe transition is indirect (i.e. goingfrom a speci ¢ cortext
to a more generalizedcortext is a direct jump). We shav an exampleof this criterion
in the next section.

Internally, DynamoRIO-PHsesthe Pol points to mark trace headsand trace
exits in a mannerthat parallels DynamoRIO-with-Log-PG handling of logical jumps.
When DynamoRIO-Pé&ncourters a Pol it dispatchesto a trace specializedagainstthe
current valuesof all Lols. If no sud trace exists,and the number of attempts reades
a threshold, then a new trace will be recordedand specialized against the currert
OC. Furthermore, DynamoRIO-PEan chooseto supplemen the provided Lols in a
Pol with any other Lols it may happento know of at that program point. Finally,
DynamoRIO-P&lso hasthe ability to mark any instruction that beginsa basicblock
asa Pol with any Lol that are known about at that point.

There are two major changesin this new system: a trace can be selectedand spe-
cializedbasedon any number of trace parameters,and there are only two annotations.
With thesetwo main changes,we can overcomethe previously reported de ciencies
with DynamoRI@nd DynamoRIO-with-Log-PCThe next sectionshavs how the fea-
tures descriked here addressthe problemswith recursionthat we summarizedin the

previous chapter.

5.2 Example 1: Recursive VM

Figure 5-1presetts the sourcecode for the recursive VM annotatedin the newstyle.
Figure 5-2 then shows traces generatedunder the proposedDynamoRIO-Pg&ystem.
We now stepthrough Figure 5-2, explaining how and why ead trace is generated.
As in eval L, all conditional code is resoled at the time of partial evaluation.
Supposethe trace threshold for the Pol in eval hasbeenreaded and eval has
been called with pc = 0. The rst trace beginsafter the rst call to Pol, where
pc is declaredas a Lol. (Thus, the OC for this trace consistsof ip := eval ,P:4,

and pc := 0). Sincepc is a Lol and the instrs array hasbeendeclaredimmutable,
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int eval(int pc) f = returns sum of args, starting at pc =
int op;
POINT _OF_INTEREST (1, pc, 0);
op = instrs[pc];

if (op == END_OP) f = return with value of next arg =
return instrs[pc+1];
g else if (op == CONTINUE _OP) f = add value of this arg to rest =
int result;
result = eval(pc+2); = recursive call on next instruction =
return instrs[pc+l] + result;

g
g

Figure 5-1: Example code for a recursive implemertation of VM , annotated in the
style suggestedor usein DynamoRIO-RPE

Figure 5-2: Example of tracescreatedunder DynamoRIO-P&n sourcecode shavn in
Figure 5-1. Trace assumptionsthat DynamoRIO-PEakesare represeted in the box
above the trace code, whereip represets the architecture native instruction pointer,
and any other parameterswere provided through annotation at a Pol . Variableswith
a[n] imply that the variable is de ned in a scope n framesaway from the currert
one. Solid lines represen direct links from onetrace to another.
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instrs[pc] can be folded to a trace constart. Sinceop is assigneda trace constart
in line eval ,P:4, op too becomesa Lol. The following conditional cheds are then
resohed as constarts, and eval(2) is executed. We then encourter the next Pol;
sincethe new OC is known (becausepc is a trace constart of the rst trace), the
cortrol transferis direct, and thereforethe tracescanbe linkeddirectly. We alsoshov
herethe ability of DynamoRIO-P#® include known Lol at the end of trace 1 into the
OC for trace 2. The Lols included are the valuesof pc and op in the previous stadk
frame. Similarly we are able to directly link from the secondto the third trace, and

add more Lols to trace 3.

The third trace hasan extensiw list of Lol at its head,and immediately addsthe
op eld in the current frame. It then hasto emulate the return instruction, and thus
comparesthe return addressagainst the value at the time of trace recording. The
return statemert alsoregressea stack frame, and sonow the newestvalue of pc (4) is
invalid and the previousop (with value CONTINUE_)Yadhd pc (with value 2) are valid.
Sincethe current value of pc is known, partial evaluation can cortinue, replacingthe
expressionnstrs[pc+1l]  + result with the constart value7. Another return occurs
(again regressinga stack frame), and the nal result of 9 is known. Notice that the
trace cannot remove the multiple assignmets of results or %eax since execution
could leave the trace at enulation of return instructions. It is possibleto include
the return addressasanother Lol, thus enablingthoseruntime cheds to be removed
from trace 3 and the multiple assignmets eliminated as dead code. This is another
exampleof the tradeo betweenmoreinformation leadingto better optimizations but

alsolessgenerality or applicability, sincewe are adding more trace requiremernts.

The tracesgeneratedwith eval , P mirror thosein the rst de nition ofeval, L. If
we included another Pol annotation after the return from eval ,P at line eval ,P:11
(as we did for eval L), we could again split the nal trace into 3 di erent traces.
This time, however, the links would be direct, sincethe requiremernts at the head of
trace 3 are restrictive enoughto guarartee correctness.The next sectionpreserts the

method for handling loopsin DynamoRIO-RE
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Figure 5-3: Figure detailing di erent run-time tracesgeneratedfor code that cortains
aloop. The rst generatedtrace cortains the prologue(part betweenthe call to Pol

and the loop head), and the rst n iterations of the loop (where n is the run-time
parameterfor number of times to unroll aloop). The secondgeneratedtrace cortains
a singleiteration of the loop specializedagainstthe sameoptimization corntext. The
third generatedtrace is also a singleiteration of the loop, but is specializedagainst
a more generaloptimization cortext. The OC hasbeengeneralizedenoughthat the
end of the trace is able to jump bad to its own head. The nal trace cortains the
epilogueand is specializedagainst a more detailed optimization cortext propagated
from the rst trace.

5.3 Example 2: Iterative VM

5.3.1 Handling Loops

This sectiondescritesthe methanismsnecessaryto handle loopswell. The goalis to
provide alimit to code growth causedby loop unrolling without sacri cing knowledge.
The generalideais to split aloop-cortaining trace into three sections:the rst section
cortains the instructions until the start of the loop, aswell as a limited number of
loop iterations. The secondsectioncortains the body of a singleiteration of the loop.
If this secondtrace loops bad to the instruction marking its head, a third trace is
created. This third trace also cortains just a single loop iteration, although with a
more generalizedtrace so that the last transition can be madedirectly to its head.
The third sectionis the nal trace containing the epilogue. Figure 5-3 displays the
three sectionsand generatedtraces as described, for an abstract loop. The rest of

this sectiondescribesead trace in detail.
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Before the loop

The rst trace is created using the medanism descriked earlier: the trace begins
recordingat the point of the annotation to Pol prior to the prologue. Oncea loop is
detectedto have occurred maxloop_unroll times, trace generationfor the rst trace
stops.

After the trace is endedit is optimized, and a nal OC is generated. Here we
encourer a generaldilemma: a new trace is going to be created;should the current
OC be propagatedto the newtrace, or not? Propagation is usefulif the parameters
occur frequertly, and enablespartial evaluation. Howewer, unnecessaryspeci cations
reducethe applicability of traces. DynamoRIO-P&ssaiatesthe next basicblock (the
headof the loop) with the resultant optimization template. To forcerecordinga new
trace on the subsequeninstruction, DynamoRIO-P&an set the court to be the value

of hot_threshold

The loop body

When DynamoRIO-PEncourers the basic block at the head of the loop, it nds
an assiated optimization template and an execution court that has reated the
threshold;thus, a newtraceis recorded. If this traceincludesa direct jump bad to the
headof the trace, then it cortains a singleiteration of the loop and so DynamoRIO-PE
stopsrecording. The conditional exit from the loop is marked with an optimization
template basedon the OC of the conditional loop exit instruction. This will be used
to createthe nal trace.

The goal of the loop body trace is to have generalenoughrequiremerts that the
nal badkwards jump can be a direct link to itself. Thus, when optimizing a loop
body any Lol whosevalue changeswithin the trace body is removed from the nal
OC. At the end of the trace, only Lols that have remained unchangedare left in
the OC. If the OC is the sameasthat at the head, DynamoRIO-P&an immediately
make a direct link; otherwise, DynamoRIO-PReedsto record another loop iteration

with the more generalOC. If so, we then beginrecordinga new trace headedby the
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nal OC from the previoustrace. This trace stopsrecordingat a badkwards jump.
We repeat the processof testing for a compatible direct link, and recording a new
trace if the end OC and headOC are not compatible. This processis guararteed to
ewertually terminate, sincean empty OC would meetthe criterion; also, due to the
dynamic nature of DynamoRIO-REve will stop trying to record a generalloop body
oncethe application exits the loop.

DynamoRIO-PW&ill cortinue dynamically executingthe generalizedoop body until
the program exits the loop. At this point DynamoRIO-Pkeginsrecordingthe nal

trace.

After the Loop

Oncethe application exits from the loop, DynamoRIO-Ptill begin recordinga new
trace beginningat the epilogue,specializedagainstan OC basedon the optimization
template provided from the rst trace. Note that the valuesof the Lols may have
changedsincethe rst trace, and sothe new trace should not be optimized against
those values, just the locations. Notice also that if the loop body trace had to be
generalizedfor correctnessjts exit cannot be a direct link to the newtrace. Instead,
DynamoRIO-Ptwill have to rst guarartee that the valuesof all Lols match, or will

have to record a new trace specializedagainstdi erent values.

Other Possible Loop Behaviors

The scenariodescrited above is what occurs when the number of iterations for the
loop is greaterthan the max.loop_unroll runtime variable. If the number of iterations
is lessthan maxloop_unroll, then only one trace, with the loop unwound, will be

recorded.

5.4 Alternatives to DynamoRIO-PE

This section preserns some alternative designsto DynamoRIO-PEhat could have

solved the motivating problems.
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Rather than unconditionally breakingtracesat logical jump points, we could have
modi ed DynamoRIO-with-Log-PQo heuristically keeplongertraces. This solvesthe
problem of propagating information to the return site, sincethe return site will be
includedin the enormoustrace. It alsosolvesany issueswith linking, sincethere will
be no needto link acrosstraces. The two main drawbads with this approat are
related to eat other: code bloat and lossof generality. The suggestedapproad will
have hugetracesthat might have a very low chanceof being executedthe whole way
through. [4] relatesthat long tracesare a performanceproblemin DynamoRIO-with-
-Log-PC, this approat would createmoretracesthat arelong. Additionally, if a new
trace includesthe ertire eval(0) # eval(2) # eval(4) " eval(2) " eval(0) se-
guence,there will be no trace cortaining just eval(2) in the cade. Thus, there will
necessarilybe duplicated code in the cade requiring duplicate e orts at specializa-
tion. And nally, this approad cortains an additional knob to tweak (when to break
traces). The best setting for this parameteris dependart on the executingprogram,
and sowould either needan externally modi able policy, or require the annotator to

add hints speci ¢ to this choice.

The approad we suggesthereis really more of an extensionto DynamoRI@han
to DynamoRIO-with-Log-PCwe could have kept the sameinterface with DynamoRIO-
-with-Log-PC , and simply modi ed the systeminternally. We could have usedthe
sameconceptof a cortrolling logical pc, and simply added the OC to the internal
tracesgenerated.(Adding the OC is necessaryto propagateinformation, something
desiredfor both the recursive and iterative VM ). This would have preseinted the
sameinterfaceto the annotator, but achieved somebene ts internally. The reasonwe
decidedto revamp the API is that we thought it too restrictive and too complicated.
We beliewe that the DynamoRIO-P&ystemlendsitself more readily to a wider classof
program than interpreters, the target of DynamoRIO-with-Log-PCWe alsofeel that
the samemodi cations would have to be madeinternally whether we kept the same

API or not, and soit makessenseto externalizethe generalizedcapabilities.

One additional option we explored was to have a DynamoRKMaintained return

stak. In therecursive VM casethe action we wanted is to return from the recursive

57



call bak to the sameOC that wasin e ect beforethe call. It makesthe most sense
to adhieve this with a native return to a DynamoRI@onstructed trace. Howeer, to
maintain program transparency we cannot simply replacethe return addresson the
stack with the addressof sud a trace. Thus, we would needDynamoRI@ maintain
sudh a return stak. This meanswe would have to add extra overheadto ewery
call/return point that we want to usethe new system,and maintain consistency

This chapter presered the external API, and the requiremens necessaryfor han-
dling the recursiwe and iterative VM sin a better manner. The next chapter delves
into the internal details of implemertation necessaryto e ect the desiredbehaviour
from DynamoRIO-RPE
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Chapter 6

Implemen tation

This chapter provides an overview of the changesnecessaryto dispatch on multiple
Lols. This chapter is divided into two sections: the internal changesnecessaryto

DynamoRICand a detailed explanation of a speci ¢ generatedtraces le.

6.1 Internal Changes

For a full walk-through of basic DynamoRI@xecution,seeAppendix A. We begin by
introducing the newly created structures and modules, noting whether these struc-
tures are architecture-dependen or general. We then walk through enulation under

DynamoRIO-RHEocusingon thoseparts that have changedfrom DynamoRI®xecution.

6.1.1 Added Mo dules

The newly introduced modules are poi (general)and oc (speci c). The poi module
is responsiblefor interacting with the monitor module in determining whento start
and stop trace recording, and under what conditions direct links are possible. The
oc module maintains the data structures OptimizationContext , POIBasicBlock,
and someutilit y structures for represeting Lol, GlobalOpParamand StackOpParam
The OptimizationContext hasalready beendescrited; it contains a starting appli-

cation pc, and a list of Lols, implemerted as instancesof either GlobalOpParamor
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StackOpParam The POIBasicBlock represets traces and candidate traces. Eac
POIBasicBlock hasan assaiated OC, a counter, and a possibleTrace. The courter
keepstrack of how hot the POIBasicBlock is; that is, the number of times we have

tried to enmulate starting at the application pc with the valuesof Lols in the OC.

6.1.2 Modied Execution

We now descrike the di erences in execution between DynamoRIO-P&nd the un-
modi ed DynamoRIQystem. These di erences are often similar to those between
DynamoRIO-with-Log-PCand DynamoRIOWe begin by detailing how the interp

module respondsdi erently when constructing a basicblock cortaining a call to Pol

(basic blocks not cortaining sud a call are handled exactly asin DynamoRI[O

Building the Basic Blo ck

The rst time that a basic block cortaining a call to Pol is to be executed, the
dispatch module will not nd acorrespnding fragmert and sowill return to interp .
interp then nds the target application pc, and constructsa newbasicblock through
its call to build _basic _block , which in turn callsbuild _bb_ilist . build _bb_ilist
decalesthe executableloosely (L1 decaling, only the opcode) at the target until it
encourers a cortrol-transfer instruction (CTI). The instruction bundle cortaining all
instructions betweenthe start of decaling and the CTI are appendedto the block's
instruction list. Sincethis basicblock includesa call to Pol, the rst CTI will be a
function call. For reasonswe detail shortly, the rst function call found will target
the pre _poi function in the poi module. DynamoRIO-Pgerformsa ched to ascertain
that the function call targets pre _poi. When successfulthe instruction list currently
being createdis stored temporarily, and a new instruction list is createdto record
new exit stub code.

New instructions are appendedto the exit stub until a call to Pol is seen. The
reasoninstructions start getting appendedto the exit stub is that if we ever want to

link directly from this site to a trace, we want to avoid the overheadof the call to
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Pol. Placing instructions in the exit stub is related to why the rst call is to pre _poi
instead of Pol itself; the call to pre_poi marks the start of code that can safely be
and shouldbe placedin the exit stub. When acall to Pol is encouriered, DynamoRIO-
-PE appendsa few argumerts: a push app_pc, push %ebpand a placeholderpush
0 instruction are inserted immediately prior to the call. This matchesthe internal
signaturefor Pol:

point _of _interest(Linkstub *ls, int *base, apppc target,
int stack _loi _count, ..., int global _loi _count, ...

The basicblock is then nalized, mangled,and emitted beforecortrol returns to
dispatch .

Finalization of the block includes ass@iating the generatedexit stub with the
nal instruction in the block and marking the following basicblock FutureFragment
as a candidate trace head. The e ects of the code mangling and emitting modules
are similar to that in DynamoRIOThe only di erence is that while emitting code in
emit, a call occursto nalize the argumeris for Pol . This function replaceshe place-
holding push menrtioned earlier with pushing the addressof the Linkstub structure

correspnding to the exit stub in which the call to Pol hasbeenplaced.

Emulating the Basic Blo ck

Upon beingreinvoked from interp , dispatch then jumps to the newly emitted code.
Emulation eventually makesits way to the exit stub wherethe setup for and call to
Pol occurs.

The actual implemenation of Pol is minimal. Its only purposeis to mark the
following instruction asa candidatetraceheadby assaiating it with an optimization
template. Thus, the function simply tests to seeif the following instruction has
already beenmarked; if not, then it is marked with the current OC asa template.

Onceenulation of the Pol call occurs,executionreturns to the dispatch module
in DynamoRIO-PEAs mertioned in Appendix A, the dispatch module informs the
monitor module before beginning emulation of a basic block. In DynamoRIO-RE

the monitor module then makesone of two calls into the poi module depending on
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cortext. If the monitor is currertly recordinga trace, beforeextendingthe trace with
the next basicblock, it makesa call into extend_poi _trace askingif the block should
be addedto the current trace, or if the trace should end. Alternativ ely, if no trace is
beingrecorded,the monitor chedsthe ags of the basicblock provided by dispatch

to seeif the block denotesa candidate trace head. If so, then the monitor calls
start _poi _trace in the poi module. The next sectiondiscusseghe implemertation

of extend_poi _trace and start _poi _trace .

Implemen tation of Trace Policies

This sectiondescribesthe implemertation of two policy guiding functions in the poi
module. We rst descrike the function that determineswhen a new trace should be
recorded,start _poi _trace ; this function is alsoresponsiblefor determiningif a trace
existsthat canbe enulated. Wethen descrike the related function extend _poi _trace
that determineswhether a trace should be extendedwith a basic block.

bool start _poi_trace(DynamoContext *dcontext, Fragment **f);

start _poi _trace is calledon any basicblock that hasbeen agged asa candidate
trace head. The rst stepin this function is testing to seeif the provided Fragment
hasan asseiated optimization template. If not, then no trace should start, and thus
false isreturned. If thereis an optimization template, then a current OC is created
by recordingthe current valuesof the Lols storedin the template. We then usethis
OC asthe lookup key in the table of POIBasicBlocks. If no POIBasicBlock yet
exists for this OC, we have a choice; we can either add a new entry for this OC, or
nd a more generalOC (fewer Lols) that doesexist, or add a new ertry for a more
general OC. If the application pc of the basic block already has too marny traces
asseiated with it, we try and nd a more generalizedOC that already exists;if no
sud enry exists,then we insert a new POIBasicBlock with a more generalizedOC.

Oncewe have a POIBasicBlock, we ched to seeif an accompalrying trace already
exists. If so,then we update the argument Fragment to the correspnding Trace.
This is alsothe point at which direct linking is performed;if enmulation hasjust come

from a trace with a valid OC that is compatible with that of the found trace, then
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the most recen exit stub is directly linked to the target trace in the code cade. In
any case,if an existing trace is found, we return false (telling monitor not to start a
newtrace, but just to dispatch to the newtarget). If notrace exists,weincremeri the
POIBasicBlock's courter and comparethe value to the hot threshold value. If the
POIBasicBlock hasreatedthe threshold, we return true implying to start recording
a new trace. Otherwise, we return false . We next descrile the policy for whether

to extend a trace with a given basic block.
bool extend_poi _trace(DynamoContext *dcontext, Fragment *f);

We de ne trace stopping points in a similar mannerto thosede ned by Dynamo-
RIO-with-Log-PC. Speci cally, we always stop recordinga trace at the point of a new
call to Pol. Additionally, we stop recordingwhenthe number of basicblocks exceeds
the runtime threshold. The last condition we chedk for not extending the trace is
if the trace cortains a loop that has beenunrolled a number of times equal to the
threshold. When we stop extending a trace, we also mark the last instruction with
an empty optimization template whosetag is the instruction headingthe subsequen
basicblock. This is alsothe point at which we annotate any syrthetic callsto point

of interest.

Following DynamoRI® lead, we could mark every conditional exit point asa can-
didate trace head. Instead, howewer, we only selectively mark certain instructions.
Remenber that at the point of trace recording, the poi module hasno knowledgeof
the actual OC; every OC exceptfor that at the start of the trace will not be known
until the trace is being optimized, sinceead instruction could modify the OC. Thus,
during trace extension,we mark that certain instructions should have their live OC
asseiated as a template for the head of a basic block. For instance, if we wanted
to propagateinformation from beforea call to after the call, we would mark the call
instruction with an empty optimization cortext here. This OC would have as its
application pc tag the addressof the instruction following the call. Later, after the
OC live at the call point is lled in, we will seethat the target tag is the instruction
following the call point, and somark that instruction asa candidatetrace head, with

an optimization template given by the OC. Alternativ ely, in a loop we could mark
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the instruction following the loop with a detailed optimization template sothat if the
OC is generalizedto avoid loop unrolling, it is still possibleto regaininformation af-
ter the loop. Thus, we propagating information past recursionand iteration through

this single medanism.

6.2 Trace Changes

We now take as a concreteexamplethe recursive implemenation of VM , walking
through the traces le and how it is generated.Figure 6-1 and Figure 6-2 presen the
rst trace generated(seeAppendix B for the full traces le). The full le consistsof
three di erent trace segmets; the traces showvn in Figure 5-2 (page 52). There are
two tracesrepreseting the start of two callsto the eval ;P function, anda nal trace

cortaining the third call and the remnart of the rst two.

6.2.1 Trace Header and Original Code

We begin by analyzing Figure 6-1 line by line in its ertirety. The rst line provides
a unique iderti er in the list of traces; this is TRACEnumber two (in a zero-based
courting stheme), even though it wasthe rst recorded. The next line presetts the
unique Fragmentidenti er assignedo this trace. Either of thesecanbe usedto track
the trace'sdewelopmert in the log le. The third line presens the Tagassaiated with
the trace; this is the starting pc from the enulated application's perspective. The
next line, CachePQlisplays the physical addressat which this trace's correspnding
code is placedin DynamoRIO-P&code cadie.

The fth line begins describing the optimization context against which this
trace wasoptimized. Each optimization context automatically includesthe tag (same
asthe trace'stag mertioned earlier) asa Lol. The frame eld is usedto keeptrack of
when stak-basedparametersare valid; more will be said about this later. The next
line presens the number of stadk-basedLols contained in this OC. This particular
OC has1 stack basedLol, at an o set of 8 from the frame pointer (%ebp with the

value of 0. Sincethe number in squarebradkets ([0]) and the OC's frame match, this

64



1 TRACEt 2

2 Fragment # 184

3 Tag = 0x0804833f

4 CachePC= 0x40064004

5 Optimization_Context (tag = 0x0804833f, frame = 0)
6 # of stack_based params = 1

7 stack param 0: 8(%ebp[0]) := 00

8 # of globally addressed params = 0

9 Thread = 16214

10

11 ORIGINALCODE:
12 basic block # 0: start
13 [eval() @benchl.c:100]

14 0x0804833f
15 0x08048345

16 [eval() @benchl.c:102] if (operation

17 0x08048348

18 [eval() @benchl.c:100]

19 0x0804834b

20 [eval() @benchl.c:102] if (operation

21 0x0804834f
22 0x08048351

8b 0d 84 08 12 08

23 exit pc = 0x08048353

24 basic block # 1: start
25 [eval() @benchl.c:105]

26 0x08048360
27 0x08048363

pc = 0x0804833f
operation

instrs[pc];

mov

0x8120884 -> %ecx

8b 45 08 mov 0x8(%ebp) -> %eax
== END_OPY
83 c4 10 add $0x10 Y%esp-> %esp
operation = instrs[pc];
Oof be 14 08 movsx (%eax,%ecx,1) -> %edx
== END_OPY
85 d2 test %edx %edx
75 0d jnz $0x8048360
pc = 0x08048360
} else if (operation == CONTINUE_OR)
83 fa 01 cmp  %edx$0x01
75 1d jinz $0x8048382

28 exit pc = 0x08048365

29 basic block # 2: start
30 [eval) @benchl.c:108]

31 0x08048365
32 0x08048368
33 0x0804836b
34 0x0804836¢
35 direct call at

36 continuing

83 c4 f4

83 c0 02

50

e8 b3 ff ff ff
0x0804836¢

37 [eval) @benchl.c:0]

38 0x08048324
39 0x08048325
40 0x08048327

41 J[eval() @benchl.c:97]

42 0x0804832a
43 direct call at

44 NOTinlining  call

45 0x0804832f
46 0x08048332
a7 0x08048334
48 0x08048337
49 0x08048338
50 0x0804833a

51 RIOEXT: Found poi call

pc = 0x08048365
rec = eval(pc+2);

add
add
push
call

in callee at 0x08048324
55 push
89 e5 mov
83 ec 08 sub

POI(1,&pc,0);

e8 bd 2a 01 00 call
0x0804832a

to 0x0805adec
83 c4 fc add
6a 00 push
8d 45 08 lea
50 push
6a 01 push

e8 25 27 01 00

52 exit pc = 0x0804833f
53 ENDORIGINALCODE

Figure 6-1: This gure preseits the headerand original code sectionof a trace from

call

DynamoRIO-P&trace output  le.

original C code.

$0xf4 %esp-> %esp
$0x02 %eax-> %eax
Y%eax %esp-> %esp (%esp)
$0x8048324

%ebp %esp-> %esp (%esp)
%esp-> %ebp
$0x08 %esp-> %esp

$0x805adec <pre_poi>

$0xfc %esp-> %esp

$0X00 %esp-> %esp (%oesp)
0x8(%ebp) -> %eax

Y%eax %esp-> %esp (%esp)
$0X01 %esp-> %esp (%oesp)
$0x805aa64 <point_of_interest>

at 0x0804833a, so ending block

This particular trace is the rst presened in
Figure 5-2(page52). The headerpresetis somegeneralinformation, while the original
code section interspersesthe originating C code with the produced assemdly (also
noting the boundary of DynamoRI®asic blocks). Ead line of C code is prefaced
with the cortaining function, le, andline number. Each line of asserbly cortains the
address(as the application seesit), the actual represetation in memory (organized
into bytes represeted as 2 hexadecimaldigits), and an operation followed by the
sourceand target operands. Due to instruction reorderingand the complexnature of
C statemerts, the layout of generatedasserbly is not ertirely syndironized with the
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parameteris valid in the current stadk frame. This OC hasno global Lol. The last
line of this section speci es the thread identi er provided by the operating system,
Thread 16214.

The next sectionin the Figure displays the code on which this trace is based. The
rst basic block beginsat application pc 0x0804833f. Line 13 preselts an excerpt
from the generatingC source-cde le. eval() isthe nameofthe cortaining function,
bench4.c is the le from which the line wastaken, and the line wasthe 100th in the
le. The next two lines presen someasserbly codethat (in part) achievesthe e ects
of the C statemert (operation = instrs[pc] . First, the addressof the instrs array
is loaded into the %ecxregister. Then, the value at an o set of 8 from the current
frame (the stadk addressallocated for pc) is loaded into the %eaxregister. While
the memory referencinginstructions are working, the stad is preparedfor the next
scope at lines 16 and 17. The next instruction dereferenceshe memory location for
instrs[pc] , andsignextendsthe valueinto the %edxegister. The expressiorENDOP
is de ned as the value zero, and so the next instructions test if %edxis zero. The
conditional jump if not zeroendsthe rst DynamoRIO-Phasic block at application

pc 0x08048353

Line 24 beginsthe next basicblock, at the application pc value 0x08048370 This
implies that the conditional jump was taken while recording the trace; we'll later
discover that specializingagainstthe value pc aszeroguararteesthat the conditional
jump will be taken. The value of op (in register %edX is then compared against
CONTINUEGR which is the value one. The next conditional jump endsthe second
basicblock.

Line 29 beginsthe third basicblock, which beginsthe recursiwe call into eval ,P.
The rst asserbly instruction preparesthe stak to be aligned on a 16-byte (para-
graph) boundary. The following assembly instruction (Line 32) preparesregister%eax
with the value pc+2, which is then pushedas the argumern for the call. We seeon
lines 35 and 36 that the call instruction has been cortinued without creating a ba-
sic block boundary. Lines 38 and 39 are the standard ertry in a subroutine, saving

a copy of the current frame pointer and copying the current stadk pointer into the
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frame pointer. Line 40 again aligns the stadk pointer on a 16-byte boundary (since
the return addressand the previous frame pointer, two double-words, were pushed,
alignmert requiresanother 8 bytes). Line 42is recognizedasa DynamoRIO-Piaternal
function (pre_poi), and sothe call is not inlined. The following instructions push
the argumerts to Pol in reverseorder. As shawn in line 41, the argumerts are: one,
the addressof pc, and 0. This tells DynamoRIO-P expect no global Lol and one
stack-basedLol (the addressof pc). Thus, lines45-49preparethe stadk for alignmert,
pushthe value zero,the addressof pc, and nally the value one. SinceDynamoRIO-PE
has seena call to Pol now, this endsthe currert trace.

This section has walked through the exact desired behaviour of this trace, and
whereead instruction originated. The next sectionwalks through the actual assem-
bly for this trace that adchievesthe desiredbehaviour, given the valuesof Lols in this

trace's OC.

6.2.2 Optimized Trace

This sectiondiscusse®wery aspect of the generatedtrace for the rst call to eval P,
with argumert pc setto zero. The generatedtrace is shovn in Figure 6-2, which has
beengeneratedfrom the original code and OC de ned in Figure 6-1.

The rst line preserts the size of the ertire trace in bytes, which in this caseis
98 bytes. The rest of this gure preseits the body of the trace. The indirect branch
target entry and the pre x entry nish performing the context switch necessaryto
resumeernulation after executingDynamoRIO-REomingfrom di erent contexts. The
rst disasserhled instruction copiesthe constart value of the addressof instrs[0]
into register %ecx Although gcc was only using %ecxas a temporary register, and
this assignmen is unnecessaryDynamoRIO-Ptaithfully keepsthe assignmen

The next instruction is a conbination of the stadk alignmert prior to the call
to eval P and the reclamation of stadk spacefrom line 17 of Figure 6-1. Notice
that the assignment of pc to register %eaxhas been removed erirely. Also, the
dereferencingoperation to load operation into register %oedxhasbeenreplacedwith

an assignmeh from CONTINUEGP Theseoptimizations are possiblebecausewe have
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Size = 98
Body:
-------- indirect  branch target entry: --------
0x40064004 al cO 14 00 40 mov 0x400014c0 -> %eax
-------- prefix entry: --------
0x40064009 8b 0d c8 14 00 40 mov  0x400014c8 -> %ecx
-------- normal entry: --------
0x4006400f c7 cl dO 12 12 08 mov  $0x081212d0 -> %ecx
0x40064015 83 c4 04 add $0x04 %esp-> %esp
10 0x40064018 c7 c2 01 00 00 00 mov  $0x00000001 -> %edx
11 0x4006401e c7 cO 02 00 00 00 mov  $0x00000002 -> %eax

©oO~NOOWNPE

12 0x40064024 68 02 00 00 00 push  $0x00000002 %esp-> %esp (Yoesp)
13 0x40064029 68 71 83 04 08 push  $0x08048371 %esp-> %esp (%esp)
14 0x4006402e 55 push  %ebp%esp-> %esp (%esp)

15 0x4006402f 89 e5 mov %esp-> %ebp

16 0x40064031 83 ec 08 sub $0x08 %esp-> %esp

17 0x40064034 €9 56 00 00 00 jmp $0x4006408f <trace 185>

18 - exit stub 0: -------- <target: 0x0804833f>

19 Exit stub has following optimization context:
20 Optimization_Context (tag = 0x0804833f, frame = 1)

21 # of stack_based params = 3

22 stack param 0: 8(%ebp[0]) := 00

23 stack param 1: 4(%ebp[l]) := 0x08048371

24 stack param 2: 8(%ebp[l]) = 02

25 # of globally addressed params = 0

26 0x40064039 83 c4 fc add $0xfc Y%esp-> %esp

27 0x4006403c  6a 00 push  $0x00 %esp-> %esp (%esp)

28 0x4006403e 8d 45 08 lea 0x8(%ebp) -> %eax

29 0x40064041 50 push  %eax%esp-> %esp (%esp)

30 0x40064042 6a 01 push  $0x01 %esp-> %esp (%esp)

31 0x40064044 68 3f 83 04 08 push  $0x0804833f %esp-> %esp (Yoesp)
32 0x40064049 55 push  %ebp%esp-> %esp (%esp)

33 0x4006404a 68 f0 39 08 40 push  $0x400839f0 %esp-> %esp (Yoesp)
34 0x4006404f €8 10 6a ff c7 call $0x805aa64 <point_of_interest>

35 0x40064054 83 c4 Oc add $0x0c Y%esp-> %esp

36 0x40064057 a3 cO 14 00 40 mov %eax-> 0x400014c0

37 0x4006405c b8 fO 39 08 40 mov  $0x400839f0 -> %eax

38 0x40064061 €9 4f 02 fd ff jmp $0x400342c0 <fcache_return>

39 ENDTRACE2

Figure 6-2: This gure preselts the cortents of a generatedtrace. It includesa full
dissassetled listing of all pre xes, the main body, and the collection of exit stubs.
Ead exit stub is marked with its correspnding optimization cortext (if one exists).
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optimized againstthe fact that pc hasa value of zeroat the start of this trace, and
that the instrs array is a region of immutable data. As with the assignmenh to
register %oecx register %edxs alsounnecessanat this point, but without inter-trace

optimizations, this cannot be detected.

Line 11 storesthe value of the next pc (here, optimized to the value 2) into
register %eaxand also pushesthis value as the argumern to eval \P. Line 13is the
only instruction addedby the trace that is not obviously in the original code; it is
the translation of the call instruction on line 34 in Figure 6-1 to push the return
address. Sincethe frame pointer, register %ebp is still considereddynamic data,
the trace cannot optimize its referenceinto a constart on line 14. This also applies
to the referenceto the stadk pointer, register %esp on line 15. Finally, the stack
alignmert on line 16 must alsoremain in the trace. The last instruction in this trace
has beenlinked to another recordedtrace, with Fragmentidenti er 187. This trace
is identical to this trace, with the following two exceptions. It has been optimized
against location pc having the value two and it hasa broader OC that is descriked
later in this section. If the direct link had not beenmade, line 17 would instead be a
jump to exit stub 0, at cade address0x40064039

We note that the trace's body cortains 42 bytes of instruction data comparedto
43in the original code. It alsohas10instructions comparedto 15in the original code.
We alsoremark that the generatedtrace hashad all conditional jumps removed, and
all static valuespropagatedas constaris rather than memory or register references.

The only memory referencedeft are necessarystadk manipulations.

We now examinethis trace's only exit stub, noting that if there had beenany
conditional jumps left in the body there would be one more exit stub for ead jump.
The purposeof this exit stub was described earlier in this Chapter, in Section6.1.
Speci cally, it wascreatedto avoid the overheadof preparingan OC and calling Pol

when a direct link from this trace to another is possible.

In explaining this exit stub we begin with somegeneral obsenations about the
exit stub, and an explanation of the derived OC. We then explain eat disasserhled

instruction.
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The rst thing we seeon line 19 is that this exit stub is direct, and the target
is to the application pc 0x0804833f. Line 19 presens the OC assaiated with this
exit stub producedfrom optimization of the trace body. This OC is similar to that
of the head of this trace (shown in Figure 6-1), but hasnotable di erences. The rst
apparert di erence is that this OC's frame is the value one. The next di erence is
that there are three known stadk parameters,spanningacrossmultiple stadk frames.
The rst stak Lol is in the frame one higher than the OC's current frame and
has beenpropagatedfrom this trace's original OC, sincethe addresshas not been
overwritten in the trace body. The next stadk Lol was detectedthrough optimization
of the trace body, speci cally the instruction pushingthe return addressin line 13 of
Figure 6-2. The third, and nal, stadk-basedLol resultsfrom similar circumstancein

line 12 of the trace body.

The instructions comprising this exit stub are a mixture of those generatedby
the C code presetted in Figure 6-1 and extra instructions addedby DynamoRIO-P&s
descriked earlier in this Chapter. First, we remark that neither the trace body nor
the exit stub cortains the call to pre _poi shown in the original sourcecode. Dynamo-
RIO-PEhasremoved this instruction asunnecessarywhen generatingthe trace. The
rst v einstructions in the exit stub (lines 26-30)are passedlirectly from the original
code. They preparethe stadck for alignmert and pushthe argumerts provided by the
annotator to Pol. The next three pusheswere addedby DynamoRIO-RE&s explained
earlier in this chapter, to inform Pol of the target application pc, currert value of
the frame pointer, and addressof the Linkstub structure represeting this exit stub,
respectively. The subroutine call on line 34 performsthe actual call into DynamoRIO-
-PEs Pol function, and the add instruction on line 35 popsthe spacestored for the

three DynamoRIO-Pgrovided function argumerts.

The nal threeinstructions preparethe argumerts and registerstate for the return
into DynamoRIO-Pthrough the fcache _return function. Line 36 savesthe value of
register %eaxinto the current DynamoContexs MachineState structure (notice the
parallel load of %eaxon line 4, when entering the code cade). The next instruc-

tion loads the addressof this exit stub's Linkstub structure (sameas in the call
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to Pol) in preparation for the nal instruction, the jump to the fcache _return
function. The fcache _return function has to save the rest of the registersinto
the MachineState structure beforereturning cortrol into DynamoRIO-RPEvertually,
when fcache _return makesits way bad into the dispatch module, the value of
%eaxwill be usedasthe last exit badk into DynamoRIO-PHhis pointer is then used
in the poi module to determinethat the link can be madedirect (and bypassboth
the call to Pol and any lookup code). As mertioned earlier, alink canbe madedirect
if every Lol in the successie trace is cortained in this exit stub's OC.

This section walked through one generatedtrace line-by-line, starting with the
trace header,continuing with the original code and nishing with the generatedtrace
instructions, both the trace body and the exit stubs. The chapter presened the
changeso DynamoRI®structure necessaryo e ect the desiredbehaviour of Dynamo-
RIO-PE as detailed in Chapter 5. The next chapter descrikesthe current state of
DynamoRIO-Pand presens somevery preliminary performancenumbersfor di erent

interpreters.
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Chapter 7
Analysis

This chapter provides more information on the current progressof DynamoRIO-RPE
We rst discussthe mehanismsimplemerted very generally then shov someperfor-

mancenumberson a morerealistic interpreter than VM , TinyVM. Next, we discuss
easeof annotating more interpreters, and provide somevery preliminary performance

numbers for two widely usedinterpreters, OCaml and Ruby.

7.1 Capabilities of DynamoRIO-PE

This section discusseghe medanismsthat are currently implemerted in Dynamo-
RIO-PE We remark that Pol annotations for an arbitrary number of Lols create
tracesasdescribed earlier in this thesis. We have alsoimplemerted naive algorithms
for detecting and linking direct transitions among traces. The rest of this section
mertions someother medanismscurrertly implemerted in Pol.

DynamoRIO-PIs able to add Lols that it knows about to a given Pol call. This
capability is demonstratedin the traces le preseted in Appendix B. With this
medanism, DynamoRIO-Pis ableto generatepreciselythe desiredtracesfor eval ;P
showvn in Figure 5-2 (page 52). This medanism still needsmuch work on policy
guidance,though.

Finally, DynamoRIO-PIE ableto split apart a trace cortaining aloop into di erent

sectionsas descriled and presetted in Chapter 5. This includes: 1) not extending a
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trace whenit hasunrolled a loop a speci ed number of times, 2) creating a newtrace
for a singleloop iteration, 3) generalizinga singleloop iteration, if necessaryto allow
a direct link (to avoid further unrolling), and 4) resuminga specializedconext after
generalizationin step 3.

The next section presens someperformancenumbers for emulation of TinyVM

interpreting a range of programsunder DynamoRIO-RPE

7.2 Performance of TinyVM under DynamoRIO-PE

The TinyVM interpreter is a much more realistic virtual madine than VM : it in-
cludesoperations for function calls and returns, conditional branching, and a collec-
tion of primitiv e operations (e.g. arithmetic, logical). Although we have not focused
on performanceyet, initial results are very encouraging. For someinput programs,
DynamoRIO-PEan ewen adhieve better performancethan DynamoRIO-with-Log-PC
although it is slightly slower in general. We next presen someperformancenumbers

and brie y descrile the characteristics of sometest input programs.

native | DynamoRIQ DynamoRIO-with-Log-PC| DynamoRIO-PE
bubble | 24.01 44.28 14.68 15.08
b onacci| 27.20 36.35 15.65 14.92
matrix 4.00 8.07 4.67 6.22
matrix2 | 29.43 55.65 22.24 24.48
siewe | 28.37 52.14 18.17 18.68

Table 7.1: Timing information comparingthe performanceof TinyVM interpreting 5
applications natively, and under DynamoRIMynamoRIO-with-Log-PCand Dynamo-
RIO-PE

Table 7.1 presens performancenumbers on v e input programs. All of these
bendimarks only perform a singleindirect logical jump (the logical return), and thus
all tracesformedare ableto belinked directly. DynamoRIO-P#&ill pay a much higher
costwhenthe link cannot be madedirect, becauseof its intrinsically higher dispatch
cost. Another characteristic of these programsis that they all expressonly a sin-

gle Lol, the logical pc. DynamoRIO-PEperformanceon these bendimarks is very
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encouraging. For these v e test programs, the runtime parameterswere uniformly:

'-hot_threshold 10 -constant_prop 32 -stack_adjust -remove_dead code32 -call _return_m

7.3 Applicability to Larger Systems

This sectionpreserts the application of DynamoRIO-P#® somerealistic interpreters.
We have sofar tested interpreters for OCaml and Ruby running under DynamoRIO-
-PE execution. This work was made easierby the fact that these interpreters had
already beenannotatedfor usewith DynamoRIO-with-Log-PCAs shavn in Table5.1
(page50), there is a direct translation from DynamoRIO-with-Log-PCannotationsto

thoseusedby DynamoRIO-RPE

TinyVM | OCaml | Ruby

Number of lines inserted for DynamoRIOQ 8 7 9

Number of lines inserted for immutable regions 7 2 240
Number of lines inserted for DynamoRIO-PE 8 3 2

Total linesinserted 23 12 251

Linesin Interpreter SourceFile 495 1036| 9283

Number of lines inserted for DynamoRIO-PE 8 3 2

Number of lines inserted for DynamoRIO-with-Log-PC 22 13 11

Table 7.2: Breakdonvn of the number of lines of code added to three interpreters
to e ect ead module of execution under DynamoRIO-PEThe row relating lines in
interpreter source le only courts the number of lines in the main interpreter le
(generallyinterp.c or eval.c ). The last line presens the number of lines necessary
for annotating the interpreter for useunder DynamoRIO-with-Log-PGsa comparison
to lines for DynamoRIO-PE

Table 7.2 presens the number of addedlinesto make three interpreters run under
DynamoRIO-P&cortrol. Wereport the number of linesnecessaryo call into Dynamo-
RIOto gain cortrol (DynamoRI®@an inject itself into executablesto take cortrol, but
we have speci cally givencortrol to DynamoRIOWe then presen the number of lines
to annotate the immutable regions. Note that these rst two line courts would be
the samewhen annotating for DynamoRIO-with-Log-PCas well. We then report the
number of lines necessaryto annotate Pol and their correspnding Lols. We report

the number of lines that had to be changedfor correct executionin the following
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tables. We nally remark that the existenceof annotations for DynamoRIO-with-
-Log-PC allowed all changesnecessaryto allow thesethree interpretersto run under
DynamoRIO-Pt be donein lessthan a day. Further, the annotationsaddedare very

simple and straightforward.

OCaml | native | DynamoRIQ DynamoRIO-with-Log-PC, DynamoRIO-PE
ary3 7.95 7.99 5.86 26.96
akermann | 28.65 27.40 55.62 798.60
b | 12.09 14.48 18.17 369.24
hash2| 5.17 5.21 6.27 34.07
matrix | 11.22 10.75 17.67 25.83
methcall 4.63 4.62 1.88 39.31
nestedlmp | 15.92 15.39 5.18 198.08
siee | 6.23 6.41 4.65 36.57
tak 7.72 7.57 6.86 149.63

Table7.3: Sometiming information for running OCaml on variousapplications, under
various systems. The di erent systemspresened here are: native execution, under
DynamoRIQunder DynamoRIO-with-Log-PCand under DynamoRIO-RE

Table 7.3 presens some performance numbers comparing the performance of
OCaml interpretation under various systems.Although DynamoRIO-P&£performance

is much worse, it is worthy to note that the various programscurrertly run.

Ruby | native | DynamoRIQ DynamoRIO-with-Log-PC DynamoRIO-Pk
ary3 6.40 8.79 7.85 25.04
b | 251.11 312.62 286.73 953.22
hash2| 11.47 14.90 * 1752.86
matrix 2.44 3.55 3.58 12.46
methcall | 38.56 51.69 40.23 146.61
nestedlemp | 190.53 242.52 208.91 565.42
siewe 9.65 12.98 10.60 41.68
tak | 190.96 250.69 222.22 1048.96

Table 7.4: Sometiming information for running Ruby on various applications, under
various systems. The di erent systemspresened here are: native execution, under
DynamoRIQunder DynamoRIO-with-Log-PCand under DynamoRIO-PE

Table 7.4 preseits someperformancenumberscomparingthe performanceof Ruby

IMost of thesebendimarks weretaken from http://www.bagley .org/ doug/shootout/b endv/. For
the two that werenot: tak wastaken from http://www.lib.uc hicago.edu/keith/crisis/b endmarks/,
and fib waswritten by the author as a naive, recursive function.
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interpretation under varioussystems.Although DynamoRIO-PEperformanceis much
worse, it is worthy to note that the various programscurrertly run. Another inter-
esting note about both OCaml and Ruby is that native execution, DynamoRICand
DynamoRIO-with-Log-PQyenerally perform equivalertly, while DynamoRIO-P&havs
a factor of 4 slovdown. The b and adkermann bendimarks are enormouslyrecur-
sive (in fact, Ruby quickly fails the ackermann bendimark due to excessie stadk
depth). Wheneer sud logical recursionis presen, there will be a high number of
interpretations of logical indirect jumps, leading to indirect trace transitions. These
bendimarks exemplify DynamoRIO-P&Epoor performancefor dispatd.

We have not yet investigated the causeof the heary performance penalty of
DynamoRIO-Pén either the OCaml or Ruby bendimark suites. Beyond the inherert
ine ciency of creating and dispatdiing to traces, we beliewe that the current data
structures in use scalevery poorly to a large number of traces and candidate trace
heads.More work canbe doneto determinethe actual bottlened and construct more
scalablestructures.

This chapter has given a brief analysis of the current state of DynamoRIO-RPE
We rst showed that it can perform the basic medanisms descriked elsewherein
this thesis on simple input programs, and then show that it can perform on a level
equivalert with DynamoRIO-with-Log-PC better than both DynamoRI@nd native
execution, on a more complex version. On realistic interpreters, howewer, although
DynamoRIO-PEan emnrulate the interpreters, performancesu ers heavily. The next

sectionpresens somefuture work and concludesthis thesis.
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Chapter 8

Conclusion and Future Work

This chapter preseits possibilitiesfor future work and concludesthe thesis. We begin
by discussingcurrent limitations in our work that we would like to remove in future
versions. We then discusspossibleareasof expansion. Finally, we summarizethis

thesis.

8.1 Future Work

One technical limitation in our current work is that Lols are assumedto be integer
sized (4 bytes). We would like to remove this restriction and allow arbitrary-length
Lols. We would also like to add register-basedLol, to supplemen stadk-basedand
globally addressedLols. Additionally, someof our analysesand optimizations rely
on certain constrairts (e.g. the C calling corvertion); we would like to isolate and
relax theseconstraints. We are alsolooking to expandthe expressienessof our an-
notations, similar to the policy guidancein DyC. Along with ead Lol, the annotator
could provide a list of policy choicesto guide partial evaluation, and the handling
of individual Lols. The partial evaluator has many decisionsto make; cortrollable
policieswould help in obtaining better results.

We would like to devisea fast, e cient, algorithm for generalisationof optimiza-
tion contexts. We can court the number of optimization cortexts generatedfor a

given program point, and if too many are being generatedthen create a few more
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generalizedconexts instead. In general, our algorithms are merely designedto be
a proof of conceptfor including partial ewvaluation in DynamoRICQAs sud, a full re-
vision of algorithms and data structures would greatly help in the running time of
optimizations. We would also like to apply our partial evaluation systemto more

complexexamplesthan VM and TinyVM.

We would like to examinethe feasability of automating annotations for Dynamo-
RIO-PE Currently, the only annotations we use are points of interest and marking
immutable memoryregions. There areinteresting averuesto pursuefor automatically
classifyinglocationsasLols, basedon analysesof how bene cial classifyinga location
asstatic could be. To reduceour relianceon immutable memory region annotations,
our work could be usedin conjunction with mondrian memory protection [31] (MMP);
this ne-grained protection stheme allows permissionscortrol at the granularity of
words. Usingthis scheme,we can make assumptionsabout the immutabilit y of certain
regionsand mark any sud regionto causea memory protection fault on an update.
When handling this trap, we can then invalidate any traces relying on now invalid

assumptions.

Another interesting areato look into is support for di erent phases Applications
generallycan be divided into di erent phasesof initialization, followed by processing.
We currently support sud a two-phaseapplication by allowing the userto annotate
regionsasimmutable after having initialized them. We would like to investigate how
much moreapplicableour systemcould beif we provided an annotation for temporary

immutabilit y, or for marking a region as mutable.

Finally, we are interestedin the notion of lazy Pols. Currently, the value of every
Lol is tested before dispatching to a particular trace. If the trace newer specializes
againstthe Lol, then this is unnecessarilyspeci c. In alazy Pol, Lols are only tested
immediately prior to the rst point at which their value hasbeenspecializedagainst.
This provides a whole new range of possibilities for performanceimprovemen. For
instance,if a certain Lol is purely a function of another then the ched/dispatch can
be removed completely It is interestingto note that lazy Pols are very similar to the

way that DynamoRI®@andlesindirect jumps in traces. The trace has beenoptimized
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againsta particular target for an indirect jump; however, DynamoRI@aits until the
point at which the jump would occur beforetesting to seeif the currert target is the
sameasthe inlined target. If the test succeedsexecutionremainsin the trace, while
otherwise,the trace is exited.

Finally, we are interestedin adieving full-blown functional memoization purely
through partial evaluation. Speci cally, if a method has no side e ects and depends
only on its input parameters,it should be possibleto specializethe program against
all inputs and replacethe function call with a lookup in a table. Currently, there
are many hindrancesto sud a simple approad, sud asstadk modi cations, memory

writes, indirect jumps, and the x86's complex ag structure.

8.2 Conclusion

We beganthis thesiswith a brief introduction to the problemdomainand an overview
of the thesislayout. We then provided related work acrossa rangeof di erent elds,

nally narrowing in on dynamic optimization in DynamoRIGAfter describingDynamo-
RIO and DynamoRIO-with-Log-Pdn more detail, we demonstratedhow polyvariant

division and specialization can improve performanceof a wide range of applications
under DynamoRIO-RHEncluding interpreters. We then described someof the changes
necessaryto adieve our goals,and analysedthe results. Finally, in this chapter we

preserned di erent ways to solidify and expandon our work.
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App endix A

Internal DynamoRIGtructure

This sectiondescrikesthe internal layout of DynamoRIQgoing over the main struc-
tures used, and the interaction among di erent modules. DynamoRI®as been de-
signedwith a clean division between general DynamoRI@eatures and architecture-
dependent features. Sincethe only supported architecture is still Intel's x86, all
architecture-dependert les are in the x86 subdirectory and a generalinterface is
provided for DynamoRI® use. When discussingthe internal structure, we make a
note of whether a particular feature is architecture dependen through classi cation
of either genearl or speci ¢ . Also, as a generalconvertion, we describe execution of
code in DynamoRI® code cate as emulation, and executionof internal DynamoRI©

as exeution.

A.1 DynamoRI@tructures

There are a number of di erent structures usedto implemert DynamoRIOThe main
structure is the DynamoContexistructure (general). This cortains all of the currert
cortext known about the program;including the madine cortext (valuesof all visible
registers,speci c), the application's next targeted pc, error information, currert trace
information (when recordinga trace), pointers for various memory managemet and
a pointer to the most recen Linkstub to have exited the code cade. There is a

DynamoContexffor eat active application thread. Additionally, there is a singleton
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classOptions (general)detailing parametersfor execution(including maximum trace
size,which optimizations to perform, etc.).

The related structures Instr  (speci ¢), Opnd(speci c) and InstrList  (general)
are usedto represen instructions in the application and any instructions we generate.
An Instr represets a singleinstruction containing an opcode and a list of sourceand
destination operands(Opnda). Usefulfunctions dealingwith instructions are decaling
(creating a semartic instruction from its binary represetation), encaling (the reverse
function), and modifying sourceor destination operands. An InstrList  cortains any
number of serialinstructions. After an instruction list hasbeentranslated and placed
in the code cade, a correspnding Fragment (general) structure is created and the
instruction list is deleted;a related structure is the Trace (general).

The last structure we mertion in this chapter is the Linkstub (general), whose
use will be descrited later when discussingbuilding block creation. Some elds in
the Linkstub are a pointer to the target, ags indicating whether the jump is direct
or indirect, and a pointer to the cortaining Fragment This sectionhasleft out some

structures irrelevant to this work.

A.2 Emulation of an Application

This section rst introducessome modules involved in emnulation, and then walks
through the executionsequencef DynamoRIOrhe main set of modulesis: dispatch
(general), interp (specic), mangle (specic), emit (general), link (general), and
monitor (general).

When DynamoRI@ssumegortrol of a program'sexecution,it beginsexecutionin
the interp module, interp function. The interp module is basically responsiblefor
architecture dependen enulation of the program: it performsthe translation of basic
blocks upon demand and determineswhen enulation should stop. It also requests
linking of fragmerts whentranslating a new basicblock. Although interp builds the
basicblocks, it usesthe (general) dispatch function to actually emulate them. The

invocation of dispatch only returnsto interp whenthe targetedaddresss not in the
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code cade; otherwiseit handlesjumping into the code cade to perform emulation,
andretains cortrol whenenulation returns from the code cace. Additionally, interp
makes calls into monitor to determine when to start a trace and other monitoring.
We now walk through what happenswhen a basic block is to be emulated for the
rst time.

The rst time that a basicblock is to be executed,dispatch will not nd a corre-
sponding fragmert and sowill return to interp . interp then nds the target appli-
cation pc, and constructsa new basicblock through its call to build _bbasic _block
which in turn callsbuild _bb_ilist . build _bb_ilist decalesthe executableloosely
(L1 decdling, only the opcode) at the target until it encourers a cortrol-transfer in-
struction (CTI). The instruction bundle containing all instructions betweenthe start
of decaling and the CTI are appendedto the block's instruction list. If the CTl isa
direct call or jump, and the basicblock is still not too large, then the basicblock con-
tinuesaccunulating at the point of the target. Otherwise,the basicblock is manglal
and emitted.

Mangling an instruction list is where the actual translation mertioned earlier
occurs: call instructions arereplacedwith pushing the return addressjndirect jumps
prepare the registersfor the evertual call to dynamorio_indirect _branch_lookup,
etc.

The emit function is wherea fragmen is encaled and any necessaryexit stubsare
generated. Eadc exit stub is represeted by a correspnding instanceof the Linkstub
class. This Linkstub instanceis usedfor linking or unlinking its sourceCTIl. When
linked, the CTI targetsthe destinationfragmert and bypasseghe exit stub ertirely. If
the destination fragmen is ushed from the cade or otherwisealtered, then the CTI
needsto be unlinked. Oncethe necessaryexit stubs are generated,every instruction

and the list of exit stubsis encaledinto a Fragmentthat is placedin the code cade.

1An exit stub is necessaryfor any CTI that would leave the fragmernt. Such CTls are then
modi ed to target their corresponding exit stub, sothat DynamoRIO can ensuretotal cortrol. Basic
Block fragmernts endingin conditional brancheswill cortain two exit stubs: onefor the taken branch
and onefor the fall-through case.Basic Block fragmerts endingin indirect brancheswill only cortain
one exit stub for the unconditional indirect jump. Traces, however, could contain any number of
exit stubs.
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Finally, at the tail end of emitting, the newly createdfragmert is linked. The list
of Linkstub s is traversedlooking for any jumps that can be linked (through a call
to the monitor interface). If a direct jump is found targeting another fragmert that
already exists then the exit stub is linked to the destination fragmert. Additionally,
any direct jumps targeting fragmerts that have not yet beencreatedare insteadlinked
to a FutureFragment represeting the evertual Fragment Finally, candidate trace

headsare marked while monitor cheds for jumps that can be linked.

After the instruction list has beenemitted, dispatch is called on the returned
Fragment The body of dispatch is a loop around actual dispatdh to enulate the
Fragment Before dispatch actually jumps to the Fragment howewer, it makes a
call into monitor through internal _dynamamonitor ; this call lets monitor be aware
that the Fragmentis going to be run and update its internal courters for how hot
a candidate trace headis. This is the point at which monitor decideswhether to
beginrecordinga trace. Shoulda trace be recordedat this point, DynamoRI@iscards
the extant basic block fragmen, sincethe trace is equally applicable and probably
more optimized. We discussthe details of trace generationshortly. In either case,
executioneventually makesits way bad into dispatch andthe Fragmentis enmulated.
Notice that enmulation could actually traversemultiple basic blocks beforereturning
to dispatch , if the Fragmentis linked. Once execution returns from emulation,
dispatch erters the next iteration of its loop, with the destination Fragmentasthe

new target. If this Fragment doesnot yet exist, dispatch returns to interp .

We now give an overview of trace generation. If monitor decidego beginrecording
atrace, it initializes somevariablesin the DynamoContextspeci cally the trace _tag
eld to the application addressof the next fragmert, and an InstrList  to record
the instructions. monitor then makes a call into the interp module to copy the
instructions in the next fragmert into the trace list. During this call, interp might
reversethe condition for the most recert conditional jumps if the jump was taken
in this trace. This is sothat the jump is only taken if it would leave the trace; if
the condition evaluatesto the sameas during trace recording we warnt it to stay in

the trace. Also, the targeted fragmert hasall of its exit CTIs unlinked to force re-
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ertrance into dispatch (and thus monitor ). Execution now returns to dispatch as
mertioned before (and the monitor recordsthe fact that it is currertly recordinga
trace).

Evertually, in a future executionof internal _dynamamonitor, the monitor de-
cidesto endthe trace. When this happens,the accunulated instruction list is passed
0 to the optimize (specic) module for optimization. The resultart instruction
list is then emitted exactly as described earlier for basic blocks. Finally, the origi-
nal Fragment from which the trace was generatedis removed sothat future lookups
return the generatedTrace.

This section presened the structure and basic steps for enulating basic block
fragmerts: emitting and linking fragmerts, recording traces, and dispatcing to a

fragmert for enulation.
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App endix B

Generated Trace File

Shared library  assumptions:

TRACE# 0

Fragment # 186

Tag = 0x0804833f

CachePC= 0x40064104

Optimization_Context ~ (tag = 0x0804833f, frame = 2)
# of stack_based params =5

stack param 0: 8(%ebp[0]) := 00
stack param 1: 4(%ebp[l]) := 0x08048371
stack param 2: 8(%ebp[l]) := 02
stack param 3: 4(%ebp[2]) := 0x08048371
stack param 4: 8(%ebp[2]) = 04

# of globally addressed params = 0
Thread = 16214

ORIGINALCODE:
basic block # 0: start pc = 0x0804833f
[eval) @benchl.c:100] operation = instrs[pc];
0x0804833f 8b 0d 84 08 12 08 mov  0x8120884 -> %ecx

0x08048345 8b 45 08 mov  0x8(%ebp) -> %eax
[eval) @benchl.c:102] if (operation == END_OPYX

0x08048348 83 c4 10 add $0x10 %esp-> %esp
[eval) @benchl.c:100] operation = instrs[pc];

0x0804834b 0Of be 14 08 movsx (%eax,%ecx,1) -> %edx
[eval) @benchl.c:102] if (operation == END_OPYX

0x0804834f 85 d2 test %edx Y%edx

0x08048351 75 0Od inz $0x8048360

exit pc = 0x08048353
basic block # 1: start pc = 0x08048353

[eval) @benchl.c:103] return instrs[pc+1];
0x08048353 0Of be 44 01 01 movsx 0x1(%ecx,%eax,1) -> %eax
0x08048358 eb 28 jmp $0x8048382

direct jump at 0x08048358
continuing at target 0x08048382
[eval) @benchl.c:133]}

0x08048382 89 ec mov %ebp-> %esp
0x08048384 &5d pop %esp (Yoesp) -> Y%ebpYesp
0x08048385 ¢3 ret %esp (Yesp) -> Yesp

exit pc = 0x08048386
basic block # 2: start pc = 0x08048371
[eval) @benchl.c:114] tmp = instrs[pc+1];
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0x8(%ebp) -> %edx

%eax-> %ecx

0x8120884 -> %eax
0x1(%eax,%edx,1) -> %eax
%ecx %eax-> %eax
%ebp-> %esp

%esp (Yoesp) -> %ebpYesp
%esp (Yesp) -> Yesp

0x8(%ebp) -> %edx

%eax-> %ecx

0x8120884 -> %eax
0x1(%eax,%edx,1) -> %eax
%ecx %eax-> Y%eax
%ebp-> %esp

%esp (Yoesp) -> Y%ebpYesp
%esp (Yoesp) -> %esp

%eax-> %esi

< NUM_LOOP®dex++) {
$0x10 %esp-> %esp
%ebx -> %ebx
$0x80482h5

0x08048371 8b 55 08 mov

[eval) @benchl.c:108] rec = eval(pc+2);
0x08048374 89 cl mov

[eval) @benchl.c:114] tmp = instrs[pc+1];
0x08048376 al 84 08 12 08 mov
0x0804837b  Of be 44 10 01 MOVSX

[eval) @benchl.c:117] return tmp + rec;
0x08048380 01 c8 add

[eval) @benchl.c:133]}
0x08048382 89 ec mov
0x08048384 5d pop
0x08048385 3 ret

exit pc = 0x08048386

basic block # 3: start pc = 0x08048371

[eval) @benchl.c:114] tmp = instrs[pc+1];
0x08048371 8b 55 08 mov

[eval) @benchl.c:108] rec = eval(pc+2);
0x08048374 89 c1 mov

[eval) @benchl.c:114] tmp = instrs[pc+1];
0x08048376 al 84 08 12 08 mov
0x0804837b  Of be 44 10 01 mOovVsX

[eval) @benchl.c:117] return tmp + rec;
0x08048380 01 c8 add

[eval) @benchl.c:133]}
0x08048382 89 ec mov
0x08048384 &5d pop
0x08048385 3 ret

exit pc = 0x08048386

basic block # 4: start pc = 0x080482bf

[main() @benchl.c:56] val = eval(0);
0x080482bf 89 c6 mov

[main() @benchl.c:55] for(index=0; index
0x080482c1 83 c4 10 add
0x080482c4 4b dec
0x080482c5 79 ee jns

exit pc = 0x080482c7

basic block # 5: start pc = 0x080482b5

[main() @benchl.c:56] val = eval(0);
0x080482b5 83 c4 f4 add
0x080482b8 6a 00 push
0x080482ba €8 65 00 00 00 call

direct call at 0x080482ba

continuing in callee at 0x08048324

[eval) @benchl.c:0]
0x08048324 55 push
0x08048325 89 e5 mov
0x08048327 83 ec 08 sub

[eval) @benchl.c:97] POI(1,&pc,0);
0x0804832a €8 bd 2a 01 00 call

direct call at 0x0804832a

NOTinlining call to 0x0805adec
0x0804832f 83 c4 fc add
0x08048332 6a 00 push
0x08048334 8d 45 08 lea
0x08048337 50 push
0x08048338 6a 01 push
0x0804833a €8 25 27 01 00 call

RIOEXT: Found poi call
exit pc = 0x0804833f
ENDORIGINALCODE

Size = 289

Body:
e indirect branch target entry: --
0x40064104 al cO 14 00 40 mov
-------- prefix entry:  --------
0x40064109 8b 0d c8 14 00 40 mov

normal entry:

$0xf4 %esp-> %esp
$0X00 %esp-> %esp (%oesp)
$0x8048324

%ebp %esp-> %esp (%esp)
%esp-> %ebp
$0x08 %esp-> %esp

$0x805adec <pre_poi>

$0xfc %esp-> %esp

$0x00 %esp-> %esp (%esp)
0x8(%ebp) -> %eax

%eax %esp-> %esp (%esp)
$0x01 %esp-> %esp (Yoesp)
$0x805aa64 <point_of_interest>

at 0x0804833a, so ending block

0x400014c0 -> %eax

0x400014c8 -> %ecx
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0x4006410f c7 cO 04 00 00 00 mov  $0x00000004 -> %eax
0x40064115 33 d2 xor %edx %edx-> %edx
0x40064117 89 ec mov  %ebp-> %esp
0x40064119 &5d pop %esp (Yoesp) -> %ebpYesp
0x4006411a c7 05 c8 14 00 40 dO mov  $0x081212d0 -> 0x400014c8
12 12 08
0x40064124 59 pop %esp (Yoesp) -> Yecx Yesp
0x40064125 8d 89 8f 7c fb 7 lea 0xf7fb7c8f(%ecx) -> %ecx
0x4006412b e3 0Ob jecxz  $0x40064138 %ecx
0x4006412d 8d 89 71 83 04 08 lea 0x8048371(%ecx) -> %ecx
0x40064133 €9 81 00 00 00 jmp $0x400641b9 <exit stub 0>
0x40064138 c7 c2 02 00 00 00 mov  $0x00000002 -> %edx
0x4006413e c7 cO 07 00 00 00 mov  $0x00000007 -> %eax
0x40064144 89 ec mov  %ebp-> %esp
0x40064146 5d pop %esp (Yoesp) -> %ebpYesp
0x40064147 c7 05 c8 14 00 40 04 mov  $0x00000004 -> 0x400014c8
00 00 00
0x40064151 59 pop %esp (Yoesp) -> Yecx Yesp
0x40064152 8d 89 8f 7c¢ fb 7 lea Oxf7fb7c8f(%ecx) -> %ecx
0x40064158 e3 Ob jecxz  $0x40064165 %ecx
0x4006415a 8d 89 71 83 04 08 lea 0x8048371(%ecx) -> %ecx
0x40064160 €9 64 00 00 00 jmp $0x400641c9 <exit stub 1>
0x40064165 33 d2 xor %edx %edx-> %edx
0x40064167 c7 cO 09 00 00 00 mov  $0x00000009 -> %eax
0x4006416d 89 ec mov  %ebp-> %esp
0x4006416f  5d pop %esp (Yoesp) -> %ebpYesp
0x40064170 c7 05 c8 14 00 40 07 mov  $0x00000007 -> 0x400014c8
00 00 00
0x4006417a 59 pop %esp (Yoesp) -> Yecx Yesp
0x4006417b 8d 89 41 7d fb 7 lea Oxf7fb7d41(%ecx) -> %ecx
0x40064181 e3 Ob jecxz  $0x4006418e %ecx
0x40064183 8d 89 bf 82 04 08 lea 0x80482bf(%ecx) -> %ecx
0x40064189 €9 4b 00 00 00 jmp $0x400641d9 <exit stub 2>
0x4006418e 8b 0d c8 14 00 40 mov 0x400014c8 -> %ecx
0x40064194 c7 c6 09 00 00 00 mov  $0x00000009 -> %esi
0x4006419a 83 c4 10 add $0x10 %esp-> %esp
0x4006419d  4b dec %ebx-> %ebx
0x4006419e 0Of 88 eb 57 05 00 js $0x400b998f <fragment 187>
0x400641a4 83 c4 f4 add $0xf4 %esp-> %esp
0x400641a7 6a 00 push  $0x00 %esp-> %esp (%esp)
0x400641a9 68 bf 82 04 08 push  $0x080482bf %esp-> %esp (%esp)
0x400641ae 55 push  %ebp%esp-> %esp (%esp)
0x400641af 89 e5 mov  %esp-> %ebp
0x400641b1 83 ec 08 sub $0x08 %esp-> %esp
0x400641b4 €9 56 fe ff ff jmp $0x4006400f <trace 184>
-------- exit stub 0: -------- <target: 0x40034340>
0x400641b9 89 1d c4 14 00 40 mov  %ebx-> 0x400014c4
0x400641bf  bb 80 53 08 40 mov  $0x40085380 -> %ebx
0x400641c4 €9 77 01 fd ff jmp $0x40034340 <indirect_branch_lookup>
-------- exit stub 1: -------- <target: = 0x40034340>
0x400641c9 89 1d c4 14 00 40 mov  %ebx-> 0x400014c4
0x400641cf  bb a4 53 08 40 mov  $0x400853a4 -> %ebx
0x400641d4 €9 67 01 fd ff jmp $0x40034340 <indirect_branch_lookup>
-------- exit stub 2: -------- <target: = 0x40034340>
0x400641d9 89 1d c4 14 00 40 mov  %ebx-> 0x400014c4
0x400641df  bb c8 53 08 40 mov  $0x400853c8 -> %ebx
0x400641e4 €9 57 01 fd ff jmp $0x40034340 <indirect_branch_lookup>
-------- exit stub 3: -------- <target: 0x080482c7>
0x400641e9 a3 cO 14 00 40 mov %eax-> 0x400014c0
0x400641ee b8 ec 53 08 40 mov  $0x400853ec -> %eax
0x400641f3 €9 c8 00 fd ff jmp $0x400342c0 <fcache_return>
-------- exit stub 4: -------- <target: 0x0804833f>
Exit stub has following optimization context:
Optimization_Context ~ (tag = 0x0804833f, frame = 0)
# of stack_based params = 2
stack param 0: 4(%ebp[0]) := 0x080482bf

stack param 1: 8(%ebp[0])
# of globally

= 00

addressed params = 0
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0x400641f8 83 c4 fc add $0xfc %esp-> %esp
0x400641fb  6a 00 push  $0x00 %esp-> %esp (%esp)
0x400641fd  8d 45 08 lea 0x8(%ebp) -> %eax
0x40064200 50 push  %eax%esp-> %esp (%esp)
0x40064201 6a 01 push  $0x01 %esp-> %esp (%esp)
0x40064203 68 3f 83 04 08 push  $0x0804833f %esp-> %esp (%esp)
0x40064208 55 push  %ebp%esp-> %esp (%esp)
0x40064209 68 10 54 08 40 push  $0x40085410 %esp-> %esp (%esp)
0x4006420e e8 51 68 ff c7 call $0x805aa64 <point_of_interest>
0x40064213 83 c4 Oc add $0x0c %esp-> %esp
0x40064216 a3 cO 14 00 40 mov %eax-> 0x400014c0
0x4006421b b8 10 54 08 40 mov  $0x40085410 -> %eax
0x40064220 €9 90 00 fd ff jmp $0x400342c0 <fcache_return>
ENDTRACHE)
TRACE# 1
Fragment # 185
Tag = 0x0804833f
CachePC= 0x40064084
Optimization_Context ~ (tag = 0x0804833f, frame = 1)
# of stack_based params = 3
stack param 0: 8(%ebp[0]) := 00
stack param 1: 4(%ebp[l]) := 0x08048371
stack param 2: 8(%ebp[l]) := 02

# of globally
Thread = 16214

ORIGINALCODE:
basic block # 0: start

addressed params = 0

pc = 0x0804833f

[eval) @benchl.c:100] operation = instrs[pc];
0x0804833f 8b 0d 84 08 12 08 mov  0x8120884 -> %ecx
0x08048345 8b 45 08 mov  0x8(%ebp) -> %eax
[eval) @benchl.c:102] if (operation == END_OP)X
0x08048348 83 c4 10 add $0x10 %esp-> %esp
[eval) @benchl.c:100] operation = instrs[pc];
0x0804834b Of be 14 08 movsx (%eax,%ecx,1) -> %edx
[eval) @benchl.c:102] if (operation == END_OPX
0x0804834f 85 d2 test %edx Y%edx
0x08048351 75 0Od jnz $0x8048360
exit pc = 0x08048353
basic block # 1: start pc = 0x08048360
[eval) @benchl.c:105] } else if (operation == CONTINUE_OR)
0x08048360 83 fa 01 cmp %edx $0x01
0x08048363 75 1d inz $0x8048382
exit pc = 0x08048365

basic block # 2: start

pc = 0x08048365

[eval) @benchl.c:108] rec = eval(pc+2);
0x08048365 83 c4 f4 add $0xf4 %esp-> %esp
0x08048368 83 c0 02 add $0x02 %eax-> %eax
0x0804836b 50 push  %eax%esp-> %esp (%esp)
0x0804836¢c €8 b3 ff ff ff call $0x8048324

direct call at 0x0804836c

continuing in callee at 0x08048324

[eval) @benchl.c:0]
0x08048324 55 push  %ebp%esp-> %esp (%esp)
0x08048325 89 e5 mov  %esp-> %ebp
0x08048327 83 ec 08 sub $0x08 %esp-> %esp

[eval) @benchl.c:97] POI(1,&pc,0);
0x0804832a €8 bd 2a 01 00 call $0x805adec <pre_poi>

direct call at 0x0804832a

NOTinlining call to 0x0805adec
0x0804832f 83 c4 fc add $0xfc %esp-> %esp
0x08048332 6a 00 push  $0x00 %esp-> %esp (%esp)
0x08048334 8d 45 08 lea 0x8(%ebp) -> %eax
0x08048337 50 push  %eax%esp-> %esp (%esp)
0x08048338 6a 01 push  $0x01 %esp-> %esp (%esp)
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0x0804833a €8 25 27 01 00 call $0x805aa64 <point_of_interest>
RIOEXT: Found poi call at 0x0804833a, so ending block
exit pc = 0x0804833f
ENDORIGINALCODE

Size = 98

Body:
-------- indirect  branch target entry: --------
0x40064084 al cO 14 00 40 mov 0x400014c0 -> %eax
-------- prefix entry:  --------
0x40064089 8b 0d c8 14 00 40 mov  0x400014c8 -> %ecx
-------- normal entry; --------
0x4006408f c7 cl d0 12 12 08 mov  $0x081212d0 -> %ecx
0x40064095 83 c4 04 add $0x04 %esp-> %esp
0x40064098 c7 c2 01 00 00 00 mov  $0x00000001 -> %edx
0x4006409e c7 cO 04 00 00 00 mov $0x00000004 -> %eax

0x400640a4 68 04 00 00 00 push  $0x00000004 %esp-> %esp (%esp)
0x400640a9 68 71 83 04 08 push  $0x08048371 %esp-> %esp (%esp)
0x400640ae 55 push  %ebp%esp-> %esp (%esp)
0x400640af 89 e5 mov  %esp-> %ebp

0x400640b1 83 ec 08 sub $0x08 %esp-> %esp

0x400640b4 €9 56 00 00 00 jmp $0x4006410f <trace 186>

-------- exit stub 0: -------- <target: 0x0804833f>

Exit stub has following optimization context:
Optimization_Context  (tag = 0x0804833f, frame = 2)
# of stack_based params =5

stack param 0: 8(%ebp[0]) := 00
stack param 1: 4(%ebp[l]) := 0x08048371
stack param 2: 8(%ebp[l]) := 02
stack param 3: 4(%ebp[2]) := 0x08048371
stack param 4: 8(%ebp[2]) := 04

# of globally addressed params = 0

0x400640b9 83 c4 fc add $0xfc %esp-> %esp
0x400640bc  6a 00 push  $0x00 %esp-> %esp (%esp)
0x400640be 8d 45 08 lea 0x8(%ebp) -> %eax
0x400640c1 50 push  %eax%esp-> %esp (%esp)
0x400640c2 6a 01 push  $0x01 %esp-> %esp (%esp)
0x400640c4 68 3f 83 04 08 push  $0x0804833f %esp-> %esp (%esp)
0x400640c9 55 push  %ebp%esp-> %esp (%esp)
0x400640ca 68 10 3b 08 40 push  $0x40083b10 %esp-> %esp (%esp)
0x400640cf e8 90 69 ff c7 call $0x805aa64 <point_of_interest>
0x400640d4 83 c4 Oc add $0x0c %esp-> %esp
0x400640d7 a3 cO 14 00 40 mov %eax-> 0x400014c0
0x400640dc b8 10 3b 08 40 mov  $0x40083b10 -> %eax
0x400640el €9 cf 01 fd ff jmp $0x400342c0 <fcache_return>
ENDTRACEL
TRACE# 2

Fragment # 184

Tag = 0x0804833f

CachePC= 0x40064004

Optimization_Context ~ (tag = 0x0804833f, frame = 0)
# of stack_based params = 1
stack param 0: 8(%ebp[0]) := 00
# of globally addressed params = 0

Thread = 16214

ORIGINALCODE:
basic block # 0: start pc = 0x0804833f
[eval) @benchl.c:100] operation = instrs[pc];
0x0804833f 8b 0d 84 08 12 08 mov 0x8120884 -> %ecx

0x08048345 8b 45 08 mov  0x8(%ebp) -> %eax
[eval) @benchl.c:102] if (operation == END_OPX

0x08048348 83 c4 10 add $0x10 %esp-> %esp
[eval) @benchl.c:100] operation = instrs[pc];

0x0804834b Of be 14 08 movsx (%eax,%ecx,1) -> %edx
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[eval) @benchl.c:102] if (operation == END_OPX
0x0804834f 85 d2 test %edx Y%edx
0x08048351 75 0Od inz $0x8048360

exit pc = 0x08048353

basic block # 1. start pc = 0x08048360

[eval) @benchl.c:105] } else if (operation == CONTINUE_OR)
0x08048360 83 fa 01 cmp  %edx$0x01
0x08048363 75 1d inz $0x8048382

exit pc = 0x08048365

basic block # 2: start pc = 0x08048365

[eval) @benchl.c:108] rec = eval(pc+2);
0x08048365 83 c4 f4 add $0xf4 %esp-> %esp
0x08048368 83 c0 02 add $0x02 %eax-> %eax
0x0804836b 50 push  %eax%esp-> %esp (%esp)
0x0804836¢c €8 b3 ff ff ff call $0x8048324

direct call at 0x0804836¢

continuing in callee at 0x08048324

[eval) @benchl.c:0]
0x08048324 55 push  %ebp%esp-> %esp (%esp)
0x08048325 89 e5 mov %esp-> %ebp
0x08048327 83 ec 08 sub $0x08 %esp-> %esp

[eval) @benchl.c:97] POI(1,&pc,0);
0x0804832a €8 bd 2a 01 00 call $0x805adec <pre_poi>

direct call at 0x0804832a

NOTinlining call to 0x0805adec
0x0804832f 83 c4 fc add $0xfc %esp-> %esp
0x08048332 6a 00 push  $0x00 %esp-> %esp (%esp)
0x08048334 8d 45 08 lea 0x8(%ebp) -> %eax
0x08048337 50 push  %eax%esp-> %esp (%esp)
0x08048338 6a 01 push  $0x01 %esp-> %esp (Yoesp)
0x0804833a €8 25 27 01 00 call $0x805aa64 <point_of_interest>

RIOEXT: Found poi call
exit pc = 0x0804833f
ENDORIGINALCODE

at 0x0804833a, so

ending block

Size =81
Body:
-------- indirect branch target entry: --------
0x40064004 al cO 14 00 40 mov 0x400014c0 -> %eax
-------- prefix entry:  --------
0x40064009 8b 0d c8 14 00 40 mov ~ 0x400014c8 -> %ecx
-------- normal entry; --------
0x4006400f c7 cl dO 12 12 08 mov  $0x081212d0 -> %ecx
0x40064015 83 c4 04 add $0x04 %esp-> %esp
0x40064018 c7 c2 01 00 00 00 mov  $0x00000001 -> %edx
0x4006401e c7 cO 02 00 00 00 mov  $0x00000002 -> %eax
0x40064024 68 02 00 00 00 push  $0x00000002 %esp-> %esp (%esp)
0x40064029 68 71 83 04 08 push  $0x08048371 %esp-> %esp (Yoesp)
0x4006402e 55 push  %ebp%esp-> %esp (%esp)
0x4006402f 89 e5 mov  %esp-> %ebp
0x40064031 83 ec 08 sub $0x08 %esp-> %esp
0x40064034 €9 56 00 00 00 jmp $0x4006408f <trace 185>
-------- exit stub 0: -------- <target: 0x0804833f>
Exit stub has following optimization context:
Optimization_Context  (tag = 0x0804833f, frame = 1)
# of stack_based params = 3
stack param 0: 8(%ebp[0]) := 00
stack param 1: 4(%ebp[l]) := 0x08048371
stack param 2: 8(%ebp[l]) := 02

# of globally addressed params = 0

0x40064039 83 c4 fc add $0xfc %esp-> %esp

0x4006403c  6a 00 push  $0x00 %esp-> %esp (%esp)
0x4006403e  8d 45 08 lea 0x8(%ebp) -> %eax

0x40064041 50 push  %eax%esp-> %esp (%esp)
0x40064042 6a 01 push  $0x01 %esp-> %esp (%esp)
0x40064044 68 3f 83 04 08 push  $0x0804833f %esp-> %esp (%esp)
0x40064049 55 push  %ebp%esp-> %esp (%esp)
0x4006404a 68 fO 39 08 40 push  $0x400839f0 %esp-> %esp (%esp)
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0x4006404f
0x40064054
0x40064057
0x4006405c
0x40064061
ENDTRACE2

e8 10 6a ff c7
83 c4 Oc

a3 c0 14 00 40
b8 f0 39 08 40
e9 4f 02 fd ff

call
add
mov
mov

jmp

$0x805aa64 <point_of_interest>
$0x0c %esp-> %esp

%eax-> 0x400014c0
$0x400839f0 -> %eax
$0x400342c0 <fcache_return>
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