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Abstract

Multiprocessor architects have begun to explore several mecha-
nisms such as prefetching, context-switching and software-assisted
dynamic cache-coherence, which transform single-phase memory
transactionsin conventional memory systemsinto multiphase oper-
ations. Multiphase operations introduce awindow of vulnerability
in which data can be invalidated before it is used. Losing data
due to invalidations introduces damaging livelock situations. This
paper discussesthe origins of the window of vulnerability and pro-
poses an architectural framework that closesit. The framework is
implemented in Alewife, a large-scale multiprocessor being built
at MIT.

1 Introduction

One of the major thrusts of multiprocessor research has been the
exploration of mechanismsthat provide ease of programming, yet
are amenable to cost-effective implementation. To this end, a
substantial effort has been expended in providing efficient shared
memory for systemswith large numbers of processors. Many of the
mechanismsthat have been proposed for use with shared memory,
such as rapid-context switching, software prefetch, fast message-
handling, and software-assisted dynamic cache-coherenceenhance
different aspects of multiprocessor performance; thus, combining
them into asingle architectural framework is a desirable goal.

This paper investigates such aunifying framework, and explores
one conseguence, the window of vulnerability. Although we have
implemented the complete framework in the MIT Alewife ma-
chine [1], mechanisms can be mixed and matched; other mul-
tiprocessor designers may choose to implement a subset of this
framework that suits their own needs.

Many of the mechanisms associated with shared memory at-
tempt to address a central problem: accessto global memory may
require alarge number of cycles. To fetch data through the inter-
connection network, the processor transmits a request, then waits
for aresponse. The request may be satisfied by a single memory
node, or may require the interaction of several nodesin the system.
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In either case, many processor cycles may be lost waiting for a
response.

In atraditional shared-memory multiprocessor, remote memory
reguests can be viewed as split-phase transactions, consisting of
arequest and aresponse. The time between request and response
may be composed of anumber of factors, including communication
delay, protocol delay, and queueing delay. Since a simple single-
threaded processor can typically make no forward progress until
its requested data word arrives, it spins while waiting. When the
data word arrives, the processor consumes the data immediately,
possibly placingit in alocal cache.

Rather than spinning, aprocessor might chooseto do other useful
work. To tolerate long accesslatencies, architects have proposed a
number of mechanisms such as prefetching, weak ordering, multi-
threading, and software-enforced coherence. All are variations on
acentral theme: they allow processorsto have multiple outstanding
regueststo the memory system. A processor launchesa number of
reguests into the memory system and performs other work while
awaiting responses. This capability reduces processor idle time
and allows the system to increaseits utilization of the network.

The ability to handle multiple outstanding requests may be im-
plemented with either polling or signaling mechanisms. Polling
involves retrying memory requests until they are satisfied. This
is the behavior of simple RISC pipelines which implement non-
binding prefetch or context-switching through synchronous mem-
ory faults. Signaling involves additional hardware mechanisms
that permit datato be consumedimmediately uponits arrival. Such
signaling mechanismswould be similar to those used when imple-
menting binding prefetch or out-of-order completion of loads and
stores. This paper explores the problems involved in closing the
window of vulnerability in polled, context-switching processors.
While signaling leads to related approaches, a detailed discussion
of theseis beyond the scope of this paper.

Figure 1 illustrates the timing involved in overlapping access
latency using a polling mechanism. The figure shows a time-
line of events for two memory transactions that occur on asingle
processing node. Time flows from left to right in the diagram.
Events on the lower line are associated with the processor, and
events on the upper line are associated with the memory system.
In the figure, a processor initiates a memory transaction (Initiate
1), and instead of waiting for a response from the memory system,
it continues to perform useful work. During the course of this
work, it might initiate yet another memory transaction (Initiate 2).
At some later time, the memory system responds to the original
request (Responseto Request 1). Finally, the processor completes
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Figure 1: Multiple outstanding requests.

the transaction (Access 1).

Since a processor continues working while it awaits responses
from the memory system, it might not use returning data imme-
diately. Such is the case in the scenario in Figure 1. When the
processor receives the response to its second request (Response
to Request 2), it is busy with some (possibly unrelated) computa-
tion. Eventually, the processor completes the memory transaction
(Access 2).

Thus, we can identify three distinct phases of a transaction:

1. Request Phase — The time between the transmission of a
request for data and the arrival of this datafrom memory.

2. Window of Vulnerability — The time between the arrival of
datafrom memory and the initiation of a successful accessof
this data by the processor.

3. AccessPhase— The period during which the processor atom-
ically accessesand commits the data.

Thewindow of vulnerability resultsfrom the fact that the processor
does not consume data immediately upon its arrival. During this
period, the data must be placed somewhere, perhaps in the cache
or atemporary buffer. Note that a simple split-phase transaction
can be seen as adegenerate multiphase transaction with zero cycles
between responseand access. The period between theresponseand
accessphasesof atransactioniscrucial to forward progress. Should
the data be invalidated or lost due to cache conflicts during this
period, the transaction is terminated before the requesting thread
can make forward progress.

Closing the window of vulnerability involves ensuring forward
progress for multiphase memory transactions. The conseguences
of lost data are more subtleand perilous than simple squandering of
memory resources. The window of vulnerability allows scenarios
in which processorsrepeatedly attempt to initiate transactionsonly
to have them canceled during the window of vulnerability. In
certain pathological cases,individual processorsare prevented from
making forward progress by cyclic thrashing situations. While
such situations may be rare, they are asfatal asany other livelock
or deadlock situation.

The window of vulnerability is also opened by another class of
mechanisms. This class contains a number of mechanismsinclud-
ing fast I/O, interprocessor messages, synchronization primitives,
and extensions of the memory system through software. When
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Figure 2: The need for high-availability interrupts.

implementing such mechanisms, the successful completion of a
spinning load or store to memory may depend on the execution
of network interrupts. These asynchronousevents must be able to
fault aninstruction which isin progress, thereby opening awindow
of vulnerability. The term high-availability interrupt is applied to
such externally initiated pipeline interruptions.

Figure 2 illustrates this scenario with an architecture that sup-
portsfast messagehandling. Inthefigure, the processor is spinning
while waiting to accessa remote memory block. Several messages
have entered the processor’s input queue before the desired mem-
ory response. Consequently, the processor will not make forward
progress unless a high-availability interrupt is invoked to process
these messages.

This paper describes aframework that eliminates livelock prob-
lems associated with the window of vulnerability for systemswith
multiple outstanding requests and high-availability interrupts. The
system keepstrack of pending memory transactionsin such away
that it can dynamically detect and eliminate pathological thrash-
ing behavior. The framework consists of three major components:
a small, associative set of transaction buffers that keep track of
outstanding memory requests, an algorithm called thrashwait that
detects and eliminates livelock scenarios that are caused by the
window of vulnerability, and a buffer locking schemethat prevents
livelock in the presence of high-availability interrupts.

Not all architectswill need to implement the full gamut of mech-
anismsdescribed in this paper. For thisreason, we describethe dif-
ferent subsets of the framework and the mechanismsthat each sub-
set will support. In order to motivate the architectural framework
that we propose, Section 2 presents examples of shared memory
mechanisms. Section 3 then shows how the window of vulnera-
bility can impede a system’s forward progress. Section 4 explores
several componentsof the framework, each of which provides part
of the solution for ensuring forward progress. Section 4 concludes
with a hybrid architecture that combines these componentsto im-
plement all of the mechanisms. Section 5 describes how the issues
discussedin earlier sections of this paper are reflected in the actual
implementation of Alewife. The paper concludesby examining the
implications of the window of vulnerability on the design of shared
memory systems.



2 HardwareMechanismsfor Shared Memory
Support

Three general classes of hardware support for efficient implemen-
tation of distributed shared memory are:

1. Coherent cachesto automatically replicate datacloseto where
it is needed, and a mechanism to allow multiple outstanding
requests to memory.

2. Atomic operationson critical system resources.

3. High-availability interruptsfor responseto high-priority asyn-
chronous events.

This section presents examples of some of the mechanisms that
belong to these classes and makes a case for incorporating them
into distributed shared memory machines.

Thefollowing section describes how each of these mechanisms
leadsto the samewindow of vulnerability problem. A given system
might implement only asmall subset of thesemechanisms, in which
case only a portion of our architectural framework would need to
be implemented.

Coherent Caches with Multiple Outstanding Requests Co-
herent caches are widely recognized as a promising approach to
reducing the bandwidth requirements of the shared-memory pro-
gramming model. Because they automatically replicate data close
towhereit is being used, cachesconvert temporal locality of access
into physical locality. That is, after afirst-time fetch of datafrom a
remote node, subsequent accesses of the data are satisfied entirely
within the node. The resulting cache coherence problem can be
solved using a variety of directory based schemes|2, 3, 4].

In a cache-based system, memory and processor resources are
wasted if no processing is done while waiting for memory transac-
tionsto complete. Such transactionsinclude first-time data fetches
and invalidations required to enforce coherence. Applying basic
pipelining ideas, resource utilization can be improved by allowing
a processor to transmit more than one memory request at a time.
Multiple outstanding transactions can be supported using software
prefetch [5, 6], rapid context switching [7, 8], or weak ordering [9].
Studies have shown that the utilization of the network, processor,
and memory systems can be improved almost in proportion to the
number of outstanding transactionsallowed [10, 11].

Allowing multiple outstanding transactions in a cache-based
multiprocessor opens the window of vulnerability and leads to
situations involving livelock.

Atomicity and Context Switching Inasystemthat supportsmul-
tiple outstanding requests through context switching, the ability to
perform complex atomic actions efficiently requires the occasional
disabling of context switching. For example, we have observed that
disablingisessential for performancein the presenceof critical sec-
tions in a non-preemptive task scheduler. Furthermore, if athread
locks a critical system resource and then is forced to switch out,
then performance suffersbecausemany other tasks must wait for the
context to release the lock. Thus, software on a context-switching
machine should be able to disable context-switching temporarily.
However, as explained in Section 4, this ability places a serious
constraint on mechanismsthat can be used to prevent livelock.

High-Availability Interrupts The third class of mechanisms
provides the ability to handle asynchronous, time-critical events
under circumstancesin which normal interrupts would be ignored.
Such high-availability interrupts violate instruction atomicity by
faulting loads or stores which are in progress. This class of inter-
rupts allows migration of hardware functionality into software.

In Alewife, for example, high-availability interrupts are used to
implement the LimitL ESS coherence protocol [4], afast user and
system-level messaging facility, and network deadlock recovery.
LimitLESS interrupts must be able to occur under most circum-
stances, becausethey can affect forward progress in the machine,
both by deadlocking the protocol and by blocking the network.
Since the message passing interface relies on software for queue-
ing, network queueing interrupts must be able to run under most
circumstances. The network overflow interrupt relieves potential
deadlock situations by redirecting input packetsinto local memory
and relaunching them when the situation has abated.

3 TheWindow of Vulnerability

To describe the window of vulnerability, we consider the memory
system as a black-box that satisfies memory requests. While for-
ward progresson the memory systemsideisimportant, it isbeyond
the scope of this paper. The window of vulnerability affects for-
ward progressafter the memory system hasrespondedto arequest.
Consequently, when we say that a processor (or hardware thread)
does or does not make forward progress, we are referring to prop-
erties of itslocal hardware and software, assuming that the remote
memory system alway's satisfies requests.

To be more precise, a processor thread makes forward progress
whenever it commits aninstruction. Given aprocessor with precise
interrupts, we can think of this asadvancing theinstruction pointer.
A load or store instruction can be said to make forward progressif
the instruction pointer is advanced beyond it.

3.1 Primary and Secondary Transactions

Thedistinction between primary and secondary transactions, intro-
duced next, incorporates non-binding prefetch into this definition of
forward progress. When prefetching, a processor initiates a trans-
action by sending a request for data, then continues by executing
its next instruction. Later, aload or store completesthe transaction
by accessing data (or spins/context-switches if the datais not yet
available).

Thus, there are two distinct classesof transactions, primary and
secondary. Primary transactions are associated with theinstruction
pointer of a processor thread and must complete before the thread
can make forward progress. Secondary transactions, on the other
hand, are associated with non-binding prefetch operations, and
are not essential for the forward progress of athread. They are,
however, “upgraded” to primary status the moment aload or store
attempts to accesstheir data.

Memory models differ in the degree to which they require pri-
mary transactionsto complete before the associated loads or stores
commit. Sequentially consistent machines, for instance, require
write transactions (associated with store instructions) to advance
beyond the request phase before their associated threads make
forward progress. Weakly-ordered machines, on the other hand,
permit store instructions to commit before the end of the request



phase. In a sense, the cache system promises to ensure that store
accessescomplete. Therefore, for weakly-ordered machines, write
transactions have no window of vulnerability. In contrast, most
memory models require a read transaction to receive a response
from memory before committing the associated load instruction.

As an example, the Alewife multiprocessor uses synchronous
traps to cause context switches. Conseguently, data instructions
are restarted by “returning from trap,” or refetching the faulted
instruction. If this instruction has been lost due to cache conflicts,
then the context may need to fetch it again before making forward
progress. Thus, each context can have both a primary instruction
transaction and a primary data transaction. In contrast, a processor
that savesits pipeline state when context-switching (thereby saving
its faulting instruction) would retry only the faulted data access.
Each context in such a processor would have at most one primary
transaction at atime.

Unless otherwise noted, this paper will assumethat a hardware
context can have no more than one primary data transaction. This
assumption hastwo implications. First, any weakly ordered writes
that have not yet been seen by the memory system are committed
from the standpoint of the processor. Second, a single context can-
not have multiple uncommitted load instructions (asin a processor
with register reservation bits). Similarly, we allow no more than
one primary instruction transaction at atime. In actuality, these
restrictions are not necessary for one of our more important results,
the thrashwait algorithm of Section 4.3, but they are required for
the thrashlock mechanism of Section 4.5.

3.2 An Exampleof aLivelock Scenario

Four distinct typesof thrashing can occur during the window of vul-
nerability. One of these, invalidation thrashing, arises from proto-
col invalidation for highly contendedmemory linesandis described
in detail in this section. The remaining three result from replace-
ment in a direct-mapped cache. In intercontext thrashing, different
contexts on the same processor can invalidate each other’s data.
High-availability interrupt thrashing occurs when interrupt han-
dlersreplace acontext’sdatainthecache. Thelast, instruction-data
thrashing, appearsfor processorsthat context-switch by polling and
which must refetch load or store instructions before checking for
the arrival of data.

This section describesinvalidation thrashing in order to demon-
strateatypical livelock scenario. Figure 3illustratestheinteraction
between thewindow of vulnerability and cachecoherencethat leads
to livelock. The figure gives the currently enabled context in the
bar shown under the time-line. The scenario may be interpreted
as follows: First, context A of the processor attempts to access
memory block X (Read X). Since the dataword is not currently in
the processor’s cache, the memory system issues a request (Read
Req. X) and causes the processor to switch contexts. When the
response to the request (Read Data X) returns to the processing
node, context C is active. The shaded region indicates the window
of vulnerability between the memory system response and the in-
stant that context A is reenabled. During the window, the memory
system causesblock X to beinvalidated from the processor’scache.

Figure 4 shows the multi-node scenario that causes this invali-
dation. There are three processing nodes in the figure: node 1 is
the node associated with the time-line in Figure 3; node 2 is the
homenodefor block X; and node 3 is the node that causesthe inter-
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ference. Some time after the home node has serviced the request,
node 3 issues a write request for block X to node 2. In response,
node 2 transmits an invalidation messageto node 1, waitsfor an ac-
knowledgment message, and eventually transmits write permission
to node 3. Asaresult, node 1 must repeat its read request when it
reenables context A at the end of the time-line in Figure 3.

There is no reason to expect that node 3 will actually complete
the write to block X before node 1 repeats its read request! If
this is the case, it is possible for node 2 to invalidate block X in
node 3 before the write is finished. Given an unfortunate coin-
cidence in timing, this vicious cycle of invalidation or internode
thrashing can continue forever. Our simulations indicate that this
thrashing is an infrequent event, but it does happen at some point
during the execution of most programs. Without a solution to the
thrashing scenario, the system would livelock (effectively causing
the machine to crash).

3.3 Severity of the Window of Vulnerability

This section substantiates our claim that the window of vulnera-
bility poses a significant problem in shared memory architectures.
TheAlewife simulator calculatesthetime betweentheinstant that a
datablock becomesvalid in acachedueto aresponsefrom memory
and the first subsequent access to the cached data. The simulator
measures this period of time only for the fraction of memory ac-
cessesthat generate network traffic and are thus susceptible to the
window. Figure 5 shows typical measurements of the window of
vulnerability. The graphis a histogram of window of vulnerability
sizes, with the size on the horizontal axis and the number of occur-
rencesonthevertical axis. Thegraphwasproduced by asimulation
of a64 processor machine (with 4 contexts per processor) running
1,415,308 cycles of anumerical integration program.

For the most part, memory accessesare delayed for only ashort
period of time between cachefill and cache access: 90% of mem-
ory accesses that generate network traffic have windows that are
less than 65 cycles long. However, a small number of accesses
encounter pathologically long windows of vulnerability. To make
the interesting features of the graph visible, it was necessary to
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plot the data on alogarithmic scale and to eliminate events having
a frequency of less than 30 occurrences. Due to a few extremely
long context run-lengths, the tail of this particular graph actually
runs out to 543,219 cycles! The high standard deviation provides
another measure of the importance of the graph’stail.

The sharp spike at zero cycles illustrates the role of context
switching and high availability interrupts in causing the window
of vulnerability. The spikeis caused by certain critical sections of
the task scheduler that disable context switching, as described in
Section 2. When context switching is disabled, a processor will
spin-wait for memory accessesto complete, rather than attempting
to tolerate the access latency by doing other work. In this case,
the processor accesses the cache on the same cycle that the data
becomes available. Such an event correspondsto a zero-size win-
dow of vulnerability. The window becomes a problem only when
context switching is enabled or when high availability interrupts
interfere with memory accesses.

The window of vulnerability histogram in Figure 5 is qualita-
tively similar to other measurementsmadefor avariety of programs
and architectural parameters. Thetimebetween cachefill and cache
accessisusualy short, but asmall fraction of memory transactions
always suffer from long windows of vulnerability. In general, both
the average window size and the standard deviation increase with
the number of contexts per processor. The window size and stan-
dard deviation also grow when the context switch time isincreased.
We have observed that high-availability interrupts cause the same
type of behavior although their effects are not quite as dramatic as
the effect of multiple contexts.

For the purposesof our argument, it does not matter whether the
window of vulnerability is large or small, common or uncommon.
Even if awindow of vulnerability is only tens or hundreds of cy-
cleslong, it introduces the possibility of livelock that can prevent
an application from making forward progress. The architectural
framework described in the next section is necessary merely be-
cause the window exists.

Multi +

Multi + | Multi + HAI +

Multi | Disable HAI Disable
Assoc Locking Yes No Yes No
Thrashwait Yes Yes No No
Assoc Thrashlock Yes Yes Yes Yes

Table 1: Window of Vulnerability closure techniques. Multi rep-
resents coherent caches and multiple requests. Disable represents
disabling of context switching. HAI represents high-availability
interrupts.

4 Closing theWindow of Vulner ability

This section discussesarange of solutionsfor eliminating the live-
lock associated with the window of vulnerability. Three self-
contained solutions are discussed, hamely associative locking,
thrashwait, and associative thrashlock. Each is appropriate for
a different combination of the mechanisms of Section 2. Thisis
shown in Table 1. A system with coherent caches and multiple
outstanding requests (Multi) is assumed in all cases. To this is
added either the ability to disable context switching (Disable), the
presence of high-availability interrupts (HAI), or acombination of
both. A Yesin Table 1 indicates that a given solution is appropriate
for the specified combination of mechanisms. During the exposi-
tion, two partial solutions are also discussed, namely locking and
associative thrashwait.

Locking involves freezing external protocol actions during the
window of vulnerability by deferring invalidations. Thrashwait is
a heuristic that dynamically detects thrashing situations and selec-
tively disablescontext-switchingin order to prevent livelock. Asso-
ciativity can be addedto each of thesetechniquesby supplementing
the cache with an associative buffer for transactions. This yields
associativelocking and associativethrashwait. Table 2 summarizes
the deficiencies of each of these mechanisms with respect to sup-
porting the complete set of mechanisms. Associative thrashlock is
ahybrid technique, and is discussed in Section 4.5. Note that only
associative thrashlock permits the full set of mechanisms.

4.1 Locking (Partial Solution)

One approach to closing the window involves locking transactions
during their window of vulnerability. For the moment, we will
assume that returning data (responses) are placed in the cache;
later, we consider the addition of an extraset of buffers for memory
transactions.

Locking involves two state bits for each line in the cache. To
prevent intercontext and high-availability interrupt thrashing, the
system needs a lock bit to signal that a cache line is locked and
cannot be replaced. When the line is accessed, the lock bit asso-
ciated with the line is cleared. To prevent invalidation thrashing,
we need a deferred invalidate bit; invalidations to locked lines are
deferred by setting thisbit. Deferred invalidation is performed (and
acknowledged) when the requesting context returns and clears the
lock bit.

As described, the above scheme does not quite eliminate all
intercontext thrashing, because one context can unlock the data
requested by another context. We call this premature lock release.



Prevents Prevents Prevents Prevents Deadlock Free | Free From

Technique Invalidation | Intercontext HAI Inst-Data || Context Switch | Cacheline

Thrashing Thrashing | Thrashing | Thrashing Disable Starvation
Locking Yes Yes Yes Deadlock No No
Assoc Locking Yes Yes Yes Yes No Yes
Thrashwait No Yes No Yes Yes Yes
Assoc TW No Yes Yes Yes Yes Yes

| Assoc Thrashlock | Yes | Yes | Yes [ Yes | Yes | Yes ]

Table 2: Properties of window of vulnerability closure techniques.

This scheme can, however, be supplemented with additional bits of
state to keep track of which context holds a given lock; then, only
the locking context is permitted to free this lock.

One of the consequencesof locking cachelines during a trans-
action’swindow of vulnerability is that we must also restrict trans-
actions during their request phase. Since each cacheline can store
only one outstanding request at a time, multiple requests could
force the memory system to discard one locked line for another,
defeating the purpose of locking. Thus, we supplement the state of
acacheline with atransaction-in-progressstate to prevent multiple
outstanding requests to this line. The transaction-in-progress state
restricts creation of new transactions, but does not affect data cur-
rently in the cachein order to minimize the interference of memory
transactions in the cache. Also, the transaction-in-progress state
allows a processing node to consolidate accesses from different
contexts to the same memory block.

We refer to this scheme as touchwait, because data blocks are
held until the requesting context returns to “touch” it. Touchwait
eliminates the livelock scenarios of the previous section, because
the cacheretains data blocks until the requesting context returns to
accessthem.

Problems Unfortunately, the locking mechanismcan lead to four
distinct types of deadlock, illustrated in Figure 6. This figure
contains four different waits-for graphs [12], which represent de-
pendencies between transactions. In these graphs, the large italic
letters represent transactions: “D” for data transactions and “1”
for instruction transactions. The superscripts — either “P” or “S’
— represent primary or secondary transactions, respectively. The
subscriptsform a pair consisting of processor number (as an arabic
number) and context number (as a letter). The address is given
in parentheses; in these examples, X and Y are congruent in the
cache(X = Y), while X and Z arenot equal (X # 7).

The labeled arcs represent dependencies; a transaction at the
tail of an arc cannot complete before the transaction at the head
has completed (in other words, the tail transaction waits-for the
head transaction). Labels indicate the sources of dependencies:
A congruence arc arises from finite associativity in the cache; the
transaction at its head is locked, preventing the transaction at its
tail from being initiated. An execution arc arises from execution
order. Disable arcs arise from disabling context-switching; the
transactions at their heads belong to active contexts with context-
switching disabled; the tails are from other contexts. Finaly, a
protocol arc results from the coherence protocol; the transaction
at its head is locked, deferring invalidations, while the transaction

at its tail awaits acknowledgment of the invalidation. An example
of such a dependenceis a locked write transaction at the head of
the arc with aread transaction at the tail. Since completion of the
write transaction could result in modification of the data, the read
transaction cannot proceed until the write hasfinished. These arcs
represent three classes of dependencies: those that prevent launch-
ing of transactions (congruence), those that prevent completion of
atransaction’srequest phase (protocol), and those that prevent final
completion (execution and disable).

Now we describethesedeadlocksin moredetail. Notethat larger
cycles can be constructed by combining the basic deadlocks.

e intercontext: The context that has entered a critical section
(and disabled context-switching) may needto useacacheline
that is locked by another context.

¢ internode: This deadlock occurs between two nodes with
context-switching disabled. Here, context A on processor 1
is spinning while waiting for variable X, which is locked in
context D on processor 2. Context C on processor 2 is also
spinning, waiting for variable Z, which is locked by context
B on processor 1.

e primary-secondary: Thisisavariant of the internode dead-
lock problem that arises if secondary transactions (software
prefetches) can belocked. Datablocks from secondary trans-
actions are accessed after those from primary ones.

e instruction-data: Thrashing between a remote instruction
and its data yields a deadlock in the presence of locks. This
occurs after aload or store instruction has been successfully
fetched for the first time. Then, arequestis sent for the data,
causing acontext-switch. Whenthedatablock finally returns,
it replacesthe instruction and becomeslocked. However, the
data will not be accessed until after the processor refetches
the instruction.

Primary-secondary deadlock is easily removed by recognizing that
secondary transactions are merely hints; locking them is not nec-
essary to ensure forward progress. Unfortunately, the remaining
deadlocks have no obvious solution. Due to these deadlock prob-
lems, pure locking cannot be used to close the window of vulnera-
bility.

4.2 Associativel ocking

A variant of the locking scheme that does not restrict the use of
the cache or launching of congruent transactions is locking with
associativity. This scheme supplements the cachewith afully as-
sociative set of transaction buffers. Each of these buffers contains
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an address, state bits, and space for amemory line’'sdata. Locking
is performed in the transaction buffer, rather than the cache. As
discussed above, invalidations to locked buffers are deferred until
the data word is accessed. Buffer allocation can be as simple as
reserving a fixed set of buffers for each context. More general
schemes might keep track of the context that owns each buffer to
prevent premature lock release (see Section 4.1). The use of a
transaction buffer architecture has been presented in several mi-
lieux, such as lockup-free caching [13], victim caching [14], and
the remote-access cache of the DASH multiprocessor [3].

The need for an associative match on the address stems from
several factors. First, protocol traffic is tagged by address rather
than by context number. While requests and responses could be
tagged with acontextidentifier inexpensively, tagging invalidations
would increase the cost of the directory used to guarantee cache
coherence. Second, associativity removes the intercontext and
instruction-data deadlocks of Figure 6, becauseit eliminates all of
the congruencearcs of Figure 6.

Third, the associative match permits consolidation of requests
from different contexts to the same memory-line; before launching
a new request, the cache first checks for outstanding transactions
from any context to the desired memory line. Should a match be
detected, generation of anew request is suppressed.

Finally, the associative matching mechanism can permit contexts
to access buffers that are locked by other contexts. Such accesses
would have to be performed directly to and from the buffers in
question, since placing theminto the cachewoul d effectively unlock
them. This optimization is useful in a machine with medium-
grained threads, since different threads often execute similar code
and access the same synchronization variables.

The augmentation of basic locking with associativity appears
to be close to a solution for the window of vulnerability. All
four thrashing scenarios of Section 3.2 are eliminated. Further, the
cacheisnot bogged down by persistent holes. Accesstothecacheis
unrestricted for both user and system code. However, this approach
still suffers from internode deadlock when context-switching is

disabled. Consequently, as shown in Table 1, associative locking
is sufficient for systems which do not permit context-switching to
be disabled.

4.3 Thrashwait

Locking transactions prevents livelock by making data invulner-
able during a transaction’s window of vulnerability. In order to
attack the window from another angle, we note that the window
is eliminated when the processor is spinning while waiting for
data: when the data word arrives, it can be consumed immedi-
ately. This observation does not seem to be useful in a machine
with context-switching processors, since it requires spinning rather
than switching. However, if the processors could context-switch
“most of the time,” spinning only to prevent thrashing, the system
could guaranteeforward progress. We call this strategy thrashwait
(as opposed to touchwait). The trick in implementing thrashwait
lies in dynamically detecting thrashing situations. The thrashwait
detection algorithm is based on an assumption that the frequency
of thrashing is low. Thus, the recovery from a thrashing scenario
need not be extremely efficient.

For the purpose of describing thethrashwait scheme, assumethat
the system has some method for consolidating transactions from
different contexts. To implement this feature, either each cache
line or the transaction buffers needs atransaction-in-progress state.
If the transaction-in-progress state is in the cache, asin the pure
locking scheme, the systemallows only oneoutstanding transaction
per cacheline.

Consider, for simplicity, a processor with a maximum of one
outstanding primary transaction per context. Each context requires
abit of state called atried-once bit. The memory system sets the
bit when the context initiates primary transactionsand clearsthe bit
when the context completes aglobal load or store. Notethat global
accesses, which involve shared locations and the cache-coherence
protocol, are distinguished here from local accesses which are
unshared and do not involve the network or the protocol. Whenthe
following criteria are true, the memory system detects a thrashing
situation:

1. The context requests a global load or store that missesin the
cache.

2. There is no associated transaction-in-progress state, because
the transaction has completed.

3. The context’s tried-once bit is set.

The fact that the tried-once bit is set indicates that this context has
recently launched a primary transaction but has not successfully
completed a global load or store in the interim. Thus, the context
has not made forward progress. In particular, the current load or
store request must be the same one that launched the original trans-
action. The fact that transaction-in-progressis clear indicates that
thetransaction had compl eted its request phase (datawasreturned).
Consequently, the fact that the access missed in the cache means
that a data block has been lost. Once thrashing has been detected,
the thrashwait algorithm requests the data for a second time and
disables context-switching, causing the processor to wait for the
datato arrive.

Multiple Primary Transactions Systemsrequiring two primary
transactions can be accommodated by providing twotried-oncebits,



onefor instructionsand the other for data. To seewhy asinglebitis
not sufficient, consider an instruction-data thrashing situation with
asingle tried-once bit. Assuming that a processor has successfully
fetchedtheload or storeinstruction, it proceedsto send arequest for
the data, sets the tried-once bit, and switches contexts. When the
datablock finally arrives, it displacesthe instruction; consequently,
when the context returns to retry the instruction, it concludesthat
it is thrashing on the instruction fetch. Context-switching will be
disabled until the instruction returns, at which point the tried-once
bit is cleared. Thus, the algorithm fails to detect thrashing on the
dataline.

The presenceof two separatetried-once bits solvesthis problem.
Instruction and data accessesare handled independently, according
to the abovealgorithm. Infact, thistwo-bit solution can be general-
ized to a system with an arbitrary number of primary transactions.
The only requirement for multiple transactionsisthat each primary
transaction must have a uniquetried-once bit that can be associated
with it each time the context returns to begin reexecution. (This
can become somewhat complex in the face of deep pipelining or
multiple-issue architectures.)

Elimination of Thrashing The thrashwait algorithm identifies
primary transactions that are likely to be terminated prematurely;
that is, before the requesting thread makes forward progress. As-
suming that there are no high-availability interrupts, thrashwait
removes livelock by breaking the thrashing cycle. Thrashwait per-
mits each primary transaction to be aborted only once before it
disables the context-switching mechanism and closes the window
of vulnerability.

In asystemwith multiple primary transactions, livelock removal
occurs because primary transactions are ordered by the processor
pipeline. A context begins execution by requesting data from the
cache system in a deterministic order. Consequently, under worst-
caseconditions—when all transactionsare thrashing, the processor
will work its way through the implicit order, invoking thrashwait
on each primary transaction in turn. Although a context-switch
may flush its pipeline state, the tried-once bits remain, forcing a
pipeline freeze (rather than a switch) when thrashing occurs.

Freedom From Deadlock In this section, we prove that the
thrashwait algorithm does not suffer from any of the deadlocks
illustrated in Figure 6. We assume (for now) that a processor
launches only one primary transaction at atime. Multiple primary
transactions, which must complete to make forward progress, are
allowed; multiple simultaneous transactions, which are caused by
a system that presents several addressesto the memory system at
once, are not allowed. At the end of the proof, we discuss a mod-
ification to the thrashwait algorithm that is necessary for handling
multiple functional units and address buses.

The proof of the deadlock-free property proceeds by contra-
diction. We assume that the thrashwait algorithm can result in a
deadlock. Such a deadlock must be caused by a cycle of primary
transactions, linked by the dependenciesdefined in Section 4.1: dis-
able, execution, congruence, and protocol arcs. Since the memory
transactions involved in the deadlock |oop are frozen, it is correct
to view the state of transactions simultaneously, even if they reside
on different processors. By examining the types of arcs and the
associated transactions, we show that such a cycle cannot exist,
thereby contradicting the assumption that thrashwait can result in

adeadlock.

Disableand execution arcscannot participatein adeadlock cycle
becausethese dependenciesoccur only in systemsthat usealocking
scheme. Sincethrashwait avoidslocking, itimmediately eliminates
two forms of dependency arcs. Thisis the key property that gives
thrashwait its deadlock-free property. To complete the proof, we
only need to show that congruenceand protocol arcs cannot couple
to form a deadlock.

A deadlock cycle consisting of congruence and protocol arcs
can take only one of three possible forms; aloop consisting only
of congruence arcs, aloop consisting of both congruencearcs and
protocol arcs, or aloop consisting of only protocol arcs. The next
three paragraphs show that none of thesetypesof loopsarepossible.
Congruenceand protocol arcscannot belinked together, duetotype
conflictshbetweenthe head and tail of congruenceand protocol arcs.

First, we show that cycles consisting only of congruence arcs
cannot occur. Recall that a congruencearc arises when an existing
transaction blocks the initiation of a new transaction dueto limited
cache associativity. A congruence arc requires an existing trans-
action at its head and a new transaction at its tail. It is therefore
impossible for the tail of a congruence arc (a new transaction) to
also be the head of a different congruence arc (an existing trans-
action). Thus, it is impossible to have a loop consisting only of
congruencearcs, becausethe types of acongruencearc’s head and
tail do not match.

Second, acycle consistingonly of protocol arcscannot exist. By
definition, the head of a protocol arc is a transaction in its window
of vulnerability, which islocked so that invalidations are deferred.
Thetail of aprotocol arcisatransactioninitsrequest phase, waiting
for the invalidation to complete. Since a transaction in its request
phase cannot be at the head of a protocol arc, protocol arcs cannot
belinked together, thereby preventing aloop of protocol arcs.

Finally, the tail of a congruence arc cannot be linked to the
head of a protocol arc due to another type conflict: the tail of
a congruence arc must be a new transaction, while the head of a
protocol arcisan existing transaction initswindow of vulnerability.
Thus, deadlock loops cannot be constructed from combinations of
protocol and congruenceloops. The fact that congruence arcs and
protocol arcs cannot combine to produce a loop contradicts the
assumptionthat thrashwait can result in adeadlock, completing the
proof.

The above proof of the deadlock-free property allows only one
primary transaction to be transmitted simultaneously. In order to
permit multiple functional units to issue several memory transac-
tions at a time, the memory system must provide sufficient asso-
ciativity to permit all such transactionsto be launched. Also, if the
memory system stalls the processor pipeline while multiple trans-
actions are requested, then the processor must access a data word
as soon as it arrives.  These modifications prevent dependencies
between simultaneous transactions and make sure that the window
of vulnerability remains closed.

Thrashwait and High-Availability Interrupts Despite its suc-
cess in detecting thrashing in systems without high-availability
interrupts, thrashwait fails to guarantee forward progress in the
presenceof suchinterrupts. Thisisaresult of the method by which
thrashwait closes the window of vulnerability: by causing the pro-
cessor to spin. This correspondsto asserting the memory-hold line



and freezing the pipeline. High-availability interrupts defeat this
interlock by faulting the load or store in progress so that interrupt
code can be executed. Viewing the execution of high-availability
interrupt handlers as occurring in an independent “context” re-
veals that the presence of such interrupts reintroduces three of the
four types of thrashing mentioned in Section 3.2. Instruction-data
and high-availability interrupt thrashing arise from interactions be-
tween the thrashwaiting context and interrupt code. Invalidation
thrashing arises because high-availability interrupts open the win-
dow of vulnerability, even for transactions that are targeted for
thrashwaiting. Only intercontext thrashing is avoided, since soft-
ware conventions can reguire high-availability interrupt handlers
to return to the interrupted context. Consequently, a system with
high-availability interrupts must implement more than the simple
thrashwait scheme.

4.4 Associative Thrashwait (Partial Solution)

In an attempt to solve the problemsintroduced by high-availability
interrupts, we supplement the thrashwait scheme with associative
transaction buffers. Asdescribedin Section 4.2, transaction buffers
eliminate restrictions on transaction launches. Further, instruction-
data and high-availability interrupt thrashing are eliminated. This
effect is produced entirely by increased associativity: since trans-
actions are not placed in the cache during their window of vulner-
ability, they cannot be lost through conflict. Thus, the associative
thrashwait schemewith high-availability interruptsis only vulner-
ableto invalidation thrashing. Theframework proposedin the next
section solvesthis last remaining problem.

45 Associative Thrashlock

Now that we have analyzed the benefitsand deficienciesof the com-
ponents of our architectural framework, we are ready to present a
hybrid approach, called associative thrashlock. This framework
solves the problems inherent in each of the independent compo-
nents.

Assume, for the moment, that we have a single primary trans-
action per context. As discussed above, thrashwait with associa-
tivity has a flaw. Once the processor has begun thrashwaiting
on a particular transaction, it is unable to protect this transaction
from invalidation during high-availability interrupts. To prevent
high-availability interrupts from breaking the thrashwait scheme,
associative thrashlock augments associative thrashwait with asin-
gle buffer lock. This lock is invoked when the processor begins
thrashwaiting, and is released when the processor completes any
global access. Should the processor respond to a high-availability
interrupt in theinterim, the datawill be protected from invalidation.

It is important to stress that this solution provides one lock per
processor. The scheme avoids deadlock by requiring that all high-
availability interrupt handlers:

1. make no referencesto global memory locations, and
2. return to the interrupted context.

These two software conventions guarantee that the processor will
always return to access this buffer, and that no additional de-
pendencies are introduced. Thus, associative thrashlock has the
same transaction dependency graph as thrashwait without high-
availability interrupts (as in Section 4.3). Processor access to the

locked buffer is delayed — but not impeded — by the execution of
high-availability interrupts.

Application of the above solution in the face of multiple primary
transactions (such asinstruction and data) is not as straightforward
asit might seem. We provide alock for both instructions and data
(in addition to the two tried-once bits specified in Section 4.3).
When thrashing is detected, the appropriate lock is invoked. This
locking schemereintroduces adeadlock loop similar to the primary-
secondary problem shown above. Fortunately, in this case the
loop is rather unnatural: it corresponds to two processors, each
trying to fetch as an instruction a word that is locked as data in
the other node. To prevent this particular kind of deadlock, a
software convention disallows the execution of instructionsthat are
simultaneously being written. Prohibiting modifications to code
segmentsis a common restriction in RISC architectures.

The complexity of the argument for associative thrashlock might
seem to indicate that the architectural framework is hard to imple-
ment. It is important to emphasize that even though the issues
involved in closing the window of vulnerability are complicated,
the end product is rather simple. The next section discusses our
experiences building a system based on associative thrashlock.

5 Implementation of the Framework

The Alewife machine employs the associative thrashlock frame-
work to close the window of vulnerability. This section overviews
some of the key parameters of this implementation. For additional
details, see[15].

Alewife is a large-scale multiprocessor with distributed shared
memory. An Alewife processing node consists of a 33 MHz Spar-
cleprocessor, 64K bytes of direct-mapped cache, a4Mbyte portion
of globally-shared main memory, and afl oating-point coprocessor.
The Sparcle processor is a modified SPARC processor [16], utiliz-
ing register-windows for rapid context-switching [8]. Our current
implementation provides four distinct hardware contexts. Both the
cache and floating-point units are SPARC compatible. The nodes
communicate via messagesthrough a cost-effective direct network
with a mesh topology. A single-chip communication and memory
management unit (CMMU) on each node holds the cachetags and
transaction buffers (described below), implements a variant of the
cache coherence protocol described in [4], and provides a direct
message-passing interface to the underlying network.

The CMMU's transaction store is the heart of Alewife's im-
plementation of associative thrashlock. The transaction store is a
fully associative set of 16 transaction buffers. Since the Alewife
machine context-switches via synchronous traps, each of the four
hardware contexts can have up to two primary transactions (see
Section 3.1). As required by the thrashlock scheme, the cache-
controller provides eight tried-once bits (two per context) and two
lock bits.

The transaction store is used as asmall, fully-associative cache.
All contextsaccessthetransaction store by address, and any context
may access a transaction buffer with amatching address. Figure 7
illustrates the processor-side connections to the transaction store.
Each of the 16 transaction buffers contains an address, state hits,
and space for a complete memory-line. The transaction buffers
record the state of all outstanding memory transactions.

The transaction store is completely integrated with the cache-
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coherenceprotocol; indeed, it is much like amultiprocessor victim
cache[14]. Datamay betransferred between transaction buffersand
the cache or the processor may access transaction buffers directly.
In addition, special instructions permit the processor to initiate
non-binding prefetches. Thetransaction store hasindependent data
paths to the processor, to memory, and to the network. A single
module of associative match circuitry is shared by the processor,
network and memory.

In addition to implementing the associative thrashlock frame-
work, the transaction store has two additional benefits. First, since
thetransaction store explicitly recordsthestate of outstanding trans-
actions, it allows the Alewife cache-coherence protocol to beinde-
pendent of network ordering. Relaxing the constraint of in-order
delivery is desirable because it permits systems to be built with
networks that employ adaptive routing to avoid hot-spots or bad
connections.

Second, since context switching on Sparcle is a polling mech-
anism, contexts may retry memory accesses multiple times before
the requested data word becomes available. The transaction store
prevents redundant requests that could result from multiple retries
by recording the state of all outstanding memory transactions. The
same mechanism allows the requests from different contextsto the
same cacheline to be consolidated.

Both a register-transfer level implementation and a high-level
simulation of Alewife’s associative thrashlock framework are oper-
ational. Final transistor-level verification of the CMMU iscurrently
in progress. This chip will be fabricated with a 1x standard-cell
process by LS| Logic, Inc. All of the other components of the
Alewife system, including the Sparcle processor, the 1/0 board,
and the node board have been fabricated. Sparcle and the 1/O
board are fully functional, while the node board awaits a finished
controller for final testing.
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6 Conclusion

This paper has discussed the livelock and deadlock problems as-
sociated with the window of vulnerability and specified an archi-
tectural framework that solves those problems. A combination of
multiphase memory transactions and the mechanisms associated
with shared memory may be implemented using the associative
thrashlock approach. If a system only needsto support a subset of
the mechanisms described in this paper, then Table 1 may be used
to decide which of the other two solutions are sufficient.

What is the appropriate amount of hardware required to close
thewindow of vulnerability? It is possible to imagine architectures
that take completely different approachesto solving the problems
associated with multiphase memory transactions. For example,
the Alewife architecture forces contextsto poll until they complete
their outstanding transactions. Alternatively, a system could elim-
inate the window of vulnerability inherent in a polling model by
signaling or reenabling a context immediately when its memory
accesscompletes. Such is the casein dataflow or message-passing
architectures. Polling has a smaller hardware cost and optimizes
for the common case when average remote accesslatency is shorter
than polling frequency. This is true precisely when the window
of vulnerability islong (Section 3.3). Signaling is less sensitive to
remoteaccesslatency, but introducesadditional hardware complex-
ity. System parameters or philosophy determine whether polling,
signaling, or a hybrid approach is most appropriate.

A multiprocessor could also avoid the window of vulnerability
by eschewing the use of caches. In a system without caches, all
memory requests could be serviced by distributed modules. By
serializing transactions, memory modules would ensure both co-
herenceand forward progress. However, such asystemwould have
to provide extremely high bandwidth between processing nodesand
memory modulesin order to achieve high performance.

The associative thrashlock framework provides a solution to the
window of vulnerability problem in a polled system. The frame-
work allows the use of caches to reduce the bandwidth required
from the interconnect, and permits processorsto store just enough
information to recreate the pipeline state of a context when neces-
sary. Instead of closing the window of vulnerability by bruteforce,
the Alewife architecture dynamically detectsthe situationsthat can
lead to deadlock and livelock. Only when these relatively rare
situations arise does the system close the window. The fundamen-
tal architectural trade-off pits hardware expense and complexity
against exceptional events that are uncommon, but potentially fa-
tal.
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